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Abstract

The integration of intelligent voice-control systems represents a critical pathway for enhanc-
ing driver comfort and reducing cognitive distraction in modern vehicles. Currently, voice
assistants capable of accessing real-time vehicular data (e.g., engine parameters) or control-
ling actuators (e.g., door locks) remain exclusive to premium brands. While aftermarket
solutions like Amazon’s Echo Auto provide multimedia functionality, they lack access to
critical vehicle systems. To address this gap, we develop a novel architecture leveraging
the OBD-II port to enable voice-controlled telematics and actuation in mass-production
vehicles. Our system interfaces with a Toyota Hilux (2020) and Mazda CX-3 SUV (2021),
utilizing an MCP2515 CAN controller for engine control unit (ECU) communication, an
Arduino Nano for data processing, and an ESP01 Wi-Fi module for cloud transmission. The
Blynk IoT platform orchestrates data flow and provides user interfaces, while a Voiceflow-
programmed Alexa skill enables natural language commands (e.g., “unlock doors”) via
Alexa Auto. Experimental validation confirms the successful real-time monitoring of engine
variables (coolant temperature, air—fuel ratio, ignition timing) and secure door-lock control.
This work demonstrates that high-end vehicle capabilities—previously restricted to lux-
ury segments—can be effectively implemented in series-production automobiles through
standardized OBD-II protocols and IoT integration, establishing a scalable framework for
next-generation in-vehicle assistants.

Keywords: Echo Auto; Alexa; CAN bus; OBDII; car information; function control; skill

1. Introduction

The proliferation of virtual voice assistants has transformed human-machine interac-
tion paradigms, particularly in query formulation and information retrieval. Within the
automotive domain, escalating user comfort requirements—driven by prolonged vehic-
ular occupancy during extended commutes and traffic congestion—demand advanced
solutions that enhance driving experiences without compromising safety. Contemporary
drivers frequently engage secondary devices (e.g., mobile phones, infotainment systems),
exacerbating cognitive load and elevating accident risks [1].

Manufacturer-integrated voice assistants increasingly feature in modern vehicles,
while aftermarket solutions (e.g., Amazon Echo Auto, Google Assistant) enable functional-
ity in legacy models. Though noise-robust speech recognition has improved substantially,
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these systems remain constrained to multimedia control and lack vehicular system integra-
tion. Crucially, access to vehicle telemetry (e.g., engine parameters) and actuator control
(e.g., door locks) remains exclusive to proprietary implementations in premium manufactur-
ers (BMW, Audi, Mercedes-Benz) [2]. This fragmentation highlights a critical research gap:
enabling standardized, voice-mediated vehicular control across heterogeneous platforms.

While standardized parameter IDs (PIDs) exist for basic on-board diagnostics (e.g.,
OBD-II compliance under [3,4] “diagnostic test modes for vehicles”), advanced vehicle
functionalities—such as window control, immobilizer systems, and comfort features—are
typically manufacturer-specific. Reverse engineering or OEM documentation is often
necessary for access, though legal and technical barriers persist.

2. State of the Art

The potential of the automotive industry is currently the main factor in the growth
of artificial intelligence applied in this field, primarily due to customer preferences for
new and advanced features, such as driver assistance, autonomous driving, personalized
entertainment, etc. [5]. Therefore, voice assistants are becoming a growing trend in vehicles.
In addition to minimizing driver distraction during manual driving, these systems offer an
experience that is close to the transition to autonomous driving [6]. The current landscape of
commercial in-vehicle voice assistants includes Google Assistant via Android Auto, Apple’s
Siri via CarPlay, Mercedes-Benz’s MBUX, Amazon Alexa’s Echo Auto, and many others.
According to [2,6], as voice assistant technology becomes more popular in automotive
systems, the need to optimize these systems becomes crucial for a sophisticated in-vehicle
driving experience. According to research, the use of voice assistants will triple by 2025.
Similarly, it has been studied that replacing traditional displays with intelligent voice
assistants results in higher driving performance, less time off the road, less lane deviation,
and better reaction time to accidents [7].

In [8], the authors propose a standardized architecture for vehicle computers (ECUs)
with the aim of enabling future functionalities for autonomous vehicles, regardless of the
manufacturer. Currently, the lack of standardization in vehicle computer architectures com-
plicates the integration of voice assistants equipped with artificial intelligence into vehicle
systems. This integration is essential for accessing operational or diagnostic variables, as
well as enabling potential interactions with vehicle actuators such as door locks, lights,
speed limiters, and more.

Combustion vehicles contribute to environmental pollution, which is why [9], in
their work, proposes a system for monitoring gases emitted by the vehicle’s engine using
an intelligent system that interacts with the vehicle’s computer. However, as previously
mentioned, the proposed solution is not standardized because the hexadecimal location of
the information in the vehicle’s computer is not consistent from one vehicle to another.

2.1. Voice Assistant and Diagnostic Vehicle System

Under the context of improving the user experience, ref. [10] uses the information
provided by IoT platform information to offer timely solutions in finding parking places for
vehicles, using an intelligent voice assistant. In this way the author develops a skill for Alexa
that will connect with the FIWARE platform, which collects data from the environment
provided by users, such as sensors and even mobile applications. This allows a request
to be made to the virtual assistant and for it to generate a response that will guide it to
an available parking spot. In the investigation conducted by [11], the aim is identifying
the vehicle’s faults or errors. The primary objective is to extend the vehicle’s useful life
and provide drivers with real-time updates on the vehicle’s status. This information is
displayed through web interfaces, allowing users to review the data in greater detail. In
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terms of hardware, the system requires connecting the ELM327 diagnostic module to the
vehicle’s OBDII port. The collected data is then transmitted via Bluetooth to an ESP32
microcontroller, which decodes the information. Subsequently, the ESP32 microcontroller is
connected to a computer, where the data is uploaded to the cloud. This enables monitoring
through a more detailed and user-friendly interface.

2.2. Vehicle’s Voice Assistants

There are two main alternatives in which a voice assistant can be found in a vehicle:
voice assistants integrated from the manufacturer and voice assistants with independent
devices. Depending on the one available in the vehicle, the user will be able to access
different functionalities related to entertainment and multimedia, or even vehicle control.
The factory-integrated options may be the vehicle brands’ own systems, such as Mercedes-
Benz with its MBUX assistant, BMW with its BMW Intelligent Personal Assistant, or Audi
with its MMI Touch Response operating system [12]. However, these technologies are
proprietary and, evidently, costly due to the types of vehicles in which they are installed.
Another integration option available is due to the fact that a variety of manufacturers
have made agreements with Amazon, Google, or Apple to install systems compatible with
Android or iOS, where a smartphone is used to synchronize with their infotainment center.
The main problem with these systems is that they do not allow access to additional vehicle
control functions, such as engine start, temperature control, and door lock/unlock, among
others that seek to make the driver’s stay more comfortable [13].

As for options for vehicles that do not have this technology integrated, there are mobile
application options such as AutoMate that allow for interacting with the smartphone by
voice commands; however, their functions are limited to navigation, music, telephony, and
messaging applications. Other options that require physical devices such as JBL Link Drive
or Anker Roav Bolt allow the user to connect with Google Assistant and its functionalities.
Finally, the user can use an Echo Auto device to interact with Amazon’s Alexa voice
assistant [14]. However, none of these solutions enable interaction with the vehicle’s ECU
(engine control unit), consequently preventing access to real-time sensor data or actuator
status information or control.

3. Materials and Methods

The primary objective of the proposed system is to integrate a vehicle with an Alexa
Auto voice assistant. The key focus is on capturing vehicle data in real time and seamlessly
transmitting it to a cloud server for efficient information management. Figure 1 illustrates
the proposed connection framework for the devices and platforms utilized to accomplish

this goal.
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Figure 1. Interconnection of Alexa Auto and vehicle’s computer.
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3.1. Hardware

Figure 2 shows the hardware components used for the link system between the
vehicle’s computer and Alexa Auto, starting from the connection with the vehicle to the
Wi-Fi communication with the voice assistant.

Power source WIFI module
r— 7 TE&l 1
| Voltaje 5 [V] - | Voltaje 3.3 [V] | % e |
: | 4 |
| | =g B
) &
Voltaje 12 [V] | y> | WIFI
- _[_ - | Voltaje 5 [V] | - —'— ’\?
MP1584
P ol " |
S0 ity
| ECU | | " | | |
L J
' = N
NANO
t L —— J
<>
ANy CANL ‘ NS | SPI Microcontroller | |
L ) e

Voice assistant

CAN
Controller

Figure 2. Hardware for interconnection between Alexa Auto and vehicle’s computer.

The proposed architecture incorporates a dual-stage power regulation subsystem: (1) a
buck converter steps down the vehicle’s 12 VDC battery supply to 5 VDC for microcontroller
operation, and (2) a secondary LDO regulator delivers 3.3 VDC for the Wi-Fi transceiver.
An ATmega328P-based Arduino Nano microcontroller (Arduino AG, Turin, Italy) serves as
the central processing unit, acquiring and preprocessing vehicular data through controller
area network (CAN) bus protocols.

CAN bus communication is implemented via an MCP2515 (Microchip Technology
Inc., Chandler, AZ, USA) controller interfaced through a serial peripheral interface (SPI) at
10 MHz. This IC handles frame formatting, bit timing synchronization, and differential sig-
nal generation compliant with [15] specifications (high-speed physical media attachment).
Processed telemetry is routed to an ESP-01S Wi-Fi module (Ai-Thinker Technology Co.,
Ltd., Shenzhen, China) through asynchronous serial communication (UART, 115,200 baud)
for cloud transmission to the Blynk IoT middleware.

User interaction occurs through an Echo Auto smart speaker (Amazon Lab126, Sunny-
vale, CA, USA) utilizing a Bluetooth Low Energy (BLE) link to the Amazon Alexa mobile
application. This establishes a bidirectional command pathway: voice requests — Alexa
Voice Service — Blynk API — microcontroller — vehicular computer— vehicular devices.

OBD-II Interface Implementation

Vehicular integration is achieved through the standardized [16]-compliant 16-pin
diagnostic link connector (DLC). As illustrated in Figure 3 (type A configuration for 12 VDC
systems), this interface provides direct access to the following:

e CAN_H (Pin 6)/CAN_L (Pin 14) buses
*  Battery voltage (Pin 16)
®  Chassis ground (Pin 4)

The connector spatial placement follows [17] recommendations, typically residing
within 600 mm of the steering column. System deployment confirmed compatibility across
test platforms: Toyota Hilux and Mazda CX-3 (Japan).
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Figure 3. OBDII A type for DLC interface [18].
A cable data extension is used for the DLC port, which allows the use of the necessary

pins without hindering the driver of the vehicle. The implemented system is illustrated in
Figure 4, which highlights the integration of all components and a box to protect the circuit.

Médulo WIFI ESPO1 Cable OBDII

Arduino Nano
Regulador de voltaje

MP1584

Boton ON/OFF
Figure 4. Dispositive developed.

3.2. Software

OBD-Il is an onboard diagnostic system used in vehicles. It monitors key parameters
related to the proper functioning of the engine, such as speed, engine load, coolant tem-
perature, fuel consumption, ambient temperature, air flow, and gas emissions. If any of
these critical parameters fall outside the established ranges, the OBD-II system stores and
processes this information to notify the driver of a potential malfunction [18-20]. OBD-II
systems can utilize one of five communication protocols, with each manufacturer choosing
the most suitable one to implement in their vehicles. However, the CAN BUS protocol,
defined by [21] CAN, is the most widely adopted and is even mandatory in certain regions.
This protocol operates using pins 6 and 14 of the DLC to transmit a differential signal, while
pins 4, 5, and 16 are used to supply power to diagnostic devices.

For data transmission, a CAN controller makes a transmission start request with a
specific parameter identifier (PID), along with all the data in the message. When the bus
is free, the data message is transmitted to all control units, which check the identifier
and determine if the message is required; otherwise, they ignore it. This message is
a sequence of bits with different parameters to identify them from start to finish and
allow for communication between different units [20,22,23]. Figure 5 shows the standard
message structure.
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Figure 5. CAN bus structure.

Functional addresses are used for a standard query or response on the vehicle CAN
bus. This project uses the ID 0x7DF for a diagnostic query, which is sent to the ECU and
gives its response on the ID 0x7E8. These specifications are defined in the SAE J1979
standard [24], as well as the structure that the message data field must have and the
structure of the respective response. It should be noted that vehicles can have more than
one CAN communication network; thus, the main modules of the vehicle are connected
to a high-speed CAN bus (500 kbps), since a fast response is required from these modules
because they are essential for the correct operation of the vehicle. Other modules such
as climate control, doors, or windows have a lower priority, so they are connected to a
lower-speed CAN bus (125 kbps) [23].

3.2.1. Variables to Be Monitored

The first vehicle used for the development of this system is a Toyota Hilux CS 2020
pickup truck form Japan, which works with the CAN communication protocol since its DLC
connector identifies the use of pins 6 and 14 for CAN-H and CAN-L signals. Therefore, it is
only possible to obtain vehicle status information through this port, while control actions
are not possible since the respective modules are not connected to this CAN communication
network. Additionally, the use of other pins in the DLC port is identified as shown in
Figure 6, which are 4, 5, 6,9, 12, 13, and 16. Pins 5 and 16 are used for the power supply
of the developed system and the rest of the pins are not used since their use has another
purpose that depends on the manufacturer.

Figure 6. ODBII port.

To know the PIDs available in the Toyota truck’s computer, the hardware designed to
make a request for PID 00 (hex) is used. This allows for displaying the PIDs compatible with
the vehicle in a format of 4 bytes of data, where each of the bits that make up the response
represents one of the following 32 PIDs established in the SAE ]J1979, specifying whether
that PID is compatible or not. The request message sent to the CAN bus is 0x7DF(020100,
and the respective bytes are detailed in Table 1. Unlike the basic structure presented in
Figure 5, only the 11-bit identifier and the data field are modified, since the rest of the
message fields are automatically filled by software.

The response obtained is 0x7E8064100BE1FA813, and corresponds to the parameters
specified in Table 2.
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Table 1. PID request—show PID.

Identifier
(11 Bits, Request) Data Bytes
Number of bytes of Service PID code
additional data (01 = show data) (00 = show PIDs) No used (ISO 15765-2)
7DF 02 01 00
Table 2. PID reply—show PID.
Identifier
(11 Bits, Reply) Data Bytes
Number of .
bvtes of Request Service, PID code Byte Byte Byte Byte No used
4 add 40 h (00 =show PIDs) data0 datal data2 data3  (ISO 15765-2)
additional data
7E8 06 41 00 BE 1F A8 13
Using the bytes from the previous answer, we proceed to decode them into a total of
32 bits. With this data, it is possible to determine which PIDs are available or not in the hex
range 0x01 to 0x20. Following this same methodology, we proceed to make two additional
requests for PID 0x20 and PID 0x40 to find out what other parameters are available in the
vehicle in the range of 0x21 to 0x40 and 0x41 to 0x60, respectively. With the responses
obtained from these PIDs, all parameters that are compatible with the Toyota Hilux CS
2020 vehicle have been identified. Based on this information, the following variables are
selected in Table 3, corresponding to several parameters available in the vehicle, which will
allow one to know the specific information of its operation.
Table 3. Variables and PIDs for vehicle for monitoring.
PID Description Min Max Equation Units

03 Fuel status system - - - Table 4

05 Coolant engine’s temperature —40 215 A-40 °C

OE Advance time —64 63.5 (é) — 64 Before

24 0, Sensor (fuel-air ratio) A 0 <2 65%—36 (256A + B) Ratio

Note: A and B are the data bytes obtained from the vehicle response.

e PID 03—Fuel System Status

PID 03 outputs two data bytes in response: the first byte describes the vehicle’s primary
fuel system and the second one gives information about secondary fuel systems if they
exist. The data values that each byte can take are described in Table 4.

Table 4. Fuel system status.

Value Status
0 Engine OFF

ircuit open, low engine’s temperature
C t I 's t t

Circuit close, use oxygen sensor for fuel mix

1
2
4 Circuit open, high engine load or fuel outage due to slowdown
8

Circuit open, fail system

16 Circuit close, oxygen sensor used but there is a feedback system fault
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Under normal conditions and when the car is running, the value to be obtained is 2.
e  PID 05—Engine Coolant Temperature

The measurement of this variable is used for the vehicle’s computer to calculate the
air/fuel mixture. As specified in [25,26], the coolant temperature should be between 85 °C
and 95 °C when the engine is at full load and between 95 °C and 110 °C at a partial load
for a 1.6 L engine. It should be noted that these ranges may vary depending on the engine.
The response of the PID 05 request has 1 byte of data, which, when transformed to decimal
number, can represent a temperature range between —40 °C and 215 °C.

. PID OE—Advance Time

The advance timing or ignition advance corresponds to the time at which the air—fuel
mixture must be ignited to achieve maximum combustion pressure after the top dead point
(TDC sensor) is reached. For this purpose, ignition must occur at a crankshaft rotation
angle of approximately 5° to 10° before the top dead point (PMS). This range will depend
on the physical characteristics of the engine and the engine speed [27]. The PID 0E request
gives, as a response, 1 byte of data, with which a range between —64° and 63.5° before PMS
can be described. For this case, a range between 0° and 25° is considered as a normal as
suggested in [27] based on tests performed for different vehicle models.

¢  PID 24—Oxygen sensor

The oxygen sensor makes it possible to determine the composition of the exhaust
gases by measuring the oxygen concentration in the exhaust pipe. The signal provided by
this sensor is used to determine the optimum air—fuel ratio. Depending on the value of the
ratio, it can be determined whether a mixture is rich or lean. If there is more air than fuel in
the mixture, it is considered a lean mixture, and if there is more fuel than air, the mixture is
considered rich [28].

The PID 24 request gives 4 bytes of data as a response; the first 2 bytes A and B are
used for the calculation of the air—fuel equivalence ratio, called lambda (A). According to
SAE ]J1979 specifications, the values that A can take are between 0 and less than 2. A > 1
indicates a lean mixture, and if A < 1, the mixture is rich. And, when A = 1, the air-fuel
ratio (AFR) is considered as exactly the one needed for an efficient combustion, referred to
as a stoichiometric mixture. In the case of gasoline engines, this air-fuel ratio is 14.7:1 [28].
Thus, in order to determine the air—fuel ratio (AFR), the starting point is as follows:

A= AFR 1)
AFResquetimetric
where, we obtain:
AFR = A X AFResguetimetric = A % 14.7 )

AFR values lower than 14.7 indicate a rich mixture and higher values indicate a
lean mixture. Depending on the engine operation, the AFR value may vary; however, as
explained in [28], when there is a moderate load and acceleration, the ratio should be close
to the stoichiometric ratio (AFR = 14.7:1), if there is a higher load or maximum power, this
ratio can reach up to AFR = 13:1, and, otherwise, if the load and acceleration is low, the
ratio can be up to AFR = 16:1. Higher or lower values in this range may indicate that there
is a problem in the operation of the vehicle.

3.2.2. Actuator Selection

Due to the fact that, in the first vehicle used, it was not possible to control actions such
as climate control, door, or glass locking, among others, a second alternative was used that
does allow it. The vehicle used is a Mazda CX-3 SUV (2021). Pins 3, 4, 5, 6, 8, 11, 14, 15, and
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16 are enabled in the ODBII port; that is, the vehicle has two CAN buses, one high-speed
bus (500 kbps) that uses pins 6 and 14, and another lower-speed bus (125 kbps) that uses
pins 3 and 11. This allows access to the vehicle status parameters and some actuators that
are connected to the ECU through this additional bus. Similarly, pins 5 and 16 are used for
the power supply of the developed system, and the rest of the pins are not used.

For the developed system, the lower-speed CAN bus with pins 3 and 11 is used to
control the activation or deactivation of the vehicle’s door lock. To achieve this goal, or
even take control over other functions, it is necessary to know the CAN message to be sent
to the communication bus so that the respective module performs the desired action.

The process for identifying the CAN messages that are related to the activation of
certain actuators is performed by reverse engineering; that is to say, an actuator of the
vehicle is activated manually and, with the help of the designed hardware, the new data
packets that are displayed are verified on the screen. By repeating this process several
times, it is possible to identify the CAN message that is related to the activation of a specific
actuator. This process is necessary since there is no official information or documentation
that specifies the CAN packets that are associated with the different actuators of the vehicle.

Following this process, CAN messages related to the activation and deactivation of
the vehicle’s door locks are identified as follows:

¢  The following message, which is associated with the module PID 7B7, is used to
deactivate or unlock doors in block 02 and the first frame. The complete message is
0x7B70201400000000001.

* A message addressed to the same address or PID is used for the activation or locking
of doors, changing the bits that correspond to the activation of the respective actuator.
The complete message is 0x7B702012011000000000D1.

As part of a user forum for Mazda CX-3, ref. [29] has developed an Excel template
where most of the CAN messages for this brand have been decoded. This was very useful
for determining the general structure of the messages obtained and verifying that they are
correct. Table 5 shows the structure for the CAN messages identified.

Table 5. CAN messages structure for Mazda cars.

ID Bloq Message Data Bytes Check SUM
07 B7 02 01 40 00 00 00 01

In this type of message, each bit of the data bytes is assigned or related to a specific
function of the vehicle. Due to the limited information or official data, the function of most
of them is unknown, so it is not recommended to modify this data without being sure of
its function.

3.2.3. Arduino Nano Programming

Once the CAN messages and the structure that they have are determined in order
to obtain the vehicle information, Figure 7 shows the general flowcharts describing the
program made for the Arduino Nano board.

Figure 7a describes the program used to read the selected parameter information
from the Toyota CS truck. In this process, information requests for each of the required
parameters are sent to the CAN bus. Once the response is obtained, it is verified that it is
the correct one and the respective data is sent to the ESP01 board through the serial port.
This is performed continuously every 500 ms so that the user has updated information
about their vehicle.

Figure 7b describes the program used to activate or deactivate the door locks in Mazda
CX-3, for which it is necessary that the user has requested the voice assistant to activate
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the locks. With this information, the message related to the requested action is sent to the

CAN bus.

Begin

A4

CAN.begin (500E3)
CAN filter (Ox7ES8)

PID
DLC

A4

CAN.beginPacket(0x7DF)
CAN.write(Data)
CAN.endPacked()

CAN.parsePacket()

CAN.read()<Length
CAN.read()!=mode
CAN.read()!=pid

Data=CAN.read()

sendDataESP(data)

End

a.

Figure 7. Flow diagrams: (a) request PID information and (b) send CAN messages.

It should be noted that the same hardware is used to connect the two vehicles; however,
the pins used in the DLC port of each one must be changed, since, for the Toyota vehicle,
pins 6 and 14 are needed to connect to the high-speed CAN bus (500 kbps), while, for the
Mazda vehicle, pins 3 and 11 are used, which corresponds to the lower-speed CAN bus

(125 kbps).

Begin

\4

CAN.begin(125E3)

readDataESP()

identifyActuator()

\4

CAN.beginPacket()
CAN.write(Data)
CAN.endPacket()

End

b.
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3.2.4. ESP01 Board Programming

The ESP01 board is used to send or receive data via Wi-Fi from the Blynk IoT plat-
form. Figure 8 describes the two programs to be loaded on the board, either to send
vehicle information to the Blynk platform or to receive an activation command from the
Blynk platform.

Figure 8a describes the program designed to read data from the serial port of the
Arduino Nano board. This data is conditioned and loaded into the Blynk platform in
virtual variables for each of the monitored parameters. In this way, the user will always
have updated information of their vehicle in the platform.

Figure 8b describes the program designed to continuously monitor the virtual variables
in the Blynk platform related to the activation or deactivation of the vehicle’s door lock.
Once the BLYNK_WRITE(V0) function indicates a change in a virtual variable, this data
is sent to the Arduino Nano board through the serial port. This change in the state of the
variable results from a voice command given by the user to the skill developed for Alexa.

Begin Begin

Y

Blynk.begin() [ Blynk.begin() ]
timer.setinterval(time, function)

Y

Y

[ Blynk_write(v0) ]

- ~
readDataNano() A
N J [ sendDataNano(Data) ]
e Y A A\
processData() End
\ J

A4

[ senddataBlynk() ]

End

a. b.

Figure 8. Flow diagrams: (a) ESP01 serial port reads and sends the message to Blynk; (b) virtual
variables change monitoring.

3.2.5. Car Variables on Blynk Platform

Once the ESP01 board has been connected to the platform, we proceed to create a
control panel with each of the selected variables. The first variable is a timer that indicates
the time in seconds elapsed since the connection of the device to the IoT platform. The
second variable indicates that the connection of the Wi-Fi module to the platform has been
established. The remaining four variables represent the values coming from the vehicle
sensors with their set ranges.

Figure 9 shows the Blynk interface with the selected variables so that the user can
constantly monitor their status.



Designs 2025, 9, 84

12 of 20

Proyecto_Auto 3

Temperatura de

refrigerante

mador  ESt

Tiempo de

avance

Indicador de conexcn

Figure 9. Vehicle variables display panel.

To control the doors locking and unlocking, a similar interface is made with the
respective variables; this interface is shown in Figure 10. The state of the virtual variables
used will change once the user makes the relevant request.

Proyecto_Auto_Nazda » offine

Figure 10. Vehicle variables display panel for locking or unlocking the doors.

3.2.6. Alexa Skill

The Voiceflow platform is used to program the voice applications that will be used
with the Alexa voice assistant.

The diagram in Figure 11a describes the programming, in Voiceflow, for reading the
variables of the selected sensors. In this case, the skill activation phrase is “Alexa, open my
Toyota”, with which, the conversation will start, where the assistant will ask the user for
the variable that they want to know, and, depending on their selection, the assistant will
connect to the Blynk platform and obtain the value of the requested variable to give as
an answer.

Once Alexa has said the value of the variable, a check is made to know if this value is
within the normal range; otherwise, an alert message is given to the user. If everything is
in order, the user is asked if they want any additional information or not. If the answer is
yes, the user can choose another variable, and if they do not want more information, the
conversation ends.

The program represented in the diagram in Figure 11b is similar to that of the sensor
reading; however, instead of sending a request for information to the Blynk platform, a
data update is performed on the respective variables. This allows the user to select the
options for enabling or disabling the Mazda CX-3 door lock.

In case the user does not know how the skills work, there are two alternatives: the
first one is the “Help” option, where the purpose of the skill and its functionalities will be
explained. The second alternative is the “Options” option, which will simply remind the
user which functionalities can be selected.
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Figure 11. Flowchart of the skill designed (a) for the reading of sensor variables of the Toyota Hilux
CS 2020 vehicle and (b) for the activation of locks of the Mazda CX-3 vehicle.
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4. Test and Results

The skill’s function tests are focused on the reading of sensors and the activation of
the actuator in the respective vehicle in order to evaluate that the values given to the user
are correct and that the control of the door locks is achieved.

4.1. Functional Tests of the Sensor Reading Skill

These tests were carried out based on the requests programmed in the skill, which
refer to each of the selected variables of the Toyota Hilux CS 2020 vehicle. Each of the
recorded values were checked by means of the ELM327 commercial device (OBDLink EX,
ScanTool.net LLC, Portland, OR, USA). This device is connected to the vehicle at the same
time as the prototype developed in this project by means of a duplex OBDII cable.

4.1.1. Sensor Read Test with the Vehicle Stopped

The aim is to determine the ability of the Echo Auto to respond in situations with little
or no noise in the environment. For each case, a total of 10 tests are considered for each of
the available interactions. To perform this test, the following considerations are taken into
account during the test performed.

The engine is on, but the vehicle is not running.
The ambient noise is approximately 61 dB.

The revolutions per minute is 656 rpm.

The car is in a neutral position.

SAER I

The accelerator is not being pressed.
Following these considerations, the values of each selected sensor are recorded.
*  Fuel system status

Table 6 presents the results obtained from the fuel status reading with the engine
running. The experimental results demonstrate complete agreement between the dataset
generated by the proposed system and the reference measurements acquired through
commercial scanning equipment, with no observable deviation.

Table 6. Fuel system status, vehicle stop.

Test 1 2 3 4 5 6 7 8 9 10
Car status with Alexa system 2 2 2 2 2 2 2 2 2 2
OBDLink EX device 2 2 2 2 2 2 2 2 2 2
error 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%

*  Coolant temperature

The recorded temperature values (Celsius degrees) are presented in Table 7, where
the experimental results demonstrate complete agreement between the dataset generated
by the proposed system and the reference measurements acquired through commercial
scanning equipment, with no observable deviation. The engine was kept running for
approximately 10 min so that the temperature was raised to approximately 45 °C. Each
engine coolant temperature data point was recorded at 2 min intervals and represents the
average of five consecutive measurements.
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Table 7. Coolant temperature, vehicle stop.
Test 1 2 3 4 5
Coolant temperature with Alexa system 45 45 45 46 46
OBDLink EX device 45 45 45 46 46
error 0% 0% 0% 0% 0%

e  Timing advance

The results of the timing advance are shown in Table 8, where the experimental re-
sults demonstrate complete agreement between the dataset generated by the proposed
system and the reference measurements acquired through commercial scanning equip-
ment, with 3.11% deviation. The minor variance arises due to nonsimultaneous data
collection from the two systems, whereas an FPGA-enabled setup would permit truly
concurrent measurements.

Table 8. Timing advance, vehicle stop.

Test 1 2 3 4 5 6 7 8 9 10

Timing advance with Alexa system 10 10 10 11 10 10 10 11 10 10
OBDLink EX device 9 10 10 10 10 10 10 10 10 10

error 11.11% 0% 0% 10% 0% 0% 0% 10% 0% 0%

¢  Oxygen sensor

In Table 9, the air-fuel ratio (AFR) values obtained from the oxygen sensor are recorded.
Each AFR data point was recorded at 2 min intervals and represents the average of five con-
secutive measurements. The experimental results demonstrate complete agreement be-
tween the dataset generated by the proposed system and the reference measurements
acquired through commercial scanning equipment, with 0.036% deviation. The minor
variance arises due to nonsimultaneous data collection from the two systems, whereas an
FPGA-enabled setup would permit truly concurrent measurements.

Table 9. AFR, vehicle stop.

Test 1 2 3 4 5
Oxygen sensor with Alexa system 14.72 14.75 14.73 14.71 14.75
OBDLink EX device 14.72 14.76 14.73 14.72 14.76
error 0% 0.06% 0% 0.06% 0.06%

During this test, it was observed that the pronunciation of lengthy commands can lead
to the Echo Auto failing to capture the audio accurately, resulting in an incorrect or absent
response. Additionally, for variables such as ignition timing or the air-fuel ratio (AFR), the
values provided by the skill exhibit a higher margin of error compared to those recorded by
the OBDLink EX device. This discrepancy is primarily attributed to the rapid fluctuations
in these variables over time, coupled with the fact that the two systems do not capture the
data at precisely the same moment, leading to minor variations in the readings.

4.1.2. Sensor Read Test with the Vehicle Running

In this case, there is a considerable difference in the noise inside the vehicle. Likewise,
a total of five tests for each of the available interactions have been considered for recording
the sensor data. To carry out this test, the following considerations are taken into account:
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The engine is on and the vehicle is running,.
The windows are closed.
The ambient noise is approximately 63 dB.

L e

The vehicle is at an average speed of 3040 km/h.

Under these conditions, we proceed to record the variables of the sensors and compare
them with those provided by the OBDLink EX scanner.
*  Fuel system status

Table 10 presents the results obtained from the fuel status reading with the vehicle in
motion. The experimental results demonstrate complete agreement between the dataset
generated by the proposed system and the reference measurements acquired through the
ODBLink EX device, with no observable deviation.

Table 10. Fuel system status, vehicle running.

Test 1 2 3 4 5 6 7 8 9 10
Car status whith Alexa system 2 2 2 2 2 2 2 2 2 2
OBDLink EX device 2 2 2 2 2 2 2 2 2 2
error 0% 0% 0% 0% 0% 0% 0% 0% 0% 0%
*  Coolant temperature
The coolant temperature values (Celsius degrees) are presented in Table 11, where
the experimental results demonstrate complete agreement between the dataset generated
by the proposed system and the reference measurements acquired through commercial
scanning equipment, with no observable deviation. When running, the temperature
values have risen considerably, but remain within normal ranges. Each engine coolant
temperature data point was recorded at 5 min intervals and represents the average of five
consecutive measurements.
Table 11. Coolant temperature, vehicle running.
Test 1 2 3 4 5
Coolant temperature with Alexa system 81 81 80 81 81
OBDLink EX device 81 80 80 80 81
error 0% 1.25% 0% 1.25% 0%
¢  Timing advance
Table 12 shows the results of reading the data of the timing advance, where the
experimental results demonstrate complete agreement between the dataset generated by the
proposed system and the reference measurements acquired through commercial scanning
equipment, with 3.11% deviation. The minor variance arises due to nonsimultaneous data
collection from the two systems, whereas an FPGA-enabled setup would permit truly
concurrent measurements.
Table 12. Timing advance, vehicle running.
Test 1 2 3 4 5 6 7 8 9 10
Timing advance with Alexa system 29 41 37 42 42 40 42 38 42 40
OBDLink EX device 30 40 37 42 41 40 41 38 42 41

error

3.33%  2.5% 0% 0% 2.44% 0% 2.44% 0% 0% 2.44%
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*  Oxygen sensor

In Table 13, the air-fuel ratio (AFR) values obtained from the oxygen sensor with
the vehicle in motion are recorded. In this specific case, as the vehicle is in motion, these
values vary according to the conditions under which the vehicle is being driven, such
as the speed or vehicle load. Each AFR data point was recorded at 5 min intervals and
represents the average of five consecutive measurements. The minor variance arises due to
nonsimultaneous data collection from the two systems, whereas an FPGA-enabled setup
would permit truly concurrent measurements.

Table 13. AFR, vehicle running.

Test 1 2 3 4 5
Oxygen sensor with Alexa system 14.82 14.60 14.77 14.77 14.56
OBDLink EX device 14.81 14.62 14.71 14.76 14.54
error 0.06% 0.14% 0.41% 0.06% 0.14%

The errors presented in the sensor reading tests with the vehicle in motion are less than
2%, but it is important to consider that there are multiple factors external to the circuit that
can affect the response given. These factors can come from the vehicle, such as speed, load,
acceleration, and other physical characteristics while driving, as well as external factors
to the vehicle, such as the Internet connection of the Wi-Fi module and the Bluetooth link
between the mobile device and the Echo Auto, which can affect the performance of the
device. However, the results recorded for each variable do not present significant errors.

4.2. Skill Test for Locking/Unlocking Door

The following conditions with respect to the condition of the vehicle (Mazda CX-
3 SUV, Hiroshima, Japan) and the environment have been considered for the actuator
function tests:

The engine is on, but the vehicle is not running.
The approximate ambient noise is 50 dB.

The revolutions per minute is 750 rpm.

The vehicle is in parking mode.

AR

The accelerator is not being pressed.

In these conditions, Table 14 shows the results regarding the fulfillment of the re-
quested command, either to activate or deactivate the vehicle’s door lock.

Table 14. Locking/unlocking car’s door.

Test 1 2 3 4 5 6 7 8 9 10 Total (%)
Door close S S S S S X S S S S 90%
Door open S S X S S S S S S X 80%

S = successful, X = unsuccessful.

System Response Efficiency: Experimental trials demonstrated 85% command exe-
cution efficiency in the parked vehicle scenario. The observed 15% error rate primarily
stemmed from voice recognition failures for phonetically similar lock /unlock commands
(e.g., “Alexa lock the door” vs. “Alexa unlock the door”). Contributing factors include
the following:

e Lexical ambiguity: Minimal phonetic differentiation between critical verbs (“lock”/
“unlock”);
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¢ Environmental noise: Background interference during command utterance;
*  User articulation variability: Non-uniform pronunciation across test participants.

Safety-constrained implementation: Door control functionality was deliberately re-
stricted to parked states in alignment with vehicular safety protocols (ISO 26262). This
design prevents unintended actuation during motion, addressing risks of accidental door
operation while driving.

5. Conclusions

This research introduced an innovative system enabling seamless interfacing between
Alexa Auto and a vehicle’s onboard computer, significantly enhancing Alexa’s capabilities
through direct access to sensor data and the control of actuators (e.g., door locks). The
hardware interfaces with the vehicle’s OBD-II port and CAN communication network,
facilitating the real-time reading and writing of vehicle variables. Implemented in a Toyota
Hilux and Mazda CX-3, the system unlocks opportunities to improve passenger comfort
and preemptively detect engine issues.

However, standardization remains a critical challenge. Despite OBD-II and CAN being
industry standards, vehicle-specific variations in accessible PIDs (parameter identifiers)
and non-uniform memory addressing hinder universal compatibility. This complicates
creating a one-size-fits-all solution for Alexa—or future voice assistants—to interface with
arbitrary vehicles.

Performance Validation Revealed High Accuracy

Sensor Data: Variable readings showed a <4% error versus the OBDLink EX reference
when stationary, improving to <2% during motion. Minor discrepancies stemmed from
rapid fluctuations (e.g., ignition timing) and timing offsets in data acquisition.

Actuator Control: Voice command recognition achieved 85% success in the Mazda
CX-3, though hardware/software restrictions limited actuator control to specific conditions.

Looking ahead, future work will focus on leveraging Al to interpret sensor data for
predictive maintenance diagnostics. Addressing vehicle-specific constraints and advocating
for industry-wide PID standardization will be essential for scaling this technology. The
system marks a pivotal step toward intelligent, voice-integrated vehicular ecosystems,
balancing innovation with pragmatic adaptability.
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