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Abstract: This article is devoted to the problem of information security in complexes with unmanned
aerial vehicles (UAV). Science knows a new promising method of information protection: moving
target defense (MTD). The essence of this method is that due to periodic changes in the parameters
of the infocommunication network the information about the information infrastructure collected
by the attacker at the reconnaissance stage becomes irrelevant, and the attack becomes ineffective.
This article also discusses the features and types of confidential information processed in complexes
with UAV and provides a review of the experience of creating systems for protecting information
from unauthorized access of complexes with UAV. The proposed hypothesis is tested using a model
created using a tool: the GNS3 program. The model in the form of a test network in the GNS3
emulator recreates the proposed method. It was concluded that the effectiveness of the harmful
impact on the complex with UAV was reduced by three times. The disadvantages of the proposed
method include the problem of ensuring the availability of protected information resources for other
legitimate, authorized participants in network interaction, as well as the need to solve the problem of
choosing the optimal frequency of changing parameters.

Keywords: protection information; information security; UAV; MTD technology; aviation

1. Introduction

UAV is one of the main trends in aviation in recent years. With their deceptive
simplicity, these devices promise to change the world of the future. UAV is not only one or
several aircraft but also a ground control station (GCS), as well as channels of information
interaction. As experience shows, the level of information protection in complexes with
UAV often leaves much to be desired. The classic solution often used in complexes with
UAV, which consists in encrypting information transmitted over communication channels,
is not optimal due to the limited computing resources of UAV.

MTD technology is a promising approach to information security, in which the in-
formation collected by an attacker during the intelligence phase becomes irrelevant. The
information entropy for the attacker does not decrease and, accordingly, he does not have
an advantage over the defending side [1]. The advantage is achieved by constant random-
ized reconfiguration of the system elements, all nodes of the network infrastructure of
the UAV complex or by responding to information security events: incidents and taking
actions to neutralize them. Researchers of information security in complexes with UAV
note that it is necessary to constantly improve the applied approaches. Thus, by applying
the technology of MTD to complexes with UAYV, it is possible to increase the effectiveness
of the information security process.

The object of this research is to identify the system for protecting information from
unauthorized access of complexes with UAV.

The subject of the study is the methods and technologies for protecting information
from unauthorized access of complexes with UAV, technology of MTD, indicators, and
criteria for the effectiveness of the system for protecting information from unauthorized
access of complexes with UAV.
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The purpose of the work is to increase the level of security of confidential information
in complexes with UAV by developing a new method that implements the technology
of MTD.

In accordance with the goal, the following tasks should be solved:

e  To consider the features and types of confidential information processed in complexes
with UAV;

e  To consider and analyze systems for protecting information from unauthorized access
of complexes with UAV;

e To analyze the application of MTD technology to protect information in
computer networks;

o To develop a way to improve the effectiveness of the system for protecting information
from unauthorized access of complexes with UAV using MTD technology;

e  To propose an approbation option for the proposed method for improving the effective-
ness of the system for protecting information from unauthorized access of complexes
with UAV using MTD technology.

The practical significance is determined by the possibility of applying in practice
a new way to increase the effectiveness of the system for protecting information from
unauthorized access of complexes with UAV using MTD technology to ensure a high level
of security of confidential information processed in complexes with UAV.

2. Materials and Methods

We perform an analytical review of approaches to ensure the information security
of complexes with UAV. UAV is one of the main trends in the development of aviation
in recent years. In their deceptive simplicity, these devices promise to change the world
of the future. This is confirmed by the fact that in 2014 the Massachusetts Institute of
Technology included them in the list of the ten most promising technologies of our time [2].
The number of UAV and the range of tasks they can perform are steadily growing, as is
their importance.

Leading world powers are implementing long-term UAV development programs
and developing industrial technologies for the production of key components, such as
multi-purpose sensors, communication, and information processing systems, necessary
to carry out their missions. According to the latest report from TechSci, the total revenue
from the drone market is expected to skyrocket from $69 billion in 2018 to $141 billion in
2023 [3].

We consider the principles of communication and features of confidential information
in the networks of complexes with UAV. Communication can be carried out between UAV
and another object: the end point. This link can be called the UAV-X link, where X is the
second end point. Next, we will consider various types of communication between UAV
and the second point. Three main communication options used in complexes with UAV
are subject to review:

“UAV—GCS”;

o “UAV—UAV”;

“UAV—Sputnik”.

Communication “UAV—GCS” is the main type of communication for UAV. GCS ex-
changes data with UAV through uplink and downlink channels, which allows transmitting
control commands and intelligence information. The scheme of this communication option
is shown in Figure 1.
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Figure 1. Scheme of the communication option “UAV—GCS”.

In UAV—GCS communication, four classes of transmitted traffic are possible: control
traffic, coordination traffic, sensing traffic [4], and special information.

e  Control traffic includes control and monitoring commands, commands relating to a
specific mission, and real-time status of UAV (for example, telemetry data, battery
level, etc.);

e Coordination traffic controls the interaction between several UAV during a flight mis-
sion and tasks performed independently of GCS, for example, collision
avoidance processes;

e  Sensing traffic includes readings from on-board sensors that are transmitted to GCS
(telemetry);

e  Special information includes photos and videos.

Communication “UAV—UAV” is transferred between drones. The relay mode is also
possible in cases where one UAV is out of reach of GCS, and the data is transmitted along
the chain between GCS and the final UAV (Figure 2).

This communication option is the most reliable and secure compared to other cate-
gories and is often used for military purposes. In addition, satellite communications are
useful over long distances without a fixed infrastructure and provide reliable and high
bandwidth communications. However, it also has a number of vulnerabilities that are
disclosed below.

We consider the current threats to the information security of complexes with UAV.
Parallel to the development of UAV, methods and means of targeted disruption of their
normal functioning are being developed. Modern technical means make it possible not only
to detect and find UAV control and information collection channels but also to interfere
with the operation of on-board radio-electronic equipment and ground-based automated
workstations of control complexes. All this necessitated the development of cybersecurity
measures in relation to complexes with UAV.
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Figure 2. Scheme of the communication option “UAV—UAV”.

It is worth noting that this communication option is most susceptible to jamming and
Denial-of-service attack (DoS) [5-8].

In “UAV—Sputnik” communication, in long-range missions, the operator needs to
determine the position of UAV for safe navigation. Therefore, UAV can establish a satellite
link to collect real-time GPS position data and then transmit it back to GCS via satellite
(Figure 3).

Satellite

GCS

Figure 3. Scheme of communication option “UAV—Sputnik”.

The information security of complexes with UAV is defined as a set of conditions
under which all components of the information and control environment and the processes
occurring in it are protected from the maximum possible number of threats and impacts
with undesirable consequences. With the very rapid improvement of technical means and
the saturation of various areas of human activity with modern information systems, the
role of cybersecurity is increasing significantly [9,10]. Unmanned communications face
specific security challenges along with general cyber threats. One of the reasons for the
specificity of problems is that it is difficult to dynamically and adaptively solve or prevent
unforeseen problems.
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Some of the security threats discussed below are more specific to drones, while rela-
tively general issues are discussed based on how adversaries can use them to threaten the
use of drones.

DoS is the most common and simple type of attack that an adversary can use to
prevent a drone from functioning normally. In addition, this is the fastest way to make an
UAV network useless and sometimes even harmful [11]. Figure 4 shows the basic scheme
of how DoS works in the case of communication with drones. Due to the large number
of unnecessary requests, access to shared resources is limited for legitimate users. This
leads to an overload of the system and to the refusal of some or all legitimate requests.
In this process, the network connection between the ground controller and UAV is de-
authenticated since the adversary sends so many data packets that this leads to a failure
of computing power [12]. Data packets can be easily generated by any packet generating
application (“Hping3” [13]) and sent directly to the drone’s network. It is also possible that
one of the sent data packets contains malicious code that can be used to attack the drone.

UAV

Loss connection

Ping flood

GCS Attacker

Figure 4. UAV DoS scheme.

Spoofing can be performed using multiple transmit antennas, whereby the attacker’s
transmit antenna is combined with the corresponding receiver antenna and transmits false
signals. In this process of obtaining GPS coordinates of the drone, it is determined by the
satellite using GPS, and then its coordinates are sent to the ground controller. Counter-
feiting military drones is relatively difficult because they are equipped with encryption
mechanisms. Spoofing can be performed using multiple transmitting antennas [13], where
the attacker’s transmitting antenna is combined with the corresponding receiving antenna
and transmits false signals. An attacker can take the drone to any trajectory they want
without even giving the controller a hint, since the fake coordinates are sent to the controller
at regular intervals. This technique can be used to slow down the drone’s speed, making it
less useful.

In a GPS spoofing attack, UAV—Sputnik communication requires incoming signals
from GPS satellites, two-way communication between the drone and the ground station, as
well as signals notifying the presence of the drone (Figure 5) [14].
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Figure 5. Scheme of GPS spoofing attacks on UAV.

The authors of [15] used software-defined radio platforms to simulate GPS in order to
transmit false signals to the target drone. This methodology has long been used to hack
or transmit incorrect information via drones. Using this approach, they redirect and take
control of drones whose flight path depends on GPS.

According to [16], on 5 December 2011, an American UAV was detected and shot down
by Iranian forces near the city of Kashmar in northeastern Iran. According to American
officials, the UAV was tricked into flying over Iran. The attackers hacked UAV and entered
incorrect GPS coordinates into it. This incident led to the disruption of relations between
two countries. The military drone reportedly used an inertial navigation system rather
than GPS navigation due to increased spoofing and jamming. Despite measures taken to
prevent any spoofing attacks or to protect sensitive information available from drones, the
Iranians claimed they could access it and reverse-engineered the entire drone to create their
own Saegheh drones.

In “man in the middle” attack, the most well-known attack [17], the adversary controls
the UAV—GCS wireless channel and changes benign packets to malicious ones, which is
sometimes called “poisoning” of the communication channel (Figure 6) [18].

Attacker

Resend of confirmation

~

Send of confirmation

Connection channel

GCS

Figure 6. Scheme of the “man in the middle” attack on UAV.
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Thus, the enemy can act as a link between the drone and GCS and disrupt their
bidirectional communication. An example of such an attack is the “replay attack”, when an
adversary deceives the operator by transmitting malicious live broadcast data, for example,
using the VideoJak tool [19].

3. Results and Discussion

We evaluate modern approaches to ensuring the information security of UAV. Drones
use radio signals to communicate with the controller. The controller sends radio signals
through the transmitter, and the drone receives them through the receiver. The radio signals
between them can be jammed or spoofed.

According to an IBM researcher, drones can be easily hijacked if they do not have
encryption on their on-board chips [14]. Due to the limited resources of drones, encryp-
tion will not be the ideal solution. With a huge amount of data exchange in the process
of drone communication, encryption and decryption using complex algorithms require
certain computing power. Security issues become even more serious if drones use Wi-Fi
for communication.

A new direction in the field of drone security is the Internet of Drones (IoD). This
concept is equally popular in military and commercial drones [20]. There are fundamental
security and privacy concerns in drone technology related to their design. The main issues
identified in the field of IoD security are privacy leakage, data privacy, data protection,
data flexibility, data availability, and data encryption and decryption strategies.

The problem of the hijacking of drones and UAV is a common threat for commercial
drones, which is specifically studied in [21,22]. Measures to counteract the problem of
hacking and hijacking drones and other UAV are proposed in [23]. GPS spoofing is a
common problem with a reliable solution. Several other studies on drone hijacking are also
discussed in [24,25]. The analysis of the above sources showed that the existing solutions
are not optimal, and researchers have yet to develop the best solutions for protecting UAV.

Review articles [26-28] provide a comprehensive overview of UAV security and
privacy issues. UAV safety issues are thoroughly analyzed at various levels: sensor level,
hardware level, and software level. In addition, UAV privacy issues, threats, and possible
solutions were discussed. Possible directions for future research are presented. In the above
works, the researchers come to the conclusion that it is necessary to continue to explore and
develop new approaches to ensuring the security of information in the systems of complexes
with UAV. An example of such a promising approach is the MTD technology, which
proactively creates an advantage for the defending side in relation to the attackers [29] but
has not yet been considered in the context of UAV and complexes with UAV.

An important note to all of the above is that due to the new realities in the Russian
Federation and the even greater role of import substitution, most of the existing foreign
solutions may not be available for use. Based on this, we can conclude that in order to
ensure the process of protecting information in networks of complexes with UAY, it is
necessary to develop new promising methods for protecting information in complexes with
UAV using new promising approaches, which is the technology of MTD.

One of the main problems in the field of information security is that the “protection”
side comes second. Often, it has to respond to the actions of an attacker with a limited
amount of time and information, whereas time plays into the hands of a cybercriminal: he
can conduct network reconnaissance and then carefully plan his attack.

At the same time, an attacker can identify existing vulnerabilities and take advantage
of them or develop tools to bypass the security system. In addition, the implementation
of protection tools in practice is often far from ideal, which gives attackers even more
opportunities to exploit the system. A 2016 report predicts that by 2020, 99% of exploited
vulnerabilities will be known to security and IT professionals a year ago [30]. The main
reason for this is the time and complexity associated with routine maintenance and fixing
vulnerabilities in the underlying infrastructure.
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In order to balance the capabilities of the defending side, MTD technology was devel-
oped that solves this fundamental problem in two approaches:

e A constant dynamic reconfiguration of the protected system;
e  Taking countermeasures that make the attack impossible once it has been determined.

Both approaches described above lead to the fact that the information collected during
the exploration phase becomes irrelevant [31]. The information entropy for the attacker
does not decrease and, accordingly, it does not have an advantage over the defending
side. At the same time, it should be taken into account that the reconfiguration mechanism
cannot be deterministic, since the attacker, having time on his side, will conduct a sufficient
analysis of the security system and develop his attacks accordingly, which will make the
use of MTD technology ineffective. Therefore, MTD methods should always have implicit
randomness built into them.

We define the strategies of MTD technology in complexes with UAV. MTD strategies
in combination with UAV can be roughly divided into three categories:

e  MTD at the network level, which changes the way it functions, for example, using IP
hopping technique, in which IP address changes periodically, or we use random port
numbers and fake hosts;

e  MTD at the host level is directed to changes in the host, for example, to a periodic
change in configuration or name;

e  MTD at the application level changes their types and versions and randomizes the
location of address space layout randomization (ASLR) and the source code with
compilation processes.

Thus, MTD system, ), is the ordered set of (o, G, P), where o is the configurable
system, G is the set of operational security goals and objectives, and P represents the
security policies. Therefore, o is the set of (S, A, T), where S =(s_1,s_2, ..., s_n) is the set of
system states in which it can be, A = (««_1, _2, ... , «_n) is the set of actions to take, and t:5
x A—S is the system state transition function. The system state s is a unique assignment
of the value z from the configuration parameter type II to the configuration parameter .
The type of the configuration parameter I denotes the range of possible values that the
configuration parameter 7t can take. The configuration parameter 7 can take on a value
based on its configuration type II to define configuration details. An example of host I'1
configuration is shown in the diagram (Figure 7).

Configuration state S, where S=mt<Z

|
v v

IP-address - 192.168.0.5
v
Configuration v
parameter 7 Value of Z

Figure 7. Host I'T configuration example.

We define the surfaces of the network infrastructure for the implementation of MTD
technology in combination with UAV. Network and cloud infrastructure in the context of
MTD technology are considered as four surfaces:

e  Exploration surface;
e  Attack surface;

e  Detection surface;

e  Prevention surface.
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The surface refers to the high-level part of the system that is available for attack. The
alleged adversary first tries to probe the target network, trying to figure out its topology,
bandwidth, software, deployment on various nodes, etc. All this knowledge helps the
enemy to carry out an attack and helps him move to different points of the network and
collect and manage important information. Next, we will analyze the motivation behind
the need to make each of these surface dynamic.

In exploration surface, the main reason for shifting the intelligence surface is to
make sure that the information an attacker can gather by scanning open ports, sending
non-malicious traffic to reveal system topology, discover vulnerabilities, etc., is noisy or
inaccurate. Thus, the enemy, having this inaccurate information from intelligence, will
be forced to shoot arrows (attacks) at our MTD blindly. In [32], Al-Shaer et al. argue that
network attacks using intelligence can allow an attacker to obtain an IP address and port
numbers. To deprive them of this advantage, the authors propose the concept of random
host mutation (RHM). In RHM, MTD nodes are assigned random virtual IP (vIP) addresses
in an unpredictable and distributed manner.

In attack surface, the main purpose of switching between attack surfaces is to invalidate
the attack that the attacker has prepared. A textbook example of such a surface shift is a
situation in which an attack that exploits vulnerability in a Linux-based operating system
(OS) becomes useless; by the time it is implemented, defenders have transferred the
protected system to Windows OS. For example, in [33], researchers are developing a MTD
system that switches between different OS. The authors in [34] consider a similar concept
by implementing MTD, which can perform OS rotation at a given frequency for machines
using a centralized mechanism.

In [35], system states consist of variables, each of which indicates whether a certain
vulnerability in the network infrastructure has been exploited (or not) and based on this
decides when and how to act. Similarly, the authors in [36] move a deployed virtual
machine to another physical server if the impact of known vulnerabilities (measured using
certain metrics) on the physical server exceeds a threshold. In [37], the authors implement
an MTD where they move services deployed on a particular virtual machine (VM) to
another VM. A logical development of their ideas could be to use both approaches to
develop a hybrid MTD that moves both services between VMs and VMs between real
physical servers in a cloud network, resulting in a multi-layer MTD.

In detection surface, the need to detect attacks based on the nature of traffic on the
network and the behavior or types of requests on the host machine is the basis of cyberse-
curity. The main problem arising from this is finding a balance between the effectiveness of
protection and minimizing the impact on system performance.

One part of the works studying the mobilization of the detection surface is focused
on maintaining the effectiveness of these intrusion detection systems while reducing their
impact on performance. In [38,39], the authors show that when faced with stealthy botnets
or external adversaries that are strong enough to attack any internal node of a deployed
system, shifting the detection surface helps maintain system performance while effectively
detecting an ongoing attack.

Another logical direction for studying the mobility of the detection surface is to
increase its efficiency. In [40], the authors use a set of classifiers that can distinguish a letter
from spam and switch between them to make it more difficult for an attacker to deceive
the system.

In prevention surface, the purpose of MTD, which shifts the surface of prevention, is to
make the attacker’s process costly by introducing uncertainty about the system’s effective
defense mechanism. For example, it becomes difficult for an adversary to understand if his
attack is undetected and therefore passed through the real system or if it was detected and
is currently being tracked in a honeynet environment.

Research on MTD methods for shifting the avoidance surface has been sparse, espe-
cially in the context of computer networks. The problem with this direction is mainly due
to the fact that the administrator can use these protections only when he is able to identify
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an attack with high accuracy and identifying attacks in it is a strong assumption. In [41],
the authors make this assumption and propose a MTD mechanism that changes network
bandwidth in response to malicious activity.

We formulate the very method of increasing the effectiveness of the system for protect-
ing information from unauthorized access of complexes with UAV using the technology of
MTD. Thus, based on the foregoing, including the previously given conceptual apparatus
on the subject of MTD technology, we need to increase the information entropy for the
attacker by giving mobility to one or more surfaces of the drone network infrastructure.
Thus, not only UAV will move in space, making it difficult to conduct a cyberattack on it,
but also the components within UAV network will change in a way randomized for the
attacker but predetermined for the legitimate participant in the process.

As a part of this work, it was decided to focus on the exploration surface and an
approach similar to the previously mentioned IP hopping because it is considered the
most studied and effective method of all that MTD technology has to offer at the moment.
When using these approaches, the system’s exposure to external threats is significantly
reduced, which makes it difficult for the enemy to find vulnerable targets in a protected
infrastructure. Additionally, even if such targets are discovered, the knowledge gained can
only be used for a very short period of time, since the secure MTD network will continue
to change its parameters. Thus, we reduce the likelihood of a successful attack even at the
reconnaissance stage.

In addition, it is worth considering that the most common DoS is performed by
sending ICMP packets to IP addresses. Accordingly, the enemy will need not only to have
time to determine the current address but also to launch an attack on it. An attacker most
likely will not expect a change in the system parameters, and at the same time, he has
a limited period of time to prepare and conduct an attack due to the active movement
of UAV.

Based on this, in order to increase the effectiveness of the process of ensuring informa-
tion security in the networks of complexes with UAV, it is necessary to:

Develop new or certify ready-made solutions using MTD technology;
Adapt these solutions, taking into account the peculiarities of networks of complexes
with UAV;

e  Test previously adapted solutions in order to evaluate their effectiveness.

We propose a variant of approbation of the proposed method for improving the effec-
tiveness of the system for protecting information from unauthorized access of complexes
with UAV using MTD technology.

The approach proposed earlier will be tested using the graphic network simulator 3
(GNS3) tool [42]. The choice in favor of this network emulator was made, guided by the
following statements:

The tool should demonstrate realistic network behavior;
It is necessary to be able to use real network security or introduction testing tools on
the network;

e Itisnecessary to be able to flexibly configure all the necessary parameters and elements
of the network.

Network simulators OMNET++ [43] or NS-3 [44] cannot be taken into account due
to inconsistency with the second point. While GNS3, which is widely used to create,
design, and test a network in a virtual environment, offers an easy way to design and
create networks of any size without the need for hardware and meet all the requirements
put forward. GNS3 is highly flexible and can handle most network tasks. It supports
various types of virtualized devices and can be easily administered using a graphical
interface. A graphical user interface may be installed remotely from the actual environment,
which may run on a different computing platform and thus may use, for example, cloud
computing resources.
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The above properties allow creating a model of the topology of the network of com-
plexes with UAV without resorting to hardware implementation in order to test the pro-
posed approach.

We create a network model of the UAV complex. In the previously described graphical
network simulator, the network model of an UAV complex was recreated, as shown in
Figure 8, and consisted of four subnets:

e  Attacker’s network, which includes an attacker, a switch, and a router. In this topology,
it is an attacker connected to UAV-1. At the same time, it is important to note that the
question of the mechanism for the appearance of a malicious participant in network
interaction remains outside the scope of this work;

e  Network of the first UAV, which includes three hosts representing two sensors and a
flight controller host; in addition, there is a switch and a router. It is connected to the
ground control network;

e Network of the second UAYV, similar to the network of the first UAV, which also
includes two hosts that are sensors, a flight controller host, a switch, and a router. It is
connected to a GCS network;

e  GCS network includes a host of GCS, a switch, and a router connected for both drones.
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Figure 8. Topology of the test network at the stand.

Since this network emulation environment does not support wireless communication
protocols, it was decided to replace them with ethernet connections. This will not affect the
results of testing due to the fact that vulnerabilities and problems of wireless communication
formats are not considered in the context of this work, and the very fact of connection
and availability of hosts by IP address is important for project implementation. Simple
ethernet switches were used as switches, and Cisco 7200 series routers were used. A
virtual PC simulator [45] was used for sensor hosts and GCS; they were only required to be
able to transmit data to flight controller hosts and check the availability, so these “light”
PCs with support for DHCP protocol and ping were used. For the key elements of the
system, controller hosts, ParrotOs distribution [46] was used, which is Linux distribution
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based on Debian with a focus on computer security. It is designed for penetration testing,
vulnerability assessment, mitigation, and anonymous web browsing. This choice was made
due to the many built-in penetration, system, and network monitoring tools. Thus, a model
of the network topology was formed, including UAV—GCS connection.

In order to demonstrate the application of the ideas of MTD technology in the context
of networks of complexes with UAYV, it was decided to develop a project implementation
of the proposal, which consists in a constant randomized change in IP addresses of the
flight controller host. At the same time, in order for legitimate network participants to
continue interacting with this device, it is assumed that before changing the address, the
next address being prepared for use will be sent via an encrypted communication channel.

Returning to the previously introduced framework, in our configurable system o,
system state set S is 252 (255 possible IP address states minus those already in use by
other legitimate hosts), and action set A consists of a single action. The system state s
changes with a given period of 40 s, and the configuration parameter 7 is an IP address
that takes the random value z. In order to increase the information entropy, the period of
change in the state of the system s can be reduced, but then the informational interaction
of legitimate network participants will be difficult. With the further development of the
project, it will be necessary to analyze and select the most effective period of time for
changing the network parameter.

Thus, a method was implemented to improve the effectiveness of the system for protect-
ing information from unauthorized access of complexes with UAV using MTD technology.

First, we will evaluate the effectiveness of the protection of the complex with UAV
without the use of MTD technology. In the first stage of the experiment, on the part of the
attacking host, we will scan the network using the nmap tool [47] to determine the targets
of the attack and, directly, we will perform the ping flood attack using the previously
mentioned hping3 tool.

This tool is capable of sending custom ICMP/UDP/TCP packets and displaying the
target’s replies, just like ping does with ICMP replies. It supports fragmentation, arbitrary
content, and packet size, and can be used to transfer files over supported protocols.

Inside the emulator model, using the limited resources of the system, a load was
created, on average, equal to 1950 Kb /s, which is already a problem for the limited resources
of UAV network. In a real scenario, this load will increase many times because there will be
no previously mentioned limiting elements. In addition, DoS can become distributed as a
denial-of-service attack (DDoS), which greatly increases the potential load.

Secondly, we will evaluate the effectiveness of the protection of the complex with UAV
using MTD technology. Approbation of the proposed measures was built as follows:

e  Design implementation was installed on the host flight controller of subnet of UAV Nel.
Sensor hosts send simple ping requests to the host controller, and the host controller
sends requests to GCS to emulate normal traffic and check the availability of devices;

e An UAV Ne2 subnetwork host flight controller has standard security settings, no design
implementation has been installed on it, and these hosts communicate with each other
in the same way as UAV Nel network;

e Atarandom time, the attacker scans the network of UAV Nt1, determines the hosts,
and launches an attack on the host flight controller; this process is repeated 10 times to
obtain average results.

Actions similar to item 3 are repeated for UAV Ne2.

As a result, out of 10 attacks on UAV Nel, only 3 turned out to be successful because,
on average, the attacker scans the subnet and starts the attack at the detected address on
average every 35 s. Thus, in seven cases, the host had time to switch to a new configuration,
and the attack was carried out using outdated data. Attacks on UAV Ne2 were successful in
10 out of 10 cases, and the load on the network was similar to the previous item.

For the final testing, a model was built using Excel, the results of which are shown in
Figure 9.
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UAY network load approbation result
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Figure 9. Result of approbation of the proposed measures.

Based on the above graph, we can see that, on average, for 10 analyzed events, the
load on the network is 3 times less when using MTD technology.

The disadvantages of the proposed method include the emerging problem of ensuring
the availability of the protected element of the system for other legitimate network partici-
pants. In addition, in the current implementation, it is not known which parameter change
period is optimal. In the future, the design implementation will have to solve this problem,
as well as ensure continuous communication between all network elements of the complex
with UAV [48].

4. Conclusions

The trend and exponential growth in the use of UAV are giving rise to the era of
autonomous aircraft. UAV offer numerous advantages for civilian and military applications.
By contrast, the problems of ensuring the information security of complexes with UAV are
gradually increasing due to limited resources. It is worth remembering that it will always
be easier to use means of attack than to build protection against them.

In this paper, we propose a new way to increase the level of information security of
complexes with UAV, which implements the technology of MTD.

In addition, the following tasks were solved:

e The features and types of confidential information processed in telecommunication
systems and networks of complexes with UAV are considered;

e The information security systems of telecommunication systems and networks of
complexes with UAV are considered and analyzed;

e  The application of MTD technology for information protection in computer networks
is considered;

e  The method to improve the effectiveness of the system for protecting information from
unauthorized access of complexes with UAV using MTD technology has been developed;

e  The variant of approbation for the proposed method for improving the effectiveness
of the system for protecting information from unauthorized access of complexes with
UAV using the technology of MTD is proposed.

Summing up, we can say that the creation of new attack and protection technologies
in the field of information security will continue indefinitely due to the fact that there is a
need to ensure the security of confidential (protected) information. With the application
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of MTD technology, the initiative is finally in the hands of the defending side, and the
potential of these techniques can be unlimited.

The method of information protection proposed in the study of complexes with UAV
using the technology of a moving target, when implemented in practice, does not impose
any restrictions on the size of UAV, as well as its scope (military or civil purposes).

With the further development of complexes with UAYV, it is necessary to take care
of ensuring their safety. With the increase in resources and performance of such devices,
researchers will have more scope to apply new and previously known techniques, which
will allow not only to keep up with the development of attacks but also to increasingly
seize the initiative to make truly secure and trusted devices capable of performing tasks in
conditions in which a person would not be able to cope.
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