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Abstract: In the blockchain network, the communication delay between different nodes is a great
threat to the distributed ledger consistency of each miner. Blockchain is the core technology of Bitcoin.
At present, some research has proven the security of the PoW protocol when the number of delay
rounds is small, but in complex asynchronous networks, the research is insufficient on the security
of the PoW protocol when the number of delay rounds is large. This paper improves the proposed
blockchain main chain record model under the PoW protocol and then proposes the TOD model,
which makes the main chain record in the model more close to the actual situation and reduces the
errors caused by the establishment of the model in the analysis process. By comparing the differences
between the TOD model and the original model, it is verified that the improved model has a higher
success rate of attack when the probability of mining the delayable block increases. Then, the long
delay attack is improved on the balance attack in this paper, which makes the adversary control part
of the computing power and improves the success rate of the adversary attack within a certain limit.
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1. Introduction

In recent years, with the continuous research on blockchain smart contracts [1], dis-
tributed ledgers [2], and other related cryptographic technology [3], more and more people
have noticed the importance of maintaining the consistency of distributed ledgers. For ex-
ample, the blockchain protocol proposed by the authors in paper [4], using neural networks
and machine learning algorithms, guarantees the confidentiality of the transaction phase
and peer-to-peer data exchange, completes consensus in the shortest possible time, and
effectively avoids 51% of attacks. In blockchain systems, maintaining the consistency of the
distributed ledger in the face of complex delay environments caused by hardware devices,
network communications, and human interference is a security issue that blockchains must
face. For example, the eclipse attack [5] and the sybil attack [6] can restrict the communica-
tion between nodes, resulting in forking or double spending. However, in the actual P2P
network environment, the success rate of the delayed attacks carried out by the adversary
is not 100%, and the adversary delays the broadcast information for at most ∆ rounds
(∆� 1/np, ∆ is an integer relating n and p, where n is the number of miner nodes and p is
the probability of successfully mining the block, when the number of nodes in the network
is high and mining is difficult, the p is relatively small). How to effectively reduce the
impact caused by delay in the blockchain can be mainly solved by optimizing the original
consensus mechanism, such as by verifying the number of nodes [7], changing the method
of adding new blocks [8,9], etc. Some studies also pointed out that the current PoW can
resist a certain delay attack [10–12]. However, most of these studies focus on the maximum
delay round number ∆� 1/np. Although some studies [13] have pointed out that the PoW
protocol still provides good security when ∆ > 1/np, the TreeMC model proposed by the
authors is too idealistic, and when the number of forks is large in the model, a large amount
of node information cannot be recorded on the model, resulting in errors. In addition, in
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the authors’ proposed model for long delay attacks against the PoW protocol, the authors
set the adversary to only control the communication to indicate that the PoW protocol has
some security, which does not clearly reflect the complex delay situation. This paper makes
improvements to solve these problems. The main contributions of this research include:

• Optimized the main chain record model based on the original research so that the
improved record model can simulate the evolution of the main chain on the blockchain
accurately.

• Improved the original long delay attack model, combined it with the balanced attack
where the adversaries can control a certain number of corrupted miners, and proposed
the improved long delay attack model, which made the improved attack model more
real and improved the success probability of the adversary attack.

• Based on the above research, this paper analyzes the security of the PoW protocol in a
complex latency environment and shows that the PoW protocol still has good security
in a complex delay environment.

2. Related Work

Existing work ranges from reducing the risk to chain security in latency environments
by improving consensus mechanisms to proving the security of blockchain PoW protocols
in theoretical latency environments. Sirer and Eyal put forward the concept of “selfish
mining” [14]. The authors believe that the reward mechanism of Bitcoin has defects, which
may weaken the decentralized characteristics of the blockchain. The adversary only needs
to control about 33% of the computing power to attack by delaying the release of the
broadcast, and at the same time, selfish mining will cause a lot of waste of resources.
Later, in order to solve the delay problem of real-time payment, the authors proposed the
Bitcoin-NG method [15] to shorten the time of block transaction confirmation. This method
can shorten the block confirmation time and alleviate the problems about chain forks and
double spending caused by delay to a certain extent.

Therefore, in the PoW protocol, the most direct contradiction is between the block
interval and the block size. Sompolinsky et al. [16] proved that it is easier for the adversary
to attack in the case of high throughput. At the same time, the authors proposed the Greedy
Least-Observed Sub-Tree algorithm (GHOST algorithm), which effectively improves the
forking problems caused by the block generation and the difficulty in determining the
longest chain and eliminates the asymmetric advantage caused by different computing
power. Nayak et al. [17] proposed the “stubborn” strategy, which extends the original
“selfish mining”. Based on this strategy, the revenue of the malicious mining pool will
increase by 13.94%, and the “stubborn” strategy is further optimized. Two new strategies,
“the Equal Fork Stubborn” and “Trail Stubborn”, are proposed to further improve the
mining revenue of corrupted mining pools.

Garay and Kiayias et al. [18,19] established an abstract model and proved that if the
adversary controls a certain proportion of computing power, delay attacks can be launched
by interfering with communication between miners. They also pointed out that the ad-
versary can still cause chain attacks through delay when only controlling communication.
Furthermore, it proposed three security attributes—chain growth rate, common prefix, and
chain quality—to reflect the current security state of blockchain. Pass et al. [10] proved
that if the adversary’s delayed attack on the chain causes a fork, the number of message
delay rounds is less than ∆, where ∆� 1/np . Considering the influence of networks
and hardware devices in the actual situation, Wei and Yuan [13] simulated the evolution
process of the main chain under PoW through a tree structure TreeMC and modified the
three security attributes proposed in [18,19] to prove that the blockchain is safe under the
long delay attack of ∆ ≥ 1/np in an asynchronous network.
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3. Optimized Blockchain Model
3.1. TOD Record Model

Wei [13] modified the previous security attributes proposed by Garay; the attribute
chain growth denotes the number of blocks in the network where the majority of the chains
grow in one round, and the attribute common prefix denotes the maximum number of
consecutive identical nodes on different chains starting from the root node. They also
proposed a tree model to simulate the evolution of the main chain by adding and deleting
operations to nodes on the model to achieve the evolution of the main chain on the PoW
protocol, and used this model to represent the state of the miner chain under the ratio
λ(λ > 1/2). Due to the problem of the model setting method, there may be some errors
with the actual main chain evolution process. In this model, the authors set two operations
for adding and deleting blocks in the consensus mechanism to implement the record control
of the nodes. In each round of simulation consensus, when the node addition operation is
completed, the delete operation will be performed immediately according to the model
setting. This operation will delete all useless nodes in the current round, also known as
“illegal” nodes, and among these deleted branches are bound to exist those that have not
been recorded in the model due to improvements in computing power or delay factors. In
addition, the standby chain may become the main chain in the later round, resulting in the
possibility of inconsistency with the record node in the actual consensus process. In this
paper, an improved record model is proposed to address the relevant issues as delineated
by TOD. In this improved TOD model, the main operations are shown below (in Figure 1):
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Figure 1. TOD record status diagram.

Step 1. Addblock: in the network, assume that there is a branch chain C0 on TOD
and that the individual nodes C0 = (B0, B1, . . . Bk) are exactly the same as the first k block
nodes on the broadcast chain C′, i.e., there exists a value of k (0 < k < n) such that the first
k nodes on C′ are exactly equal to the C0 branch, and at that point k reaches its minimum
value that satisfies the conditions, then adds the blocks on C′ from k + 1 to n to the branch.

Step 2. BoolTurn: the return value is set according to the circumstances of each round
of the consensus process. It determines whether the chain deletion operation needs to be
performed in the following operation.

Step 3. DeleteChain: in the model, the “illegal” chain and block here represent
branches of the model in the current round where the length is shorter than the tree depth
corresponding to the chain C newly added to the model and all invalid blocks and branches
added to the relevant branch after adding the last block node of the broadcasted new chain
C′ to the model tree in Step 1.

Let B0 be the initial root on TOD. After the Addblock operation on the current round,
determine whether a new fork is created on the current model and whether the fork depth
at the original node in the model increases.

3.2. Fork Problems on TOD

When forking occurs during model recording, we consider the following two questions:
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• After adding a new block, determine whether a new fork is generated on the cur-
rent model.

• If there is a new fork after adding a new block to the original fork, judge whether the
fork depth on the node increases.

If a new block is added to the model in the current rth round after the Addblock
operation and no fork is created, or if the difference in depth between the longest and
shortest branches on the current branch is less than 1, the BoolTurn return value is set to
1 and set to 0 in the r + 1 round. If a new fork is generated in the current round and the
difference in depth between the longest and shortest branches is not less than 1, then set the
BoolTurn value to 0. If the return value of BoolTurn is 0, the DeleteChain operation will be
executed immediately to delete the “illegal” chain or block in the current model; otherwise,
the DeleteChain operation to delete the “illegal” block will not be executed in the current
round. As shown in the Figures 2–4, the specific situation of handling fork problems in the
model is introduced as follows:
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If there is no fork generated after adding a new block in the current round, or if the
depth difference between the longest branch and the shortest branch is not more than 1, set
BoolTurn = 1, and no DeleteChain operation (3) is performed, as shown in Figure 2.

If there is no fork generated after the Addblock operation in a round but the fork
depth between the longest chain and the shortest chain in the current model is more than 1,
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BoolTurn is set to 0, and the DeleteChain operation is executed immediately in the current
round to delete useless branches in the model.

If a new fork is generated in a round and the depth of the longest branch and the
shortest branch are not less than 1, BoolTurn is set to 0 in this round, and the operation
DeleteChain is executed immediately to delete the “illegal” branches in the model.

4. Long Delay Attack Based on TOD Model
4.1. Effect of Long Delay Attack on Chain Growth

In this part, we use the TOD model to simulate and analyze the potential threat of long
delay attacks on the blockchain PoW protocol and make a comparison experiment with [20].
Similarly, we set the adversary to not control any computing power, and we divide miners
into HA and HB to represent two branches on TOD. At the same time, the number of miners
in the two sets is dynamically equal. That is, assuming |HA| = |HB| = n/2, the probability
of successful mining in each round is p, and the probability of mining a delayable block in
each round is α. If n miners successfully mined, then the probability of successful mining
is η(n, p) = 1− (1− p)n, and when n is large enough, we can consider η(n, p) ≈ np.

Here, we consider the impact of long delay attacks on chain growth. Considering
the impact of chain growth and forks per unit round, the analysis of chain growth can be
divided into three cases: Both A and B chains grow, only one chain grows, or there is no
growth, and thus it can be expressed as follows:

(1) If both branches A and B grow at the end of a round, there are several possible situations:

(a) After the consensus process, both A and B have mined non-delayable blocks,
so in the next round, each branch is successfully extended, the fork depth
is increased by 1, and the length of the blockchain is increased by 1; the
probability is shown in Equation (1).

η( n
2 , (1− α)p)2
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1
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4

(1)

(b) After the completion of the consensus processes of A and B, the miners have
successfully mined the block, the two branch chains have increased, and the
probability of this situation is Equation (2).

η( n
2 , p)2

η(n, p)
≈

1
4 n2 p2

np
=

np
4

(2)

(c) When both A and B mines the delayable block, and the adversary chooses
to broadcast in the same round, the chain length will also increase. We will
discuss the details in case 4.

(2) If only one branch grows after the current round r, BoolTurn is set to 1, and BoolTurn
is set to 0 in round r + 1. If a new block is generated in round r + 1, no delete operation
is performed, and so if a branch grows, BoolTurn is set to 1. Without loss of generality,
the probability that one of the branches A or B mined a non-delayable block is A, and
B failed to mine a new block, and so we can obtain Equation (3):

2(1− η( n
2 , p))η( n

2 , (1− α)p)
η(n, p)

≈ (1− α)(2− np)
2

(3)

Similarly, when one of A and B mined the non-delayable block and the other mined
the delayable block, it was also necessary to consider whether the number of delay rounds
reached ∆, which is discussed in case 4.
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(3) Branch A and branch B failed to mine a new block in the round r, and at this time, both
branches did not grow; the probability of such a situation is shown in Equation (4):

(1− η( n
2 , p))2

η(n, p)
≈

1
4 (2− np)2

np
=

(2− np)2

4np
(4)

Similarly, if A and B both mined a delayable block and delayed it in the same round,
no new node will be created in this round.

(4) Here we focus on several cases after a delayable block has been mined. When one
of the two branches has a delayable block, without loss of generality, set it to A and
discuss the other block.

(a) If branch B failed to mine the block, it needs to consider whether the block
mined by branch A has reached the delay limit. If it has reached the ∆ round,
the block must be broadcast. If it has not reached the ∆ round, the adversary
can choose to continue to delay; if A did not mine a non-delayable block, it will
have the following probability in the following round shown in Equation (5):

Pn = (1− η(
n
2

, p))·(1− η(
n
2

, (1− α)p)) ≈ (2− np)(2− np + αnp)
4

(5)

(b) Branch B must broadcast a non-delayable block in the current round, and in
a sense, the probability of the adversary not mining a non-delayable block is
almost equivalent to the probability of mining a delayable block, and so we
can obtain Equation (6):

2(1−η( n
2 ,(1−α)p))·η( n

2 ,(1−α)p)
η(n,p)

≈ (1− (1−α)np
2 )(1− α) = 1− α− (1−α)2np

2

(6)

As shown in Equation (7), the analysis shows that if the delayable block is mined
on one chain, the possibility of the other chain is not unique, and the probability of the
adversary continuing to wait for the delay in this case is:

1− (
2− np− 2α + npα

2
+

np
4
) =

np− 2α(np− 2)
4

(7)

In this case, the probability of chain deletion and chain growth in a round is 0 because
of delay, that is, the probability that the adversary succeeds in the round that can be
delayed is:

S =
(2− np)2αp

4np
+

np− 2α(np− 2)
4

× np(1− P∆
n )

2− 2Pn
(8)

4.2. Improvement of Long Delay Attack

In [20], the authors proposed the balance attack, and Wei [13] proposed that it is
possible to cause a delay attack even if the adversary does not control any computing
power. However, in the actual situation, when the adversary does not mine, its behavior
is “free”. In other words, when the adversary makes an attack, it can create a delay attack
again on another chain. Therefore, combining the balance attack and the long delay attack
in [13], we propose an improved long delay attack. The following table compares three
attack methods.

In our attack, assuming that the adversary can control at most µn miners and the total
number of honest miners is n, we divide the honest miners and the controlled corrupted
miners into two parts equally, dividing the honest miners into HA and HB, and the chains
CA and CB represent the two branches. Each chain has n(µ + 1)/2 nodes, but the corrupted
miners do not always mine on the current chain. For example, when miners on one chain
have finished mining, miners on the current chain can dynamically delay attacks on the
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other chain, which also greatly improves the work efficiency of corrupt miners in this case.
So, we have the following situation (see Table 1):

Table 1. Comparison of attack methods.

Long Delay Attack Balance Attack Improved Long Delay Attack

Whether the adversary
controls computing power No YES YES

Purpose of attack Extend fork Change the target chain to the
main chain Extend and produce fork

Method of attack

The adversary delays the new
blocks and broadcasts them to
different miners in different

order after collecting a certain
number of chains

Isolating miners’
communication and

implementing efficient mining
on the target chain, turning

the target chain into the
master chain

The adversary delays the new
blocks, and the corrupted
miners mine the delayable

blocks and immediately delay
them, then broadcasts them

separately to different
honest miners.

Corrupted miner —
Work on one chain to increase

the target chain
mining efficiency

According to the mining
results of each round,

corrupted miners can mine
dynamically in the two sets

4.3. Proof of Security

(1) When blocks are mined on both CA and CB, and the blocks on that chain are both
obtained by at least one honest miner, and after the miners broadcast the chains on
their respective nodes, a fork is formed between CA and CB at this point, with the
fork depth increasing by 1 and the chain growth increasing by 1. So, we can obtain
Equation (9), and the probability of this happening is:

P1 =
η( n(1+µ)

2 , p)η( n(1+µ)
2 , p)

η(n, p)
=

n(1 + µ)p
4

(9)

(2) On CA and CB, one of the chains has a miner successfully mining a node and the
block is a non-delayable block, and the other chain has not mined. According to the
TOD model, it is known that when a new block is created on one chain it will not
immediately delete the shorter chain and enter the BoolTurn operation, maximizing
the spare chain on the model and allowing the adversary the opportunity to extend
the fork. So, in the next round, if the shorter chain mines a new block, the adversary
succeeds in increasing the fork, and success in the next round requires two conditions
to be satisfied: one chain does not mine a non-delayable block, and the other chain
does not succeed in mining, and so the probability of entering the next round is shown
in Equation (10):

Pnext = (1− η(
n
2

, (1− α)p))·(1− η(
n(1 + 2µ)

2
, p)) (10)

At this time, the corrupted miners can work on the other chain, so we can obtain
Equation (11) which shows that the probability of successfully increasing the fork within ∆
rounds is:

∆

∑
i=1

Pnext
i−1·η(n(1 + 2µ)

2
, p) (11)

On this basis, the analysis is made by considering the two cases of the first chain
mining a delayable block and a non-delayable block; when a node on one chain mines
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a non-delayable block and the other chain does not mine a block, there is a probability
Equation (12):

P2
′ = C1

2
(1− η( (1+µ)n

2 , p))η( n(1+µ)
2 , (1− α)p)

n(1 + µ)p
(12)

So, we obtain Equation (13), and the probability that the adversary will succeed in this
case is:

P2 = P2
′·

∆

∑
i=1

Pnext
i−1·η(n(1 + 2µ)

2
, p) (13)

(3) If only one chain in CA and CB mined a block, which was mined by a corrupted miner,
and another failed, then the probability of this case is shown in Equation (14):

P3
′ =

C1
2(1− η( n

2 , p))·η( µn
2 , αp)(1− η( (1+µ)n

2 , p))
η(n(1 + µ), p)

(14)

So, the probability, as shown in Equation (15), that the adversary can successfully
extend the fork in this situation is:

P3 = P3
′·

∆

∑
i=1

Pnext
i−1·η(n(1 + 2µ)

2
, p) (15)

(4) If only one chain in CA and CB mined a block, which was mined by an honest miner,
and the other chain failed to mine the block, then the probability of this case is:

P4
′ =

C1
2 ·η(

n
2 , p)·(1− η( (1+µ)n

2 , p)))
η(n(1 + µ), p)

(16)

So, the probability that the adversary can successfully extend the fork in this situa-
tion is:

P4 = P4
′·

∆

∑
i=1

Pnext
i−1·η(n(1 + 2µ)

2
, p) (17)

Therefore, as shown in Equation (18), the probability that the adversary can success-
fully increase the fork depth by 1 in this case is:

Psuc = P1+P2+P3+P4 (18)

It is easy to see that the probability that the adversary will extend the length of the
fork to T is PT

suc.

5. Experimental Analysis

In this section, we experimentally analyze the evolution of the long delay attack and
the improved attack model on the TOD model, experimentally verifying the feasibility of
the TOD model and the change in attack efficiency after the improved attack.

5.1. Experimental Analysis of Long Delay Attack on Chain Growth

We simulate and analyze the potential threat of a long delay attack on the growth rate
of the blockchain chain through the model, assuming µ = 0, that is, the adversary does not
control any miner’s computing power. Here, we analyze the change in chain length for one
unit round. If the adversary successfully prevents the new block from being added to TOD,
the adversary is called successful. The fork depth and delay success probability are shown
in the following table.

According to the experimental data in Table 2, when the number of miners and
the mining success rate are fixed, the growth of the number of delayed rounds and the
probability of mining the delayable block will greatly improve the adversary’s success
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probability of attack, and with the increase of the fork depth, the success probability of
attack will gradually decrease; that is, in order to improve the attack efficiency, it must be
controlled within a certain fork depth.

Table 2. Comparison of success probabilities with different parameters.

α ∆ T f n Psuc

0.70 60 5 1/60 100,000 0.0002942
0.70 60 3 1/60 100,000 0.0011407
0.75 80 5 1/60 100,000 0.0015351
0.75 80 3 1/60 100,000 0.0045197
0.80 100 5 1/60 100,000 0.0056138
0.80 100 3 1/60 100,000 0.0133162
0.85 120 5 1/60 100,000 0.0165696
0.85 120 3 1/60 100,000 0.0328166
0.85 140 5 1/60 100,000 0.0403558
0.85 140 3 1/60 100,000 0.0766876

As can be seen in Figure 5, the adversary’s attack success rate in each round is closely
related to the probability of the delayable block. As the block delayable probability increases,
the adversary’s attack success rate increases, and when the number of delay rounds increases,
the adversary’s attack success rate is higher under the same block delayable probability.
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We compared and analyzed the adversary’s attack on the security property of chain
growth rate after mining a delayable block on TOD and TreeMC in a round with np = 1/60.
From Figure 6, we can see that under the same value of α, the optimized TOD model shows
that the success rate of the adversary’s attack is higher than that of the TreeMC model,
and the success rate of the adversary’s attack on the chain growth rate increases with the
increase in a round but does not exceed 0.8. Combining the previous experimental data,
it can be concluded that although the success rate of the attack may increase after the
adversary has mined the delayable block, considering the actual situation, with the increase
in the number of consecutive rounds T and the decrease in the number of delayable blocks
and delayable rounds, the success rate is still at a low level, and so the PoW protocol still
has good security in the face of long delay attacks.
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5.2. Improved Experimental Analysis of Long Delay Attack

The values of p change in blockchain networks at different levels of computing power
and mining difficulty; in this experiment, we assume that the adversary can control a
certain amount of computing power, and the upper bound is µn, where 0 < µ < 1,
n = 100,000, and np = 1/60. We analyzed the relationship between the probability of mining
a delayable block α, the number of delay rounds ∆, the proportion of control adversaries µ,
and the probability of a successful attack.

Figure 7 shows that in the improved long delay attack, when the proportion of cor-
rupted miners is given, the success rate of the adversary attack can increase significantly
with the increase in the probability of delayable blocks, and the success rate of the adversary
attack will gradually decrease as the fork depth gradually increases. The attack success
rate also increases significantly when the number of corrupted miners controlled by the
adversary is large.

As shown in Figure 8, when the maximum delayable round is set to 90, we can see the
success probability of the adversary attack under different delayable block probabilities
when the fork depth is 3 and 5, respectively. We can see that the increase in fork depth will
lead to a decrease in the adversary attack success rate.

The increase in fork depth and the decrease in ∆ will reduce the adversary’s success
probability. Experiments show that when the fork depth increases to 7, the success rate of
the attack will decrease sharply (see Figure 9).
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In the experiment, it is obvious that the successful attack probability of the adversary
increases with the increase of the probability α of the delayable block, the number of
delayed rounds ∆, and the proportion of the control adversary µ. When the proportion
of the adversary is close to the extreme value, the successful attack probability increases
significantly. Additionally, when the adversary controls the proportion of computing power
and the probability of mining the delayable block is low, the adversary’s attack success rate
is still low, and with the increase in the fork depth, the adversary’s attack success rate will
gradually decrease. It can be seen that the PoW protocol still has good security in the face
of a more complex long delay environment (see Figure 10).
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6. Conclusions

This paper investigated the security of the PoW protocol in a long delay attack, and
improves the existing recording model, effectively reducing the errors caused by the model
in the recording process. At the same time, based on the improved model proposed, this
paper verified the security of the blockchain PoW protocol in the long delay environment
and proves that blockchain can guarantee certain security in the long delay environment.
In the improved attack model in this paper, the adversary can control µn miners to mine,
and similar to honest miners being evenly distributed among two sets, corrupted miners
are also evenly distributed among them, and miners are set to be free to carry out attacks.
Through the analysis of the long delay environment by the TOD model, it can be seen that
the probability of mining a delayable block in the mining process will greatly affect the
success rate of the adversary attack, and the success rate of the adversary attack has a
great relationship with the current fork depth, the maximum number of delayable rounds,
and the corresponding activities of corrupted miners. This paper provides a theoretical
analysis of the success rate of adversary attacks and the security of PoW protocols in
the face of complex latency environments by providing a flexible division of adversary
computing power and network latency from the adversary perspective. According to the
experiments in this paper, we can see that when the probability of the delayable block, the
maximum number of delayable rounds, and the proportion of corrupted miners in the
protocol increase, the success rate of the delay attack will increase, and therefore its security
will be affected to some extent. However, in combination with the actual situation, it is
difficult for the adversary to control the computing power of a large number of miners
in the mining process, and the probability of mining the delayable block and the number
of multiple delay rounds will be greatly limited. When the fork depth reaches a certain
level, the success rate of the attack will decrease significantly. Therefore, it can be seen that
the PoW protocol still provides good security in the face of complex long delay attacks.
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It is undeniable that as the adversary controls a large amount of computing power in the
network and implements delay attacks in a diversified and deepening manner, it is clear
that the high energy consumption and inefficient PoW protocols cannot meet the actual
needs of the network nodes. Exploring the security of PoW protocols in more complex
network environments and under attack conditions will also be our next research direction.
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