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Abstract

Electroencephalography (EEG)-based brain–computer interface (BCI) systems pose signifi-
cant privacy risks, as EEG data remain vulnerable to inference and reconstruction attacks.
Conventional privacy-preserving techniques, including data anonymization, encryption,
and perturbation, frequently compromise data utility or prove ineffective against advanced
adversaries. To address these limitations and balance utility and privacy, we propose a
quantum-inspired, differential privacy-based generative adversarial network (Q-DP-GAN).
Unlike classical GANs, which lack adaptive privacy mechanisms during training, our
method uses quantum-inspired stochasticity to dynamically calibrate noise and the pri-
vacy budget. The experimental results demonstrate that Q-DP-GAN is more robust to
membership inference and reconstruction attacks than existing approaches. Evaluation
on the widely used BCI Competition IV Datasets 2A and 2B indicates that our framework
produces high-quality synthetic EEG data while maintaining utility and data confidentiality
for BCI classification tasks.

Keywords: brain–computer interfaces; differential privacy; EEG; generative adversarial
network (GAN); privacy; quantum-inspired; hybrid architecture

1. Introduction
Brain–computer interface (BCI) technology is rapidly evolving and has enabled the

development of intricate neuroprosthetics and applications in healthcare, entertainment,
and even personal security. Electroencephalography (EEG)-based BCIs record electrical
activity in the brain and provide a bridge between human cognitive states and computerized
procedures. EEG recordings were first demonstrated by Hans Berger in 1924 [1,2] and have
since provided a new way of interacting with and controlling the human brain [3–6]. BCIs
were developed in the 1970s to capture and analyze brain signals from a user and translate
them into actions to control external devices [4]. Brain–machine interface (BMI) systems,
in turn, use only embedded sensor signals for input, excluding external equipment [4].

1.1. Landscape: EEG Data Privacy

BCI technologies that use EEG data range from advanced brain-controlled prosthetics
for people with severe motor disabilities to novel real-time mood-forecasting systems
for personalized entertainment and mental health coaching. All of these developments
illustrate the increased use of EEG data across domains and represent a major advancement
in user interface techniques [7–9].

The increasing reliance on EEG data in emerging BCI applications poses significant
privacy concerns. Recent EEG data breaches have exposed vulnerabilities and threats in
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current data protection measures, leading to identity theft, privacy violations, and un-
warranted surveillance. Many researchers have shown that wearable BCI devices pose a
significant risk to user privacy and could be detrimental if brain data are not adequately
encrypted [7,8,10,11]. For example, unauthorized access to EEG data can expose users’
mental health or emotional states to targeted advertising, or more harmful ones, such as
coercion or manipulation [9,12]. Beltran et al. [13] identified several cumulative threats
indicating that noise-based attacks can occur in BCI systems that rely on P300 waves.
To mitigate these threats, increasing the number of electrodes used to monitor the EEG
output of such systems is advantageous. Bernal et al. [14] showed that these threats can
affect normal neuronal activity, demonstrating neuronal scanning and flooding attacks in a
neuronal simulator.

The security landscape is further complicated by the integration of BCIs with other
technologies, such as cloud computing and IoT devices. Thus, it is necessary to protect
privacy at the key stages of data collection, transmission, and storage [8,10,15].

1.2. Existing Approaches

Ongoing efforts to ensure the anonymity of EEG data to preserve its utility for BCI
applications include techniques such as encryption, blockchain, anonymization, federated
learning, and differential privacy [7,15–19]. Despite numerous efforts, existing methods
face several challenges and limitations that hinder their effectiveness in protecting sensitive
EEG data.

Homomorphic encryption is a popular technique that enables computation on
encrypted data without decryption [20]. Popescu et al. [21] applied it to obtain a
privacy-preserving EEG data classification. However, the computational inefficiency and
high latency of their method limit its applicability to real-time EEG data processing in
BCI applications.

Differential privacy (DP) provides a framework for adding noise to data or queries to
prevent the disclosure of individual-specific information [22]. Debie et al. [23] proposed a
method using Generative Adversarial Networks (GANs) to generate synthetic EEG data
that resembles real EEG data. Their GAN framework, developed using a differential privacy
approach, implemented a privacy budget to balance data utility and privacy. However,
their model achieved slightly lower but similar performance to that of the model trained
on the original EEG data. Although DP is effective at ensuring privacy, EEG data-specific
mechanisms [15,21] struggle to preserve data utility, which significantly affects the accuracy
of downstream machine learning models [24,25].

Federated learning (FL) enables training a decentralized model on local devices,
ensuring that raw data remain on the user’s device, thus improving privacy [26]. However,
FL also faces challenges related to communication overhead, model convergence, and data
heterogeneity across devices. Xia et al. [15] highlighted these limitations in their review of
privacy-preserving brain-computer interfaces, noting that while FL reduces the risk of data
breaches, it struggles with scalability and efficiency in processing large-scale EEG datasets.

Wang et al. [27] proposed a novel privacy-preserving domain adaptation approach
(PPDA) for intracranial EEG classification that addresses individual differences and privacy
concerns without requiring access to source data. This method showed promise in reducing
domain shifts and preserving patient privacy but relies on pseudolabeling techniques,
which introduce inaccuracies that accumulate and degrade the model’s performance over
time, particularly with complex and noisy EEG signals.

Agarwal et al. proposed cryptographic techniques to ensure the confidentiality of
multiple users [28]. Their approach relies on secure multiparty computation (SMC) [29],
which ensures that no party has access to an individual’s brain/EEG signal. However, this
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method involves substantial effort to make it feasible on less powerful machines, which
presents a major disadvantage. The complexity of implementing SMC in EEG-based BCI has
been pointed out in [21,28,30], which poses a significant barrier to its widespread adoption.

Focusing on AI-driven cybersecurity solutions, Schiliro et al. [31] introduced a novel
cognitive privacy technique to protect EEG data against cyber threats. To ensure the security
of brain data within the BCI architecture against unauthorized credentials, a normalized
correlation analysis approach was used, as also reported in [2]. Pazouki et al. [32] developed
a model to mitigate common cyber threats, such as flooding and jamming, associated with
the control of smart-home devices using brain implants. Their ANN-based model showed
effective performance against false-data injection and scanning attacks [14].

Bidgoly et al. [33] proposed a privacy-preserving technique for BCI authentication
that stores confidential user data as an EEG fingerprint, similar to a cryptographic hash.
Gui et al. [34] introduced a detection mechanism that uses residual noise characteristics
to detect replay attacks and input modifications. Initially, it recognizes the user using a
convolutional neural network (CNN) and then classifies the replay attacks. By mixing
the EEG channels, abnormalities in the communication channel due to hacking can be
detected. Mezzina et al. [35] identified vulnerabilities between the BCI device and the
framework and addressed them using a versatile cyber-secure architecture that is resistant
to noise-based attacks.

Maiorana et al. [36] discovered a hill climbing attack that iteratively modifies EEG
data until success with a BCI-based biometric system. To protect EEG features against such
attacks, Wang et al. [37] proposed a system based on polynomial transformation with cosine
functions that modulate the graph features and devised a template-corrupting process to
provide cancelable templates for improved EEG security.

1.3. Quantum Computing’s Emerging Role

Limitations of Single-Paradigm Models: Although significant progress has been made
in developing privacy-preserving techniques for EEG data, existing methods face several
challenges that limit their effectiveness and practicality. The dynamic nature of EEG
data, characterized by its high dimensionality and temporal dependencies, poses unique
challenges to preserving privacy. Many existing techniques fail to adequately address these
characteristics, leading to oversimplification of the data or inadequate protection measures,
especially with small datasets [38].

Quantum algorithms provide a unique advantage for their potential to implement dif-
ferential privacy in a more secure manner, employing quantum noise mechanisms that nat-
urally align with the probabilistic and unpredictable nature of quantum mechanics [10,39].

The intersection of quantum computing and privacy is an emerging field, with on-
going research aimed at addressing the unique challenges posed by integrating quantum
principles into existing privacy-preserving frameworks. The application of quantum com-
puting to BCI has been explored in hybrid models that combine classical and quantum
computing elements to enhance performance and security. For example, quantum neural
networks (QNNs) are being developed to improve the accuracy and robustness of EEG
data processing by leveraging quantum properties to handle complex patterns and noise
more effectively than traditional neural networks [39,40].

Quantum-enhanced BCIs can potentially revolutionize the way we approach brain
signal processing, enabling faster and more secure data handling, which is crucial for ap-
plications such as neuroprosthetics and brain-controlled interfaces [41–43]. As technology
matures, quantum-enhanced privacy techniques are expected to become increasingly viable
to protect sensitive data, particularly in high-security applications such as EEG-based
BCIs [41,44,45].
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Limited research on the application of differential privacy, GANs, and quantum
principles specifically to EEG data underscores a gap in the literature that requires fur-
ther exploration of methods that can effectively protect EEG data without compromising
their integrity.

1.4. Contributions: Q-DP-GAN

To address the limitations of existing approaches, we present a novel integration of
quantum principles with differential privacy to reconfigure the architecture of sequential
GAN (Q-DP-GAN). Our approach aims to balance privacy and utility in EEG-based BCI
applications by generating synthetic data that preserve the essential characteristics of the
original signals while reducing privacy risks. The term quantum-inspired describes the
probabilistic state-transition behavior of the noise mechanism, particularly the exponential
decay resembling decoherence and the transition to a stabilized phase analogous to mea-
surement collapse. We do not rely on quantum hardware or quantum algorithms. Instead,
the approach is designed to maintain compatibility with classical deep learning systems,
avoiding the computational and hardware constraints [46–48] of quantum computing while
providing a practical and scalable privacy mechanism for EEG data.

The main contributions of this study are:

• Quantum-inspired noise dynamics: Our study is among the first to integrate quantum-
inspired noise dynamics into GAN training by emulating quantum decoherence.
Dynamically adjustable noise not only meets but also significantly enhances differen-
tial privacy standards. By transitioning from high to low uncertainty over training
epochs, this approach effectively reduces the risk of information leakage.

• Hybrid privacy-preserving mechanism: We use a stochastic gradient descent frame-
work in the Q-DP-GAN model that combines traditional differential privacy tech-
niques with quantum-inspired noise dynamics. This hybrid approach enables
dynamic adjustment of noise scale and gradient clipping based on the model’s
convergence state.

• Privacy budget management: To align with the quantum uncertainty principle, we
calculate the privacy budget by incorporating a decay factor into the total budget
accumulated during training. As the model stabilizes, each epoch contributes less to
the overall privacy budget, resulting in a more predictable and manageable budget
for long-term data security.

• Privacy attacks evaluation: We evaluated our system against membership inference
in both White-Box and Black-Box settings, as well as reconstruction attacks. These
tests confirm the model’s effectiveness in concealing data sources and preventing
replication of the original training set. Notably, the model demonstrates resistance to
reconstruction attacks, which, to our knowledge, have not been previously assessed on
EEG data. As a result, even if synthetic EEG data is obtained, the risk of reconstructing
or inferring sensitive source data remains minimal.

2. Preliminaries
2.1. Generative Adversarial Network (GAN)

Generative adversarial networks (GANs), introduced by Goodfellow et al. in 2014 [49],
represent a significant innovation in machine learning by facilitating the generation of
highly realistic synthetic data. GANs comprise two competing neural networks: gener-
ator (G) and discriminator (D). The generator’s objective is to generate data that appear
indistinguishable from real data, while the discriminator’s task is to distinguish real from
synthesized data. This adversarial interaction encourages both networks to continuously
improve, thus generating highly realistic data.
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Sequential Generative Adversarial Networks (SGANs) [50] extend the GAN architec-
ture to handle sequential data such as time series or text. SGANs are particularly useful
for generating sequences that exhibit temporal dependencies, making them suitable for
applications in natural language processing and bioinformatics.

min
G

max
D

V(D, G) = Ex∼pdata(x)[log D(x1:T)] +Ez∼pz(z)[log(1 − D(G(z1:T)))] (1)

where x1:T denotes a sequence of data points and G(z1:T) represents the generated se-
quence [50].

The selection of SGANs over other GAN architectures for modeling EEG data was mo-
tivated by their ability to handle sequences and preserve temporal dependencies. SGANs
offer improved training stability and are well suited to the complexities of sequence gener-
ation, including the avoidance of mode collapse, a common challenge in traditional GAN
frameworks. Thus, it provides a targeted approach to generate high-fidelity synthetic
EEG data.

2.2. Differential Privacy (DP)

Differential Privacy (DP) [51] quantifies and bounds the privacy loss incurred when
releasing information derived from a dataset. By ensuring that adding or removing a single
data point does not significantly alter the analysis outcomes, DP provides strong privacy
guarantees, which are essential for sensitive data such as EEG records. Its integration
into data analysis, particularly machine learning, is now central to privacy-preserving
technologies, underscoring the need to balance data utility and privacy.

Here, we define the core concepts and theorems essential for our proposed methodology.

Definition 1 (Differential Privacy). A randomized algorithm M with domain D and range
R satisfies (ϵ, δ)-differential privacy if, for any two adjacent datasets d, d′ ∈ D (differing by one
element), and for all subsets S ⊆ R,

Pr[M(d) ∈ S] ≤ eϵ Pr[M(d′) ∈ S] + δ (2)

where ϵ represents the privacy budget and δ represents the privacy guarantee [52].

Theorem 1 (Gaussian Mechanism). For any function f : D → Rk with sensitivity ∆ f ,
and parameters ϵ, δ where 0 < ϵ < 1 and c2 > 2 ln(1.25/δ), the Gaussian Mechanism adds noise
with standard deviation σ ≥ c∆ f

ϵ to the output of f to ensure (ϵ, δ)-differential privacy [52].

Theorem 2 (Composition Theorem). For a series of independent randomized mechanisms
M1,M2, . . . ,Mk, each providing (ϵ, δ)-differential privacy, the sequence of mechanisms provides
(kϵ, kδ)-differential privacy [53].

Theorem 3 (Enhanced Composition Theorem). For any ϵ, δ, δ′ > 0, the class of ϵ-differentially
private mechanisms satisfies (ϵ′, kδ + δ′)-differential privacy under k-fold adaptive composition,
where

ϵ′ =
√

2k ln(1/δ′)ϵ + kϵ(eϵ − 1) (3)

This theorem provides a tighter bound on cumulative privacy loss when multiple
differentially private mechanisms are composed [51].

2.3. Quantum Principles

Quantum computing uses the principles of quantum mechanics to perform computa-
tions in fundamentally different ways from classical computing. Fundamental principles
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include quantum bits (qubits), superposition, entanglement, quantum interference, the un-
certainty principle, quantum decoherence, and quantum tunneling [54–56]. Each of these
principles has profound implications for computational efficiency and data security. We
specifically incorporated quantum decoherence and the quantum uncertainty principle due
to their direct applicability to enhancing privacy in data synthesis.

2.3.1. Quantum Uncertainty Principle

The Heisenberg Uncertainty Principle is a fundamental concept in quantum mechanics,
stating that certain pairs of physical properties, such as position (x) and momentum (p),
cannot be known precisely simultaneously. This principle is mathematically expressed as

∆x∆p ≥ h̄
2

(4)

where ∆x and ∆p are the uncertainties in position and momentum, respectively, and h̄ is
the reduced Planck constant. In quantum computing, the uncertainty principle implies
that measuring quantum states can disturb them. This principle is exploited in quantum
cryptographic systems to detect eavesdropping, since any measurement by an eavesdropper
disturbs the quantum state and reveals its presence [57].

2.3.2. Quantum Decoherence

Quantum decoherence describes the loss of quantum coherence as a quantum system
interacts with its environment, leading it to transition from a coherent superposition state
to an incoherent classical mixture. This process can be described by the evolution of the
density matrix ρ of the quantum state, given by the Lindblad master equation.

dρ

dt
= − i

h̄
[H, ρ] + ∑

n

(
ςnLnρL†

n −
1
2
{L†

nLn, ρ}
)

(5)

where H is the Hamiltonian of the system, Ln are the Lindblad operators representing
interactions with the environment, and {·, ·} denotes the anticommutator. Decoherence
is a major challenge in quantum computing, as it can destroy delicate quantum states
required for computation. However, understanding and controlling decoherence are key to
developing quantum error-correction techniques [58].

3. Methodology
3.1. Hybrid Architecture

The Q-DP-GAN model combines differential privacy, implemented through DP-SGD,
with dynamically adjusted privacy parameters in a generative adversarial network (GAN)
for EEG data synthesis. While the approach is conceptually quantum-inspired, its mathe-
matical implementation is classical, relying on adaptive noise and clipping mechanisms.
This integration is designed to achieve strong privacy guarantees while maintaining the
utility of the generated EEG data. Our methodology is outlined in Algorithm 1 and depicted
in Figure 1.

3.1.1. Generator and Discriminator Architecture

The generator (G) and the discriminator (D) form the backbone of our model, where the
generator is tasked with generating synthetic EEG data, and the discriminator is responsible
for validating its authenticity.

Generator Architecture: The generator is designed to convert a latent noise vector
into synthetic EEG data that resemble the real EEG recordings in both structure and
dynamics. To capture the temporal and sequential nature of the EEG signals, the generator
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employs stacked GRU [59–61] layers that model dependencies across time steps. The latent
vector is first transformed into a structured sequence representation, enabling recurrent
processing. This design allows the model to generate temporally coherent multi-channel
EEG signals while preserving inter-channel relationships. The generator function G(z; θG)

maps the latent space vector z to the data space, where θG denotes the generator parameters.
The output is activated by a function tanh, to ensure that the output matches the amplitude
characteristics typical of EEG signals. The generator architecture is designed as shown
in Table 1.

Algorithm 1 Training Q-DP-GAN with dynamic privacy

1: Input: EEG dataset, total number of epochs Epochtotal, initial and final privacy pa-
rameters (σinitial, Cinitial, σfinal, Cfinal), transition threshold (θ), number of stable epochs
required (n), learning rates for discriminator (lrD) and generator (lrG)

2: Output: Trained GAN model with privacy guarantees
3: Initialize parameters: Generator parameters θG, Discriminator parameters θD
4: Initialize σcurrent = σinitial, Ccurrent = Cinitial
5: Initialize λ (decay rate for σ), β (decay rate for C)
6: Initialize loss_stabilization_counter = 0, previous_loss = ∞
7: for each epoch t = 1 to Epochtotal do
8: Shuffle and batch the dataset
9: for each batch do

10: Sample noise vector z from a normal distribution
11: Generate synthetic data G(z; θG) using generator
12: Train discriminator (D) on both real and generated data:
13: Compute discriminator loss LD on real data and G(z; θG)
14: Clip gradients of LD by norm Ccurrent
15: Add Gaussian noise ∼ N(0, σ2

current) to the gradients
16: Update θD using gradient descent with learning rate lrD
17: Train generator (G) to fool discriminator:
18: Compute generator loss LG using D’s response to G(z; θG)
19: Update θG using gradient descent with learning rate lrG
20: end for
21: Compute and record the discriminator loss for this epoch (current_loss)
22: Assess model stability:
23: if |previous_loss − current_loss| < θ then
24: loss_stabilization_counter += 1
25: else
26: loss_stabilization_counter = 0
27: end if
28: if loss_stabilization_counter ≥ n then
29: Transition to static privacy parameters:
30: σcurrent = σfinal
31: Ccurrent = Cfinal
32: end if
33: Update previous_loss:
34: previous_loss = current_loss
35: if not yet transitioned then
36: Adjust privacy parameters dynamically:
37: σcurrent∗ = e−λ

38: Ccurrent∗ = e−β

39: end if
40: end for
41: Return: trained GAN model (θG, θD)
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Figure 1. System architecture of the proposed Q-DP-GAN (quantum-inspired differential privacy) model.

Table 1. Generator architecture details of our proposed model.

Block Layer Name Units/Size Activation Output Shape

1 Input (latent vector) - - (100, 1)
2 Dense 128 LeakyReLU (128, 1)
3 Reshape - - (64, 2, 1)
4 GRU Layer 1 256 Tanh (64, 256)
5 GRU Layer 2 64 Tanh (64, 64)
6 Flatten - - (4096,)
7 Dense 3000 ReLU (3000,)
8 Reshape/Output Layer - Tanh (3, 1000)

Discriminator Architecture: The discriminator assesses the authenticity of EEG data,
classifying them as either real or generated. It uses convolutional layers to extract fea-
tures from the input, which are then used to compute the probability that the data are
real. The function D(x; θD) evaluates the input x, with θD representing the discriminator
parameters. A sigmoid function at the output layer provides a probabilistic estimate of
authenticity. The discriminator architecture is designed as shown in Table 2.

Table 2. Discriminator architecture details of our proposed model.

Block Layer Name Units/Size Kernel Size Activation Purpose Additional Info Output Shape

1 Input - - - Accepts EEG data
matrices as input.

Input layer to
receive data. (3, 1000)

2 Reshape - - -
Reshapes input to 3D
for compatibility with
convolutional layers.

Prepares data
for convolutional
processing.

(1, 3, 1000)

3 2D Convolution 10 (1, 10) ReLU
Applies 2D
convolution
across time.

Initial feature
extraction. (10, 3, 991)

4 2D Convolution 10 (3, 1) ReLU
Further extracts
detailed features
across channels.

Enhances channel
integration. (10, 1, 991)
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Table 2. Cont.

Block Layer Name Units/Size Kernel Size Activation Purpose Additional Info Output Shape

5 Dropout - - - Adds regularization to
prevent overfitting. Dropout rate: 0.25 (10, 1, 991)

6 Batch Normalization - - -
Normalizes
activations to improve
convergence.

Stabilizes the
learning process. (10, 1, 991)

7 Max Pooling 2D - (1, 2) - Reduces temporal
dimension moderately.

Downsampling
to reduce feature
dimension.

(10, 1, 495)

8 2D Convolution 16 (1,10) ReLU Deeper feature
extraction across time.

Processes deeper
temporal patterns. (16, 1, 486)

9 Max Pooling 2D - (1, 3) -
Further reduces
temporal dimension
more aggressively.

Additional
downsampling. (16, 1, 162)

10 2D Convolution 32 (1, 10) ReLU Increases the depth of
feature extraction.

Captures complex
temporal patterns. (32, 1, 153)

11 Max Pooling 2D - (1, 2) -
Reduces temporal
dimension
significantly.

Balances feature
retention
and reduction.

(32, 1, 76)

12 2D Convolution 64 (1, 10) ReLU Extracts higher-level
features.

Captures highest-level
temporal features. (64, 1, 67)

13 Dropout - - -
Adds regularization
to further prevent
overfitting.

Dropout rate: 0.25 (64, 1, 67)

14 Batch Normalization - - - Ensures stable feature
normalization.

Ensures consistency in
feature scaling. (64, 1, 67)

15 Bidirectional LSTM 64 - Tanh
Captures long-term
dependencies from
both directions.

Processes sequence
data bidirectionally. (64, 67)

16 Bidirectional LSTM 128 - Tanh
Enhances the model’s
ability to detect
complex patterns.

Provides depth
to temporal
data processing.

(128, 67)

17 Flatten - - -
Flattens the output
to prepare for
dense layer.

Converts
multidimensional
data to 1D.

(8704,)

18 Dense 64 - ReLU Processes the flattened
feature vector.

Final processing
before output. (64,)

19 Dropout - - -
Helps reduce
overfitting in the
final stages.

Dropout rate: 0.5 (64,)

20 Dense (Output Layer) 1 - Sigmoid
Outputs the
probability that the
input data are real.

Produces a
probability output. (1,)

3.1.2. Noise Dynamics

The model initially applies variable high-intensity noise that is adaptively reduced
over time as training progresses. This behavior can be viewed as conceptually analogous to
a reduction in uncertainty in quantum measurement, although the implementation itself is
entirely classical and is based on standard adaptive decay. The mathematical formulation
of the noise dynamics is given by

σ(t) = σinitiale−λt (6)

C(t) = Cinitiale−βt (7)

where σ(t) represents the standard deviation of the noise applied to the gradients at epoch
t. This noise is dynamically adjusted, decreasing as t increases from 1 to epochstotal. This
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decrease simulates the transition from a quantum state (characterized by high uncertainty)
to a more classical state (characterized by reduced uncertainty). Similarly, C(t) denotes the
clipping threshold for the gradients at each epoch t. It is also dynamically adjusted, ensuring
that the influence of any individual training sample remains bounded throughout the
training, thereby mitigating the risk of revealing individual contributions in the synthesized
data. Here, λ and β are the decay rates. We conducted several trials, varying λ and β to
assess how these parameter settings affected the model’s accuracy and privacy, and to
identify the optimal values. In this study, λ and β were set to 0.05 and 0.03, respectively,
as these values showed the right balance between privacy and accuracy (Section 4.3).

We follow the standard definition of (ϵ, δ)-differential privacy introduced in Section 2.2.
Our approach is based on the Gaussian Mechanism and its application in differentially
private stochastic gradient descent (DP-SGD) [53,62].

Let gt denote the per-sample gradient of the discriminator at iteration t. To enforce
privacy, gradients are clipped and perturbed as follows:

g̃t = Clip(gt, C(t)) +N (0, σ(t)2 I) (8)

where C(t) is the clipping norm and σ(t) is the noise scale.
After clipping, the gradient satisfies

∥gt∥2 ≤ C(t), (9)

which bounds the ℓ2-sensitivity of the mechanism by C(t).
To ensure sustained privacy protection as the model stabilizes, the proposed mech-

anism maintains a baseline level of uncertainty, thereby limiting the ability to precisely
infer individual data contributions. Once the transition criterion is satisfied, the privacy
parameters are kept constant and are defined as follows:

σ = σfinal (10)

C = Cfinal (11)

These parameters remain unchanged after the transition (described in the following
section). By maintaining a steady noise level and minimizing the influence of individual
data points, they reliably ensure data privacy.

Since σfinal > 0, noise continues to be applied to gradients. Therefore, the mechanism
remains differentially private. Unlike learning rate scheduling, which affects optimization
dynamics, this transition directly modifies noise scale and clipping bounds, which govern
gradient sensitivity and perturbation. Hence, it operates within the differential privacy
mechanism and does not violate the differential privacy guarantees.

3.2. Transition Algorithm and Privacy Budget Computation
3.2.1. Transition Algorithm

The model employs an algorithmic approach to determine when to switch from
dynamic to static privacy parameters based on the stabilization of the model’s performance.

• if ∆Loss < θ for consecutive n epochs, then transition to the static phase.
This condition checks if the change in loss ∆Loss falls below a threshold θ over n
epochs, indicating that the model has reached a sufficiently stable state and requires
reduced dynamism in privacy controls.
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To ensure effective execution of these parameters, ∆Loss is calculated as follows:

∆Loss =
1
n

t

∑
i=t−n+1

|Lossi − Lossi−1| (12)

This formula computes the average absolute change in loss over n epochs, providing
a smooth and representative measure of loss changes during this period. It effectively
captures both the magnitude and the consistency of loss changes, providing a reliable
trigger for the parameter transition.

3.2.2. Privacy Budget Computation

To incorporate quantum noise while ensuring consistency with the principles of
differential privacy, the privacy budget [63–65] at a given epoch t is modified as follows:

ε(t) =
√

2 log(1.25/δ) ·
t

∑
i=1

ω(i) · q · C(i)
σ(i)

, (13)

where w(i) is a weighting function defined as w(i) = e−γi, with γ representing the decay
rate. This rate governs how quickly the influence of each epoch reduces, highlighting the
diminishing privacy risk as the model stabilizes. Here, γ = 2λβ/(λ + β). σ(i) and C(i) are
dynamically adjusted noise and clipping parameters, respectively, up to the stabilization
point, after which they remain constant, and q represents the proportion of the dataset used
in each training batch.

3.2.3. Validity of Dynamic Privacy Budget

Each iteration i satisfies the (ϵi, δ)-differential privacy through the Gaussian Mecha-
nism. By the composition property of differential privacy [53], the total privacy loss is

ϵtotal =
t

∑
i=1

ϵi. (14)

The proposed formulation introduces a weighting function ω(i) ∈ (0, 1], leading to

ϵweighted =
t

∑
i=1

ω(i)ϵi. (15)

Since ω(i) ≤ 1 for all i, we have

ϵweighted ≤ ϵtotal. (16)

Furthermore, both ϵi and ω(i) decay exponentially, ensuring that the series

t

∑
i=1

ω(i)ϵi (17)

is bounded and convergent. Therefore, the proposed weighted privacy budget does not
violate standard differential privacy guarantees.

3.2.4. Privacy-Utility Trade-Off via Dynamic Allocation

The proposed adaptive mechanism improves the privacy-utility trade-off by redis-
tributing privacy across training iterations while maintaining the same overall
(ϵ, δ) guarantee.
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In standard DP-SGD, the privacy loss accumulates uniformly across iterations
as follows:

ϵstatic ∝
T

∑
t=1

C
σ

. (18)

In the proposed method,

ϵadaptive ∝
T

∑
t=1

C(t)
σ(t)

. (19)

Substituting exponential decay,

ϵadaptive ∝
T

∑
t=1

e−(β−λ)t (20)

Although the rate of decay depends on the relative values of β and λ, the overall
privacy guarantee remains governed by the composition property of differential privacy.
Specifically, the cumulative privacy budget over T iterations is

ϵtotal =
T

∑
t=1

ϵt (21)

which remains finite for any finite number of training iterations T. Therefore, the pro-
posed mechanism preserves standard differential privacy guarantees while adaptively
redistributing the privacy budget across training.

3.2.5. Effect of Dynamic Noise and Clipping

In the proposed framework, the noise and clipping evolve as follows:

σ(t) = σinitiale−λt, C(t) = Cinitiale−βt. (22)

Substituting into the privacy expression,

C(t)
σ(t)

=
Cinitial
σinitial

· e−(β−λ)t. (23)

Thus, the per-iteration privacy loss evolves as

ϵt ∝ e−(β−λ)t. (24)

This shows that privacy is not uniformly distributed across iterations. Instead, early
iterations inject higher noise (lower signal-to-noise ratio), thereby reducing the risk of
memorization, whereas later iterations allow finer updates to improve utility. Importantly,
the proposed method does not modify the underlying Gaussian noise distribution but
instead dynamically adjusts its magnitude over time. Therefore, the mechanism remains
fully compatible with the standard differential privacy theory.

4. Experimental Setup
4.1. Dataset Description

To improve our model’s reliability, robustness, and generalizability, we used two
benchmark datasets: BCI Competition IV 2008 2A [66] and 2B [67]. These widely used
seminal EEG-based BCI datasets [68,69] enable reproducible and comparable evaluation.
They contain multi-subject motor-imagery EEG data with rich temporal and spectral
features. Because EEG intrinsically encodes subject-specific patterns [70,71], it can reveal
identity and sensitive neurological traits. Therefore, these datasets provide a realistic and
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challenging setting to test whether our framework can generate synthetic EEG data that
preserve task utility while reducing privacy risks in real-world BCI applications.

Dataset 2A contains EEG recordings of nine participants across four motor imagery
tasks involving movements of the left hand, right hand, both feet, and tongue, spanning
multiple sessions. These sessions are meticulously structured, offering insight into neural
patterns associated with motor tasks. Dataset 2B also contains EEG data from 9 subjects
performing left- and right-hand movements, with and without feedback mechanisms,
unlike Dataset 2A. A detailed comparison of these two datasets is shown in Table 3.

Table 3. Comparison of BCI Competition IV datasets, 2A and 2B.

Attribute Details for BCI-2A Details for BCI-2B

Dataset Origin Graz University of Technology, 2008 Graz University of Technology, 2008

Subjects 9 healthy subjects 9 right-handed subjects with normal
or corrected vision

Motor Imagery Tasks 4 tasks: left hand, right hand, both feet, tongue 2 tasks: left hand, right hand

Number of Sessions 2 per subject 5 per subject

Runs per Session 6 runs Screening: 6 runs, Feedback: 4 runs

Trials per Run 48 trials (12 per task) Screening: 20 trials (10 per task),
Feedback: 40 trials (20 per task)

Total Trials per Session 288 trials Screening: 120 trials, Feedback: 160 trials

Total Trials per Subject 576 trials (2 sessions × 288 trials) 720 trials per subject (240 from screening,
480 from feedback)

EEG Electrodes 22 electrodes 3 bipolar electrodes (C3, Cz, C4)

EOG Channels 3 monopolar electrodes, for artifact processing 3 monopolar electrodes, for artifact processing

Sampling Rate 250 Hz 250 Hz

Filtering Bandpass 0.5–100 Hz, 50 Hz notch filter Bandpass 0.5–100 Hz, 50 Hz notch filter

Feedback Provided No Yes, in last 3 sessions

Artifact Handling Expert visual inspection, trials with
artifacts marked

Trials containing artifacts marked, required
artifact removal

Data File Format GDF (General Data Format) GDF (General Data Format)

File Distribution Training and evaluation sets separate First 3 sessions for training, last 2 sessions
for evaluation

Data Access Software BioSig toolbox (Octave 8.4/FreeMat
4.2/MATLAB R2024a, C/C++)

BioSig toolbox (Octave 8.4/MATLAB R2024a,
C/C++)

4.2. Data Preprocessing

For Dataset 2A, our focus was on three channels, C3, Cz, and C4, which efficiently
capture brain patterns associated with the identification of imagined movement states [72].
Among the four initial motor imagery tasks, the movements of the feet and tongue were
omitted, and the study focused solely on the movements of the left and right hands.
The dataset contains artifacts, and Table 4 shows the accepted and rejected trials for Sessions
I and II of all subjects. Session I was used as the train set, and Session II as the test set.

For Dataset 2B, we used all three EEG channels (C3, Cz, and C4) and tasks (left-
and right-hand movements). Artifacts are also present in this dataset. Table 5 shows the
accepted and rejected trials for the five sessions. Sessions I, II, and III were used as training
sets, and the remaining sessions as test sets.
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Table 4. Accepted and rejected/artifact trials by subject and task of Dataset 2A.

Dataset: 2A Session I (Train Set)

Task Status A1 A2 A3 A4 A5 A6 A7 A8 A9

Left Hand
Accepted 69 67 69 62 63 56 67 66 53

Rejected 3 5 3 10 9 16 5 6 19

Right Hand
Accepted 69 69 68 67 66 57 66 66 63

Rejected 3 3 4 5 6 15 6 6 9

Dataset: 2A Session II (Test Set)

Left Hand
Accepted 71 71 67 59 70 59 71 66 65

Rejected 1 1 5 13 2 13 1 6 7

Right Hand
Accepted 70 71 70 57 65 55 69 68 65

Rejected 2 1 2 15 7 17 3 4 7

Table 5. Accepted and rejected/artifact trials by subject and task of Dataset 2B.

Dataset: 2B Session I (Train Set)

Task Status B1 B2 B3 B4 B5 B6 B7 B8 B9

Left Hand
Accepted 51 48 47 57 51 35 55 52 43

Rejected 9 12 13 3 9 25 5 8 17

Right Hand
Accepted 51 50 43 60 52 41 52 40 48

Rejected 9 10 17 0 8 19 8 20 12

Dataset: 2B Session II (Train Set)

Left Hand
Accepted 48 51 43 56 58 42 55 49 45

Rejected 12 9 17 4 2 18 5 11 15

Right Hand
Accepted 50 49 45 53 58 43 56 41 46

Rejected 10 11 15 7 2 17 4 19 14

Dataset: 2B Session III (Train Set)

Left Hand
Accepted 60 64 56 78 74 65 68 54 69

Rejected 20 16 24 2 6 15 12 26 11

Right Hand
Accepted 64 67 62 75 69 69 70 52 66

Rejected 16 13 18 5 11 11 10 28 14

Dataset: 2B Session IV (Test Set)

Left Hand
Accepted 51 51 62 78 79 71 51 69 56

Rejected 29 29 18 2 1 9 29 11 24

Right Hand
Accepted 61 51 55 75 77 66 56 57 59

Rejected 19 29 25 5 3 14 24 23 21

Dataset: 2B Session V (Test Set)

Left Hand
Accepted 58 71 60 76 55 52 63 50 65

Rejected 22 9 20 4 25 28 17 30 15

Right Hand
Accepted 58 72 53 78 62 62 62 54 65

Rejected 22 8 27 2 18 18 18 26 15

In the preprocessing stage of our study, an initial analysis was performed using 7.5 s
trials to capture a broad spectrum of neural activity. To improve model training efficiency
and optimize computational resource use, we systematically evaluated the efficacy of
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shorter time windows. Our methodological approach involved segmenting the data into
6- and 4 s intervals. This segmentation was designed to identify the most critical time
windows for motor-imagery classification. Specifically, the 6 s segments were obtained
by excluding the first 1 s and the last 0.5 s of the trials, reducing the data from 1875
(7.5 × 250) data points to 1500 (6 × 250) data points. In addition, we tested 4 s segments
in which the initial 2 s and the final 1.5 s were removed, yielding 1000 data points. These
truncated segments were analyzed to determine if they contained sufficient information for
accurate classification.

Our initial findings validated the 4 s window, as it yielded a classification accuracy
comparable to that of longer durations. Previous work with the BCI Competition IV dataset
also shows that temporal window selection affects performance. Studies often use windows
after the cue onset, such as 0.5–2.5 s [69] or later windows, such as 2.5–4.5 s [73,74], sup-
porting the exclusion of early segments. This indicates that the key neural signatures of the
motor imagery tasks are within this interval. Using these segments, we achieved improved
model training and real-time processing efficiency without compromising classification
quality. Thus, the 4 s window was chosen for subsequent analysis, balancing computational
efficiency and empirical effectiveness.

4.3. Model Training: Details, Hyperparameters, and Configurations

The selection of the appropriate parameter values is crucial to balance the effectiveness
of the privacy mechanism and the learning capacity of the model. The following paragraphs
describe the parameters of the hybrid quantum-inspired model, which were empirically
determined through extensive experimental trials.

4.3.1. Initial Phase (Quantum Decoherence)

We chose the initial noise standard deviation (σinitial) as 2.0. The chosen value provides
robust privacy protection at the beginning of the training process, when the model is most
susceptible to information leakage. A higher initial noise level effectively obscures the
contributions of individual training samples, thereby reducing the risk of overfitting to
specific data points, which could compromise privacy.

We have set the initial clipping threshold (Cinitial) to 1.0, a value determined through
experimentation. Beginning with a higher clipping threshold also ensures that the impact
of any single data point remains constrained during the early stages of training. This
configuration helps mitigate the undue influence of outliers on the model’s learning process,
thereby enhancing privacy protection.

4.3.2. Decay Rates (λ for Noise and β for Clipping)

Similarly, following our experimental testing, we set decay rates, λ to 0.05 and β to 0.03.
The decay rate of 0.05 for noise ensures that the model gradually transitions to less noisy
updates as it stabilizes, balancing privacy protection with learning efficiency. The slightly
lower decay rate of 0.03 for clipping helps prevent the model from becoming overly
sensitive to individual samples too quickly, thereby maintaining a conservative privacy
approach for a longer duration during training.

4.3.3. Stabilization Phase (Quantum Uncertainty)

We have defined the final noise standard deviation (σfinal) as 0.5. It provides sufficient
privacy protection while the model stabilizes without significantly impairing its fine-tuning
capabilities. The reduced noise level prevents precise inferences about individual data
points while allowing the GAN to generate high-quality synthetic EEG data.

We have set the final clipping threshold (Cfinal) to 0.1. This lower threshold refines
the model’s sensitivity to the training data during stabilization. It improves the quality of
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generated outputs by limiting the influence of individual training samples without overly
constraining model learning.

4.3.4. Privacy Guarantee (δ)

We set δ at 1/ N, where N is the total number of data points. For our 4 s data window,
N is 1000 (4 × 250).

4.3.5. Privacy Budget (ϵ)

For our method, the final ϵ values for Dataset 2A were 4.291, 4.365, 4.246, 4.381, 4.309,
4.226, 4.317, 4.403, and 4.192 for Subjects A1 through A9, respectively. For Dataset 2B,
the final values for Subjects B1 through B9 were 4.457, 4.324, 4.355, 4.410, 4.493, 4.445, 4.397,
4.382, and 4.363, respectively.

4.3.6. Total Epochs and Number of Consecutive Epochs (n)

We set Epochtotal as 1000. For a total of 1000 epochs, n should be large enough to
ensure that the detection of model stabilization is robust against normal fluctuations in
training loss but not so large that it delays the transition unduly. A reasonable choice for n
is about 1% to 2% of Epochtotal, which translates to 10 to 20 epochs. This range typically
offers a good balance by smoothing out regular variations in loss while being responsive
enough to changes, indicating true model stabilization. Setting n = 20 allowed the model to
demonstrate consistent stabilization over a sufficient period to mitigate the effects of short-
term fluctuations but is short enough to ensure timely adaptation to stabilized conditions.

4.3.7. Loss Stabilization Threshold (θ)

Considering a typical GAN loss scale, values such as θ = 0.0001 to 0.1 are effective
in ensuring model stabilization. After initial experiments, we chose θ = 0.005. This value
guarantees that reductions in privacy parameters are triggered only by stabilization during
training. Thus, decrements are aligned with the model’s steady phase.

5. Results and Discussion
5.1. Classification Performance: Varying Original (Real) and Synthetic Data

We evaluated how different ratios of original (real/train) and synthetic EEG data affect
classification performance, which was measured only on real EEG samples from the test
set. Dataset 2A used session I as original training data, and Dataset 2B used sessions I–III.
We trained four neural networks—ATCNet [75], EEGNet [76], ShallowNet [61], and Cap-
sNet [77]—to recognize hand movements using (1) only original EEG data and (2) mixed
original and synthetic EEG data. As illustrated in Figure 2, the experiment examined how
these data proportions affect model performance.

We tested five specific ratios of original to synthetic data for training the model
as follows:

• 100% original data and 0% synthetic data. This model was trained exclusively on the
original training dataset (Tr) for optimal comparison with augmented models.

• 50% original data and 50% synthetic data. This model used a balanced combination
of 50% original training data and 50% synthetic data (S) to augment the training set
while maintaining the total number of samples constant.

• 30% original data and 70% synthetic data.
• 20% original data and 80% synthetic data.
• 10% original data and 90% synthetic data.
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Figure 2. Overview of our experiments using original and synthetic data. The number of synthetic
data samples (S) produced was equal to the number of original training samples (Tr). We then used
varying proportions of Tr and S, merging them into a training set for further analysis.

We evaluated each model’s classification performance over 20 runs to ensure reliability
and robustness. Training used the datasets defined in the original publication (Dataset 2A:
Session I; Dataset 2B: Sessions I–III), and testing used the remaining sessions. We applied
our method to generate synthetic data, trained four neural networks (ATCNet, EEGNet,
ShallowNet, and CapsNet) with different mixtures of original and synthetic training data,
and then tested them on the original test set (real EEG samples). We selected k% of the
original training data and l% of the synthetic data, where k = 100, 50, 30, 20, or 10 and
l = 0, 50, 70, 80, or 90. Because sample sizes differed across subjects and datasets, we
rounded the resulting sample counts to the nearest integer using a threshold of 0.50.

The results of this experiment are illustrated in Tables 6 and 7, respectively, for Subject
A1 of Dataset 2A and Subject B1 of Dataset 2B. The remaining tables for other subjects are
provided in the Supplementary File. The changes in model accuracy were more noticeable
when the percentage of synthetic data was progressively increased, as discussed below:

• Models trained on 100% original data performed similarly to those trained on 50%
original data and 50% synthetic data, with the accuracy dropping by only 1–2.5% on
the test data.

• The model’s accuracy decreased by 2.1–4.1% when 30% of the original data were
mixed with 70% synthetic data.

• A ratio of 20% of original data mixed with 80% synthetic data resulted in 3.2–5.6%
accuracy drops.

• The greatest change was observed using 10% of the original data mixed with 90%
synthetic data, resulting in 5.1–7.2% change in model accuracy.

Table 6. Classification performance of BCI Dataset IV 2A using various training scenarios for Subject
A1. All models are evaluated on test data using 100% of real EEG data samples composed of session II.

Training Scenario (Trained on)
ATCNet EEGNet ShallowNet CapsNet

Mean Std Mean Std Mean Std Mean Std

100% original training data (Tr) 86.11 1.18 85.43 1.67 83.66 2.09 84.33 1.95

50% original training data (Tr) and 50% synthetic data (S) 85.12 1.93 83.91 2.17 81.55 2.78 83.03 2.61

30% original training data (Tr) and 70% synthetic data (S) 84.30 2.32 82.61 3.02 79.79 3.44 80.55 4.23

20% original training data (Tr) and 80% synthetic data (S) 83.84 3.82 83.97 2.76 78.11 2.93 79.80 3.45

10% original training data (Tr) and 90% synthetic data (S) 81.12 3.74 82.89 4.05 76.64 3.67 78.47 4.38
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Table 7. Classification performance of BCI Dataset IV 2B using various training scenarios for Subject
B1. All models are evaluated on test data using 100% of real EEG data samples composed of sessions
IV and V.

Training Scenario (Trained on)
ATCNet EEGNet ShallowNet CapsNet

Mean Std Mean Std Mean Std Mean Std

100% original training data (Tr) 85.43 1.83 83.10 1.27 78.28 2.41 79.72 2.05

50% original training data (Tr) and 50% synthetic data (S) 83.92 2.13 81.64 1.92 75.94 3.14 78.31 2.47

30% original training data (Tr) and 70% synthetic data (S) 82.77 3.12 80.69 2.68 75.13 2.91 77.18 3.55

20% original training data (Tr) and 80% synthetic data (S) 82.04 2.95 79.82 3.74 74.46 3.61 76.39 2.95

10% original training data (Tr) and 90% synthetic data (S) 81.65 3.47 78.58 4.11 73.64 3.02 75.00 3.86

These findings suggest that a balanced mix of 50% original and 50% synthetic data
effectively augments the EEG datasets while maintaining robust model performance. Other
configurations, such as 30% or 20% original data with synthetic data, are also viable, albeit
with slightly larger accuracy drops. The correct balance between the original and synthetic
data depends on the error-rate tolerance of the BCI applications. Our findings show that
varying proportions of synthetic EEG data are helpful to achieve comparable results in
training processes that use real EEG data.

5.2. Privacy Analysis: Attack Scenarios

After evaluating classification performance, we simulated two attack scenarios to
examine privacy preservation. We then compared our method with five state-of-the-art
methods: WGAN [78], CGAN [79], DPGAN [80], ST-DP-GAN [81], and LDPGAN [82].

We ensured that each model was configured with the ϵ values derived from our
method, so that each model maintained the same privacy budget for each subject, allowing
a fair comparison across datasets. For each method, synthetic data were generated in
quantities equivalent to the original training dataset and then exposed to the two attack sce-
narios.

5.2.1. Membership Inference Attacks

To assess the privacy-preserving capabilities of our Q-DP-GAN, we implemented
membership inference attacks (MIAs) under Black-Box (BB) and White-Box (WB) condi-
tions [38,83]. These attacks test whether an attacker can determine if specific data samples
were in the model’s training set. Three data subsets were used to evaluate the model’s
ability to protect EEG data against inference threats.

• S—Synthetic data generated by different models.
• Tr—Real training data used to train different models (Dataset 2A session I and Dataset

2B sessions I–III).
• Te—Real data not used in training, serving as test data (Dataset 2A session II and

Dataset 2B sessions IV–V).

We augment the full training set (Tr) with an equal amount of synthetic data (S),
doubling the training size. Model performance is then evaluated on the original test set
(Te) to measure generalization to unseen data.

MIAs are conducted in two main modes based on the attacker’s access level as follows:

• Black-Box Membership Inference Attacks: The attacker does not have access to Q-
DP-GAN’s internals. Black-Box (BB) scenarios simulate an external adversary us-
ing shadow models trained on various subsets of S and Tr, mimicking the target
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model’s behavior without accessing its actual parameters. The BB attack is detailed in
Algorithm 2.

• White-Box Membership Inference Attacks: In this scenario, the adversary uses complete
information about Tr and the structure of Q-DP-GAN to examine the influence of
training data on the model’s outputs for Te and S. It can reveal vulnerabilities in the
model’s processing and learning from Tr. The WB attack is outlined in Algorithm 3.

Algorithm 2 Black-Box Membership Inference Attack

Require: Real training data Tr, Synthetic data S, Real test data Te, Number of shadow
models Ns

Ensure: Attack model to predict membership inference
1: Combine Tr and S to create Tcombined
2: Split Tcombined into Ns subsets: {Tcombined1 , Tcombined2 , . . . , TcombinedNs

}
3: for each subset Tcombinedi (i = 1 to Ns) do
4: Train shadow model Si on Tcombinedi
5: end for
6: Generate Predictions:
7: for each shadow model Si (i = 1 to Ns) do
8: Predict probabilities on Te: Ptest

i = Si.predict(Te)

9: Predict probabilities on S: Psyn
i = Si.predict(S)

10: end for
11: Create and Label Attack Dataset:
12: Combine all Ptest

i to form Xtest ▷ Xtest contains the predictions for the real test data
13: Combine all Psyn

i to form Xsyn ▷ Xsyn contains the predictions for the synthetic data
14: Label Xtest with 1s (real) and Xsyn with 0s (synthetic)
15: Form attack dataset Xattack = {Xtest, Xsyn} and labels Yattack = {1s, 0s}
16: Train Attack Model:
17: Split Xattack into training and testing sets
18: Train binary classifier AttackModel on the training set
19: Evaluate Attack Model:
20: Test AttackModel on the testing set
21: Output accuracy of AttackModel

The results for both types of MIA are essential for evaluating Q-DP-GAN’s ability to
obfuscate the origin of data points, particularly from Tr and S, and its efficacy in prevent-
ing adversaries from inferring the membership status of Te. The MIA results, shown in
Tables 8–11, illustrate that Q-DP-GAN offers robust protection against both external and
internal threats, thus ensuring the confidentiality of EEG data. The low predictive accuracy
observed in the BB and WB scenarios indicates substantial data protection, highlighting the
model’s effectiveness in protecting privacy.

5.2.2. Reconstruction Attacks Analysis

The second phase of our privacy assessment used reconstruction attacks [84] to evalu-
ate the resilience of Q-DP-GAN to attempts to recover original EEG data from its synthetic
output. These attacks approximate the inverse of the Q-DP-GAN generator to test how
closely synthetic data can be mapped back to training data and to expose weaknesses
in anonymization. We trained deep learning models to emulate this reverse process by
optimizing a latent representation to match the generator’s output to the target synthetic
data. The attack model used dense layers for feature extraction, dropout layers to mitigate
overfitting, batch normalization for stable training, and regularization to improve gener-
alization. For reconstruction attacks, a higher mean-squared error value is desirable. It
signifies challenges and complexity in accurately reconstructing original data from syn-
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thetic data, thereby increasing privacy [84]. Tables 12 and 13 show the superior performance
of Q-DP-GAN against this attack compared with other state-of-the-art methods.

Algorithm 3 White-Box Membership Inference Attack

Require: Real training data Tr, Synthetic data S, Real test data Te, Labels yr (for Tr) and ye
(for Te), Trained discriminator model discriminator, List of intermediate layer names
intermediate_layer_names

Ensure: Attack model to predict membership inference
1: Load the trained discriminator model discriminator
2: List the layers of discriminator to choose appropriate intermediate layers
3: for each layer in discriminator do
4: Print the layer index, name, and output shape
5: end for
6: Choose intermediate layers for feature extraction based on the output from step 2
7: Split the real training data into training and testing sets:
8: Split Tr and yr into Trtrain , Trtest , yrtrain , yrtest with a test size of 20%
9: Prepare attack data:

10: Extract intermediate outputs from the chosen layers of discriminator for Trtrain , S, and Te
11: Build an intermediate model with the chosen layers
12: Predict the features using the intermediate model on Trtrain , S, and Te
13: Concatenate features from multiple intermediate layers
14: Create and Label Attack Dataset:
15: Combine features from Te and label as 1 (real test data)
16: Combine features from S and label as 0 (synthetic data)
17: Form attack dataset Xattack = {Xt, Xs} and labels Yattack = {1s, 0s}
18: Build the White-Box attack model:
19: Define the input shape based on the shape of Xattack
20: Build the attack model with several dense, batch normalization, and dropout layers
21: Compile the attack model with Adam optimizer, binary cross-entropy loss, and accuracy

metric
22: Train the White-Box attack model:
23: Split Xattack and Yattack into attack training and testing sets
24: Train the attack model on the attack training set with validation on the attack testing set
25: Evaluate the attack model:
26: Evaluate the attack model on the attack testing set
27: Output the accuracy of the attack model

Table 8. Black Box attack simulated on Dataset 2A. Accuracy indicates whether the model can
correctly identify the test data (Te). Reduced accuracy scores signify a more robust model against
potential attacks. By adding an equivalent quantity of synthetic data (S) to 100% original data (Tr),
the total amount of original training data is doubled.

Subject Our Method WGAN CGAN DPGAN LDPGAN ST-DP-GAN

A1 7.78 30.19 32.36 26.69 40.42 29.71

A2 8.26 37.25 40.12 33.21 47.21 30.06

A3 6.55 34.41 28.73 29.38 44.29 31.32

A4 9.47 41.32 42.89 36.52 46.31 38.67

A5 10.14 39.74 45.48 35.07 48.93 28.72

A6 8.82 42.78 39.23 31.98 42.72 32.28

A7 7.22 31.43 29.22 28.05 41.91 25.13

A8 11.58 41.12 48.27 38.53 49.64 34.41

A9 9.08 40.38 36.63 33.14 43.82 27.64
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Table 9. Black Box attack simulated on Dataset 2B. Our model’s lower accuracy scores indicate that it
is more robust to potential attacks than other GAN models.

Subject Our Method WGAN CGAN DPGAN LDPGAN ST-DP-GAN

B1 10.54 44.89 39.48 34.29 45.67 35.14

B2 8.03 36.48 41.07 28.46 39.30 32.67

B3 8.62 39.89 39.67 32.50 42.61 25.39

B4 7.52 37.31 35.76 29.56 43.43 31.05

B5 6.57 27.17 30.17 24.96 38.56 24.68

B6 5.96 26.72 33.03 26.15 40.75 21.43

B7 8.26 34.07 38.76 29.49 40.31 26.82

B8 7.08 30.09 28.08 23.75 37.19 25.21

B9 8.03 36.48 41.07 28.46 39.30 24.73

Table 10. White Box attack simulated on Dataset 2A. Accuracy indicates whether the model can
correctly identify the test data (Te). Reduced accuracy scores signify a more robust model against
potential attacks. We use 100% synthetic data for each model. Adding an equivalent amount of
synthetic data (S) to 100% of the original data (Tr) doubles the training dataset.

Subject Our Method WGAN CGAN DPGAN LDPGAN ST-DP-GAN

A1 17.15 56.38 62.91 48.14 67.12 50.32

A2 19.64 63.27 69.23 51.83 75.33 45.19

A3 15.24 61.56 59.45 45.48 71.21 53.41

A4 19.35 67.23 74.11 56.17 82.67 58.87

A5 18.43 65.16 78.43 54.52 78.72 56.46

A6 17.94 60.35 66.15 53.78 73.82 48.93

A7 16.83 59.23 60.41 49.34 65.25 49.45

A8 22.78 70.36 80.38 60.32 84.31 55.71

A9 20.31 65.88 75.72 53.51 76.23 47.28

Table 11. White Box attack simulated on Dataset 2B. Our model demonstrated performance compa-
rable to the Black Box attack results (lower accuracy scores), indicating its robustness to potential
attacks relative to other GAN models.

Subject Our Method WGAN CGAN DPGAN LDPGAN ST-DP-GAN

B1 19.59 73.95 64.03 54.29 76.72 57.84

B2 15.43 60.86 54.92 48.40 67.18 43.12

B3 16.64 68.18 61.18 50.55 75.23 53.57

B4 16.89 63.69 57.58 46.65 68.55 47.90

B5 14.47 55.58 53.90 44.41 59.38 39.28

B6 13.11 54.69 56.02 40.93 64.80 44.63

B7 17.47 69.66 59.95 48.16 69.37 42.03

B8 15.75 57.88 51.31 43.33 61.08 50.91

B9 15.43 60.86 54.92 48.40 67.18 46.45

https://doi.org/10.3390/cryptography10030031

https://doi.org/10.3390/cryptography10030031


Cryptography 2026, 10, 31 22 of 28

Table 12. Reconstruction attack simulated on Dataset 2A to assess the model’s ability to reconstruct
original input data x from its outputs M(x). Synthetic data (S), equivalent in quantity to the original
dataset (Tr), are used for this assessment.

Subject Our Method WGAN CGAN DPGAN LDPGAN ST-DP-GAN

A1 0.128 0.066 0.075 0.084 0.053 0.092

A2 0.123 0.054 0.068 0.073 0.046 0.085

A3 0.132 0.065 0.072 0.079 0.051 0.076

A4 0.116 0.058 0.062 0.068 0.041 0.072

A5 0.118 0.055 0.053 0.062 0.044 0.059

A6 0.127 0.057 0.065 0.068 0.047 0.075

A7 0.134 0.060 0.079 0.082 0.057 0.077

A8 0.110 0.049 0.058 0.060 0.036 0.064

A9 0.132 0.059 0.063 0.072 0.044 0.069

Table 13. Reconstruction attack simulated on Dataset 2B. A higher mean squared error value achieved
by our model, similar to that of Dataset 2A, indicates resilience in reconstructing the original data
from synthetic data.

Subject Our Method WGAN CGAN DPGAN LDPGAN ST-DP-GAN

B1 0.116 0.066 0.057 0.067 0.041 0.063

B2 0.137 0.074 0.067 0.075 0.054 0.082

B3 0.122 0.071 0.068 0.075 0.047 0.073

B4 0.129 0.078 0.063 0.081 0.053 0.074

B5 0.141 0.090 0.070 0.091 0.066 0.095

B6 0.142 0.082 0.076 0.088 0.059 0.086

B7 0.139 0.072 0.069 0.080 0.051 0.084

B8 0.136 0.086 0.077 0.093 0.061 0.102

B9 0.133 0.074 0.067 0.075 0.054 0.082

5.3. Overfitting and Data Fidelity

Dynamic Time Warping (DTW) [85,86] and Spectral Similarity (SS) [87] are used to
evaluate the fidelity of the generated EEG data. DTW measures temporal similarity by
aligning real and synthetic signals, with lower DTW values indicating greater similarity.
Similarly, SS compares the power spectral densities (PSDs) of real and synthetic EEG
signals, with higher values in the range [0, 1] indicating better preservation of frequency
characteristics. Tables 14–17 show that the generated EEG data achieve favorable DTW and
SS values, indicating high-fidelity synthetic signals that closely resemble real data [88].

In addition to fidelity, we analyze the risk of overfitting due to the relatively small size
of the BCI datasets. To mitigate this, the model employs adversarial training and structured
latent representations, encouraging the learning of the underlying data distribution rather
than memorizing individual samples. From a privacy perspective, overfitting would lead to
near-identical reconstructions of the training signals. However, the observed reconstruction
differences and downstream classification performance indicate that the generated EEG
data preserve task-relevant features without replicating the original samples, suggesting
that the model captures generalizable patterns.
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Table 14. The table shows the mean Dynamic Time Warping (DTW) values with standard deviations
obtained for the generated EEG data of all subjects, A1 to A9 (Dataset 2A).

Subject A1 A2 A3 A4 A5 A6 A7 A8 A9

Mean 9.85 11.7 9.32 12.89 13.22 14.46 12.62 11.13 12.02

Std 0.15 0.19 0.24 0.14 0.23 0.17 0.18 0.21 0.16

Table 15. The table shows the mean Dynamic Time Warping (DTW) values with standard deviations
obtained for the generated EEG data of all subjects, B1 to B9 (Dataset 2B).

Subject B1 B2 B3 B4 B5 B6 B7 B8 B9

Mean 12.46 8.44 14.12 9.53 11.19 10.35 13.77 10.21 9.63

Std 0.22 0.16 0.20 0.19 0.18 0.26 0.23 0.14 0.21

Table 16. The table shows the mean Spectral Similarity Score (SS) values with standard deviations
obtained for the generated EEG data of all subjects, A1 to A9 (Dataset 2A).

Subject A1 A2 A3 A4 A5 A6 A7 A8 A9

Mean 0.78 0.83 0.79 0.76 0.81 0.83 0.74 0.81 0.84

Std 0.07 0.09 0.05 0.08 0.06 0.08 0.09 0.06 0.05

Table 17. The table shows the mean Spectral Similarity Score (SS) values with standard deviations
obtained for the generated EEG data of all subjects, B1 to B9 (Dataset 2B).

Subject B1 B2 B3 B4 B5 B6 B7 B8 B9

Mean 0.82 0.77 0.83 0.85 0.78 0.75 0.84 0.76 0.80

Std 0.08 0.06 0.09 0.05 0.07 0.06 0.08 0.09 0.07

6. Conclusions
We developed a generative adversarial network (GAN) model that incorporates prin-

ciples of quantum uncertainty and decoherence to enhance the privacy of EEG data in BCI
applications. Quantum uncertainty introduces non-reversible randomness to strengthen
security, while quantum decoherence enables adaptive noise during training, aligning
privacy with model stability. Dynamic clipping helps balance privacy and learning by
preventing early gradient leakage and gradually relaxing constraints to improve data
representation. We use Dynamic Time Warping (DTW) to assess temporal alignment be-
tween real and synthetic EEG signals, and Spectral Similarity (SS) to evaluate preservation
of frequency-domain characteristics, both of which are critical for EEG analysis. These
metrics provide comprehensive perspectives on signal fidelity in the time and frequency
domains. Our quantum-inspired differential privacy model (Q-DP-GAN) is also resistant
to membership inference and reconstruction attacks, thus protecting the source of EEG
data. Together, these results establish the significant value of Q-DP-GAN for researchers
and practitioners in BCI, providing a solution to balance the utility, privacy, and security of
EEG data in practical applications. The synthetic EEG data generated by our model remain
valuable for BCI applications while preserving privacy.

7. Limitations and Future Work
Evaluating the model’s scalability in real-world scenarios is essential, despite its de-

velopment in this study with two seminal EEG-BCI datasets. A user-friendly framework or
toolkit based on Q-DP-GAN can improve its adoption among researchers and practitioners
who lack expertise in privacy-preserving technologies. Although our focus has been on BCI
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applications based on EEG data, applying Q-DP-GAN to finance, healthcare, and social
media is promising. These fields can benefit substantially from the privacy-preserving
capabilities of the model.

While the proposed framework demonstrates strong empirical performance in bal-
ancing privacy and utility, several limitations remain. First, the current evaluation of
reconstruction attacks relies primarily on MSE, which does not fully capture the tempo-
ral and spectral characteristics of EEG signals. Future work will extend this analysis by
incorporating metrics such as DTW and frequency-domain similarity to better quantify
privacy leakage. Second, although the proposed adaptive (quantum-inspired) noise mech-
anism is grounded in standard differential privacy theory, a rigorous theoretical proof
establishing its formal advantage over existing DP approaches remains an open direction.
Additionally, future work will incorporate more comprehensive evaluation metrics, such
as precision, recall, and confusion matrices, to provide a deeper understanding of the
class-wise performance of downstream tasks.
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//www.mdpi.com/article/10.3390/cryptography10030031/s1, Tables S1–S5: Classification perfor-
mance of BCI Dataset IV 2A using various training scenarios. All models are evaluated on the test set
using 100% of the real EEG data samples from session II; Tables S6–S10: Classification performance
of BCI Dataset IV 2B using various training scenarios. All models are evaluated on test data using
100% of real EEG data samples composed of sessions IV and V.
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