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Abstract

:

Industrial machines are known to possess many hazards. There are many laws, regulations, standards and practices that aim at ensuring that machines are safe for different workers performing various tasks including operation and maintenance. Safeguards protect workers by stopping hazardous motion when actuated. Those safeguards are integrated into machinery using two widely used international standards for functional safety. However, these standards have some significant differences although they are both based on similar principles. This paper explores those differences and their potential impacts. Subjectivity in the specification and design of safety systems, based on the differences, can lead to different levels of reliability in the safety systems even when considering the same hazard zone of machinery based on which standard is used.
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1. Introduction to Safety-Related Control Systems


Machine safety is crucial in industrial automation. Safety-related control systems and functional safety offer manufacturers flexibility and a way of improving competitiveness as well as productivity. Safety becomes an integral part of the functionality rather than a required constraint to meet regulations and standards. For instance, collaborative robotic systems provide a good example illustrating the importance of safe control systems. These robots are purposely designed to work in direct cooperation with human workers within a defined workspace. The human and the robot simultaneously perform tasks during production operation. Functional safety is at the heart of their use according to ISO 10218-1 and -2: 2011 [1,2]. The sharing of the workspace brings the flexibility the Industry 4.0 seeks, thanks to the inherently safe design of that kind of robots.



Inherently safe design measures are at the top of the Hierarchy of protective measures stated by the ISO 12100:2010 standard [3]. That Hierarchy is a fundamental part of ISO 12100 and many other safety-of-machinery standards. The Hierarchy provides a structured, linear approach to risk control. Inherently safe design includes the physical characteristics of the machinery like sharp corners and edges, stability, and process chemicals. It also includes the basic principles associated with the safe design of a control system, including adherence to standards and codes for construction, and the functional safety characteristics of the Safety-Related Parts of a Control System (SRP/CS). The second layer in the hierarchy is called “Safeguarding and complementary protective measures.” This layer includes physical means to enforce safe distance or prevent access to hazards, and active controls like interlocks and safeguarding devices that control hazardous energy. Active safeguarding devices rely on the operation of the SRP/CS for correct operation. The third layer in the hierarchy is “Information for use,” which includes hazard warning signs and labels, information on the human-machine interface, instructions, manuals and other methods that convey operational information to the user. These three layers are available primarily to the machine designer, particularly those in the inherently safe design layer. Safeguarding and complementary protective measures, as well as information for use can be readily modified by users.



Another layer called “Protective measures implemented by the user” [3] is available in the hierarchy and is primarily the jurisdiction of the workplace. That layer includes administrative controls such as safe working procedures (e.g., hazardous energy control procedures), worker authorization and permitting, training and supervision, and “Personal Protective Equipment (PPE).”



The choice of risk control selected depends on both the life cycle stage of the machinery and the hazards present. For example, fixed guards are commonly used to reduce risk associated with hazards generated by the moving transmission parts of machinery. If selected for areas where frequent access, for e.g., more than once or twice a week, fixed guards can be inconvenient but straightforward. Interlocking guards with or without guard locking are used where more frequent access to the danger zone is needed. Interlocking guards and presence-sensing safeguarding devices are two of the risk reduction methods that can be used when access rates of more than once per shift is needed.



Safe control systems are fundamental to ensuring safety. Interlocking guards and safety devices rely heavily on safe control systems to fulfil their safety functions (SF), with increasing risk demanding greater reliability from the control system [3].



Safety devices such as:




	
interlocks,



	
light curtains, multi-beam and single beam optical sensing devices, and laser scanners,



	
safety mats,



	
safety relays, safety modules, and safety programmable logic controllers (PLCs) are all certified based on international standards making use of safe control systems (e.g., IEC 61496-1:2012 for electro-sensitive protective equipment [4]).








Two international standards, ISO 13849, and IEC 62061 guide the design and validation of safety-related control systems associated with machinery [5,6,7]. Those standards are considered to be the state of the art for safety engineers and machine designers when developing safeguarding systems for machinery. They give safety requirements namely by stating discrete reliability levels giving some insight to what extent a SF is able to reduce the risk associated with a dangerous situation on a machine. The ISO discrete reliability level is called “Performance level (PL)” whereas IEC’s is named “Safety integrity level (SIL)”. Those standards propose an equivalence chart between the PL and SIL based on their corresponding average probability of dangerous failure per hour. However, Malm, et al. [8] observed several differences in the PL or SIL required following risk estimation with the two standards. The analysis focused on users. On the contrary, this paper aims at identifying structural differences in ISO 13849 and IEC 62061 for the design of safety-related control systems for machinery. The method consists of a strict comparison of two standards. The originality of the paper relies in the fact that the comparison will fill a gap in the existing literature by using qualitative and descriptive analysis. Moreover, that comparison discusses and elucidates the fact that some parts of the standards can actually contribute to the variability in the results, i.e., the determination of the PL or SIL required. An overdesign leaded by a high required PL or SIL will have added costs and time to machine builders and integrators, while under-design leaded by lower required PL or SIL will be hazardous to workers as failures in the control systems can lead to harm. Safe, reliable control systems are more expensive and complex to design since redundancy and monitoring of critical components are needed. Designing an appropriate safety-related control system based on risk is crucial.



The remainder of the paper gives an historical background regarding standards ISO 13849 and IEC 62061. A literature review follows as well as a content-based comparison between the two standards. That comparison is necessary to shed light upon the main conceptual differences and similarities able to guide machine builders through their design process, including the choice of the standard. The comparison may also encourage another attempt from ISO and IEC’s working groups to merge those two standards in order to facilitate the work of the machine designers and integrators.




2. History and Content of Safety-Related Control Systems Standards for Machinery


ISO 13849 is a two-part standard that applies to all types of safety control systems namely electrical, electronic, pneumatic and hydraulic. The first part, ISO 13849-1:2015 aims at the design of SRP/CS [5] whereas the second part, ISO 13849-2:2012 deals with the validation of SRP/CS [7]. The origins of ISO 13849 are found in EN 954-1:1996 [9]. EN 954-1 originated the concept of the architectural categories used in ISO 13849-1 for the estimation of PL. These categories (B, 1, 2, 3 and 4) are qualitative measures of a system’s behavior: its resistance to faults and its behavior once one or more faults have occurred [10]. The categories rely on both the physical arrangement of the control components and subsystems used in the SRP/CS, the selection and the inherent reliability of the components themselves. The ISO 13849 process results in grouping the resulting system performance into a series of five Performance Levels.



IEC 62061: 2005deals with electrical, electronic and electronic programmable systems (E/E/PES) to the exclusion of electromechanical and mechanical components and subsystems [11]. IEC 62061 follows the IEC 61508 (2002) model and is also intended to be used by machine builders in the specification of the performance and the design of safety-related electrical control. IEC 62061 takes the probabilistic approach developed in IEC 61508, which results in grouping the performance of the resulting systems into a series of four Safety Integrity Levels.



In ISO 13849-1:2015, there are five performance levels from the lowest, PLa, to the highest, PLe, each with a defined range of probability of a dangerous failure per hour. In contrast, IEC 61508-1 (2010) defines four safety integrity levels (SIL1-4) in two ways; Probability of Dangerous Failure on Demand (PFDavg) for low demand systems (demand ≤ 1/a), and as a frequency for high demand or continuous operation, called the Average Frequency of Dangerous Failure per Hour (PFHavg) [12]. Since the safety-related control systems used on machinery typically is required to operate more than once per year and often multiple times per hour, the SILs used in IEC 62061 are considered only from the perspective of high or continuous demand. Additionally, IEC 62061:2005 [11], is limited to SIL 1 to SIL 3 due to the practical limitations of achieving very high reliability in high-demand applications. Table 1 compares PLs and SILs based on their average probability of dangerous failure per hour [PFHD] (Tables 2 and 3 of ISO 13849 [5]).



The five performance levels were originally conceived to correspond to the five original architectures in EN 954-1:1996 [9] and ISO 13849-1:1999 [13]. This mapping was left behind when the probabilistic models were considered. No correspondence with the IEC 61508 model was considered when the EN/ISO standards were being developed.



A safety-related control circuit that performs a safety function can be decomposed into three basic building blocks: input, logic and output. For example, consider an interlocking guard: the input block is the physical interlock switch, which is actuated by the guard in the open position, the logic block is formed by the safety relay which monitors the state of the input block, and the output block formed by the electrical contractor, which controls power to an electric motor on the machine.



The reliability of the control system depends on three aspects of the design: the structure or architecture, the inherent reliability of the components selected and the diagnostic capability of the system. High-risk applications use redundant and monitored control systems designed to detect as many of the dangerous faults as possible. For example, the hazard zone surrounding the mould in an injection moulding machine is protected by three independent safety control systems using three different technologies (electrical, hydraulic and mechanical), each monitoring the physical guard or the state of the mould, and each having self-monitoring features which create the interlock for that zone.



Very low risk applications may achieve adequate reliability using single channel architecture and basic safety principles. This type of approach is used in SRP/CS of Category B. More reliable SRP/CS for low-risk situations can be designed using single channel architectures following basic and well-tried safety principles, and using well-tried components in lieu of having any diagnostics (Category 1 and 2). These SRP/CS may achieve increased reliability by implementing diagnostics capable of detecting many of the dangerous failures that occur. In that case, the diagnostic coverage (DC), i.e., “the ratio between the failure rate of detected dangerous failures and the failure rate of total dangerous failures [5]” goes from DC <60% to DC <99%. Reliable safety control systems (Category 3 and 4) for moderate to high-risk situations incorporate redundant architectures that include diagnostics capable of detecting most of the dangerous failures, and are configured using well-tried safety principles. In that case, the diagnostic coverage goes from DC ≥60% to DC ≥99% and the SRP/CS can be resistant to many types of random and systematic failures. Examples of basic safety principles can be found in ISO 13849-2: 2012, Annexes A through D [7]. Components that have been certified under product specific safety standards, i.e., IEC 61439-1, can be considered equivalent to “well-tried” components [14]. Components not specifically listed as well-tried in ISO 13849-2: 2012 [7] can be declared as well-tried by the manufacturer following the methodology outlined in IEC 61508.



Defeat resistance is a key design criterion for reliable safety systems. However, if operators or mechanics are motivated to defeat a reliable control system, a way to defeat the system will almost certainly be found. On this specific subject, Haghighi, et al. [15] propose a detailed literature review on the incentives and solutions for the bypassing of guards and protective devices on machinery. ISO 14119 (2013) provides guidance on defeat resistant design where interlocking devices are used [16].



The two standards are referred to in regulations and fundamental machine safety standards (e.g., ANSI B11.19: 2010 in the U.S. [17]). According to Hauke, et al. [18], ISO 13849-1:2015 is used by 90% of machine builders and end users while IEC 62061:2005 is used by 30%. ISO 23849: 2010 gives guidance on the application of ISO 13849-1 and IEC 62061 in the design of safety-related control systems for machinery [19].




3. Literature Review on Safety Control Systems


In this section, a literature review associated with safety control system is organized into five parts. In the first part, the application of safety control systems standard is considered, and technical reports from occupational health and safety (OHS) research institutes in Germany, France, UK and Canada are briefly described. In the second part, research on the application of safety control systems standards is described. In the third part, research on the variability in the specification and the validation of the safety control system when applying standards is outlined. In the fourth part, an overview of new methods and tools to facilitate the application of the standard is presented. In the fifth part, research on the analysis of accidents caused by failures in control systems is described.



3.1. Part 1: Technical Reports and Guides


In order to facilitate the application of control system safety standards, several technical reports and guides have been produced. In 1999, the BIA in Germany explained the categories for safety-related control systems in accordance with EN 954-1 (the forerunner of ISO 13849) [20]. The practical implementation of these categories is illustrated using many examples based on the following technologies: electromechanical, electronics, electronic programmable, hydraulics and pneumatics. Moreover, an extensive fault list for electrical, hydraulic and pneumatic components is tabulated as a fault assumption, fault exclusion and remarks [20]. In 1998, the HSE in the UK published a guide explaining the link between the EN 954-1 and IEC 61508 standards. The STSARCES (STandards for SAfety-Related Complex Electronic Systems) project was to examine the retrospective application of the EN 954-1 and IEC 61508 standards to existing machinery [21]. In 2003, the INRS in France produced a guide on safety control system describing the categories and giving several examples based on EN 954-1 standard [22]. In 2005, the IRSST in Canada produced a guide on the design of safety control systems [23]. Categories were explained through eight examples of industrial machinery, two examples for each category, including a safety edge on a guard, interlocking guards with and without guard locking, safety light curtain, safety light beam and a two-hand control. For each example, a photograph illustrated the hazard zone, and a risk graph shows how the required category was developed. An example safety system circuit is presented and explained.



In 2009, the BGIA in Germany published the revised version of its previous report entitled “Functional safety of machine controls and application of EN ISO 13849,” [24]. The report explains the revision in the standard and explains its application with reference to numerous examples from electromechanics, fluidics, electronics and programmable electronics, including control systems using mixed technologies. The required performance level is explained, and the requirements in terms of the associated categories, component reliability diagnostic coverage, software safety and measures for preventing systematic and common-cause failures are discussed. In 2013, the INRS produced one guide for ISO 13849 and another guide for IEC 62061 [25,26]. The guide for designers of machine control systems with only one or a few basic safety functions such as an emergency stop or a movable guard based on ISO 13849 was produced. The guide explains the modifications and the new concepts in ISO 13849 that deal with quantifying a number of parameters. It also presents a practical case study and all the phases of design. It provides tools such as graphs and tables to facilitate the understanding and use as well as the choices designers will have to make. The IEC 62061 guide helps designers of machine control circuit incorporating functional safety of safety-related electrical, electronic and programmable electronic control systems. The guide targets designers of automated systems that must integrate complex components such as programmable logic controllers dedicated to safety. Finally, some specific books are also available such as Schmidt [27].




3.2. Part 2: Case Studies on The Application of Standard


Paques, et al. [28] presented an example of a technical analysis used to support the safety assessment of an automatic mining truck using IEC 61508 and EN 954-1 standards. Poisson, et al. [29] presented the design process for a reliable safety control system for the verification step of zero electrical energy. ISO 13849-1 and 2 were used to design and validate the programmable safety control system based on dedicated safety PLCs. Zahálka, et al. [30] calculated the performance level for an emergency stop based on ISO 13849-1 and presented all the required steps. Hata and Hirao [31] propose a new functional safety control for the collaboration of press machines and operators. Jones [32] describes the application of IEC 62061 on a robot cell application.




3.3. Part 3: Variability Due To Users Of The Standards


Hietikko, et al. [33] discussed and compared three risk estimation case studies for one control function of a machine using ISO 13849 and IEC 62061. Significant divergence was detected in the risk parameters of all the case studies, and thus the required safety integrity level from IEC 62061 and performance level from ISO 13849 of the pre-defined control function varied. In this paper, dispersion in the risk estimation results were explained by




	(i)

	
the lack of familiarity to the machine under study and its control system,




	(ii)

	
variability in the participants’ background,




	(iii)

	
not reading or understanding the input documentation carefully and




	(iv)

	
different assumption made by the participants.









Malm, Stålhane, Bésche, Venho-Ahonen and Hietikko [8] went further than the previous study. A round-robin test was run with 19 assessors on nine cases related to mobile work machines and seven cases related to industrial robots. A difference between final PL and SIL results was observed.



Jocelyn, et al. [34] discussed and presented a posteriori (post design) validation study of a safety function of an injection molding machine based on ISO 13849. The procedure is studied for two contexts of use of the machine: in industry, and in the laboratory. The calculations required by the ISO standard were done using Excel, followed by SISTEMA software. It is shown that, based on the context of use, the estimated performance level was different for the same safety-related circuit. The variability in the results is explained by the assumptions made by the person undertaking the validation without the involvement of the machine designer. Furthermore, systems that require evaluation of Common Cause Failure (CCF) mitigation using ISO 13849-1 Annex F cannot be effectively scored post-design, since many of the CCF mitigation measures may not be self-evident to a reviewer of the design. Without achieving the minimum CCF score of 65, no PL claim can be made.




3.4. Part 4: Methods And Tools To Facilitate The Use Of Standards


Hauke, Apfeld, Bömer, Huelke and Becker [18] explained and illustrated the improvement of ISO 13849-1 (2015) such as integration of components without safety rating by the manufacturer (e.g., standard PLCs); consideration of the “probability of occurrence of a hazardous event”; higher typical MTTFD estimates for hydraulic components with a small number of annual operations; evaluation of the quantifiable aspects of the PL without using MTTFD values but based on the use of well-tried components. The IFA also developed the SISTEMA, which is offered for free via the IFA website. The latest version, 2.0.7, was launched in 2017 [35]. The IFA also developed a method of meeting the requirements of EN ISO 13849-1 concerning safety-related application software for machinery [36].



Recently, Porras-Vázquez and Romero-Pérez [37] proposed a new methodology for facilitating the design of safety control systems according to ISO 13849. The workflow presented in the standard for designing systems is based on trial and error procedure and increases the time needed for selecting adequate components. A software tool has been developed and is evaluated through two practical cases.




3.5. Part 5: Accidents Linked To Failures Of The Control System


In 2003, the UK Health and Safety Executive (HSE) published a guide to raise awareness of the technical causes of control system failure [38]. Incidents that have been reported are presented and analyzed. The analysis of the incidents shows that the majority were not caused by some failure mode of the control system but by defects that could have been anticipated if a systematic risk-based approach had been used throughout the life cycle of the system.



Villard [39] described four accidents caused by the failure of guard operated interlocking switches in Switzerland. Dźwiarek [40] analyzed 144 machine-related accidents in the period 1996–2002 in Poland. He found that improper functioning of machine control systems caused 54 of those accidents. Chinniah [41] analyzed 106 accident reports the period 1990–2011 in Quebec on stationary machinery. Three accident reports mentioned modification or bypassing of the existing safety control system.



Despite all the references available in the literature to help or advice designers and integrators in the design and validation of safety-related control systems, machine builders are still questioning the presence of the two standards: ISO 13849 and IEC 62061 instead of one. They also complain about how hard those standards are to understand. Even though this paper does not solve that problem, the structural comparison between those standards in the next section will at least enlighten the common ground and divergences between them. That comparison will be somehow a first aid to: (1) machine builders and (2) working groups wishing to merge or revise the standards for an easier understanding by their users.





4. Content-Based Comparison between ISO 13849:2015 and IEC 62061:2005


Significant differences were identified in the risk estimation step (parameters used, calculation of the level of risk), the use of the results of the risk estimation, the CCF and the DC.



4.1. Parameters for Risk Estimation


ISO 12100 provides some general guidance on the design of safety-related control systems for machinery and refers to ISO 13849 and IEC 62061 for additional guidance [3]. It defines risk as the combination of the probability of occurrence of harm (Table 2 and Table 3), and the severity of harm (Table 4 and Table 5) [3]. That definition of risk is widely accepted in the field of safety of machinery. ISO 13849 and IEC 62061 refer to this definition of risk when specifying the required performance level and safety integrity level using all or some of the ISO 12100 parameters (Table 2). Table 5, Table 6, Table 7 and Table 8 gives an overview of the term “risk” in the two safety-related control system standards, as well as the parameters used to define it.




4.2. Safety Requirement Obtained


Depending on the standard used, one can obtain two different safety requirements for a same scenario defining a hazardous situation (Table 6).




4.3. Distribution of Performance Levels And Safety Integrity Levels


Annex A of ISO 13849-1:2015 suggests a tree-view risk graph allowing for determination of the required PL, based on chosen values of risk parameters. Table 7 shows the matrix version of that tree-view for a high probability of occurrence of the hazardous event.



Table 8 represents the matrix version of the risk graph of ISO 13849 (2015) with a low probability of occurrence of the hazardous event.



Table 7 and Table 8 have more than one-unit difference when comparing the PL values regarding each level of severity. For example, in Table 7, when going from S2 to S1, their PLs are not consecutive: it goes from “c” to “a” in the “F1-P1” column instead of from “c” to “b” and so on. The risk graph of ISO 13849-1:2015 is therefore “overly sensitive to a single incremental change” Chinniah, et al. [42] of the severity parameter “S”, except in the F1-P1 case for a low probability of occurrence of the hazardous event. Having more than one unit change between adjacent cells reveals that parameter “S” contributes unevenly in the determination of the required PL [42]. On that point of view, the risk graph of IEC 62061 (2005) is better balanced (Table 1) due to more levels of severity available.



Recent studies on the architecture of risk estimation tools for machinery have shown that a unit change per cell is preferred as explained previously for Table 7, Table 8 and Table 9 [43,44,45].




4.4. Common Cause Failures


The quantitative process for reducing common cause failures consists of a list of measures and associated values based on engineering judgement (Table 10). The following general measures are mentioned in both standards:




	
Separation: Separating operation control systems from safety-related control systems



	
Diversity: Different technologies and/or physical principles, e.g., programmable electronic system and hardwired, components from different manufacturers



	
Design: protection against over-voltage, over-pressure, over-current, reliability of components



	
Assessment: use of failure mode and effect analysis to avoid CCF



	
Competence: Designers trained to understand CCF



	
Environmental: Electromagnetic compatibility, immunity to temperature, shock, vibration, humidity








Measures against CCF are than estimated according to specified score thresholds (Table 11).



Common Cause Failures and the β-factor


The β-factor is a variable that originates in IEC 61508 and represents the contribution to the probability of dangerous failure of the system arising from the susceptibility of hardware components to dangerous random common-cause failures (CCF). The failure rate attributable to CCF (β) is added to the random failure rate of the hardware, i.e., adding to the likelihood of a hardware failure. The β-factor is determined using Equation (1).


  β =    n  C C F    λ   



(1)




where




	
β represents the ratio of CCF to the total failure rate



	
nCCF represents the number of CCF



	
λ represents the total number of failures








IEC 61508-6 (2010) provides detailed guidance on methods that can be used to calculate the β-factor [46], and IEC 62061 attempts to remove some of the analytical burden from standard users by providing a simplified method for selection of the β-factor based on a scoring checklist similar, but not identical to, that found in ISO 13849-1, see Table 10.





4.5. Diagnostic Coverage


The diagnostic coverage (DC) is the fraction of the failure rate of detected dangerous failures (λDD) to the failure rate of total dangerous failures (λDtotal). Improvements in DC will result in increased reliability of the system. The decrease in the probability of dangerous hardware failures resulting from the operation of the automatic diagnostic tests.



Following the methodology in ISO 13849, the performance level is estimated using quantifiable aspects (MTTF, DC, CCF, structure) and non-quantifiable aspects (behavior under fault conditions, software, systematic failure and environmental conditions). First, a block diagram representation (input, logic and output) is drawn. Each of the input, the logic and the output is performed by an SRP/CS. Second, depending on the availability of the PL of every SRP/CS, the estimation process of the performance level will differ. If the designer knows the PL of the SRP/CS, Table 11 of ISO 13849-1:2015 will be used to calculate the PL for series alignment of SRP/CS [5]. Otherwise, is the PL of an SRP/CS is unknown a thorough calculation and estimation process of the PL is required by the designer. That calculation and estimation process includes:




	
Representing the block diagram (input, logic and output) for each channel.



	
Calculating the mean number of annual operations called nop. It is calculated using the mean operation in days per year, the mean operation in hours per day and the mean operation time between the beginning of two successive cycles of the component in seconds per cycle.



	
Using the nop and the B10D value, calculate the MTTFD for each component. The B10D is the “number of cycles until 10% of the components fail dangerously (for pneumatic and electromechanical components)” [5].



	
Finding the MTTFD of each channel of the designated architecture.



	
Calculating the combined MTTFD (i.e., the MTTFD of the whole designated architecture) and determining its level: Low, Medium or High (Table 12).



	
Establishing the DC of each component using the tables in Annex E of ISO 13849-1:2015 [5].



	
Calculating the average DC (Table 13).



	
Evaluating the measures against CCFs.



	
Determining the category (the designated architecture).



	
Checking the software.



	
Checking the measures against systematic failures.



	
Determining the performance level based on the previous steps and according to the requirements of Figure 5 or Table 6 of ISO 13849-1:2015 [5].








Following the IEC 62061 methodology, the SIL is estimated using quantifiable aspects (Probability of dangerous failure of the system, the CCF, test interval, DC, Sub-System Architecture) and non-quantifiable aspects (software).



There is no classification of DC as high, medium and low.



Contrary to the five designated architectures associated with the five categories (B, 1, 2, 3 and 4) proposed by ISO 13849, IEC 62061 describes four types of system architectures used in the analysis of random hardware failures, identified as Type A, B, C, and D (Table 14).



Consideration of the effects of DC on the reliability of the system is integrated into the equations for calculating the failure rate for Types C and D only, as these are the only structures that include diagnostics.



There is no classification of MTTF as low, medium and high. The failure rate of each component is used to reach a failure rate for the system



Subsystems are used instead of predefined architectures of input, logic and output. The use of subsystems offers greater versatility in the design.





5. Conclusions


The existence of two functional safety standards focused on the machinery sector has been a significant problem for machine builders since IEC 62061 was published in 2005. At least one informal study by G. Steiger [47], has shown that the ISO13849 approach has much greater market acceptance than the IEC standard, despite the significant advantages that the IEC approach provides to designers such as consideration for complex electronic systems. ISO 13849 provides a significantly simplified approach to probabilistic functional safety analysis than that in the IEC standard, but that alone is not enough to account for the difference in market acceptance. The use of architectural categories that remained essentially unchanged from their first use in 1995 through the current edition of the ISO standard, along with the use of relatively familiar terminology and an acceptance of electromechanical subsystems by the analytical methodology was likely significant.



A significant shortcoming has been identified with respect to the availability of reliability data for fluidic components. Some testing has been done by European fluidic industry companies and organization, however, the sample sizes in the studies have been quite small leading to difficulty in generalizing the data. Early indications are that the figures provided in ISO 13849-2 Annex B for fluidic valves may be overly conservative [7], but no conclusions have been made available as yet.



Use of reliability data from sources outside of either the ISO or IEC standards can lead to errors in the final analysis if the basis of the data is not the same as that provided in the standard. Users of the standards need to be aware of this difference and should take steps to ensure that only a single source of data is used.



While the two standards offer the user a similar outcome in terms of a declared range of reliability, the two methods differ significantly in terms of the details of the methods. The differences mentioned in Section 4, were (i) parameters for estimating PL and SIL, (ii) safety requirement obtained, (ii) distribution of PL and SIL, (iv) common cause failures and (v) diagnostic coverage. Thus, system designers, technologists and engineers should be educated in using both standards so that they can make an informed decision regarding the most appropriate choice of method for a given design.



Further development work on a merged functional safety standard has been put on hold by ISO TC199 and Joint Working Group 1 was disbanded in 2018 [48]. However, work is continuing in both ISO TC199/WG1 and IEC TC44 to reduce the areas of conflict in the two standards with a view to eventually merging the two standards at some future date. Having a single standard would undoubtedly benefit the machinery sector and as well as the operators themselves, but despite the desire to achieve this goal, many roadblocks remain. Ongoing support for this work is needed to ensure that this goal will one day be met.
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Abbreviations




	SRP/CS
	Safety-Related Parts of a Control System



	PPE
	Personal Protective Equipment



	SF
	Safety Functions



	PLCs
	Programmable Logic Controllers



	PL
	Performance Level



	SIL
	Safety Integrity Level



	E/E/PES
	Electrical, Electronic and Electronic Programmable Systems



	SIL1-4
	Safety Integrity Levels



	PFDavg
	Probability of Dangerous Failure on Demand



	PFHavg
	average Frequency of dangerous Failure per Hour



	PFHD
	average Probability of dangerous Failure per Hour



	OHS
	Occupational Health and Safety



	STSARCES
	STandards for SAfety-Related Complex Electronic Systems



	CCF
	Common Cause Failure



	SISTEMA
	Safety Integrity Software Tool for the Evaluation of Machine Applications



	HSE
	Health and Safety Executive



	OM
	Other Measure



	CCF
	Common-Cause Failures



	DC
	Diagnostic Coverage
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Table 1. PL and SIL compared based on their average probability of dangerous failure per hour (PFHD).






Table 1. PL and SIL compared based on their average probability of dangerous failure per hour (PFHD).





	PFHD
	PL (ISO 13849-1:2015)
	SIL (IEC 62061:2005)





	≥10−5 to <10−4
	PLa
	No correspondence



	≥3 × 10−6 to <10−5
	PLb
	SIL1



	≥10−6 to <3 × 10−6
	PLc
	SIL1



	≥10−7 to <10−6
	PLd
	SIL2



	≥10−8 to <10−7
	PLe
	SIL3
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Table 2. Parameters used for risk estimation in three fundamental standards.






Table 2. Parameters used for risk estimation in three fundamental standards.





	

	
ISO 12100

	
ISO 13849

	
IEC 62061






	

	
Severity of harm

	
Severity of injury

	
Severity of harm




	
Probability of occurrence of harm

	
Exposure of persons to hazards

	
Frequency and/or exposure to hazard

	
Frequency and duration of exposure




	
Occurrence of hazardous events

	
Not mentioned

	
Probability of occurrence of a hazardous event *




	
Possibilities of avoiding or limiting harm

	
Possibility of avoiding the hazard

	
Probability of avoiding or limiting harm








* This paper assumes that Section A.2.4.2 of IEC deals with the probability of occurrence o