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Abstract

Intrusion detection systems (IDSs) must operate under severe class imbalance, evolving at-
tack behavior, and the need for calibrated decisions that integrate smoothly with security
operations. We propose a human-in-the-loop IDS that combines a convolutional neural net-
work and a long short-term memory network (CNN-LSTM) classifier with a variational
autoencoder (VAE)-seeded conditional Wasserstein generative adversarial network with gra-
dient penalty (c(WGAN-GP) augmentation and entropy-based abstention. Minority classes
are reinforced offline via conditional generative adversarial (GAN) sampling, whereas high-
entropy predictions are escalated for analysts and are incorporated into a curated retrain-
ing set. On CIC-IDS2017, the resulting framework delivered well-calibrated binary perfor-
mance (ACC = 98.0%, DR = 96.6%, precision = 92.1%, F1 = 94.3%; baseline ECE ~ 0.04,
Brier ~ 0.11) and substantially improved minority recall (e.g., Infiltration from 0% to >80%,
Web Attack—XSS +25 pp, and DoS Slowhttptest +15 pp, for an overall +11 pp macro-recall
gain). The deployed model remained lightweight (~42 MB, <10 ms per batch; ~32 k flows/s
on RTX-3050 Ti), and only approximately 1% of the flows were routed for human review.
Extensive evaluation, including ROC/PR sweeps, reliability diagrams, cross-domain tests
on CIC-I0T2023, and FGSM/PGD adversarial stress, highlights both the strengths and re-
maining limitations, notably residual errors on rare web attacks and limited IoT transfer.
Overall, the framework provides a practical, calibrated, and extensible machine learning (ML)
tier for modern IDS deployment and motivates future research on domain alignment and
adversarial defense.

Keywords: cybersecurity for critical infrastructure; IDS; safety-critical networks; deep
learning models; generative data augmentation; human-in-the-loop mechanisms; rare
attack detection

1. Introduction

The rapidly increasing frequency and sophistication of cyberattacks have intensi-
fied the pressure on IDSs to effectively detect both common and rare attack classes in
heterogeneous and dynamic network environments. IDSs are broadly categorized into
signature-based (SIDS) and anomaly-based (AIDS) approaches. SIDS are effective for
known attacks but struggle with novel threats, whereas AIDS can detect unknown or
rare attacks by identifying deviations from normal behavior, although they may have
higher false-positive rates [1-4]. However, conventional signature-based methods excel
at thwarting familiar threats and struggling to detect new and evasive attacks [5,6]. This
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problem is compounded by the highly skewed nature of network telemetry, which makes
detection difficult and increases the number of false negatives. Recent benchmarks such
as CIC-IDS2017 [7], UNSW-NB15 [8], and CSE-CIC-IDS2018 [9] contain millions of benign
flows and only a handful of examples of certain attack types. Under such an imbalance,
models achieve near-perfect accuracy when trained and tested on the same dataset, but
collapse to random chance performance when evaluated on a different dataset [10].

Machine learning (ML) and deep learning (DL) have been central to recent IDS archi-
tectures, particularly in enabling anomaly detection in complex network settings [11-15].
However, standard ML models face significant hurdles when dealing with the severe class
imbalance inherent in network traffic data, where benign flows significantly outnumber
malicious flows [16,17]. This imbalance often leads to poor detection of low-frequency, but
potentially severe threats [16,18].

Recent studies have explored various DL approaches for overcoming these challenges.
Hybrid models combining convolutional neural networks (CNNs) and long short-term
memory (LSTM) networks are promising for capturing spatial and temporal features of
network flows [19-21]. Abdallah et al. [22] built a hybrid CNN-LSTM-based intrusion
detection system with regularization strategies to enhance the detection of zero-day attacks,
attaining an accuracy of 96.32% on the InSDN dataset. Sinha et al. [23] suggested a hybrid
1D-CNN-LSTM architecture (with self-attention) for IoT traffic that uses a CNN to extract
spatial features and LSTM to extract temporal features. Wang et al. [24] evaluated deep
neural network (DNN) models, RNNs, LSTMs, and CNNs. Their results indicated that
simpler architectures such as CNNs and RNNs achieved over 98% accuracy. These are
also suitable for real-time IDS applications. This indicates a speed—-accuracy trade-off in
the detection. However, these successes often rely on balanced training data and are not
transferred across the datasets [10]. Furthermore, DL models tend to produce overconfident
probabilities, which can mislead human operators and hamper effective decision making.

Researchers have focused on generative adversarial networks (GANSs). Conditional
GANs and Wasserstein GANs with gradient penalty (WGAN-GP) synthesize minority
attack samples and improve recall for rare classes [25]. The CE-GAN model introduces a
conditional aggregation encoder-decoder to generate diverse samples and mitigate data im-
balance [26,27], whereas denoising autoencoder-GAN hybrids augment pseudo-anomalous
data for semi-supervised detection. These methods increase the detection rates, introduce
complexity, and require careful tuning. Other studies combined conditional GANs with
Bi-LSTMs or incorporated LightGBM-based feature selection and GRU classifiers to bal-
ance classes, although they often neglected the probability calibration and cross-dataset
evaluation. However, most generative approaches do not explicitly address uncertainty
calibration, which is crucial for operational trustworthiness in real-world applications of
these models. This gap can limit the reliability of IDS decisions, particularly when synthetic
data cannot fully capture the diversity of the actual attacks [26,27].

Operational deployments also require timely situational awareness and the ability
to prioritize alerts. The integration of human expertise into IDS workflows has shown
promise in recent years. Crucially, expert analyst inputs help improve the decision bounds
of the classifier and offer interpretability advantages, thus somewhat relieving the inherent
black-box constraints of the CNN-LSTM model [28,29]. Kim et al. [30] proposed a human-in-
the-loop IDS that uses dynamic alert prioritization policies (maximum ratio and maximum
KL) and sequential hypothesis testing to request feedback on the most informative alerts.
Simulations reduced the mean time to detection by up to 79% compared to static policies.
This step is crucial because new malware varieties and obfuscated attacks are not well
represented in the first training dataset, thereby presenting continuous difficulties for the
IDS [1]. As validated by earlier studies [31], repeated retraining is essential for maintaining
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high detection accuracy amid changing benign traffic patterns, and sophisticated and
developing constantly evolving attack methods. Integrating human expertise (e.g., security
analysts) is essential to improve IDS interpretability and reduce false alarms.

This study highlights the value of integrating human expertise with machine learn-
ing, and shows that dynamic feedback can reduce false alarms while maintaining detec-
tion rates. Nevertheless, critical gaps still exist: (i) scalability and efficiency in practice,
(ii) robustness to adversarial attacks, (iii) generalizability across heterogeneous datasets,
and (iv) the incorporation of human feedback without overwhelming analysts. To address
these research gaps, this study introduced a novel framework for uncertainty-aware adap-
tive intrusion detection. In contrast to previous studies that employed GANS for class
imbalance alone, our approach employs VAE bootstrapping to stabilize the conditional
WGAN-GP training and integrate the analyst’s updates by virtue of an uncertainty-guided
loop. This approach integrates generative augmentation with human-in-the-loop retraining
and provides a more adaptable and operationally manageable IDS. The key contributions
of this study are as follows:

1.  Data curation and leakage-safe preprocessing. We sanitize the CIC-IDS2017 dataset
by removing identifiers, converting all features to numeric types, handling missing or
infinite values, and applying quantile and min-max scaling fitted only on the training
fold. Stratified sampling splits the data into training, validation, and test sets, with a
hold-out slice reserved for cross-dataset evaluation. These steps adhere to the most
recent best pre-processing practices [32].

2. Consensus feature selection. We employed a consensus approach combining random
forest importance, mutual information, and %2 heuristics to select a robust spine
with ten features for binary and multiclass classification. This multiview selection
is motivated by recent analyses [33] that show that combining filter and wrapper
methods yields stable and informative feature sets.

3.  Generative augmentation with VAE warm-initiated c(WGAN-GP. To mitigate extreme
class imbalance, we start a conditional Wasserstein GAN with variational autoencoder
seeds and generate synthetic flows for underrepresented classes. The augmentation
plan targets a 70/30 benign/malicious ratio with a 10 k floor per class. The Fréchet
Inception Distance (FID), Maximum Mean Discrepancy (MMD), and Jensen—-Shannon
Divergence (JSD) metrics were monitored to ensure that the synthetic samples approx-
imated real distributions.

4. Cross-Dataset Evaluation and Calibration. We trained a CNN-LSTM classifier on CIC-
IDS2017, calibrated its softmax outputs using temperature scaling, and evaluated both
the CIC-IDS2017 and CIC-I0T2023 [34] datasets to assess cross-dataset robustness. We
also integrate an uncertainty-aware abstention mechanism that routes high-entropy
predictions to the analysts.

5. Human in-loop feedback. Following the framework of Kim et al. [30], we implement
a feedback loop in which analysts review uncertain alerts, update labels, and retrain
the classifier iteratively, thereby balancing automation and human oversight.

Together, these contributions create a unified IDS framework that addresses class
imbalance, calibration, interpretability, human feedback, and cross-dataset generalization.

2. Related Works

Early IDSs relied on signature-based methods; however, modern deployments increas-
ingly leveraged DL to capture latent traffic structures. Hybrid CNN-LSTM architectures
remain popular because they jointly learn spatial and temporal features, achieving >95%
accuracy on benchmarks such as UNSW-NB15 and InSDN [35]. However, their perfor-
mance degrades significantly for unseen datasets [10]. IoT-specific evaluations of CIC-
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10T2023 showed that a simple 1D CNN can achieve 99.12% multiclass accuracy, whereas
LSTM/RNN variants lag only slightly [36]. The MultiNet IDS integrated DRL with LSTM
and exhaustive feature selection, reporting an accuracy of up to 99.1% for UNSW-NB15,
CIC-DD052019, and Kitsune [35]. Transformer-based models also use self-attention to iden-
tify long-range dependence. The attention and BERT-style pre-training methods achieved
more than 99% accuracy on CIC-IDS2017/NSL-KDD and worked well with encrypted
flows [25-29,37,38]. However, their additional processing power makes them slower for
real-time IDS [35].

The single dataset evaluations yielded overly optimistic results. Cantone et al. showed
that models trained and tested on the same dataset (CIC-IDS2017, CSE-CIC-IDS2018,
and LycoS) delivered near-perfect accuracy, yet cross-dataset performance collapsed [10].
Studies spanning NSL-KDD, CIC-IDS2017, UNSW-NB15, and CTU-13 have also observed
similar decreases (>30%) [39]. Sinha et al. partially addressed this issue by integrating
CNNs with adversarially aware optimization and SMOTE oversampling, resulting in
enhanced transferability [39]. However, most studies neglect cross-dataset validation.

High-dimensional features increase the computational costs and hinder interpretability.
A consensus analysis of six feature selection methods consistently ranked the protocol
type, packet length, and flow duration as the most informative attributes [33]. Dual-
layer frameworks that pair statistical filters (mutual information and variance thresholds)
with model-based selectors (SVM-RFE and particle swarm optimization) have yielded
accuracy and recall gains in TON_IoT [40]. A MultiNet IDS similarly applies Pearson’s
correlation and mutual information before an exhaustive search to balance efficiency
and performance [35].

Generative balancing is an active approach to this purpose. Ensemble WGANSs (e.g.,
VEHIGAN) enhance the detection of multifield attacks in V2X settings and increase the
robustness to adversarial perturbations [26]. Conditioning GANs into attack categories
further tailors synthetic data for IDS training [27], whereas VAEs have been used to generate
traffic when labeled attacks are scarce [41]. Studies have reported higher minority-class
precision, recall, and F1 when GAN/VAE augmentation is applied [27,41]. Despite these
gains, most generative methods omit explicit calibration, limiting operational trust when
synthetic data diverges from real data [26,27].

Human expertise is vital to triaging alerts. Kim et al. framed alert selection as an active
learning problem, reducing the mean time to detection by up to 79%, while sustaining low
false positives [30]. Nevertheless, most IDS pipelines operate automatically and neglect
the quantification of the uncertainty. Temperature scaling, a standard calibration method
in natural language processing (NLP) and computer vision (CV), has been shown to
reduce overconfidence in bi-LSTM [32]; however, it remains underexplored in IDS research.
Our framework explicitly combined temperature scaling, entropy-based abstention, and
analytical feedback.

Resource-constrained IoT/WSN environments add additional complexity: hetero-
geneous devices expand the attack surface and lightweight, yet generalizable IDSs are
essential [36]. WSN deployments are prone to tampering and environmental faults, prompt-
ing the development of lightweight DRL/LSTM pipelines, such as the MultiNet IDS, which
balances the accuracy and efficiency [35]. Other studies have explored federated or transfer-
learning approaches to preserving privacy and adapting to heterogeneity [39]. By evaluat-
ing CIC-I0T2023, we examined how augmentation, calibration, and human oversight affect
the cross-domain performance in IoT settings.

As summarized in Table 1 prior studies tackle isolated facets of the IDS challenge—
imbalance mitigation, transformers, or human feedback—but none provides a unified
solution that simultaneously (i) balances class skew via generative augmentation, (ii) yields
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calibrated uncertainty estimates, (iii) incorporates analyst oversight for ambiguous cases,

and (iv) demonstrates cross-domain generalization. Our study fills this gap by integrat-

ing these components into a single adaptive pipeline evaluated using CIC-IDS2017 and
CIC-IoT2023 datasets.

Table 1. Comparison of the IDS studies mentioned above.

Imbalance Cross- . . Human-in-
?
Study (Year) Dataset(s) Used IDS Model Type Strategy Dataset Eval? Calibration? Loop?
Shahriar et al V2X network GAN-based Generative
(2024) [26] ’ traces (simulated  (ensemble WGAN, oversamplin No No No
vehicular attacks) “VEHIGAN") ping
Hybrid
Strickland et al. GAN + DRL GAN minority
(2023) [27] NSL-KDD (DRL-GAN oversampling  T\° No No
framework)
Kim et al. Simulated alert Active learning None (active Yes (analyst
(2024) [30] stream (based on  framework uery strategy) No No feedback
IDS data) (model-agnostic) query 8y loop)
Yes
Alohali et al. [oHT network Ensemble (multiple None (focus (Temperature
(2025) [32] traces (healthcare classifiers) on ensemble No scalin No
: IoT) learning) s
applied)
UNSW-NB15;
. . Ensemble None (feature
Hussain etal. C¥C-DD082019’ (DRL + LSTM in selectionused  No No No
(2025) [35] Kitsune " . . ..
(WSN/IoT) MultiNet-IDS”) for efficiency)
. CNN, LSTM, RNN,  None
gg;;;“{; 6] gﬁi‘;nm (oT \iLP (1D CNN (standard No No No
g found best) training)
None
Manocchio et al. g]ls(i-.lllz]g%)ol 7 Transformer-based (pre-training N N N
(2023) [37] UNSW—NB,1 5 (Flow Transformer)  for feature © © ©
learning)
None
He et al. EIIS(I::-III()SIZD(H 7 Transformer-based (image-based No No No
(2024) [38] UNSW—NBZI 5 (Vision Transformer) feature
encoding)
NSL-KDD; Yes
Sinha et al. CIC-IDS2017; CNN + adversarial SMOTE i (evaluated N N
(2025) [39] UNSW-NBI15; training (WSN-IDS) z:;samp & transfer © ©
CTU-13 (WSN) across sets)
Ebrahimi et al. TON_IoT (IoT CNN classifier Nore (focus
(2025) [40] telemetry) (+ explainable Ay 07 feature No No No
clemetry explamable selection)
Haque EEII:;ZZISUE set Semi-supervised GAN data No No No
(2020) [41] demo) P (EC-GAN + classifier) augmentation
CIC-IDS2017 VAEseeded o Zifn crature YOS
Our Approach (primary), Calibrated cWGAN-GP IDS2017 —s scaligg' (uncertainty-
(2025) CIC-10T2023 CNN-LSTM genera.tlve CIC-ToT2023)  ECE/Brier based analyst
(cross-eval) balancing deferral)
reported)

Note: “Imbalance strategy” denotes any explicit handling of class skew (e.g., resampling or generative aug-
mentation). “Cross-dataset evaluation” indicates training on one benchmark and testing on a different dataset.
“Calibration” refers specifically to probability calibration via temperature scaling and expected calibration error
(ECE) and Brier score assessment, distinct from uncertainty-based deferral. “Human-in-loop” denotes workflows

that incorporate analyst feedback or deferred decisions.
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3. Materials and Methods

We followed a reproducible end-to-end workflow that couples the CIC-IDS2017 bench-
mark with the CIC-10T2023 corpus so that both data preparation and cross-dataset gen-
eralization were evaluated within one framework. The pipeline comprises six stages:
(i) leakage preprocessing of CIC-IDS2017 (identifier stripping, consensus feature selec-
tion, MinMax scaling, stratified splits) and an alignment pass that harmonizes the CIC
scaler with IoT feature statistics; (ii) experimental setup and automated hyperparameter
search on reduced CIC subsets; (iii) hybrid CNN-LSTM model design with class bal-
anced focal loss and uncertainty reporting; (iv) minority-aware data balancing via VAE
seeding + conditional WGAN-GP, filtered by KS/NN privacy checks; (v) calibrated training
with binary ROC/PR sweeps, entropy-based- human-in-the-loop feedback, and retraining;
and (vi) cross-evaluation- of CIC-10T2023 using the saved checkpoints to measure real
cross-domain generalization. This organization preserves best practices from the recent
IDS literature—robust preprocessing, synthetic augmentation, calibrated classification, and
human-in-loop (HIL) feedback while explicitly stressing the models on the IoT dataset to
quantify how well the approach transfers beyond the source domain. Figure 1 provides an
overview of the proposed architecture.

Real data from CIC-IDS2017
Cross-Evaluation (CIC-10T2023)

Synthetic samples integrated with
real flows for classifier training

Data Collection

@I - Data Preprocessing

>
Domain-driven malicious
CIC-IDS2017 sample selection
(primary)
CIC-loT2023
(Cross-Evaluation)

Stage Ill - CNN-LSTM classifier: Training

& evaluation
Synthetic attack

generation T

Stage Il - Synthetic Attack Traffic
Generation (CWGAN-GP)

Stage lla - VAE-bootstrapped
Ultra-rare attack seeding

2/

Stage IV - Uncertainty-aware feedback
(entropy thresholds 6A, 6B).

Wasserstein loss
with gradient
penalty (0=10) | | NN e

>
Feature Mi}omnmr}—{ Critic ) Endctone g

extraction
Stage Iib - cWGAN-GP Augmentation \

AN _/

Benign
(Normal)

Malicious

Analyst feedback (thresholds (., 0,)(0A,08)) (Cromel)

Figure 1. Proposed uncertainty-aware intrusion detection workflow. Stage I performs leakage-safe
preprocessing on CIC-IDS2017 (primary) and CIC-IoT2023 (cross-evaluation), including domain-
driven selection of minority attacks and feature extraction. Stage II introduces generative augmen-
tation: (Ila) a variational autoencoder (VAE) bootstraps ultra-rare classes, and (IIb) a conditional
Wasserstein GAN with gradient penalty ((WGAN-GP) synthesizes diverse attack flows that are
merged with real traffic. Stage III involved training the calibrated CNN-LSTM classifier using the
combined dataset. Stage IV applies entropy-based thresholds (A, 6B) to defer uncertain predictions
to analysts; their feedback is logged for periodic retraining and recalibration.

3.1. Experimental Setup

All experiments were executed on a Windows 11 (64-bit) workstation (Intel Core
i7-12700H, 32 GB RAM, NVIDIA GeForce RTX 3050 Ti, 1 TB SSD) using Python 3.11, Ten-
sorFlow /Keras, and a standard scientific stack (NumPy, pandas, scikit-learn). The training,
augmentation, and cross-evaluation stages were orchestrated using Jupyter Notebooks and
CLI, ensuring identical software environments for CIC-IDS2017 and CIC-10T2023. This
configuration provides sufficient computing to fit the CNN-LSTM and c(WGAN models,
while maintaining the reproducible end of the pipeline (Table 2).
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Table 2. The main hardware environment of the experiment.

Component Description Quantity
CPU Intel i7-12700H 1
Graphics Nvidia GeForce RTX 3050 Ti 32G 1
Memory 32GB 1
Programing Language Python 3.11 -

3.2. Dataset Preprocessing

Effective intrusion detection depends on curating representative leakage data for the
model choice. Therefore, our workflow unifies two publicly available corpora, CIC-IDS2017
(2.8 M flows over five days, one benign + 14 attack classes) and CIC-10T2023 (IoT telemetry
with benign as the minority), such that the preprocessing and evaluation stages address
both in-domain class imbalance and cross-domain generalization.

Effective intrusion-detection research depends on the quality of the data, as in model-
ing. The CIC-IDS2017 traffic dump consists of more than 2.8 million packet-capture (PCAP)
flows recorded over five days in 2017. After de-identification and sanitization, the dataset
contains 15 classes (one benign and 14 attack types) with a highly skewed distribution:
benign traffic accounts for ~2.27 million flows, whereas extreme minorities such as Heart-
bleed and Web Attack SQL Injection occur only 11 and 21 times, respectively (Figure 2).
Such imbalances are common in network telemetry, and have been shown to degrade
anomaly detection [42]. To prepare the data for deep learning while avoiding information
leakage and preserving reproducibility, we implemented the following pipeline:

1.  CIC-IDS2017 preparation. Flow records were obtained from CIC-IDS2017 CSV shards
using pandas. To prevent environmental leakage, the field (source/destination IP,
port, and protocol) and timestamp fields are stripped from each record. The columns
were canonicalized (lower-case and no spaces), non-numeric values were converted
to numeric values using pandas, and rows containing NaN or infinite values were
removed. Recent IDS studies have emphasized that conversion to numeric types
and the removal of missing values prevent errors in downstream models [43]. We
then applied a QuantileTransformer (Gaussian output) fitted only to the training fold,
followed by the MinMaxScaler. Min—-max normalization ensures that features with
large dynamic ranges (e.g., byte counts versus TCP flag counts) do not dominate
gradient updates. A quantile transformer addresses heavy-tailed distributions that
are frequently observed in network statistics. Duplicate removal and zero-variance or
>0.95 correlation pruning reduced redundancy. Stratified sampling was used to split
the sanitized data into training (70%), validation (15%), and test (15%) subsets while
preserving the class proportions across the splits. Table 3 summarizes the approximate
number of flows per split and aggregated benign versus malicious counts. A small
hold-out slice was reserved as an out-of-domain set for cross-dataset testing of the
CIC-I0T2023 dataset.

2. CIC-10T2023 alignment. To probe cross-domain robustness, we ingested CIC-10T2023
flows using the same canonical feature order and medians. Because IoT traffic flips
the class skew (benign is now the minority), we computed the IoT feature-wise
min/max statistics and optionally realign the MinMax scaler (union or IoT-only
range). During the cross-evaluation, the binary decision threshold can also be adjusted
using IoT priors, providing control over the recall-TNR trade-off. The CIC-10T2023
samples were not used to fit the model; they served as an out-of-domain stream for
benchmarking. The distribution of the CIC-I0T2023 class is shown in Figure 3.
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Figure 3. Class distribution of the CIC-10T2023 dataset.
Table 3. CIC-IDS2017 class distribution.
Class ID Class Count Proportion (%) Imbalance Ratio Train Val Test
0 BENIGN 2,273,097 80.3004 1.0000 1,591,167 340,964 340,966
1 DoS Hulk 231,073 8.1630 9.8371 161,751 34,660 34,662
2 Port Scan 158,930 5.6144 14.3025 111,251 23,839 23,840
3 DDoS 128,027 45227 17.7548 89,618 19,204 19,205
4 DoS GoldenEye 10,293 0.3636 220.8391 7205 1543 1545
5 FTP-Patator 7938 0.2804 286.3564 5556 1190 1192
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Table 3. Cont.
Class ID Class Count Proportion (%) Imbalance Ratio Train Val Test
6 SSH-Patator 5897 0.2083 385.4667 4127 884 886
7 DoS Slowloris 5796 0.2048 392.1837 4057 869 870
8 DoS Slowhttptest 5499 0.1943 413.3655 3849 824 826
9 Bot 1966 0.0695 1156.2040 1376 294 296
10 E\;ergeAttaCk Brute 1507 0.0532 1508.3599 1054 226 227
11 Web Attack XSS 652 0.0230 3486.3451 456 97 99
12 Infiltration 36 0.0013 63,141.5833 25 5 6
13 Web Attack Sql 21 0.0007 108,242.7143 14 3 4
Injection
14 Heartbleed 11 0.0004 206,645.1818 7 1 3

By combining leakage-safe preprocessing, rank-based scaling, and IoT-aware align-

ment, dataset construction adheres to emerging best practices in ML /DL ID. It minimizes

leakage, preserves rare classes for augmentation, and explicitly stresses the models on a

held-out IoT corpus to quantify generalization beyond CIC-IDS2017.

3.3. Consensus Feature Selection

Feature selection plays a pivotal role in improving the detection performance and

reducing the model complexity. A recent study demonstrated that combining multiple filter

and wrapper methods (e.g., Mutual Information, Recursive Feature Elimination, LASSO,

Random Forest importance, and ANOVA) can identify a stable set of discriminative features

across IDS datasets [36]. Following this guidance, we executed two scripts, binary feature

selection and multiclass feature selection, which computed feature rankings using Random

Forest (RF) Gini importance, Mutual Information (MI), and a x2 domain heuristic. The

top features from the RF/MI intersection were padded with domain-specific x? features to

reach ten per task (Figure 4).

Packet Length Std
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Packet Length Variance
Bwd Packet Length Std

Packet Length Mean

Feature
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Bwd Packet Length Mean
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Figure 4. Consensus top flow features driving IDS decisions.

The binary consensus features (used for the two-class pipeline) include the average

packet size, avg Bwd segment size, Bwd packet length mean, Bwd Packet Length Std,

Packet Length Mean, Packet Length Std, Packet Length Variance, and domain heuristic

features (Idle Max, Idle Mean, Idle Min). These features capture flow size statistics and
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inter-arrival “idle” times, which have been recognized as informative for discriminating
between benign and malicious flows [33].

The multiclass consensus features (for the 15-class tasks) comprised Init_Win_bytes_
backward, Idle Max, Idle Mean, Idle Min, FIN Flag Count, Bwd Packets/s, Bwd Header
Length, Flow Duration, Bwd Packet Length Max and Fwd Packet Length Max. These
features emphasize control-plane flags, flow duration, and header lengths, aligning with
recent findings that protocol flags and flow durations are highly discriminative [33]. The
consensus spine ensures that both the MI and RF importance methods agree on the core
attributes while allowing domain experts to inject additional indicators (e.g., idle times and
FIN flags).

3.4. Data Balancing and Synthetic Sample Generation

The extreme class imbalance of CIC-IDS2017 hampers the detection of rare attacks.
To remedy this, we adopted a two-stage generative augmentation strategy inspired
by recent studies on generative adversarial networks (GANSs) for IDS [42]. Only ex-
treme minority attacks have been augmented. The pipeline enforces a class-aware gate:
any class with <2000 native samples or with validation recall lower than 0.80 quali-
fies, while abundant classes remain untouched to preserve the empirical distribution.
After fitting the minority-only VAE and seeding a class-conditional WGAN-GP, we derived
per-class quotas from the baseline recall map, targeting a 70/30 benign—attack mix, at least
10,000 synthetic flows per eligible class, and a high cap of 5* x original count. Under
these rules, only IDs 9-14 (Bot through Heartbleed) were synthesized, producing exactly
33,172 flows. Each batch was generated with the saved c(WGAN generator, inverse-
transformed into the feature space, and vetted with class-wise FID, MMD, and JSD to
maintain fidelity near the 5/1 thresholds before merging with the training split.

Let ny denote the number of benign flows and n,,, the total number of malicious
flows (ma1 = Yc £ 0 11c). We set a target benign/malicious ratio of 70:30 in the training set
to ensure that the classifier had sufficient attack samples. The desired number of malicious
flows n ., is computed as follows:

nt = (0”—700 X030),A = My — Mmal (1)

If A > 0, then synthetic attack flows are generated to reach the target count. Otherwise,

the augmentation was not performed. For each attack class ¢ with 7, real samples, we

define a minimum floor F (set to 10,000 by default), and compute the required synthetic
samples as follows:

afloore — max(0, F — n¢), ¢ #0 (2)

This ensures that ultra-rare classes (e.g., Infiltration, Web Attack Sql Injection, and
Heartbleed) receive sufficient synthetic examples for training. The augmentation pipeline
consisted of two stages.

1.  VAE seeding. The direct training of GAN is unstable for classes with fewer than
500 real samples. A VAE is first trained on scaled tabular features to learn a smooth
latent representation. The VAE loss combines a reconstruction term and Kullback-
Leibler divergence penalty.

Lyag = Eg(zx [log p(x | 2)] = Dx(q(z | x) || p(2)) ®)

Approximately 500 seed samples per rare class were generated by sampling VAE latent
space. These seeds were used solely to initialize the conditional GAN, and were not counted
towards the balancing floor.
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Lp = Exnpey [D(x [ )] = E;_, [D(X [ 9)] + AcpEsnp [(I V5D (£ [ 9)ll, — 1)),

2. Conditional Wasserstein GAN with gradient penalty ((WGAN-GP). A class-conditional
GAN is then trained using a combination of real flows and VAE seeds. The genera-
tor G(z | y) produces synthetic flows conditioned on attack label y, while the critic
D(x | y) attempts to distinguish real from generated flows. We used Wasserstein loss
with a gradient penalty (Acp = 10) to stabilize the training.

X~pG

Lo=-E,  [D(E|y)]

X~pG

(4)

Training was performed using the Adam optimizer (3; = 0.5, B, = 0.9) with a learning
rate of 1 x 10, After training, the synthetic flows are inverted back to the original feature
space. These synthetic samples were combined with the real training data to form an
augmented training set. Only the training sets were augmented and the validation/tests
remained real. Table 4 reports the balancing plan current and final count class distributions.

Table 4. Synthetic sample counts per class ((WGAN-GP augmentation plan).

ClassId Class Current Count Reason  Synthetic to Generate  Final Count
1 DoS Hulk 231,073 none 0 231,073
2 Port Scan 158,930 none 0 158,930
3 DDoS 128,027 none 0 128,027
4 DoS GoldenEye 10,293 none 0 10,293
5 FTP-Patator 7938 none 0 7938
6 SSH-Patator 5897 none 0 5897
7 DoS Slowloris 5796 none 0 5796
8 DoS Slowhttptest 5499 none 0 5499
9 Bot 1966 minority 7864 9830
10 Web Attack Brute Force 1507 minority 6028 7535
11 Web Attack XSS 652 minority 4348 5000
12 Infiltration 36 minority 4964 5000
13 Web Attack Sql Injection 21 minority 4979 5000
14 Heartbleed 11 minority 4989 5000

The plan (Table 4) ensures adequate support for ultra-rare classes (e.g., Bot, Web
Attack Brute Force, Web Attack XSS, Web Attack SQL Injection, Heartbleed) while pre-
serving proportionality among frequent classes (e.g., DoS Hulk, Port Scan, DDoS). This
balancing procedure mitigated extreme sparsity, prevented benign overrepresentation, and
guaranteed that each attack type received a sufficient representation for classifier training
and evaluation.

3.5. CNN-LSTM Classifier Architecture and Training

We trained the hybrid CNN-LSTM baseline on the curated 46-feature spine produced
by our leakage-safe preprocessing pipeline. The classifier stacks two causal convolutional
blocks (64112 filters) with temporal pooling, followed by an LSTM head (128-224 units)
and softmax output over all the 15 CIC-IDS2017 classes. Training uses Adam with learn-
ing rates in the range 5 x 107%-1 x 1073, class-balanced focal loss when enabled, and
pre-class weights derived from the training split to counter severe imbalance. Each stage,
baseline, augmented, and retrained, ran for 10-20 epochs with an early stopping surrogate
(the best-performing checkpoint for validation accuracy). The GAN-driven augmenta-
tion and retraining stages reuse the same backbone to ensure comparability, while allow-
ing the data distribution to change (synthetic minority inflations, feedback merges, and
adversarial /noise conditioning).
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Hyperparameters were selected via a two-tier search. A “quick” sweep operates
on a stratified 100k-sample subset and evaluates up to nine configurations spanning
convolutional width, LSTM depth, dropout (0.30-0.55), batch size (128-320), learning
rate, and focal-loss toggles. Macro-F1 on the validation subset guides this search; the best
configuration persists and is injected into subsequent full-scale runs. For more exhaustive
studies, we exposed a stage that launched independent runs with different values for.
Each tuning job writes its classification reports, binary metrics, and resource profile. The
architectural hyperparameters and training details are presented in Table 5.

Table 5. CNN-LSTM Classifier Architecture and Training Hyperparameters.

Component Configuration
Input Shape (D *, 1), where D = number of features (original D = 79, after tuned D = 46)
Conv1D Layer 1 64 filters, kernel size = 5, activation = ReLU
MaxPooling1D Pool size = 2
Conv1D Layer 2 128 filters, kernel size = 3, activation = ReLU
LSTM Layer 128 units, return sequences = False
Dropout 0.30
Output Layer *** Dense, Softmax activation, C ** classes
Optimizer Adam
Learning Rate 1073
Loss Function Sparse Categorical Cross-Entropy
Batch Size 256
Metrics Accuracy

* The input dimension (D = 79)corresponds to the CIC-IDS2017 feature space (after tuning D = 46). ** The output
dimension of C is determined by the number of distinct attack types. *** The dropout layer mitigates overfitting
by randomly deactivating 30% of neurons during training.

3.6. Uncertainty-Guided Human-in-the-Loop (HIL) Feedback

To ensure that the system remains trustworthy in real deployments, predictive proba-
bilities must be well calibrated. We adopted temperature scaling and entropy-based triage
to create an uncertainty-aware human-loop mechanism.

Calibration. After training, the raw logits f(x) were passed through a softmax function
with temperature T > 0, and T was optimized on the validation set by minimizing the
negative log-likelihood (NLL).

m%nNLL(softmax(f(x) /T),y) (5)

This step improves the alignment between the predicted and true accuracies. Predic-
tive entropy was then computed as follows:

p(ylx) = (softmax(f(x)/T)) 6)

The per-sample entropy was measured as follows:

C
H(x) = =Y pe(y | x)log pe(y | x) 7)

c=1

Two entropy thresholds were defined: predictions with entropy below 6., were
automatically accepted and those above by;g, were deferred to a human analyst for review.
The intermediate cases were automatically processed. Analyst feedback on flagged flows is
stored in a repository and periodically used to retrain the classifier, ensuring that the model
adapts to novel threats without overburdening the analysts. The overall uncertainty-guided
human-in-the-loop feedback is shown in Figure 5.
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Figure 5. The uncertainty calibration and analysis feedback mechanisms are discussed. Predictions
passing through the entropy-based uncertainty gate are either auto-decided (benign/malicious) or
deferred to a human analyst for evaluation. Analyst feedback is stored in a repository and used for
retraining and recalibration via weighted NLL and temperature-scaling.

4. Results

This section presents the experimental outcomes of the proposed hybrid framework
along two axes: performance on CIC-IDS2017 (in-domain) and transfer to CIC-10T2023
holdout (cross-domain). For CIC-IDS2017, The analysis highlights three pillars: (i) the
stability and fidelity of the VAE-seeded cWGAN-GP generator, (ii) CNN-LSTM classifier
behavior before and after augmentation, and (iii) the impact of feedback-driven retraining
on class-level recall and calibration.

The evaluation metrics followed standard IDS practice. Confusion-matrix counts
(true positives/ TP, true negatives/ TN, false positives/FP, and false negatives/FN) are
the basis for per-class precision, recall, and F1 with macro-averaging to expose minority
performance. Additional diagnostics include macro recall, per-class false-negative rates,
and reliability indicators (Expected Calibration Error, Brier score) derived from the binary
posterior. Throughout this paper, we emphasize how augmentation and retraining alter
the TP/FP/FN balance, particularly for rare attacks that dominate the operational risk.

Cross-dataset robustness is assessed in the cross-evaluation stage, which aligns the
MinMax scaler to the CIC-10T2023 feature ranges and reuses the stored thresholds.

TP: anomalous correctly detected
TN: normal traffic correctly classified
FP: Normal traffic classified as anomalous

FN: Undetected anomalous

4.1. Baseline CNN-LSTM Performance

This section summarizes the performance of the baseline CNN-LSTM classifier
trained on the CIC-IDS2017 dataset using all 46 features (after sanitization) and, where
possible, compares it with a lightweight model trained on the top-10 features derived
from the consensus feature selection pipeline. We report multiclass metrics for both
benign + attack and malicious-only splits and present binary detection results derived from
ROC/PR curves.
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4.2. Multiclass Class Classification Performance

The baseline CNN-LSTM was trained on the full CIC-IDS2017 training split (70% of
the sanitized corpus) with class-balanced weights. Table 6 reports the macro and weighted
precision/recall/F1 across all 15 classes as well as the macro metrics restricted to the attack
classes (i.e., ignoring the dominant BENIGN label). The weighted averages are near unity
because benign flows dominate both the training and evaluation data (~80% of the samples)
and are almost never misclassified. However, the macro averages and per-class rows reveal
the underlying imbalance problem: several minority attacks (bot, web attacks, infiltration)
have a precision below 5% and a recall below 70%, despite the benign recall remaining
high. Even with class weighting, CNN-LSTM confuses rare attacks and mislabels benign
traffic as malicious, leading to macro-precision ~ 0.27 and macro recall ~ 0.76 over the
attack classes. These findings are consistent with prior work [25] showing that deep IDS
models achieve high accuracy but poor minority precision on CIC-IDS2017, underscoring
the need for augmentation and cross-domain calibration in later stages.

Table 6. Multi-class baseline results. Macro/weighted metrics across all classes and micrometrics
across attack classes only. Support counts reflect the number of flows per split. Weighted averages
are dominated by the Benign class; therefore, macro-attack metrics provide a better picture of
rare-attack detection.

Class Precision Recall F1-Score Support
BENIGN 0.9999804604813235 0.4502880069450147 0.6209597997164807 340,964.0
DoS Hulk 0.4455149934810952 0.9858630737716743 0.613697793662054 34,661.0
PortScan 0.6380619111709287 0.9943370107806535 0.7773205004181082 23,839.0
DDoS 0.806774787726313 0.9351176838158717 0.8662180739454454 19,204.0
DoS GoldenEye 0.17060753478900328 0.9766839378238342 0.2904748146007898 1544.0
FTP-Patator 0.06636155606407322 0.9991596638655462 0.12445700528602083 1190.0
SSH-Patator 0.016444660630098033  0.994343891402715 0.03235424028268551 884.0
DoS slowloris 0.08421052631578947  0.7908045977011494 0.15221238938053097  870.0
DoS Slowhttptest 0.1303397241843256 0.9393939393939394 0.22891744203219613 825.0
Bot 0.006385368201508102  0.6745762711864407 0.012650985378258105  295.0
Web Attack Brute Force 0.0 0.0 0.0 226.0
Web Attack XSS 0.02601578485822859 0.9081632653061225 0.05058255186132424  98.0
Infiltration 0.0014819205690574985  0.8333333333333334 0.0029585798816568047 6.0

Web Attack Sql Injection 0.0 0.0 0.0 3.0
Heartbleed 0.6666666666666666 1.0 0.8 2.0
accuracy 0.5527388598034436 0.5527388598034436 0.5527388598034436 0.55273
macro avg 0.27058972634256073 0.7654709783550864 0.30485361176303666  424,611.0
weighted avg 0.9129459389692415 0.5527388598034436 0.633800109576285 424,611.0

4.3. Binary Class Classification Performance

For binary intrusion detection (benign vs. malicious), the pipeline computes the
ROC and PR curves, and selects a probability threshold based on the target false-positive
rate. The bundled metrics_summary,json summarizes the performance of the CNN-LSTM
model trained on all 46 features. At the chosen threshold (~0.195), the test split achieved
accuracy = 98.3%, recall = 96.6%, precision = 92.14%, false-positive rate = 1.7% and
F1-score = 94.30%. Macro-and weighted averages for precision, recall and F1-score are all
above 0.96, demonstrating that the model distinguishes benign from malicious flows with
high fidelity. The accompanying classification report confirmed that the benign recall was
98.32% and malicious recall was 96.63%, with similar precision values. The ROC-AUC
was above 0.97, and the PR-AUC exceeded 0.94, which is consistent with recent deep-
learning IDS studies. A concise confusion matrix can be derived from these statistics: of the
308,979 benign flows in the test split, approximately 98.3% were correctly classified and
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only ~5,3% were false positives, whereas approximately 61,709 of the 63,861 malicious
flows were true positives (Figure 6).

The confusion matrix (after normalizing by row to obtain recall percentages) showed
that 95.1% of benign flows and 86.4% of malicious flows were correctly classified and
only 4.9% of benign traffic was falsely flagged (Figure 7). These numbers are competitive
with the state-of-the-art CNN-LSTM IDSs in CIC-IDS2017. When training with the top-10
features, the binary performance drops marginally (<2%) across all metrics, reflecting the
lower feature dimensionality but confirming that the concise feature set still supports
robust binary detection.

Predicted Class
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Figure 6. Binary confusion matrix for the baseline CNN-LSTM on the CIC-IDS2017 test split using
all 46 features. The classifier correctly identified 98.3% of benign flows (308,979/314,259) and
96.6% of malicious flows (61,709/63,861), with only 1.7% false positives and 3.4% false negatives,
demonstrating a high-fidelity benign—-malicious separation.
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Figure 7. Row-normalized confusion matrix of the baseline binary CNN-LSTM evaluated on the
CIC-IDS2017 dataset. Benign flows were correctly classified 82.1% of the time (17.9% false positives),
whereas malicious flows reached 53.2% true positives with 46.8% missed detections, illustrating the
remaining imbalance between benign and attack coverage even after calibration.

4.4. Quality Assessment of Synthetic Samples

Convergence was confirmed by analyzing the generator—critic loss curve (Figure 8).
To assess the generative fidelity of synthetic traffic flows, we utilized FID, MMD, and JSD,
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calculated over a shared 46-dimensional feature space between real and generated samples.
These metrics function as measures of distributional similarity (Table 7). Principal com-
ponent analysis (PCA) overlays (Figure 9) further validated that the synthetic procedure
ensured that ultra-rare classes received adequate synthetic support, while maintaining
proportionality across frequent classes. VAE seeding prevented mode collapse for under-
represented categories and cWGAN-GP preserved the fidelity of the feature distributions.
This strategy enhances classifier exposure without compromising diversity.

cWGAN-GP training

-2

—— Critic (D)
Generator (G)
End warm-start (epoch 200)
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Figure 8. Training dynamics of the cWGAN-GP used for synthetic attack flow generation. The critic
loss (blue) initially increased as the discriminator learned to distinguish between real and synthetic
flows, and then stabilized with oscillatory behavior indicative of equilibrium. The generator loss
(orange) gradually improved, reflecting the increased fidelity of the generated samples. The stable
convergence pattern, with no mode collapse or divergence, validates the suitability of the cWGAN-GP
for realistic network traffic synthesis in scenarios with imbalanced intrusion detection.

Table 7. Quantitative evaluation of synthetic sample quality across selected attack classes using FID,
MMD, and JSD. Lower values across all three metrics indicate a higher similarity between the real and
synthetic distributions. These metrics were computed over 46-dimensional network flow features.

Class ID FID MMD JSD Num. Real = Num. Synthetic
9 5.616491010801062  0.5094026923179626  0.688205360212883 1966 7864

10 5.273963760298355  0.7643402218818663  0.6900884240235304 1507 6028

11 5.261420908135975  0.981743395328501  0.6887034792844112 652 4348

12 4.738063261646395  0.2298018932322524  0.6558891723687298 36 4964

13 5.509566043010276  0.6236924529074456  0.6918680648782362 21 4979

14 5.241619543532286  0.6988047361373197  0.6816343053751411 11 4989

Global Statistics:

Real Malicious size: (557,646, 46)
Synthetic size: (33,172, 46)
Overall FID: 4.9164

Overall MMD: 0.129181.
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Figure 9. PCA visualization of real versus synthetic malicious flows. The 2D embedding reveals that
real attack traces (blue) occupy a broader manifold, whereas cWGAN-GP samples (orange) cluster
tightly, indicating a reduced intra-class diversity. This divergence underscores the need for additional
regularization or conditioning to better match the variability of real-world attack behavior.

4.5. Retraining with Uncertainty-Guided Feedback Loop Mechanism

To integrate human feedback without overwhelming analysts, we instrument the
baseline CNN-LSTM with an entropy gate. Figure 10 shows the entropy histogram of
the CIC-IDS2017 validation split. Most predictions lie near zero entropy, whereas only
a thin tail exceeds the gating band. We set (65,, = 0.30) and (6hign = 1.0) following the
gate stage default. Predictions with (H(x) < 6}, are accepted automatically, those with
(Brow < H(x) < Bhigh) are written to the feedback repository for batched human reviews,

and highly uncertain cases (H (x) > 9high) are marked for immediate escalation. When
stage retraining is invoked, the curator’s annotations from the feedback repository are
merged into the training pool, and the CNN-LSTM is retrained for one epoch with updated
class weights directly influencing the model. This uncertainty-aware triage concentrates
human effort on ambiguous flows, preserves an auditable feedback trail, and yields mea-
surable gains in minority-class recall after retraining, consistent with the best practices
reported in recent HIL-IDS literature.
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Figure 10. Predictive entropy distribution for the calibrated CNN-LSTM on CIC-IDS2017 (vali-
dation set) under the hu-man-in-the-loop gating policy. The dashed lines mark the low threshold
(Blow = 0.30) (green) used for auto-acceptance and the high threshold (Ghigh = 1.0) (red), indicating
high-confidence decisions, whereas only a small tail is routed to the feedback queue.



Safety 2025, 11, 120

18 of 28

Effect of Feedback-Driven Retraining: When we merged the analyst-curated samples
from the feedback repository and retrained the CNN-LSTM, the binary detector shifted
to a far more aggressive operating point. With the stored threshold (0.80), the retrained
model achieved a detection rate of 99% for malicious flows and an overall accuracy of
~82% but at the cost of reducing the benign recall to ~80%, which is consistent with the
confusion matrices in Figure 11. Despite this precision—recall trade-off in the binary view,
the multiclass heat maps (Figure 12) reveal that the feedback loop successfully ampli-
fies minority-class recall: Infiltration increases from 0% to >80%, Web Attack—-XSS gains
~25 percentage points, DoS Slowhttptest improves by ~15 pp, and Heartbleed remains
at 100%. Only the web attack brute force exhibited a negligible decline (~-1 pp). Thus,
the uncertainty-guided retraining mechanism prioritizes rare attacks and substantially
increases their recall, albeit with an expected increase in false positives that must be moder-
ated via later calibration (e.g., adaptive thresholds or IoT-aligned priors).
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CNN-LSTM (test): normalized confusion matrix
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Figure 11. Row-normalized multiclass confusion matrices for the baseline CNN-LSTM model trained
on all features. (a) Validation split—major high-volume attacks retain >97% recall, whereas minority
classes, such as Web Attack—-XSS and Infiltration, remain the primary sources of error. (b) Test
split—shows nearly identical behavior, confirming that the multiclass performance generalizes across

holds. The values inside each cell denote the recall percentages for the corresponding true class.
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Figure 12. Per-class Fl-scores for CNN-LSTM across the three pipeline stages (baseline, GAN-
augmented, and feedback-retrained). Augmentation boosts F1 dramatically for most minority classes
(e.g., FTP-Patator, SSH-Patator, Bot), and uncertainty-guided retraining preserves most of those
gains while stabilizing benign performance. The values embedded in each cell represent the exact
classwise F1.

The trade-offs between the three pipeline stages are summarized by plotting the micro-
average ROC curves in Figure 13. The baseline CNN-LSTM separates malicious traffic
from benign traffic well (AUC = 0.967), but GAN-based augmentation and uncertainty-
guided retraining push the ROC curve closer to the upper-left corner, with micro-AUCs
approaching 1.0. This visualization makes explicit the cost of each stage: augmentation
delivers a near-ideal ROC at the expense of benign precision, whereas the feedback loop
maintains high separability even after incorporating analyst corrections.
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Figure 13. Micro-averaged ROC curves for CNN-LSTM across the three stages (baseline, augmented,
and retrained). Augmentation lifts the curve to almost perfect separability (AUC = 1.000), and
uncertainty-guided retraining retains that performance (AUC = 0.998), whereas the baseline remains
high at AUC = 0.967. The dashed line indicates a chance classifier.

Calibration Performance

Binary posterior probabilities were evaluated at each training stage using a threshold
sweep. For every stage, the script outputs a receiver-operating characteristic/precision—
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recall sweep, confusion matrix, and calibration summary. The calibration summary reports
two widely used scoring rules: ECE and Brier scores. Calibration curves, which are also
referred to as reliability diagrams, compare the frequency of the positive class on the
y-axis with the average predicted probability in discrete bins on the x-axis. Therefore, they
quantified the closeness of the predicted probabilities to the empirical event frequencies.
The Brier score measures the mean-squared difference between the predicted and actual
outcomes. This is a strictly appropriate scoring rule for binary events (lower values indicate
a better calibration). Table 8 summarizes the calibration performance of the CNN-LSTM
model across the three stages.

Table 8. Calibration of CNN-LSTM across training stages.

Stage

Decision
Threshol

Expected

d Calibration Error Brier Score Description

Baseline

0.20

Baseline posteriors are well behaved:
the reliability diagram follows the

0.041 0.109 diagonal, indicating that the model's
probabilities align with the observed
event frequencies.

Augmented

1.00

GAN-based oversampling and the
aggressive threshold push benign
precision toward zero, creating large
calibration errors. The reliability
diagram shows bins far from

the diagonal.

0.618 0.513

Retrained

0.80

Feedback-driven retraining partially
restores calibration: both ECE and
Brier fall between the baseline and
0.323 0.284 augmented scores. The reliability
diagram shows partial realignment
toward the diagonal, though benign
probabilities remain over-confident.

These results indicate that, although GAN-based augmentation can increase the cover-
age of underrepresented attacks, it may introduce significant miscalibration if used without
careful threshold selection. Retraining on curated synthetic examples partially restored
calibration; however, the ECE and Brier scores remained higher than the baseline.

4.6. Cross Dataset Generalization (CIC-10T2023)

We applied each pipeline stage to the heterogeneous CIC-10T2023 corpus using the
same thresholds selected for the CIC-IDS2017. Table 9 presents the overall metrics and
per-class recall/TNR; the corresponding bar charts are provided in the Supplementary
Figures. Because the IoT dataset exhibits different benign/attack priors and traffic patterns,
all the stages degrade significantly. The baseline model (threshold 0.90) retains only 24%
accuracy and 23% recall, whereas its true negative rate collapses to 34%, implying that
most benign IoT flows are mislabeled. The augmented stage (threshold 1.00) trades recall
for specificity, reaching TNR ~84% but recovering only 3% of malicious flows (F1 = 0.06).
The retrained stage, evaluated with its in-domain threshold (1.00), balances recall and
TNR by approximately 60% but still yields 40% FPR. Lowering the threshold to the best-
F1 operating point improves recall, but drives TNR to zero. These results confirm that
even with augmentation and feedback, CNN-LSTM fails to reliably transfer to IoT traffic,
motivating stronger domain alignment or transfer-learning approaches in future studies.
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Table 9. Cross-dataset evaluation on CIC-IoT2023.

Stage Threshold Samples Accuracy (%) Recall
Baseline 0.90 4,343,217 20.04 23.09
Augmented 1.00 4,343,217 9.98 3.23
Retrained 1.0 4,343,217 59.83 59.88

Figure 14 summarizes the per-class cross-dataset behavior of the CIC-10T2023. Panel
(a) shows the true positives by attack family, revealing that only a handful of classes
(e.g., DDoS_HTTP flood, Mirai_greeth flood, and Recon_PortScan) retain sizeable TP
counts, whereas most loT-specific attacks collapse to near zero. Panel (b) plots false
negatives by class, highlighting the mirror image. Every stage leaves hundreds of thou-
sands of undetected flows for slow reconnaissance and Mirai variants, which explains the
poor macro-recall.
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Figure 14. (a) True-positive counts per IoT attack class for the baseline, augmented, and retrained
CNN-LSTM stages. (b) Corresponding false-negative counts. Cross-dataset transfer is dominated by
a few Mirai/DDoS classes, whereas most IoT-specific malware remains largely undetected, under-
scoring a severe domain shift.
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4.7. Operational Constraints

To characterize the framework behavior under operational constraints, we sweep the ROC
and PR curves for each stage and select the operating threshold that satisfies the in-domain
false-positive target. The baseline CNN-LSTM operates at T = 0.20 (ACC = 98.0%, DR = 96.6%,
FPR = 1.7%, Precision = 92.1%, F1 = 94.3%; micro ROC-AUC = 0.967, PR-AUC = 0.944). GAN-
based augmentation pushes the decision boundary to T = 1.00, suppressing benign alarms
(FPR =~ 0) but collapses the DR to 90% and driving precision to essentially zero. After uncertainty-
guided retraining, the threshold relaxes to T = 0.80, yielding DR = 99%, precision ~ 95%,
FPR ~ 20%, and ROC/PR AUCs near unity, which is the stage when the recall is paramount.
The reliability diagrams (Figure 15) reveal the corresponding calibration: the baseline posterior
bins lie close to the diagonal (ECE ~ 0.04, Brier ~ 0.11), the augmented stage is highly mis
calibrated (ECE ~ 0.62, Brier ~ 0.51) because of the extreme threshold, and the retraining
partially restores the alignment (ECE =~ 0.32, Brier ~ 0.28). These plots make explicit the trade-
off between the detection rate, false positives, and probability calibration that governs real-world
binary deployment.
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-=- Perfect Calibration 1.04 --- Perfect Calibration 1.0{ --- Perfect Calibration

e
o

o
IS

°
'S
Observed Frequency

Observed Frequency

o
o
o
N
o
N

0.0

0.4 0.6 . X 0.0 0.2 0.4 0.6 0.8 1.0 0.0 02 08 10

0.4 0.6
Predicted Probability Predicted Probability Predicted Probability

Figure 15. Reliability diagrams for the CNN-LSTM binary classifier at each pipeline stage. The
baseline (left) remains close to the diagonal (ECE ~ 0.04, Brier ~ 0.11); augmentation (middle)
is strongly overconfident, with bins diverging from the diagonal (ECE ~ 0.62, Brier ~ 0.51); and
retraining (right) partially realigns the probabilities (ECE = 0.32, Brier ~ 0.28).

4.8. Robustness to Adversarial Attacks

Adversarial stress testing revealed that the retrained model is moderately robust.
For clean data, it achieved a multiclass accuracy of 65.6%; however, a single-step FGSM
perturbation with ¢ = 0.005 reduced the accuracy to 53.7%. A 5-step PGD attack
(e = 0.01) reduces the accuracy to 40.9%, confirming the vulnerability of the model to
iterative adversarial manipulation (Table 10).

Table 10. Adversarial Robustness of the Retrained Model.

Attack Epsilon Accuracy
Clean - 0.656
FGSM 0.005 0.537
PGD 0.01 0.409

4.9. Ablation Studies

To analyze the effect of each stage, we compared the per-class precision/recall/F1
over the baseline, augmented, and retrained runs. The baseline CNN-LSTM already yields
macro recall ~0.77, because high-volume attacks are easily identified, but macro precision is
only 0.27. Rare classes, such as bots, web attacks, and infiltration, trigger many false alarms.
After (WGAN-GP augmentation, the macro precision, recall, and F1 increased to 0.92,
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0.98, and 0.93, respectively, demonstrating that synthetic minority balancing reduces false
positives without harming majority classes. Retraining with uncertainty-guided feedback
maintained high macro-performance (0.79/0.86/0.78), correcting the benign specificity
lost during augmentation while preserving minority gains. These measurements, taken
directly from the per-stage classification reports, should replace placeholder text, as shown
in Table 11.

Table 11. Macro-averaged precision, recall, and F1-score across the stages.

Stage Macro Precision Macro Recall Macro F1-Score
Baseline 0.271 0.765 0.305
Augmented 0.920 0.979 0.927
Retrained 0.789 0.865 0.779

4.10. Comparison with Prior IDS Approaches

Our architecture was benchmarked against recent GAN/DL-based IDS models (KNN-
TACGAN [44], KD-TCNN [45], GAN-REF [46], RTIDS [47], and transformers [48]) using
metrics reported by the authors for CIC-IDS2017 (Table 12). Because these studies of-
ten used different splits and did not disclose the operating thresholds or calibration,
we emphasize that our binary results (ACC = 98.0%, precision = 92.1%, recall = 96.6%,
F1 = 94.3%) were measured at a stringent FPR target (1.7%) accompanied by calibration
scores. Moreover, our contributions go beyond binary accuracy: the proposed cWGAN-GP
+ entropy-guided feedback loop improves the 15-class macro precision/recall/F1 from
0.27/0.77/0.30 (baseline) to 0.79/0.86/0.78 and elevates extreme minorities such as In-
filtration (0 — 83% recall) and Web Attack-XSS (5 — 63% recall). Although our overall
accuracy trails the best single-task models reported in the literature, we provide calibrated
probabilities, rare-class gains, and cross-dataset analyses, all of which are features that
are absent from those benchmarks. Although the framework did not match the highest
reported binary scores, it delivered a more balanced and operationally transparent IDS.

Table 12. Performance comparison of different intrusion detection methods on the CIC-IDS2017 dataset.

Model Accuracy Precision Recall F1-Score
KNN-TACGAN [44] 95.86% 96.85% 94.79% 95.81%
KD-TCNN [45] 99.44% 99.48% 99.47% 99.46%
GAN-RF [46] 99.83% 98.68% 92.76% 95.04%
RTIDS [47] 99.35% 98.89% 98.83% 99.17%
Transformers [48] 93.135 99.22% 99.13% 99.16%
Ours * (Calibrated CNN-LSTM) 98.03% 92.10% 96.55% 94.30%

* Measured at a threshold of 0.20 with FPR = 1.7%, including reliability diagrams and calibration scores
(ECE 0.04, Brier 0.11).

4.11. Computational Cost and Practical Considarations

All executions were profiled using stage profile history, which recorded the wall-clock
time, CPU/GPU load, and memory usage for each stage. On our RTX-3050 Ti (4 GB) host
with 32 GB RAM, the full pipeline (preprocessing —+ baseline — GAN train/generate —
validate — retrain — cross evaluation) is completed in ~3.6 h. The baseline CNN-LSTM
training required 10 epochs (~18 min total; ~110 s per epoch), with GPU memory peaking
at 2.3 GB. GAN training dominates the runtime (~2 h for 1500 critical steps, batch size 64,
VRAM ~3.1 GB), whereas cross-evaluation requires less than 20 min because it runs only
in the inference mode. Convergence diagnostics were logged using the training history
baseline, augmented training history, and retrained training history, allowing us to plot
the training/validation accuracy and loss curves and verify the absence of overfitting.
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At the inference time, the CNN-LSTM processes ~32000 flows/s on a single RTX-3050
Ti (8 ms per 256-sample batches) or ~6000 flows/s on the CPU only, with the serialized
model occupying 42 MB on the disk. These measurements demonstrate that the proposed
pipeline is suitable for real-time deployment on commodity GPUs, while maintaining the
computational budget within typical security operations center/operational technology
(SOC/OT) constraints.

Practical Considarations

The proposed cWGAN GP + CNN LSTM framework is domain-agnostic yet adaptable
to several operational contexts.

1. OT: OT environments (water treatment plants, power grids, and manufacturing lines)
monitor the PLC traffic for unsafe command sequences. Passive OT monitoring tools
use IDS sensors to inspect rogue PLC instructions, which can damage the turbines
or disrupt their production. By retraining our GAN-balanced CNN-LSTM on PLC
telemetry, utilities can flag anomalous control packets with calibrated probabilities
and alert engineers before hardware damage occurs.

2. Enterprise Networks: Corporate SOCs rely on IDS sensors as part of their SIEM
pipelines. When trained on representative enterprise traffic, our calibrated detector
provides probabilistic alerts with controllable false positive rates. GAN-based balanc-
ing is particularly useful for reducing alert fatigue caused by rare-but-critical attack
classes, whereas entropy gate prioritizes ambiguous flows for analyst reviews.

3.  Government and Defense Networks: Military and government systems face APTs
and state-sponsored intrusions. Layered defenses combine multifactor authentica-
tion (MFA), IDS sensors, and Al-based analytics. Once hardened to the relevant
deployment standards, our uncertainty-aware CNN-LSTM can serve as a machine-
learning layer that inspects network telemetry for anomalous flows indicative of
espionage or information warfare campaigns, thus complementing the host-based
and signature-based sensors.

4.  Financial Services: Banks and payment processors deploy IDS/fraud-detection en-
gines alongside firewalls to monitor internal traffic and transaction logs. Because
fraud datasets are extremely imbalanced, the cWGAN-GP augmentation used in
our IDS translates naturally to credit card or wire fraud monitoring, which can be
retrained on transaction sequences to detect anomalous behavior with improved
recall for rare events, whereas the calibrated probabilities are cleanly integrated into
risk-scoring engines and automated response workflows.

Across these verticals, the key advantage lies in combining minority-aware gener-
ative augmentation with calibrated CNN LSTM predictions and entropy-driven feed-
back, yielding a deployable IDS component that balances the detection accuracy with
operational practicality.

5. Discussion and Limitations

This study demonstrates that combining VAE-seeded cWGAN-GP augmentation with
entropy-gated human-in-the-loop (HIL) retraining yields a practical path towards rare-class
sensitivity without sacrificing runtime efficiency. By design, the computationally expensive
stages—GAN training, synthetic sampling, and retraining with feedback batches—were
executed offline, and the CNN-LSTM remained lightweight (42 MB on disk, 8 ms for
a 256-flow batch), enabling real-time use on commodity GPUs. The calibrated baseline
(ECE =~ 0.04, Brier ~ 0.11) delivers high confidence scores and the entropy gate exposes
explicit thresholds that allow SOC analysts to triage high-risk flows while auto-accepting
low-uncertainty cases.
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However, several challenges remain to be overcome. First, the extreme minority
classes (Web Attack Brute Force/XSS/SQLi, Infiltration, Heartbleed) continue to exhibit
low precision and fluctuating recall even after augmentation and retraining, showing that
synthetic oversampling and entropy-based triage alone cannot overcome the lack of real
exemplars. Second, the cross-domain evaluation of CIC-10T2023 revealed pronounced
degradation: at in-domain thresholds, the baseline recall fell to ~23%, the augmented
stage dropped below 5%, and the retrained stage trades improved recall for elevated FPR
(~40%). These results highlight the sensitivity of the framework to covariate, prior, and
conceptual shifts in enterprise traffic and IoT telemetry. Third, the binary detector faces a
precision-recall trade-off after augmentation: pushing the FPR to <5% force thresholds
near 1.0, collapsing benign recall, whereas relaxing the threshold increases the FPR to
operationally unacceptable levels.

Adversarial robustness also remains limited; iterative PGD perturbations reduce
the multiclass accuracy to ~41%, despite the entropy gate. Therefore, future research
should pursue (i) advanced minority-class modeling via diffusion or few-shot generators,
(ii) domain adaptation and transfer-learning schemes (adversarial alignment and meta-
learning) to bridge enterprise and IoT contexts, (iii) adaptive thresholding and calibration
techniques that explicitly optimize the FPR/DR trade-off, and (iv) adversarial hardened
training regimes. Validating the approach on additional real-world datasets, expanding the
feedback pipeline, and integrating contextual signals (e.g., host telemetry) are promising
directions for improving operational robustness.

5.1. Comparisons with Commercial Network Detection and Response (NDR) Platforms

Modern NDR products, such as Fortinet’s FortiNDR, continuously analyze enterprise,
OT, and IoT network metadata using proprietary ensembles of supervised /unsupervised
ML, behavioral analytics, and human expert reviews. These platforms are tightly integrated
with the existing SecOps tooling (EDR, SOAR, SIEM, and XDR) to orchestrate triage and
automated responses. They are marketed as turnkeys, high-fidelity solutions with broad
coverage, and vendor-managed supports.

Our framework differs in scope and emphasis. It is a research-grade open pipeline
that (i) enforces leakage-safe preprocessing on public datasets, (ii) addresses extreme class
imbalance via VAE-bootstrapped cWGAN-GP augmentation, (iii) explicitly calibrates pre-
dictive probabilities (ECE/Brier) and exposes ROC/PR sweeps, and (iv) implements an
entropy-based human-in-the-loop gate that is reproducibly evaluated using CIC-IDS2017
and CIC-10T2023. Commercial NDR products have rarely published detailed per-class
metrics, calibration scores, or cross-dataset robustness studies. Thus, our work comple-
ments market offerings by quantifying how a transparent, feedback-driven IDS behaves
under controlled benchmarks and adversary stress, and by highlighting design choices,
such as explicit uncertainty thresholds and generative augmentation, that could inform
future NDR development.

5.2. Decision Making Criteria

e  Scope of coverage. For the NDR/Darktrace/Vectra span enterprise, cloud, OT, and IoT
telemetry, our system currently targets flow-level detection on CIC-IDS2017 /CIC-10T2023.

e  Transparency and reproducibility. Commercial systems are black boxes; our pipeline is
fully documented, runs on public data, and reports calibration, adversarial robustness,
and cross-domain performance.

e  Human-in-the-loop design. Market solutions embed analysts in proprietary play-
books. We present explicit entropy thresholds and a curated feedback repository for
reproducible HIL operations.
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e  Deployment model. FortiNDR is delivered as managed appliances/SaaS; our model
is lightweight (~42 MB, ~32 k flows/s) and could serve as the ML tier within such
platforms, but is not a turnkey product by itself.

6. Conclusions

We presented a modular uncertainty-aware intrusion detection framework that cou-
ples VAE-seeded cWGAN-GP augmentation with an entropy-gated CNN-LSTM classifier.
The architecture explicitly targets class imbalance and false-positive control by synthe-
sizing offline minority samples and routing ambiguous flows into a curated feedback
repository for retraining. At deployment, the CNN-LSTM remained lightweight (42 MB,
<10 ms per batch; ~32 k flows/s on an RTX-3050 Ti), yet it delivered calibrated probabilities
(baseline ECE ~ 0.04, Brier ~ 0.11) and strong binary metrics (ACC = 98%, DR = 96.6%,
precision = 92.1%, F1 = 94.3%). Comprehensive reporting—per-class scores, ROC/PR
sweeps, reliability diagrams, cross-domain IoT evaluation, and adversarial tests—highlights
both the gains (infiltration recall >80%) and the remaining gaps (rare web attacks, IoT trans-
fer). Overall, the framework offers a transparent and deployable IDS solution that balances
operational efficiency with minority-class sensitivity while laying the groundwork for
future advances in domain adaptation and adversarial defense.
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