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Abstract: Medical errors are recognized as major threats to patient safety worldwide. Lack of
streamlined communication and an inability to share and exchange data are among the contributory
factors affecting patient safety. To address these challenges, blockchain can be utilized to ensure a
secure, transparent and decentralized data exchange among stakeholders. In this study, we discuss
six use cases that can benefit from blockchain to gain operational effectiveness and efficiency in the
patient safety context. The role of stakeholders, system requirements, opportunities and challenges are
discussed in each use case in detail. Connecting stakeholders and data in complex healthcare systems,
blockchain has the potential to provide an accountable and collaborative milieu for the delivery of safe
care. By reviewing the potential of blockchain in six use cases, we suggest that blockchain provides
several benefits, such as an immutable and transparent structure and decentralized architecture,
which may help transform health care and enhance patient safety. While blockchain offers remarkable
opportunities, it also presents open challenges in the form of trust, privacy, scalability and governance.
Future research may benefit from including additional use cases and developing smart contracts
to present a more comprehensive view on potential contributions and challenges to explore the
feasibility of blockchain-based solutions in the patient safety context.

Keywords: patient safety; blockchain; medical errors; communication; knowledge sharing;
interoperability; healthcare operations; digital health

1. Introduction

Medical errors lead to significant patient safety challenges that harm thousands of
patients worldwide every year [1]. Patient safety refers to the absence of avoidable harm to
patients while receiving care and the elimination of preventable harm to a tolerable level.
Organizational leadership, transparent policies, talented healthcare providers, systematic
reporting, and effective patient involvement in their care are all needed to ensure sustain-
able and significant safety improvements [2]. However, more than 134 million adverse
events occur annually in hospitals, resulting in 2.6 million deaths because of unsafe care [3].
These medical errors are the result of several deficiencies that hinder the full potential of the
healthcare system; these include poor interoperability [4,5], lack of incident reporting [6],
communication [7], and lack of efficient data sharing [8], among others.

To prevent these adverse events, various tools and methods, such as communication
protocols and clinical decision support tools, have been developed and implemented [9,10].
Despite these efforts, there remains a lack of communication and interoperability issues
between stakeholders arising from inconsistent data storage and reporting methods, which
restrict providers from delivering quality care [11]. Furthermore, the current healthcare
systems suffer from the lack of “correct” information, systematic reporting [6] and adequate
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data sharing among stakeholders [8]. These are some significant challenges leading to oper-
ational failures, adverse events and medical errors [12]. Various studies also highlighted
that fragmented communication among healthcare stakeholders contributes to increased
medical errors [7,13-15].

The healthcare system started learning from the experiences of other high-risk domains
and industries, namely, the nuclear industry and aviation [16,17], to develop a movement
toward high reliability [18]. Examples of approaches and lessons learnt from high-risk
industries include root cause analysis of safety incidents, now widely used in health care.
Proactive risk assessment tools (such as failure modes and effects analysis) are now also
used [19]. Proactive risk management and commitment to continuous learning and im-
provement are other lessons learnt from the high-risk industries [20]. In principle, these
approaches can potentially enhance healthcare organizations’ safety records. There are also
several technological advances using artificial intelligence (Al) that can improve patient
safety by automating tasks, enabling information sharing, reducing variation in practice,
intercepting potential errors and improving clinical decision-making. Despite these sub-
stantial efforts, more improvement is needed in various areas, including communication,
incident reporting and knowledge sharing among stakeholders.

To mitigate the fragmentation of data and communication, the lack of effective and
efficient data sharing and the inconsistent data storage and reporting in healthcare sys-
tems, implementing an emerging technology such as blockchain can be beneficial since it
offers decentralization. Blockchain is a decentralized, immutable and distributed record
of transactions that are stored on a network of nodes over geographically dispersed loca-
tions [21-23]. Blockchain is classified as public, private, or a consortium based on who can
participate in the network and how transactions get verified. By making each transaction
auditable and permissionless, blockchains ensure data trust, integrity and verifiability [24].
Data are also secured thanks to cryptography that creates a provenance of transactions and
makes the records tamper-evident. This technology can also be perceived as a consecutive
chain of transactions chronologically appended to the previous ones. This is achieved by the
network’s participants, who contribute to solving the cryptographical puzzle, which then
enhances the security of the system from malicious alterations and frauds [24]. In health
care, the blockchain can enable better security, trust and transparency of medical data,
processes and transactions and is actively being explored as a potential tool to improve care
delivery [21]. Blockchain has many features, such as data security and privacy [25] and
autonomy [26], which can significantly enhance the existing healthcare systems. In addition
to the unique features, blockchain technology can also create decentralized transaction
environments, which is why the healthcare industry is a good candidate. In addition to
these benefits, this technology has promising opportunities for the healthcare industry,
which are summarized in Table 1 as follows:

Table 1. Opportunities of Blockchain Technology in Health Care.

Healthcare Industry Challenges  Description Blockchain Technology Opportunities
] Decentralization of storage for patient
Fragmentation arises when healthcare data [21].
systems are unable to communicate ] The ledger can be seen by all the
Fragmentation of Data effectively between each other. This limits participants and it is not owned by a
the utility of health data in answering critical central authority [12].
medical questions [27]. . Decentralization of Internet of Things

(IoT) data [28].
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Table 1. Cont.

Healthcare Industry Challenges  Description Blockchain Technology Opportunities
Electronic health record (EHR) systems are . Decentralization of networks across
an effective method to share patients’ data. geographies [29].

S e However, it is still a challenge to access . Automation, distribution and security

ystem Interoperability and . . .

Patient Data Access scattered patient data through multiple of pat{ent data access [30].
channels because current EHRs are ] Real-time updates and data access
geographically limited or are affiliated to across the network regardless of the
different hospitals. location and trust levels [21].

Data Security

Medical data may be at risk of being leaked = Digitalization of participants’ identity

by malicious attackers in centralized for enhanced data security (private and
networks. Centralization also make sensible public keys) [31].

health data vulnerable to single-point . The technology is resilient to single
attack [31]. point of failure and insider attacks [31].

Data Inconsistency

Data coming from different resources and
systems face many challenges because of the
inconsistency in naming, storing, structure
and format [32], which restricts providers
from delivering proper care [12].

. Smart contracts offer rule-based and
consistent practices for patient data
access and analysis [33]

Cost-Effectiveness

] Removal of central/third party
eliminates the time lag in accessing

In centralized systems, there is a need for data and saves fees paid to that
traditional intermediaries to manage and party [35].

maintain the network. This results in ] By allowing network participants to
excessive fees lost to third parties [34]. perform costless verification,

blockchain lowers the costs of auditing
transactions [34].

Blockchain can address critical problems, such as public health management, claims
validation, and supply chain management [36]. Furthermore, various healthcare practices
involve data stored with third parties, which is a significant concern for many stakeholders,
including patients. Therefore, blockchain technology can potentially elevate such concerns
and afford transparency to health data management processes while diminishing the risks
of data mishandling or misuse that could affect patient safety [37]. Blockchain has long
been discussed in health care in general, but little attention and research have focused
solely on the area of patient safety in particular. Consequently, this study aims to make the
following contributions:

e Discuss, analyze and explore the potential applications of blockchain to improve
patient safety within some healthcare systems.

e Discuss some open research issues and challenges that impede the adoption
of blockchain to fully realize its potential in optimizing operations in the
healthcare industry.

The outline of the paper is as follows. The selected use cases are presented in Section 2.
The potential implications of blockchain technology on patient safety, including imple-
mentation challenges, requirements and potential opportunities, are discussed in Section 3.
Finally, conclusions, key findings and future research directions are revealed in Section 4.

2. Use Cases

The potential of blockchain technology has been witnessed in almost all sectors,
and health care is no exception. Considering blockchain’s system-wide applications in
healthcare systems, it is imperative to understand the key responsibilities of the system
users. The main stakeholders that will play a role in this technology are the healthcare
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providers, patients, regulatory entities, manufacturers, distributors, insurance companies
and researchers. Table 2 below summarizes their key roles and responsibilities:

Table 2. Roles and Responsibilities of Stakeholders in Patient Safety Context.

Stakeholder

Role Key Responsibilities

Healthcare providers

Enter accurate and complete . Effective diagnosis and treatment.

documentation into the system ] Exploit information and data on the
. . : for bet i is.
Providers include (doctors, nurses, system O.r etter d.1ag1mms .
= Accurate information reporting

admins, pharmacists, etc.). and documentation

] Access personal clinical data.
Provide accurate information to . Monitor and manage their data.
Patients healthcare professionals (e.g., nurses, ] Aggregate, exchange, donate or trade
physicians, etc.). their health records.
" Report incidents.
. . . Develop guidance to minimize risks
. Review and generate action plans. .
Regulatory Authorities . . to patients.
Develop guidance and advice. .
] Analyze and monitor aggregated data.

. Research new methods to
improve processes.

. Explore further improvements and ] Give insights and identify trends in
Researchers/Academia . o
potential contributions to the technology. health care.
] Conduct research on how to improve
patient experience.
. Follow safety regulations and rules.
. . ] Report issues with the
Use raw materials to produce a medical
Manufacturers . manufactured goods.
device or a drug. . . .
. Verify any mishandling, fraud or
counterfeiting.
] Follow safety rules and regulations.
Buy large quantities of medical devices or = Ensure appropriate storage and
Distributors drugs from manufacturers and sell them handling of devices/drugs.
to healthcare providers. . Verify and report any mishandling,

fraud or counterfeiting.

Insurance Companies

Investigate and honor valid medical " Investigate claims.
insurance claims. ] Pay claims to patients.

While Table 2 presents the roles and key responsibilities of the stakeholders, it is
also essential to understand how they communicate with each other in blockchain-based
systems. To address this, we explore the role of blockchain in the following six use cases
that have a potential association with patient safety. A use case describes the behavior of a
given system and its interactions with the participating actors. It provides a structure that
illustrates functional requirements within the context of a system process. The use case also
identifies external expectations for the system and specific features of the system. A use
case can be expressed as a graphical element in a diagram or a textual document [38]. In
this study, we provide graphical and textual elements to visualize the use case better.

Furthermore, we discuss opportunities and some open research challenges to realize
its potential benefits in the patient safety context. All of the illustrated use cases feature the
use of a decentralized storage system such as IPFS, Filecoin and Storj.io to store large-sized
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data efficiently [39]. The integration of blockchain with such systems can overcome the
storage limitations of blockchain technology. A decentralized storage system (e.g., IPFS)
generates an irreversible hash of the stored data. Such hashes can be immutably recorded
on the blockchain to assure that data stored on the decentralized storage system has not
been modified [21].

2.1. Medical Devices

Medical devices are imperative in all areas of health care and play an essential role
in the diagnosis, prevention and treatment of disorders and injuries. They range from
physical devices such as advanced sticking plaster or scalpels to digital medical devices
that contain software and digital networking capabilities such as pulse oximeters [40,41].

The current medical devices supply chain does not enable stakeholders to track all the
transactions or monitor the device throughout every stage, compromising patient safety.
In addition, the current supply chain of medical devices is centralized and insecure and
lacks transparency across participants, which permits the central party to alter data without
informing the other parties [42]. Alternatively, a blockchain-based solution would present
data privacy and security, transparency, decentralization, immutability, traceability and
verified transaction records. The blockchain can enhance the data integrity of the medical
devices’ supply chain and their traceability across the supply chain. It can also support the
verification of medical devices’ counterfeiting to enhance patient safety [43].

Blockchain technology can permanently store data related to various stages, phases
and events of medical device manufacturing, such as (i) design and development,
(ii) production, (iii) quality checks and (iv) distribution, to authorized businesses. Once the
medical devices are distributed, providers can easily access the blockchain to identify, trace
and verify the device information before dispensing it. Smart contracts can also provide
opportunities to detect medical-device-related frauds and eliminate third-party services’
role in monitoring these devices’ logistics, including during distribution.

The immutability feature assures that the details about the medical device cannot
be altered or deleted by anyone. Furthermore, smart contracts can use provenance data
to identify the falsified and substandard medical devices produced and shipped through
unlicensed manufacturers. For supply chain logistics services, smart contracts can be
designed to track the conditions of containers when handling medical devices during their
shipment to ensure their safety [44]. Furthermore, when the preassigned conditions for
the medical devices’ shipment are violated, the smart contracts can inform the appropriate
authorities automatically. Sensors can also be placed in the containers to identify any
illicit attempts that might interrupt the conditions of the packages carrying the medical
devices [45]. Suspicious activities would be recorded and reported in real time to the
relevant authority. The other advantages of blockchain for the logistics of medical devices
include transparency, automation and reduced operational failures [46].

Figure 1 presents a generic blockchain-based system that can monitor the supply chain
of medical devices. This system would consist of five smart contracts and a decentral-
ized storage system. The pre-market contract would collect the design and development
information of the device. The order management contract would provide information
about the order details and the handling information provided by the GPS and sensors
placed in the packages. Post-market contracts would provide data about any operational
failure or defect within the product. The FDA or any other regulatory entity can use the
data of the post-market contract to monitor and regulate the medical devices dispensed for
enhanced patient safety. The role of the patient in this subsystem will consist of uploading
any defects or issues with the defects. The patient can also use this platform to donate
unwanted medical devices.
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Figure 1. Blockchain-based Medical Devices Logistics Monitoring System.

2.2. Prescription Tracking (Opioid)

The opioid epidemic takes a significant toll with reference to livelihood globally. For
instance, in 2019, nearly 50,000 people in America passed away from overdoses related to
opioids [47]. The abuse and addiction of opioids is a severe crisis that impacts public health,
the economy and social welfare. The Centers for Disease Control and Prevention (CDC)
claims that the overall financial burden of opioid abuse in the US is $78.5 billion annually,
including addiction rehabilitation treatments, criminal justice involvement, financial sup-
port for victims and lost productivity [48]. In 2020, the COVID-19 pandemic exacerbated
this crisis [49] as hospital visits for opioids had increased by 34% [50]. Several public and
private agencies actively implement different interventions to contain this epidemic. One
promising intervention is the Prescription Drug Monitoring Program (PDMP), a database
sharing health information on controlled substance prescriptions [51].

PDMPs proved to be effective within state limits in providing clinicians with infor-
mation on a patient’s controlled substance prescription history and screening those who
may be at risk for abuse or diversion [52]. Consequently, several states have endorsed
the adoption of PDMPs by listed dispensers and prescribers to make informed medical
decisions [53]. However, several challenges hinder the success of the current PDMPs on a
national level; these include (a) the lack of standardization across the states, (b) centraliza-
tion of data and therefore vulnerability to various threats and (c) lack of interoperability
and constrained data sharing across states [47]. As a result of these challenges, the PDMP
users tend not to have information on patients’ recent prescriptions [54]. Patients with
opioid misuse tendencies or addiction can exploit these system gaps with doctors and
pharmacy shops across different states and, consequently, get more than the necessary
drug dosage.

Therefore, developing a robust real-time prescription-tracking system that is trusted,
secure, transparent and accessible to all participants is essential [51]. The inherent features
of blockchain technology, such as transparency, immutability, automation and easy access,
are suitable for attaining these goals. Unlike the PDMPs that are (i) centralized, (ii) prone to
data leakage, (iii) vulnerable to the point of failure and (iv) inherently incapable of efficiently
tracing the data provenance of the drug, a blockchain-based monitoring system would allow
providers and dispensers to record opioid transaction records securely and transparently.
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The real-time dissemination of prescription and dispensing information would alleviate
numerous challenges in the existing US opioid system, mainly the duplicated opioid
orders for the same patient. Consequently, patients taking opioids will have regulated and
restricted access to these drugs, which will increase their safety in return. Figure 2 illustrates
a generic blockchain-based system that can control prescribing controlled drugs like opioids.
This subsystem can detect if the patient is doctor-shopping to avoid prescription abuse.

Patient Blockchain-based
. Opioid Tracking System
1. Visit P1 2. Based on patient history
’ and condition: )
w Prescribeldispence or deny Regulatory Entity
E / 3. Report on the system
?« the outcome of the visit . h
. > \
IS W)
E . L
< Provider 1
< o)
2 & ST
CIR) 5 N ol
3T
(=3 . e
S Ministry of Health
o
] Use aggregated data to identify
trends and prevent prescription
, 5. Provider 2 checks the system abuse. J
>
A = - = =
/ 6. System notification: Do not J __] __] J
i prescribel/dispense the medication — — p— p—
sy Smart Contracts
Provider 2

Figure 2. Blockchain-based Controlled Drugs (Opioid) Monitoring System.
2.3. Remote Patient Monitoring (RPM)

The COVID-19 pandemic has caused enormous disruptions and posed real challenges
to healthcare providers worldwide [55]. As physical interaction between patients and
healthcare providers has unexpectedly become fraught with dangers, interest in digital
technologies has intensified. Digital wearable technology has paved the way for new
opportunities in the realm of medical sensors, specifically for remote patient monitoring
(RPM) [30]. RPM enables patients to assess and share their medically vital signs with
providers while using mobile health (mHealth) apps together with medical devices such as
blood pressure sensors. The collected medical data from different patients can be grouped
and presented on a dashboard that can then be monitored by a provider [56].

Centralization is a major obstacle in the current RPM systems. In fact, data in existing
RPM systems are vulnerable to a wide range of data breaches (internal and external),
compromising the safety of patients and the reliability of these systems [55]. In addition, in
existing RPM systems, providers cannot handle the silos of patient medical records created
by limited data integrity and sharing, which can compromise treatment efficiency and,
thus, patient safety. Blockchain technology can be a solution as it can provide a view of
the health records for all participating stakeholders [55]. Thanks to the transparency of
health records, providers in the system would be able to trace and verify patients’ medical
histories before recommending any treatment and thus avoid medical errors [57].

Figure 3 presents a generic blockchain-enabled system that can be used to monitor
patients remotely [55]. The wearable devices generate data that is transferred to the
blockchain network and stored in a decentralized system. The provider accesses this
data to assess the patient’s condition and send timely feedback to improve patient care.
Other stakeholders can be granted access to the network. For example, researchers can
use the aggregated data to improve patient care and safety, track and understand some
conditions and identify trends. As per the patients’ role, they will be uploading sensor-
related data and would be receiving health-related notifications and alerts in case of a
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Figure 3. Blockchain-enabled Remote Patient Monitoring System.

2.4. Counterfeit Drugs

The World Health Organization (WHO) defines counterfeit drugs as “drugs that
are manufactured fraudulently, mislabeled, with low quality, hiding the source detail or
identity and do not follow the defined standard” [58]. These drugs might include certain
genuine ingredients. However, they may also contain lethal ingredients. If consumed,
they can lead to dangerous health complications [59]. Currently, the pharmaceutical
industry is dependent on central databases based on the Electronic Data Interchange (EDI).
The central database approach is expensive and makes large-scale interoperability nearly
unachievable [60].

Furthermore, this system is also fraught with many risks such as diversion, trust
gaps between the siloed systems, counterfeits and single points of failure. Therefore,
having a decentralized, transparent and reliable system is required to alleviate some of
these challenges. Thanks to its built-in features, blockchain technology can be piloted by
the pharmaceutical industry as a solution to tracking and tracing the manufactured and
shipped drugs. Blockchain can also remove the need for individual wholesalers to handle
large volumes of product lists and thus mitigate errors and offer significant savings to the
entire supply chain [61].

Using blockchain, stakeholders can execute many transactions such as (i) verifying
drug information, (ii) tracking orders information, (iii) tracing orders and (iv) updating
records. Figure 4 presents a blockchain-backed system that can be used to trace drugs.
The users of the system include patients, manufacturers, distributors, pharmacies and
providers. This blockchain-enabled system can allow users to control and oversee the
supply chain of drugs and assist in detecting frauds. The participating stakeholders can
also verify the authenticity of drugs and identify signs of tampering or poor handling
during their shipment. Blockchain technology’s inherent features, such as transparency,
would also enable storing all movements, ownership details and modifications to the drug.
The participants’ data would also be registered and stored within the blockchain system.
Consequently, the participants are able to connect to the blockchain network and verify
the relevant transactions. Hence, patients will obtain permission to verify the complete
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details of dispensed drugs, which will increase their safety. Thereby, this would enhance the
security levels of the pharmaceutical supply chain and the levels of safety for the patients.
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Figure 4. Blockchain-backed Drugs Traceability System.

2.5. Electronic Health Records

Electronic health records (EHRs) involve sensitive and vital medical data linked to
patients, often exchanged among clinicians, radiologists and pharmacists for successful
examination, diagnosis and treatment. Throughout the transmission, storage and dissemi-
nation of these sensitive data across several healthcare stakeholders, data can eventually
be lost, unrecorded or modified. As a result, the treatment of the patient could be com-
promised, which can present serious threats to patient safety [62,63]. For patients who
suffer from chronic conditions, such as HIV, cancer or diabetes, the prevalence of these
threats can grow because of the lengthy record of follow-ups, rehabilitation and pre- and
post-treatments [63]. In recent studies by CRICO, the risk management arm of the Harvard
Medical Institutions, of more than 23,000 patient safety issues and medical error claims,
it was found that out of every ten medical error cases, three are due to a communication
deficiency. Communication issues are not unique to providers with low “people skills”
or patients with understanding shortfalls. Nor is the issue limited to misunderstood or
misspoken language. Adverse events arise because the medical data was misdirected,
unrecorded or never received or retrieved. Moreover, it is estimated that 80% of serious
adverse events occur because of miscommunication between healthcare providers during
patient transfers [64].

One effective solution to mitigate the patient safety issues stemming from fragmented
communication is to achieve healthcare interoperability. Interoperability refers to the
capability of various software applications and IT systems, such as the EHR system, to share
data, cross-communicate and make use of the exchanged data regardless of the stakeholders’
location. Attaining interoperability would allow providers to share patient medical records
(with the patient’s permission), irrespective of the location of participants or their trust
levels. Transparent and secure data sharing is critical to delivering an effective diagnosis,
informing medical decisions and treatment, and avoiding any possible adverse events [65].
Data sharing would also enhance the accuracy of diagnosis by collecting recommendations
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and opinions of several medical professionals and preventing inadequacies and adverse
events in the treatment and medication plans [66].

Figure 5 presents a generic blockchain-enabled system that can be used to manage
patients” health records. This network would capture and store the visit details, medical
tests and results. The patient grants access to providers who can retrieve this data in real
time. Consequently, all providers would gain access to identical updated records and make
informed medical decisions regardless of their location or trust levels. By increasing the
interoperability, patient data aggregation, analysis and communication are also improved.
This makes it easier to consider all facets of a patient’s condition, supporting diagnostic and
therapeutic decision-making. The off-chain participating stakeholders, if granted access,
can also use the same data to perform various tasks such as clinical research, understanding
medical conditions, processing insurance claims and identifying diagnostic discrepancies.
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Figure 5. Blockchain-based Health Records Management System.

2.6. Incident Reporting System

Incident reporting systems (IRSs) are widely used tools for risk management in accel-
erating patient safety worldwide. The main drive of incident reporting is to advance the
safety of patients by learning from previously made mistakes [67]. Some hospitals may
have their internal incident reporting system, the so-called local reporting management
system (LMRS), used for incident reporting. Some countries have implemented national-
level centralized reporting systems to share learning with all possible stakeholders [33].
As of now, the IRS has several issues and problems that hinder its full potential, such as
the lack of information dissemination in real time, absence of incentives, lack of security
and privacy, fragmentation of adverse-events data across different providers [68] and the
inability to have feedback on the actions taken, if any, of the incident [69]. Centralization
is also a serious hindrance in current incident reporting systems that threaten patients’
data leakage and single point of failure. To address the current needs of the reporting
systems, blockchain technology and its unique features can be exploited. This technology’s
key opportunities, such as data transparency, decentralization, security, privacy, payment
settlement and traceability, can be of great use to ensure a better reporting culture and
system [33].
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Healthcare Provider

A blockchain-based incident reporting system solution can support traceability and
transparency and align communications among network participants. It can also guarantee
data privacy, immutability and security while reassuring the collection of incidents from
various stakeholders. The IPFS technology can also be added and integrated to store various
files, such as incident reports. This proposed solution can also guarantee the consistency
and reliability of reporting while preserving high efficiency even in a non-fully trusted
environment [33].

Confidentiality and ease of use are essential incentives in reporting that might be
provided by blockchain technology. Figure 6 presents a generic system overview diagram
of a blockchain-based incident reporting system. This system enables several network
participants to report incident data in privacy, security and transparency. Another unique
feature of this system is the incentivizing and rewarding of reporting entities to further
encourage the reporting culture. By adding an incentive mechanism and the analysis and
feedback mechanisms, healthcare providers and patients would be encouraged to report
and share incidents. This solution can also benefit other stakeholders who can use the
incident data for several purposes. For instance, researchers can use these data to identify
and analyze the trends of incidents. Patients in this platform would be able to report
incidents to alert others and receive feedback for enhanced safety. Regulatory entities can
also use the incident data to enforce regulations and implement corrective action plans to
enhance patient care and safety [33].
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3. Discussion

Healthcare systems are siloed and centralized, making them prone to deletion, alter-
ations and fraud. These current centralized systems have reliability issues [29] as they
are vulnerable to single points of failure [45]. They also offer limited opportunities for
collaboration and coordination among stakeholders, such as the government, regulatory
bodies and providers [46]. Such centralized systems also fail to offer transparency, trace-
ability and immutability of stored data [70]. Blockchain, on the other hand, is a promising
technology that can assist in improving healthcare systems by connecting stakeholders to
improve patient safety. It can reshape healthcare systems by streamlining operations and
communication, enforcing trust and eliminating fragmentation of data sharing [21,71].

Table 3 summarizes the opportunities above and highlights the key challenges and
requirements for the achievement of each use case. This summary is the result of an
extensive literature review. It also represents the opportunities this technology can bring
about for the selected application areas to introduce the features of blockchain.
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Table 3. Blockchain for Patient Safety: Use Cases, Opportunities and Open Challenges.

Application Current Challenges Requirements Blockchain Opportunities Stakeholders Implementation Challenges
i i = Transparency of medical
Fallure to rapidly detect safety Identification of mishandling devi P logi v 73
issues related to marketed Fast identificati ¢ evices logistics [73] Pati I ing thi
medical devices asti ent.l ication o - Verification of authenticity of L] atients . ntegratu.lg this
Failure to monitor the device’s counte.rfe1t [72] . . medical device [73] . H.ealt.hcare providers bl'ockch.a1r.1-based system
i i Detect f medical d Distribut th existing health
Medical Devices handling [72] ; € e; 1;’;‘ otmedical devices 4 Secure real-time exchange of " MIS rlfu ors with exis ;l;lg calthcare
Lack of security and Irau [ ]h v of PMS data [43] " R ami acturers sggt;gs [d‘(]i ) "
standardization of PMS ncrease the sc/rutlny o - Notify authorities when L] egulators and data privacy [44]
data [43] device safety [43] preassigned conditions for the
shipment are violated [46]
Lack of information Alignment of stakeholders’ A ¢ bility of
dissemination in real time [69] communication [33] - ssurance of fraceability o o
Absence of incentives Real-time dissemination of reported incidents [61] . Patients A large amount of incident
Lack of security and incidents [33] " Consistency of . Hospital staff data: IRS can produce large
Incident Reporting privacy [68] Creation of an incentivizing incidept rep ort.ing . Pharmacists Voh}mes of dz?ta that require
System (IRS) Fragmentation of system for reporting [33,74] - Incentive solution to . Insurance companies gapidbl?lljoce;simi [33] d
adverse-events data across Standardization of incidents reporting parties . Regulatory entities calabrlity: block size an

different providers [13]
Centralization of the reporting
system [33]

reporting across
providers [33]

Establishing an interconnective
system [33]

creation time [21]

Electronic Health
Records (EHRs)

Lack of interoperability
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among providers [7]

Low security and privacy of
patient data [31]

Improvement of
stakeholders’
communication [8]

Achieve the ability to
communicate and exchange
data promptly [8]

Eliminate the need of
re-doing medical tests [23]
Data sharing among
providers [65]

Access to complete medical
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informed diagnosis [62]

Data access and control based
on consent management [76]
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operations and
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Transparent payment
settlement [75]

Patient

Hospital staff
Pharmacists
Researchers
Insurance companies
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contracts can influence its
usual performance, resulting
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Scalability: block size and
creation time [21]

Providers’ willingness and
readiness to switch to a new
system [78]




Data 2022, 7, 182

13 of 19

Table 3. Cont.

Application Current Challenges Requirements Blockchain Opportunities Stakeholders Implementation Challenges
. Sending feedback to patient in )
o . real-time for effective treatment Large-sized health data:
Limited data sharing among Prompt feedback to the and increased safety [55] RPM produce large volumes
providers compromises safety patient [33] - Preserving patient of data that require rapid
The inability of health Allow patients to join and anonymity [31] . Patient processing [55]
Remote Patient organizations to manage the exit the network easily [12] - Establishing trust among RPM ~ * Providers Registering and verifying
Monitoring silos of patient health records Enable data sharing among participants . Researchers sensors: sensors used by
due to limited data sharing providers [8] - Automating the payments " Regulators providers need to be
Risk of external and internal Easier payments settlement settlement [56] registered and verified by the
patient data breaches [30] Patient data privacy [55] . Trigger timely alerts to blockchain to avoid errors in
providers and health diagnosis and treatment [57]
centers [55]
Lack of standardization of . Provide prompt and real-time
documentation across the US Track and trace the medical dispensing and prescribing
states [48] history of the patient [47] information [48,54] Pati Reeulati oid
Asymmetric information Verify reported data to . Automating the dispensing " atient eguiations on opioid vary
Prescription Trackin hold R . . [ Hospital staff globally [48]
€Scrip & among stakeholders [53] identify any possible process [54] Ph . Lack of clari
(Opioid) Vulnerability to use system addiction [54] ] Seamlessly identify a patient - armacists ack of clarity on
gaps to doctor shop T h, n Regulators compliance [47]
¢ - race the data provenance of that may have an addiction [47]
Lack of interoperability the drug [54] = Preserving patient
Constrained data sharing anonymity [31]
across states [47,48,54]
Ability to track and trace the T fd
Inabili Iv identif origin of the drug [79] - lrapspare;\gcy ot arugs This technology cannot be
nability to prompily identify Check non-compliance with oglstics [ . ] . . Patient easily plugged into current
safety issues associated with f 1 d . Easy verification of the .
safety rules an . . Hospital staff healthcare systems [21]
drugs [60] lati 46 authenticity of the drug [58] .
) Failure to track the handli ¢ regulations [46] A P li ith " Pharmacists Throughput and latency: the
Counterfeit Drugs atiare to rack the handiing o Identification of any sign of Ssurance ot comprance wi . Researchers high latency of the network
the drugs [79] : : FDA handling rules [80] .
. . tampering or inadequate . i, . Manufacturers can result in lower
Absence of information about handling during the . Notify authorities when o -
the shipment handling [46] i 8 8 preassigned conditions for the - Distributors fransaction throughput [21]
shipment [80] Scalability [21]

Verification of drugs
authenticity [58]

shipment are violated [46]




Data 2022, 7, 182

14 of 19

It is essential to understand the critical characteristics that blockchain has and the
promising solutions it offers. However, it is also essential to analyze the challenges this
technology may encounter. Implementing this technology will pave the way toward various
opportunities but also challenges to key stakeholders. These implementation challenges
include the following:

Interoperability. The proposed blockchain-enabled systems for patient safety are ex-
pected to offer well-suited solutions for different issues, such as privacy, security, integrity,
interoperability and data sharing. Interoperability is very crucial to achieve smooth data
sharing among several blockchain networks. Currently, the different blockchain platforms
cannot interchange information (i.e., Bitcoin and Hyperledger). In addition, it is challenging
to propose standardized interoperability-supported solutions because of the variations in
consensus protocols, languages and protection levels of the smart contracts [21]. Consider-
ing the complex nature of the healthcare industry, the proposed interoperability solution
must ensure secure, transparent, low cost and privacy-preserving features.

Healthcare System Readiness. The literature confirms that blockchain requires a
strong synergy among the stakeholders, not only healthcare providers, patients and man-
agers but also suppliers and blockchain experts, to have a successful implementation.
Blockchain is still in its infancy and is therefore facing standardization and introduction
challenges. Medical facilities lack the expertise to utilize this technology. In fact, blockchain
systems would ideally involve providers and patients as end users. As a result, the system
may face competing interests in the interface design and presentation of data. In addition,
failure to design an easily accessible user interface can lead to reduced workflow efficiency,
undermine the patient—physician relationship and increase clinician burnout [81]. There-
fore, it is imperative to have all the system’s stakeholders aligned with the right expertise
to facilitate the introduction of this technology in a ready environment.

Lack of Legislation. Distributed technologies such as blockchain have gained momen-
tum and attracted several healthcare organizations [82]. However, governments have not
yet established regulatory practices over blockchain. Hence, the adoption of this technology
will necessitate substantial buy-in from the global healthcare participants [83]. Blockchain
technology is still evolving, and regulatory frameworks, standards and regulations regard-
ing its applicability are still in the early phase [84]. For instance, there are many challenges
around the proper laws and rules to regulate the ownership of medical transactions and
records in health care [85]. Medical data ownership is an important issue that needs to
be tackled because of the significant number of stakeholders in health care and the com-
plexity of the system. In addition, the current healthcare system’s medical rules, laws and
regulations are key challenges that still need to be addressed appropriately. Therefore,
this technology still requires comprehensive study to establish guidelines and regulations
for the healthcare industry. Some organizations have started proposing architectures for
blockchain governance, integration and interoperability [82].

Scalability. The scalability is one major limitation that hinders the widespread imple-
mentation of blockchain in the healthcare industry [12]. Health records involve sizeable
volumes of data, such as medical tests and images—notably for patients with chronic
diseases. These large-scale datasets are difficult to electronically share because of the size
limitations in blocks [26]. Conventional centralized systems are sophisticated and mature
to manage thousands of transactions per second. Visa, for instance, can handle more than
1700 transactions per second [12], while Ethereum can only process 20 transactions, approx-
imately, per second. As per the private blockchains, the processing nodes operate under
reliable parties, so scalability is not a problem. There are various ways to deal with the
scalability issue; these include (a) adding a second layer to the primary blockchain network
(lightning network), (b) sharding techniques and (c) directed acyclic graph (DAG) [21,86].

Cyber-attacks. Blockchains are mainly prone to attacks known as the 51% attack [87].
Fraudulent and malicious attacks are increasingly more complicated because of the increase
in cyber organizations and sophisticated malware threats. Valuable and sensitive data
such as medical information are desirable to several users and organizations, and they
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might attempt stealing them [88]. This type of attack occurs when one or a group of miners
manipulate more than half of the overall mining hash rate of the system. By manipulating
more than half of the computing power, the fraudulent or malicious participant can create
blocks faster than the rest of the network. Consequently, the network becomes obliged to
shift to the desired chain of the attacking party. However, though these types of attacks
are achievable, the likelihood of a successful one is very low [89]. Recent studies also
highlighted this issue in similar contexts, including COVID-19 [90] and health insurance
authentication [91].

4. Conclusions

In this paper, we discussed the potential contribution of blockchain technology to
improve patient safety. We presented six use cases with relevant stakeholders that could
benefit from the reliability, trust and collaboration features of blockchain. Furthermore, we
identified and presented issues that may hinder the widespread adoption of blockchain
technology in the patient safety context. Our key findings and recommendations include:

e  Blockchain presents several benefits, such as an automated, decentralized, transparent
and immutable architecture, which proves valuable for transforming health care and
enhancing patient safety.

e  The benefits of blockchain technology, such as security, decentralization, traceabil-
ity and transparency, can significantly assist healthcare stakeholders in developing
solutions to improve patient safety.

e  Blockchain technology has the potential to provide an accountable and collaborative
milieu for stakeholders that are involved in the delivery of care.

e  While blockchain offers key opportunities, it also brings challenges in various forms,
such as governance issues, interoperability, security, privacy and scalability.

Our study has some limitations. It should be noted that this is a perspective paper with
no empirical evidence to report. For instance, no smart contract was developed to explore
the contributions and limitations of blockchain in various measures, e.g., transparency,
traceability and communication among stakeholders, in the given six case studies. Future
studies can develop smart contracts along with cost and security analysis to explore the
feasibility of blockchain-based solutions in health care. Furthermore, various technologies,
e.g., IPFS technology to store patient clinical data and operational data, can be integrated
and evaluated for their implications for patient safety.

There are six use cases presented in this study. Future research may benefit from in-
cluding additional use cases to present a more comprehensive view on potential challenges
and contributions with blockchain technology in the patient safety context.
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