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Abstract

:

The recent surge of the Fourth Industrial Revolution has set forth demands for a new generation of the labor force with a comprehensive set of skills to meet the standards of the global market. Despite widespread concerns about educational reforms and renovations to enhance the workforce capacity in terms of information and communication technology (ICT) skills, research into the digital proficiencies of students has been limited in Vietnam. This dataset contains 1061 observations on the digital competency level of 10th-grade students in 20 surveyed schools from five provinces in Vietnam. The investigation, joining frequentist and Bayesian analyses, aims to provide valuable insights into the current state of children’s attitudes, behaviors, competency levels, and use of ICT within the Vietnamese educational context. The values of the dataset lie in its proposed scientific framework for replication in multiple regions and contexts as well as the feasibility of categorical regression techniques together with Bayesian statistics for hierarchical regression analysis.



Dataset: The dataset is submitted and will be published as a supplement to this paper.



Dataset License: CC-BY
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1. Summary


This manuscript introduces a dataset (Supplementary Materials) of 1061 observations of students from 20 senior high schools across five provinces and cities in Vietnam. The dataset was collected as a component of the “Digital Kids Asia Pacific (DKAP)” project that aimed to investigate school students’ information and communication technology (ICT) competency levels in Asia-Pacific through four pilot countries: Vietnam, Bangladesh, Fiji, and the Republic of Korea. The DKAP investigation, implemented by the United Nations Educational, Scientific, and Cultural Organization (UNESCO) in Bangkok within the scope of the “Fostering Digital Citizenship through Safe and Responsible Use of ICT” Project, seeks to establish concrete understanding of ICT use and competency levels of regional children by creating and verifying a framework to gather quantitative data reflecting their attitudes, perceptions, proficiency, and behavioral use of ICT in an educational setting. The compiled data include information regarding respondents’ demographic and personal features such as gender, ICT awareness and access, socioeconomic status, school and neighborhood living standards, and their digital citizenship competencies.



The goal of this dataset is not only to describe students’ ICT cognitive and non-cognitive skills, but also to encompass a thorough examination of the relationship between demographic, cognitive, behavioral, sociocultural, and contextual factors, and the digital competencies of school students. Utilizing both the frequentist and Bayesian approaches, analyses of these data would shed light on possible predictive factors and the determinants of ICT proficiency as an essential ability of future global citizens.



This research is particularly crucial to developing economies that rely heavily on technology transfer to boost technological progress and sustain long-term economic growth [1] Research has confirmed the underlying significance of human capital stock in secondary and tertiary levels of education, as absorption capacity, in facilitating technology transfer [1,2]. The ICT skills readiness of school students is even more critical for low and middle-income economies in the era of Industry 4.0, which presents substantial challenges and opportunities. In Vietnam as a particular case study, researchers have pointed out the increased risks for the “middle-income trap” where investment will recede due to the rising labor cost and poor labor-saving technology [3]. As Vietnam transits from traditional entrepreneurship to a new ‘computational entrepreneurship [4,5], skill shortages are another problem facing the Southeast Asian country, with the highest percentage of wage workers at risk due to automation in the region [6]. As of 2016, low skilled workers still took up to over one-third of the total labor force in the country [7], despite a growing demand for information technology (IT) workers by 47% per year [8]. Alongside the possible disruption in growth rates and concerns over the weak human capital, Vietnam’s cybersecurity is still vulnerable, with a four-fold increase of the number of cyberattacks and incidents within one year from 2015 to 2016 [9]. Vietnam only ranked 101 out of 193 countries in a global cybersecurity index in 2017 [10]. Recognizing this peril of falling far behind in the age of digitalization, the Vietnamese government has made an effort to improve skills education for youth, especially technical education [11]. In addition to enhancing the competitiveness of the labor force, digital competencies are also relevant to widespread concerns facing the global community such as cyberbullying, youth suicide, depression, or behavioral disorders [12]. Therefore, findings from this dataset are expected to have significant implications for the development and evaluation of management and capacity-building policies in the emerging country.



Within the scope of this text, description of the dataset, including the survey questionnaire, potential research questions, the research framework, and our data collection procedure will be presented. Examples of possible statistical model methods and analyses will also be provided. Limitations and potential implications of the dataset will be discussed in the final section of the paper.




2. Data Description


DKAP was proposed as part of UNESCO’s “Enhancing National Capacity to Foster Digital Citizenship Education in Asia Pacific” project to understand students’ digital competency in the Asia Pacific region. The project was financially supported by the Government of the Republic of Korea Funds-In-Trust and Google in close cooperation with The International Telecommunication Union (ITU) and The United Nations Children’s Fund (UNICEF).



The DKAP survey tool has been assessed as reliable and validated to measure digital citizenship competencies under the DKAP Framework. A total of 5129 responses from children aged 15 from four countries—Bangladesh, Fiji, South Korea, and Vietnam—have been obtained using the instrument within the scope of a comparative investigation study of digital citizenship across the pilot countries.



The Vietnam Institute of Educational Sciences (VNIES) became the focal point of the Ministry of Education and Training to carry out the project component in Vietnam. VNIES signed the contract with UNESCO Hanoi (N0 4500363176) to conduct the survey in September 2018 in five provinces within the country. The survey questionnaire of the project in Vietnam was translated into Vietnamese from the English version of the DKAP framework.



The dataset contains responses by 1061 15-year-old school students regarding their digital competencies. The questionnaire consists of 117 multiple-choice questions, most of which require the respondents to choose one single answer out of the provided options, while some of the questions ask for more than one answer. Questions and answers were treated as discrete and continuous variables and encoded according to the coding instructions provided by UNESCO (see the dataset). The questions were divided into two groups: group (1), contextual questions; and group (2), digital competence questions. Group 1 contains 33 items asking for students’ ICT experiences along with their demographic information. Group 2 contains 84 items concerning students’ ICT competencies across five different domains.



2.1. Group (1) Personal Background Questions


The 33 question items in group (1) cover three domains: (1) student personal background (eight items); (2) access and usage of digital devices (18 items); and (3) socioeconomic status (SES) (seven items).



2.1.1. Domain (1): Student Personal Background


In domain (1), the first two questions are ‘Gender’ and ‘Year of birth’. The question of ‘Gender’ offers two options: ‘female’ and ‘male’ (‘F1’). Other questions within this domain ask about the surveyors’ current study grade level (‘F3’), the language they use (‘F4’), their country (‘F5’), expected highest level of education(‘F6’), number of days absent from school (‘F7’), and time spent on outside-school activities (‘F8’).



The distribution of answers for domain (1) questions is presented in Table 1. The percentage of female participants is slightly higher than male participants (by 6.2%). Nearly all (99%) of the students were born in 2003, and all were in Grade 10. In the Vietnamese 12-grade education system, these students were in the first year of senior high school.



The question of academic expectation asks about the highest expected education level. The responses were encoded as variable ‘F6’. Statistics show that the majority of students wished to complete post-secondary (36%) and masters/doctoral level (33.5%). Distributions of responses to F6 by gender can be found in Figure 1.




2.1.2. Domain (2): Access and Usage of Digital Devices


Regarding students’ access and usage of digital devices, the first question in domain (2) on students’ “experience of using digital devices” yields four values: ‘never’, ‘less than 1 year’, ‘1–2 years’, ‘3–4 years’, and ‘more than 5 years’ (‘G1’). The other questions in this domain collect information about the frequency of students’ Internet access from a digital device (‘G2’); the location from which they are connected to the Internet (‘G3’), the types of digital devices used for Internet connection from home (‘G4’), school (‘G5’), or a local community access point (‘G6’); the type of Internet connection at home (‘G7’), school (‘G8’), or a local community access point (‘G10’); whether students can access the Internet at a public venue or not (‘G9’); people who provided instructions on computers and the Internet (‘G11’ and ‘G12’); the purpose and use of Internet connections (‘G13’–‘G16’); and experiences with coding and software development (‘G17’ and ‘G18’).



The distribution of answers for domain (2) questions is presented in Table 2. Almost all the students had Internet coverage at home (97.2%).



The responses to questions on the purposes of computer and Internet usage were encoded as continuous variables ‘G13’, ‘G14’, ‘G15’, and ‘G16’. Statistics indicate that the modal value for ‘G13’ is 1–2 h of computer and Internet usage per day for school study purposes.



Figure 2 depicts the distribution of values for variable ‘G14’ about the amount of time spent online or using computer by gender. The horizontal axis refers to the provided different time lengths. The blue columns represent the number of female students, and the red columns represent the number of male students. It can be seen that a large number of students spent between one and two hours online for personal study purposes (55%). It also seems that female students preferred spending more hours online or using a computer than their male counterparts.




2.1.3. Domain (3): Socioeconomic Status (SES)


Questions regarding socioeconomic status in domain (3) concerned issues such as the highest education level of students’ parents (‘H2’ and ‘H3’), level of access to physical (‘H4’) and academic resources (‘H5’), and level of support by others (‘H6’ and ‘H7’). The distribution of answers for domain (1) questions is presented in Table 3.



Regarding the level of help and support from others, less than a quarter of parents/caregivers were perceived as being highly concerned for their children’s cyber safety (‘H6_1’). The level of encouragement from parents, teachers, peers, and siblings for the students’ online learning activities also seem to be low (‘H7’).





2.2. Group (2) Competency Questions


The purpose of group (2) questions is to learn about competency level in using digital technology and the capacity to manage potential risks caused by digital technology. This group comprises five domains and corresponding component capacities: Digital Literacy, Digital Safety and Resilience, Digital Participation and Agency, Digital Emotional Intelligence, and Creativity and Innovation (see the dataset).



The Digital Literacy domain consists of 14 questions assessing the use of tools and digital information: for example, the ability to use software and digital devices and exploit digital information in different contexts. Assessing scale is in the form of a four-point Likert scale measuring the extent to which students can exploit tools and digital information. The visual distribution of responses for this variable is displayed in Figure 3a. The modal option is ‘agree a little’ to the ability to use digital tools and information, followed by an almost 30% proportion of the respondents claiming to ‘agree a lot’, meaning highly confident in their ability to handle digital tools and information. Besides, the distribution of gender in each choice is relatively homologous. The mean scores by gender in the Digital Literacy domain is around 3.1 (Figure 3b).



Similarly, the other four domains (Digital Safety and Resilience, Digital Participation and Agency, Digital Emotional Intelligence, and Creativity and Innovation) also employ a four-point Likert scale to evaluate the corresponding capacities. Figure 4 illustrates the distributions of responses in each of the domains.



The Digital Safety and Resilience domain includes 18 questions examining students’ understanding about digital rights, privacy protection, well-being, and risk management ability in the digital world. Figure 4a is the histogram of mean scores, which suggests that most of the students felt that they understood their rights, and knew how to protect their privacy and react to potential risk in the digital world. Figure 4b shows a small discrepancy in responses between girls and boys in this domain.



Figure 5a presents the distribution of responses in the Digital Participation and Agency domain with 12 questions evaluating students’ reactions and behaviors regarding collaboration as well as engagement in the digital environment. The statistics show that most of the responses are in the range of “disagree a little” to “agree a little”. Figure 5b demonstrates that girls scored slightly higher than boys in this domain.



The distribution of students’ answers to questions in the Digital Emotional Intelligence domain is displayed in Figure 6a. This domain consists of 16 questions aiming to assess students’ interpersonal skills and awareness when joining the digital world (i.e., their use of social networking sites and real-time chatting apps). The histogram of mean scores demonstrates that most of the answers fall into the range of “agree a little” to “agree a lot”, meaning that the students showed firm understanding and awareness of legitimate cyber behaviors. The mean score in this domain is not high (around three), with a narrow gap between answers by boys and girls (Figure 6b).



The Creativity and Innovation domain contains 11 questions measuring students’ ability to develop creative digital products and present oneself in the digital world. Figure 7a suggests that most of the responses have the value of “disagree a little”. This means that the majority of surveyors were slightly doubtful of their originality and creativeness in manipulating digital resources on online platforms.



It is noted that questions 15 to 18 concerning digital resilience are in multiple-choice instead of Likert-scale form (see the dataset). The descriptive statistics of questions 15 to 18 are listed in Table 4.




2.3. Potential Research Questions


Use of the Internet or digital devices at home is a vital factor influencing primary students’ ICT literacy [13]. Specifically, a study in German primary schools suggested a lack of parental concern for the online behaviors of their children from lower socioeconomic backgrounds [14]. Moreover, it is not easy to obtain the goal of digital equity among students from different backgrounds [15]. In general, a higher level of self-efficiency is associated with a better level of self-perceived digital competencies [16]. Regarding gender, there are differences in the basic digital competencies of male and female university students [17]. Drawing on the dataset, we present potential research questions in the following list.




	
What are the background factors that could affect students’ digital competency levels?



	
How do socioeconomic conditions affect students’ digital competency levels?



	
What are the factors related to the access and usage of digital devices that could affect the digital competencies of students in any domains?



	
Is there any relationship between high academic expectation and students’ digital competency levels?



	
Is there any correlation among the five domains of digital competencies?



	
Are there any differences in the digital competency levels of male and female school students?










3. Methods


3.1. Research Framework


This research is theoretically based on Bronfenbrenner’s bio-ecological model, which describes a child’s maturity in interactions with multiple levels of sociodemographic, cultural, and societal elements that constitute his or her community [18]. In particular, the model proposes four layers of the environment with a respective impact on a child’s cognitive growth.



As illustrated in Figure 8, the innermost circle represents a microsystem that contains the developing individual together with their personal and closest ties. The next layer is a mesosystem involving the interdependence of the microsystems with which the developing individual actively interacts (e.g., the child’s interrelationship between home and school environments). This is accommodated in an ecosystem with contexts having indirect and distant effects on the developing child. The outermost layer macrosystem encompasses systematic cross-cultural compatibilities together with philosophies or ideologies that reinforce the structure.



Given the scarcity and underdevelopment of theoretical explanations for children’s development of digital competencies, Bronfenbrenner’s bio-ecological model serves as a useful framework by offering a child-centered approach to examine children’s behaviors, knowledge, or attitudes relating to ICT, considering multiple layers of social impacts, and illustrated in the form of concentric circles of family, schools, or community and culture.



The framework employed in this study proposes three sets of interconnections:




	○

	
Personal level within the microsystem;




	○

	
Social mediation level, primarily concerning home, school system, and peer networks within the mesosystem; and




	○

	
National level where the country is the subject of analysis, and the macro levels of socioeconomic classification, systems of regulation, and cultural values act as influential factors.









The Conference on Digital Citizenship Education in Asia-Pacific and the subsequent experts’ meeting have proposed a detailed framework of digital citizenship domains, proficiencies, and performance indicators to comprise a wide parameter of essential competencies for a digital citizen to adapt to, develop, and serve the digital community in the 21st century. An itemized description of the framework is provided in Table A1, Appendix A. Definitions of the five suggested domains are listed in Table 5 below.



The framework takes a rights-based and child-centered approach aligned with the commonly endorsed Convention on the Rights of the Child, which constitutes a common reference on human rights standards for children.




3.2. Data Collection


The research team strictly followed UNESCO’s procedure for the survey: (1) Organizing the consultancy workshop in July 2018 to review and develop the adapted version of the survey questionnaire; (2) Conducting the pilot test for the survey questionnaire at two schools in Hanoi and making necessary amendments in August 2018; (3) Contacting the target school administrators and coordinators and carrying out administrative work for the investigation; (4) Implementing the survey with the support of school coordinators in September 2018 at 20 schools across provinces in Vietnam; (5) Cleaning and encoding the data from 18 September to 1 October 2018, according to the codebook and coding instructions (see the dataset) provided by UNESCO Bangkok.



The sample geographical locations are indicated in the map in Figure 9. In total, the survey covered 1061 high school students (See Table A2, Appendix A) from 20 schools located in five provinces and cities: Lao Cai, Hanoi, Danang, Lam Dong, and Can Tho.




3.3. Data Analysis


Raw data gathered from the questionnaire were entered into a spreadsheet at data.csv (see the dataset). Then, the data were processed and saved in CSV format for analyses using R statistical software (v3.5.3). Both frequentist and Bayesian statistics approaches were employed in the data analysis process.



3.3.1. Frequentist Analysis


Since the majority of variables in the dataset are categorical, most of the responses and predictor variables are discrete; thus, it’s appropriate to use logistic regression model for data analysis [19,20]. In the logistic regression model, we use the two following equations:


lnπj(x)πJ(x)=αj+βjTx,j=1,…,J−1











In which x is the independent variable, and πj(x)=P(Y=j|x) is the corresponding probability. Therefore, πj=P(Yij=1), with Y as the dependent variable.



The second equation estimates the probability of each item of dependent variables:


πj(x)=exp(αj+βjTx)1+∑h−1J−1exp(αh+βhTx)











Besides, the data can be analyzed by a linear regression model for the numerical variables. The general equation of the linear equation is:


Y=α+β1X1+βkXk








where Y is a continuous variable; and the independent variables Xi can be concrete, categorical, or continuous.



The linear regression method is applied with the outcome variable being digital resilience (from ‘B15’ to ‘B18’), the father’s highest level of education (‘H2’), the student’s expectation of highest education level (‘F6’), and time spent using digital devices (‘G1’) as predictor variables. The regression coefficients are reported in Table 6.



Examples of the code on R that were used to come up with the results in Table 6 are presented below:





	>t=file.choose()

>data=read.csv(t, header=T, na.strings=“99”)

>attach(data)

> ds = lm(mean_b3 ~ factor(g1) + factor(f6) + factor(h2), data=data)

> summary(ds)






More examples of R code are provided in the dataset (see File CodeR.docx). The linear regression model is:




	
Y = −0.182 − 0.034 × G1 (Less than 1 year) + 0.035 × G1 (1–2 years)



	
+ 0.046 × G1 (3–4 years) + 0.062 × G1 (More than 5 years) + 0.083 × F6 (Upper secondary)



	
+ 0.148 × F6 (Post-secondary) + 0.203 × F6 (Master/Doctoral) + 0.159 × F6 (I don’t know)



	
+ 0.019 × H2 (No education) − 0.008 × H2 (Primary) + 0.013 H2 (Lower secondary)



	
−0.049 × H2 (Post-education) − 0.125 × H2 (Masters/Doctoral) − (−0.061) × H2 (I don’t know)








The following example in Table 7 presents the relationship between time spent using digital devices, biological sex, and the student’s digital emotional intelligence.




3.3.2. Bayesian Analysis


The Bayesian statistics approach will also be used to examine the dataset in this section. A hierarchical regression model of the amount of experience that students have with using digital devices (‘G1’) according to their schools and sex was developed by employing R statistical software and BayesVL package (v0.7.5), which is available in [21]. Similar applications of Bayesian statistics can be found in [22,23]. The Bayesian approach is strong in visually demonstrating the results and the distributions of the coefficients. Moreover, the robustness of the model is tested by analysis of the sensitivity of the model to prior change. Its credibility is evident when the model does not show sensitivity to adjustment of the prior [24,25,26,27].



The mathematical formula of the model is as follows:


G1[i] = alpha[i,j] + beta_sex * sex[i]











In which j = 20 schools, and G1 is the student’s experiences in using digital devices: 1 = Never; 2 = Less than 1 year; 3 = 1–2 years; 4 = 3–4 years; and 5 = More than 5 years.



Examples of codes that were used to command the BayesVL package to construct the model are as follows:









# Design the model



model <- bayesvl()



model <- bvl_addNode(model, “G1”, “norm”)



model <- bvl_addNode(model, “sex”, “norm”)



model <- bvl_addNode(model, “schoolid”, “norm”)



 



 



model <- bvl_addArc(model, “schoolid”, “G1”, “varint”)



model <- bvl_addArc(model, “sex”, “G1”, “slope”)



 



# Generate the stan code for model



model_string <- bvl_model2Stan(model)



cat(model_string)



 



# Fit the model



fit <- bvl_modelFit(model, dkap_data, warmup = 2000, iter = 20000, chains = 4, cores = 1)







Moreover, the STAN codes that were generated by the BayesVL package for the model sampling and parameter learning are:









data {



// Define variables in data



// Number of level-1 observations (an integer)



int<lower=0> Nobs;



// Number of level-2 clusters



int<lower=0> Nschool;



 



// School IDs



int<lower=1, upper=Nschool> schoolid[Nobs];



 



int<lower=1> sex[Nobs];



 



// Continuous outcome



real g1[Nobs];



 



}



 



parameters {



// Define parameters to estimate



 



// Level-1 errors



real<lower=0,upper=100> sigma_e0;



 



// Varying intercepts



real alpha_school[Nschool];  // intercept estimated with 20 schools



 



real mu_alpha;              // mean for intercepts



real<lower=0,upper=100> sigma_alpha;



 



// Population slope



real beta_sex;



}



 



transformed parameters {



// Individual mean



real mu[Nobs];



 



// Individual mean



for (i in 1:Nobs) {



mu[i] = alpha_school[schoolid[i]] + sex[i] * beta_sex;



}



}



 



model {



// Prior part of Bayesian inference



// Flat prior for mu (no need to specify if non-informative)



 



// Random effects distribution



alpha_school ~ normal(mu_alpha, sigma_alpha);



 



// Likelihood part of Bayesian inference



// Outcome model N(mu, sigma^2) (use SD rather than Var)



g1 ~ normal(mu, sigma_e0);



}







The results from the hierarchical regression model are as in Table 8.



The posterior coefficients are shown in Figure 10:



The posterior distribution of all the coefficients is as in Figure 11. The mean of the mu_alpha is around 4.2, which shows a high level of usage of technological devices.



In the model, the correlation coefficients’ posterior distributions are presented in Figure 12. The diagonal boxes present the posterior distributions for individual coefficients: beta_sex, sigma_e0, mu_alpha, and sigma_alpha. The simulated pairs of each coefficient are shown in the off-diagonal boxes. All satisfy the standard distributions.



The log posterior of the model is shown in Figure 13:



Figure 14 shows the comparison among surveyed schools in the digital device usage experience of students. The overall usage of the digital device is above average, and it is notable that many schools from more developed cities such as Hanoi or Danang show a low level of digital device usage.



Figure 15 explains the correlation between sex and the usage of technological devices based on the slope coefficient beta_sex. The sex and usage of digital devices show low correlation, but female students demonstrate a slightly higher level of usage than their male counterparts because the value of the coefficient is smaller than zero.






4. Conclusions and User Notes


Our dataset offers comprehensive descriptive statistics yielding significant insights regarding digital citizenship competencies in the Vietnamese educational context, specifically school students’ perceptions, proficiency levels, and behavioral use of ICT. This research area has rarely been studied in the field of Social Sciences and Humanities, despite potential challenges concerning professional development facing developing countries such as Vietnam in the age of Industry 4.0. With over 100 question items collecting information across the five domains—Digital Literacy, Digital Safety and Resilience, Digital Emotional Intelligence, Creativity and Innovation, and Digital Participation and Agency—the dataset contains values of multiple variables, both categorical and continuous, hence allowing potential diverse methodologies of in-depth analyses and the strict control of variables.



The richness of our dataset would foster further research on multifaceted domains of digital competencies in adolescents. Promising grounds for future investigations include the effects of school-related factors such as curriculum, teaching practices, syllabi or assessment criteria and format, as well as non-educational factors concerning demographic backgrounds, daily time-spending routines, or online behavioral activities. Research into these areas is critical, as ICT skills have been identified as one of the major barriers to students and teachers’ readiness for STEM (Sciences, Technology, Engineering, and Mathematics) education [28]. Scientific findings regarding the determinants of both the cognitive and the non-cognitive attributes of the ICT competency of students would comprehensively inform future decisions and suggestions for policy development, particularly in the education sector in developing countries with similar socioeconomic structures to Vietnam [29].



In addition to presenting the dataset, this article also explores statistical methods for data analysis, which is categorical data in this dataset. Traditionally, the frequentist approach is used for data analysis. However, as the scientific community is debating over the traditional approach, due to the manipulation of statistical significance and other misconducts such as stargazing, p-hacking, or HARKing [30], we also introduce the application of Bayesian statistics for hierarchical regression analysis. The employment of both frequentist and Bayesian approaches are expected to strengthen the credibility and soundness of scientific results produced from the dataset, which would pique the interests of the scientific community and policymakers.



The values of this dataset are beyond the instant analyses of data, considering its high replicability of methodology and the survey framework in different regions and contexts. As stated earlier in this text, the study was originally designed to make a cross-national comparison of data in four countries: Bangladesh, South Korea, Vietnam, and Fiji. The findings derived from this dataset would be more generalizable if the target sample is extended to include more observations from students at different levels of study rather than limited to only 10th graders. A more comprehensive sample, which is entirely feasible in the future, would allow interesting cross-regional and cross-generational findings on a panoramic scale.



Therefore, replicating the survey framework to yield comparable datasets would contribute to a cross-boundary database with immense scientific implications. Knowledge sharing, open access to data and information are also aligned with the current movements in the academic world that resulted from better communication and connection concerning international collaboration in research, transparency of data processing, and Open Science [31,32]. It is not unusual nowadays that studies with groundbreaking findings are attained by large research groups from all over the world, such as the picture of the black hole [33] or the large dataset of societies [34]. All these changes will ultimately address the global sustainable development goals of United Nations. This is also the original aim of this investigation by UNESCO, and the reason why the organization approved the dissemination and access of this dataset.
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Table A1. Digital Citizenship Framework.






Table A1. Digital Citizenship Framework.





	
DOMAINS

	
COMPETENCIES

	
SAMPLE PERFORMANCE INDICATORS






	
Digital Literacy

	
1.1 ICT Literacy: Managing and operating ICT hardware and software responsibly in digital environments to access and search for data, information, and content, and to utilize them

	
1.1.1 The child is able to copy and move a file or folder.

1.1.2 The child is able to copy and paste tools to duplicate or move information within a document.

1.1.3 The child is able to send e-mails with attached files (e.g., document, picture, video).

1.1.4 The child is able to use arithmetic formulae in a spreadsheet.

1.1.5 The child is able to connect and install new devices (e.g., a modem, camera, printer).

1.1.6 The child is able to find, download, install, and configure software.

1.1.7 The child is able to create electronic presentations with presentation software (including text, images, sound, video, or charts).

1.1.8 The child is able to transfer files between a computer and other devices.

1.1.9 The child is able to write a computer program using a specialized programming language.

1.1.10 The child is able to use a search engine and advanced applications (e.g., digital financial services, online shopping, e-governance, online learning).

1.1.11 The child is open to learning new digital technology.

1.1.12 The child uses social media platforms to share ideas, participate in discussions, and collaborate with others.

1.1.13 The child is able to use mobile devices and applications with confidence.




	
1.2 Information Literacy: The ability to seek, critically evaluate, and use digital information effectively to make informed decisions.

	
1.2.1 The child has knowledge of the different information categories (e.g., PR, Advertising, Propaganda, Entertainment, Educational) and their motivations, goals, and outputs.

1.2.2 The child has knowledge of disinformation and unethical platforms e.g., clones, bots, fishing sites.

1.2.3 The child is able to contextualize and analyze information by a diverse range of categories (e.g., by location, culture, values, age, and ownership).

1.2.4 The child is able to analyze digital profiles of individuals and institutions.

1.2.5 The child is able to identify and evaluate information for credibility and reliability.

1.2.6 The child is able to make an informed judgment or decision based on information classification and local context (e.g., age, location, applicable laws)

1.2.7 The child is motivated to disseminate credible and reliable information.




	
Digital Safety & Resilience

	
2.1 Understanding Child Rights: Knowledge of legal rights and obligations within the global and local context

	
2.1.1 RIGHTS (GLOBAL /LOCAL): The child demonstrates a comprehensive understanding of their legal rights under the Convention on the Rights of the Child and in applicable local laws (particularly rights to protection from all kinds of online violence, to access to information and education, to play and recreation, to freedom of thought, expression, and to participation).

2.1.2 OBLIGATIONS (GLOBAL /LOCAL): The child demonstrates a comprehensive understanding of their obligations under the Convention on the Rights of the Child and in applicable local laws to respect the rights of others (particularly the responsibilities to respect the rights, freedoms, and reputations of others, and not to breach applicable criminal, civil, or administrative laws online).




	
2.2 Personal data, privacy and reputation: To understand how to use and share personally identifiable information while being able to protect oneself and others from harm. Be able to implement strategies for information and device security and personal security protocols

	
2.2.1 DATA (YOURS): The child can apply principles of managing their personal data to maintain digital privacy and security and is able to take preventive measures against digital data collection.

2.2.2 PRIVACY (YOURS/OTHERS): The child understands the implications of sharing personal identifying information, photos, videos, comments, and opinions in different online contexts, and is able to engage in safe, legal, and ethical behavior that respects their own privacy as well as the privacy of others.

2.2.3 REPUTATION (YOURS/OTHERS): The child is able to cultivate and manage their digital identity and reputation and is aware of the permanence of their actions in the digital world.

2.2.4 INTELLECTUAL PROPERTY: The child understands and respects the rights and obligations of using and sharing intellectual property.




	
2.3 Promoting and Protecting Health and Well-Being: Ability to identify and manage health risks, and use digital technology in order to protect and improve the physical and psychological well-being of oneself and others

	
2.3.1 BULLYING HARASSMENT and HATE SPEECH: Understand, identify, and successfully manage risks related to being a victim, perpetrator, or witness of bullying, harassment, or hate speech.

2.3.2 UNPLUG and ADDICTION: The child is able to manage their own use of technology, taking full advantage of technology while avoiding excessive time online and addiction.

2.3.3 PROTECTION (SEXUAL VIOLENCE): The child understands and is able to identify and successfully manage risks related to being a victim, perpetrator, or witness of sexual harassment, sexual extortion, grooming, and exposure to disturbing sexually violent or inappropriately graphic content.

2.3.4 IMPROVEMENT (PHYSICAL/PSYCHOLOGICAL): The child understands, accesses, and uses information to improve mental, physical, psychological, and sexual health online.




	
2.4 Digital Resilience: A set of preventative, reactive and transformative competencies that allow young people to avoid or cope with risky situations they face and improve themselves.

	
2.4.1 AWARENESS: The child understands the potential risks in the digital environment.

2.4.2 INSTRUMENTAL ACTIONS: The child can prevent and respond to risk using digital skills and media literacy.

2.4.3 COGNITIVE ACTIONS: The child safely and critically engages with online content, adopts problem-solving and decision-making skills when facing online risks, and transforms challenging experiences into positive lessons.

2.4.4 COMMUNICATING: The child is willing to communicate with people when faced with a risky, upsetting, or potentially dangerous situation online.




	
Digital Participation & Agency

	
3.1 Interacting, Sharing, and Collaborating: The ability to interact, share data and information, and collaborate with others using suitable digital technologies to achieve shared goals (work, social, leveraging network, education, entertainment, etc.).

	
3.1.1 The child is able to use digital tools to interact and share information and data with peers and other children from a variety of background and cultures.

3.1.2 The child is able to use digital tools to interact and share information and data with adults from a variety of background and cultures.

3.1.3 The child is able to use digital tools to work together with peers and other children to achieve a common goal.

3.1.4 The child is able to use digital tools to work together with adults to achieve a common goal.




	
3.2 Civic Engagement: The ability and willingness to recognize, seek, and act on opportunities to positively influence local and global communities online and/or offline through appropriate digital technologies.

	
3.2.1 The child is able to use ICT to discuss political and social issues with other people online

3.2.2 The child is able to use ICT to be involved in activities, associations, and movements on social and political issues.

3.2.3 The child is able to use ICT with the intention to influence society, locally or globally.

3.2.4 The child believes that their involvement contributed to a better world.




	
3.3 Netiquette: Demonstrate ethical and courteous behavior to inform choices in interacting and engaging in different digital environments with different audiences.

	
3.3.1 The child acts with courtesy in their interaction with others while using digital tools.

3.3.2 The child demonstrates respect for others’ rights through their online behavior.

3.3.3 The child demonstrates non-discriminatory behavior that is also gender and culturally sensitive.




	
Digital Emotional Intelligence

	
4.1 Self-Awareness: Ability to explain one’s moods, emotions, drives, and how these affect oneself and others in the digital world through introspection.

	
4.1.1 The child is able to explain emotions they have in any given time as a result of digital experiences.

4.1.2 The child is able to reflect on the relationship between emotions, action, and consequences as they engage in digital activities.

4.1.3 The child is able to assess his or her own strengths and weaknesses in managing one’s emotions when using digital technologies.




	
4.2 Self-Regulation: Ability to manage one’s emotions, moods, and impulses during online engagements

	
4.2.1 The child sets personal limits on the use of digital devices.

4.2.2 The child is able to control one’s emotions in the online environment.




	
4.3 Self-Motivation: Demonstrates initiative, commitment to attain internal or external goals despite setbacks in the digital sphere.

	
4.3.1 The child sets goals to improve the self through digital opportunities.

4.3.2 The child acts on the set goals even in the face of challenges.

4.3.3 The child revises set goals based on digital experiences.




	
4.4 Interpersonal Skills: Build positive online relationships to communicate, build rapport and trust, embrace diversities, manage conflicts, and make sound decisions.

	
4.4.1 The child can communicate with others with due courtesy, respect, and regard for one’s and others’ welfare through varied digital forms and contexts (e.g., words, symbols, or images).

4.4.2 The child demonstrates tact and diplomacy during online disagreements, differences of opinions, and the ability to diffuse difficult situations.

4.4.3 The child builds rapport and nurtures positive relationships through online engagements.

4.4.4 The child demonstrates respect and value for the dignity and worth of others through online interactions.




	
4.5 Empathy: Demonstrate awareness and compassion for the feelings, needs, and concerns of others during digital interactions

	
4.5.1 The child displays sensitivity and takes emotional cues to respond to the needs, feelings, and perspectives of others when online.

4.5.2 The child takes appropriate actions to help those facing challenging circumstances or threats to their digital rights.




	
Digital Creativity & Innovation:

	
5.1 Creative Literacy: Apply skills and use tools to create/adapt and/or curate digital content

	
5.1.1 The child applies a wide range of digital media tools to manipulate, create, or remix digital content (including photos, videos, music, text, etc.).

5.1.2 The child is capable of coding and developing applications.

5.1.3 The child is able to express ideas through the curation of existing digital material.




	
5.2 Expression: The ability to use technology to represent or express creatively children’s identities.

	
5.6.1 The child is able to utilize digital platforms to explore, experiment, and generate ideas.

5.6.2 The child is able to use digital platforms to creatively represent digital and real-life identities.

5.6.3 The child is able to use creative digital formats to express ideas and connect with others.
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Table A2. List of all surveyed schools.
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	No
	School Name
	City/Province
	School ID
	Area





	1
	Đại Cường
	Hanoi
	V01
	rural



	2
	Hợp Thanh
	Hanoi
	V02
	rural



	3
	Thăng Long
	Hanoi
	V03
	urban



	4
	Nguyễn Trãi
	Hanoi
	V04
	urban



	5
	Lào Cai city no1
	Lao Cai
	V05
	urban



	6
	Bảo Thắng
	Lao Cai
	V06
	urban



	7
	Bắc Hà no1
	Lao Cai
	V07
	rural



	8
	Si Ma Cai no1
	Lao Cai
	V08
	rural



	9
	Ông Ích Khiêm
	Danang
	V09
	rural



	10
	Trần Phú
	Danang
	V10
	urban



	11
	Ngũ Hành Sơn
	Danang
	V11
	rural



	12
	Thái Phiên
	Danang
	V12
	urban



	13
	Trần Phú
	Lam Dong
	V13
	urban



	14
	Don Duong
	Lam Dong
	V14
	rural



	15
	Duc Trong
	Lam Dong
	V15
	urban



	16
	Lang Biang
	Lam Dong
	V16
	rural



	17
	Trần Đại Nghĩa
	Can Tho
	V17
	rural



	18
	Nguyễn Việt Hồng
	Can Tho
	V18
	urban



	19
	Lưu Hưu Phước
	Can Tho
	V19
	urban



	20
	Thuận Hưng
	Can Tho
	V20
	rural
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Figure 1. Students’ highest expected level of education by gender. 
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Figure 2. Distributions of students by gender according to their time spent being on the Internet or using a computer. 
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Figure 3. (a) bar chart of students’ ability to use tools and digital info, and (b) box plot of mean scores by gender in the Digital Literacy domain. 
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Figure 4. (a) Histogram of mean scores and (b) Box plot of mean scores by gender in the Digital Safety and Resilience domain. 
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Figure 5. (a) Histogram of mean scores and (b) Box plot of mean scores by gender in the Digital Participation and Agency domain. 
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Figure 6. (a) Histogram of mean scores and (b) Box plot of mean scores by gender in the Digital Emotional Intelligence domain. 
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Figure 7. (a) Histogram of mean scores and (b) Box plot of mean scores by gender in the Creativity and Innovation domain. 
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Figure 8. Research framework of the study. 
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Figure 9. The geographical locations of the five provinces and cities covered in the survey: Lao Cai, Hanoi, Danang, Lam Dong, and Can Tho. 
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Figure 10. All posterior coefficients. 
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Figure 11. The posterior distributions of all the coefficients. Note: HPDI: highest posterior density interval. 
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Figure 12. The correlation of coefficients’ posterior distribution. 
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Figure 13. The log posterior of the model. 
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Figure 14. Comparison among surveyed schools in the digital device usage experience of students. 
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Figure 15. The correlation between sex and usage of technological device. 
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Table 1. Distribution of students according to their personal background.
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Coded Name

	
Descriptions

	
Values

	
Frequencies

	
Proportions






	
F1

	
Gender

	
Female

	
558

	
53.10%




	
Male

	
493

	
46.90%




	
F2

	
Year of birth

	
2001

	
1

	
0.09%




	
2002

	
10

	
0.95%




	
2003

	
1043

	
98.96%




	
F3

	
Study grade level

	
10

	
1061

	
100.00%




	
F4

	
Language

	
Vietnamese

	
1016

	
95.90%




	
Other, please specify

	
43

	
4.10%




	
F5

	
Country

	
Vietnam

	
1061

	
100.00%




	
F6

	
Expected highest level of education

	
Lower secondary

	
10

	
0.90%




	
Upper secondary

	
190

	
18.00%




	
Post-secondary

	
381

	
36.00%




	
Masters/Doctoral

	
354

	
33.50%




	
I don’t know

	
123

	
11.60%




	
F7

	
Number of days absent from school

	
None

	
928

	
87.50%




	
1 or 2 days

	
87

	
8.20%




	
3 or 4 days

	
29

	
2.70%




	
5 to 10 days

	
9

	
0.80%




	
More than 10 days

	
8

	
0.80%




	
F8

	
Time spent on outside-school activities

	




	
F8_1

	
Socializing with friends

	
Less than an hour

	
246

	
23.20%




	
1–2 h a day

	
484

	
45.70%




	
3–4 h a day

	
240

	
22.60%




	
5–6 h a day

	
49

	
4.60%




	
7 h a day or more

	
41

	
3.90%




	
F8_2

	
Helping family with work, housework, or caretaking

	
Less than an hour

	
112

	
10.60%




	
1–2 h a day

	
392

	
37.20%




	
3–4 h a day

	
332

	
31.50%




	
5–6 h a day

	
144

	
13.60%




	
7 h a day or more

	
75

	
7.10%




	
F8_3

	
Doing homework or other academic activities

	
Less than an hour

	
50

	
4.70%




	
1–2 h a day

	
328

	
31.00%




	
3–4 h a day

	
407

	
38.50%




	
5–6 h a day

	
197

	
18.60%




	
7 h a day or more

	
76

	
7.20%




	
F8_4

	
Doing volunteer work

	
Less than an hour

	
759

	
72.10%




	
1–2 h a day

	
204

	
19.40%




	
3–4 h a day

	
57

	
5.40%




	
5–6 h a day

	
18

	
1.70%




	
7 h a day or more

	
15

	
1.40%




	
F8_5

	
Doing fine arts activities

	
Less than an hour

	
663

	
63.00%




	
1–2 h a day

	
266

	
25.30%




	
3–4 h a day

	
67

	
6.40%




	
5–6 h a day

	
29

	
2.80%




	
7 h a day or more

	
28

	
2.70%
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Table 2. Distribution of students according to their access and usage of digital devices.
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Coded Name

	
Descriptions

	
Values

	
Frequencies

	
Proportions






	
G1

	
Amount of experience that students have regarding usage of digital devices

	
Never

	
13

	
1.20%




	
Less than 1 year

	
60

	
5.70%




	
1–2 years

	
180

	
17.00%




	
3–4 years

	
333

	
31.50%




	
More than 5 years

	
472

	
44.60%




	
G2

	
Amount of time accessing the Internet using digital devices per day

	
Hardly ever

	
22

	
2.10%




	
Less than an hour

	
54

	
5.10%




	
1–2 h

	
329

	
31.10%




	
3–4 h

	
414

	
39.10%




	
5–6 h

	
156

	
14.70%




	
7 h or more

	
84

	
7.90%




	
G3

	
Location of Internet access

	

	

	




	
G3_1

	
Frequency of Internet connection from home

	
Hardly ever

	
32

	
3.00%




	
At least every month

	
10

	
1.00%




	
At least every week

	
32

	
3.00%




	
Less than an hour

	
83

	
7.90%




	
1–2 h a day

	
298

	
28.40%




	
3–4 h a day

	
367

	
35.00%




	
5–6 h a day

	
128

	
12.20%




	
7 h a day or more

	
100

	
9.50%




	
G3_2

	
Frequency of Internet connection from school

	
Hardly ever

	
663

	
63.80%




	
At least every month

	
34

	
3.30%




	
At least every week

	
91

	
8.80%




	
Less than an hour

	
172

	
16.60%




	
1–2 h a day

	
43

	
4.10%




	
3–4 h a day

	
10

	
1.00%




	
5–6 h a day

	
20

	
1.90%




	
7 h a day or more

	
6

	
0.60%




	
G3_3

	
Frequency of connection from Internet cafe

	
Hardly ever

	
585

	
56.10%




	
At least every month

	
127

	
12.20%




	
At least every week

	
151

	
14.50%




	
Less than an hour

	
85

	
8.20%




	
1–2 h a day

	
64

	
6.10%




	
3–4 h a day

	
19

	
1.80%




	
5–6 h a day

	
3

	
0.30%




	
7 h a day or more

	
8

	
0.80%




	
G3_4

	
Frequency of connection from a local Internet access point

	
Hardly ever

	
779

	
74.50%




	
At least every month

	
81

	
7.80%




	
At least every week

	
69

	
6.60%




	
Less than an hour

	
69

	
6.60%




	
1–2 h a day

	
27

	
2.60%




	
3–4 h a day

	
13

	
1.20%




	
5–6 h a day

	
3

	
0.30%




	
7 h a day or more

	
4

	
0.40%




	
G4

	
Digital devices used for Internet access at home

	

	

	




	
G4_1

	
Desktop computer

	
No

	
623

	
58.70%




	
Yes

	
438

	
41.30%




	
G4_2

	
Laptop

	
No

	
555

	
52.30%




	
Yes

	
506

	
47.70%




	
G4_3

	
Smartphone

	
No

	
80

	
7.50%




	
Yes

	
981

	
92.5%




	
G4_4

	
Tablet PC

	
No

	
729

	
68.70%




	
Yes

	
332

	
31.30%




	
G4_5

	
Printer

	
No

	
938

	
88.40%




	
Yes

	
123

	
9.80%




	
G4_6

	
None of the above

	
No

	
1053

	
99.20%




	
Yes

	
8

	
0.80%




	
G5

	
Digital devices used for Internet access at school

	

	

	




	
G5_1

	
Desktop computer

	
No

	
374

	
35.30%




	
Yes

	
686

	
64.70%




	
G5_2

	
Laptop

	
No

	
1006

	
94.90%




	
Yes

	
54

	
5.10%




	
G5_3

	
Smartphone

	
No

	
656

	
61.90%




	
Yes

	
404

	
38.10%




	
G5_4

	
Tablet PC

	
No

	
1028

	
97.00%




	
Yes

	
32

	
3.00%




	
G5_5

	
Printer

	
No

	
1005

	
94.80%




	
Yes

	
55

	
5.20%




	
G5_6

	
None of the above

	
No

	
906

	
85.50%




	
Yes

	
154

	
14.50%




	
G6

	
Digital devices used for Internet access at a local community access point

	

	

	




	
G6_1

	
Desktop computer

	
No

	
770

	
72.60%




	
Yes

	
291

	
27.40%




	
G6_2

	
Laptop

	
No

	
924

	
87.10%




	
Yes

	
137

	
12.90%




	
G6_3

	
Smartphone

	
No

	
572

	
53.90%




	
Yes

	
489

	
46.10%




	
G6_4

	
Tablet PC

	
No

	
982

	
92.60%




	
Yes

	
79

	
7.40%




	
G6_5

	
Printer

	
No

	
1002

	
94.40%




	
Yes

	
59

	
5.60%




	
G6_6

	
None of the above

	
No

	
714

	
67.30%




	
Yes

	
347

	
32.70%




	
G7

	
Type of Internet connection at home

	

	

	




	
G7_1

	
Wired Internet

	
No

	
652

	
61.50%




	
Yes

	
409

	
38.50%




	
G7_2

	
Wireless Internet

	
No

	
205

	
19.30%




	
Yes

	
856

	
80.70%




	
G7_3

	
None

	
No

	
1031

	
97.20%




	
Yes

	
30

	
2.80%




	
G8

	
Type of Internet connection at school

	

	

	




	
G8_1

	
Wired Internet

	
No

	
726

	
68.40%




	
Yes

	
335

	
31.60%




	
G8_2

	
Wireless Internet

	
No

	
477

	
45.00%




	
Yes

	
584

	
55.00%




	
G8_3

	
None

	
No

	
803

	
75.80%




	
Yes

	
257

	
24.20%




	
G9

	
Availability of local Internet access point

	
No

	
713

	
67.80%




	
Yes

	
338

	
32.20%




	
G10

	
Type of Internet connection at a local community access point

	

	

	




	
G10_1

	
Wired Internet

	
No

	
802

	
75.70%




	
Yes

	
257

	
24.30%




	
G10_2

	
Wireless Internet

	
No

	
356

	
33.60%




	
Yes

	
703

	
66.40%




	
G10_3

	
None

	
No

	
860

	
81.20%




	
Yes

	
199

	
18.80%




	
G11

	
People who provided the most instructions on how to use computers

	
My teachers

	
309

	
29.40%




	
My friends

	
110

	
10.50%




	
My family

	
130

	
12.40%




	
I learned myself

	
495

	
47.10%




	
My local community

	
2

	
0.20%




	
Others

	
6

	
6




	
G12

	
People who provided the most instructions on how to use the Internet

	
My teachers

	
95

	
9.00%




	
My friends

	
131

	
12.40%




	
My family

	
98

	
9.30%




	
I learned myself

	
715

	
67.70%




	
My local community

	
9

	
0.90%




	
Others

	
8

	
0.80%




	
G13

	
Computers or Internet usage per day for school study purposes

	
Hardly ever

	
356

	
33.60%




	
Less than an hour

	
257

	
24.30%




	
1–2 h

	
365

	
34.50%




	
3–4 h

	
57

	
5.40%




	
5–6 h

	
14

	
1.30%




	
7 h or more

	
9

	
0.90%




	
G14

	
Computers or Internet usage per day for personal study purposes

	
Hardly ever

	
87

	
8.20%




	
Less than an hour

	
220

	
20.80%




	
1–2 h

	
582

	
55.00%




	
3–4 h

	
129

	
12.20%




	
5–6 h

	
33

	
3.10%




	
7 h or more

	
8

	
0.80%




	
G15

	
Computers or Internet usage per day for leisure purposes

	
Hardly ever

	
19

	
1.80%




	
Less than an hour

	
124

	
11.70%




	
1–2 h

	
520

	
49.10%




	
3–4 h

	
286

	
27.00%




	
5–6 h

	
78

	
7.40%




	
7 h or more

	
33

	
3.10%




	
G16

	
Computers or Internet usage per day for peer socializing and communication purposes

	
Hardly ever

	
28

	
2.60%




	
Less than an hour

	
227

	
21.50%




	
1–2 h

	
506

	
47.80%




	
3–4 h

	
205

	
19.40%




	
5–6 h

	
66

	
6.20%




	
7 h or more

	
26

	
2.50%




	
G17

	
Learning experiences of basic coding skills at school

	
No

	
445

	
42.10%




	
Yes

	
611

	
57.90%




	
G18

	
Experiences of website or application development

	
No

	
142

	
13.40%




	
Yes

	
916

	
86.60%
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Table 3. Distribution of students according to their socioeconomic status.
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Coded Name

	
Descriptions

	
Values

	
Frequencies

	
Proportions






	
H1

	
People sharing the same household

	

	

	




	
H1_1

	
Mother

	
No

	
134

	
12.70%




	
Yes

	
925

	
87.30%




	
H1_2

	
Father

	
No

	
205

	
19.40%




	
Yes

	
853

	
80.60%




	
H1_3

	
Grandparent(s) or other relatives

	
No

	
744

	
70.30%




	
Yes

	
314

	
29.70%




	
H1_4

	
Siblings (including half, step, or foster siblings)

	
No

	
290

	
27.40%




	
Yes

	
768

	
72.60%




	
H1_5

	
Living in a foster home or children’s home

	
No

	
1053

	
99.50%




	
Yes

	
5

	
0.50%




	
H1_6

	
Living alone

	
No

	
1051

	
99.30%




	
Yes

	
7

	
0.70%




	
H1_7

	
Someone or somewhere else

	
No

	
1039

	
98.20%




	
Yes

	
19

	
1.80%




	
H2

	
Mother’s highest education level

	
No education

	
27

	
2.60%




	
Primary

	
86

	
8.10%




	
Lower secondary

	
275

	
26.00%




	
Upper secondary

	
250

	
23.70%




	
Post-secondary

	
273

	
25.90%




	
Masters/Doctoral

	
55

	
5.20%




	
I don’t know

	
90

	
8.50%




	
H3

	
Father’s highest education level

	
No Education

	
18

	
1.70%




	
Primary

	
73

	
6.90%




	
Lower secondary

	
249

	
23.60%




	
Upper secondary

	
239

	
22.60%




	
Post-secondary

	
310

	
29.30%




	
Masters/Doctoral

	
60

	
5.70%




	
I don’t know

	
108

	
10.20%




	
H4

	
Access to physical facilities and resources

	

	

	




	
H4_1

	
Car

	
Yes

	
254

	
25.50%




	
No

	
744

	
74.50%




	
H4_2

	
Television

	
Yes

	
1030

	
97.60%




	
No

	
25

	
2.40%




	
H4_3

	
Bathrooms with a bathtub or shower

	
Yes

	
883

	
84.60%




	
No

	
161

	
15.40%




	
H5

	
Home access to print books

	
0–10 books

	
205

	
19.40%




	
11–25 books

	
320

	
30.40%




	
26–100 books

	
364

	
34.50%




	
101–200 books

	
96

	
9.10%




	
201–500 books

	
44

	
4.20%




	
More than 500 books

	
25

	
2.40%




	
H6

	
Level of support from others on ways to use the Internet safely

	

	

	




	
H6_1

	
Parents/caregivers

	
Never

	
227

	
21.60%




	
Hardly ever

	
281

	
26.80%




	
Sometimes

	
307

	
29.30%




	
Often

	
138

	
13.20%




	
Very often

	
28

	
2.70%




	
All the time

	
68

	
6.50%




	
H6_2

	
Teachers

	
Never

	
150

	
14.30%




	
Hardly ever

	
243

	
23.20%




	
Sometimes

	
413

	
39.40%




	
Often

	
194

	
18.50%




	
Very often

	
26

	
2.50%




	
All the time

	
23

	
2.20%




	
H6_3

	
Siblings

	
Never

	
158

	
15.00%




	
Hardly ever

	
160

	
15.20%




	
Sometimes

	
356

	
33.80%




	
Often

	
251

	
23.80%




	
Very often

	
80

	
7.60%




	
All the time

	
48

	
4.60%




	
H6_4

	
Peers

	
Never

	
117

	
11.10%




	
Hardly ever

	
208

	
19.70%




	
Sometimes

	
336

	
31.90%




	
Often

	
236

	
22.40%




	
Very often

	
97

	
9.20%




	
All the time

	
60

	
5.70%




	
H7

	
Level of encouragement from others to explore or learn things on the Internet

	

	

	




	
H7_1

	
Parents/caregivers

	
Never

	
224

	
21.40%




	
Hardly ever

	
315

	
30.10%




	
Sometimes

	
320

	
30.60%




	
Often

	
116

	
11.10%




	
Very often

	
30

	
2.90%




	
All the time

	
41

	
3.90%




	
H7_2

	
Teachers

	
Never

	
71

	
6.80%




	
Hardly ever

	
188

	
17.90%




	
Sometimes

	
348

	
33.10%




	
Often

	
315

	
30.00%




	
Very often

	
68

	
6.50%




	
All the time

	
61

	
5.80%




	
H7_3

	
Siblings

	
Never

	
117

	
11.20%




	
Hardly ever

	
197

	
18.80%




	
Sometimes

	
346

	
33.00%




	
Often

	
239

	
22.80%




	
Very often

	
99

	
9.40%




	
All the time

	
50

	
4.80%




	
H7_4

	
Peers

	
Never

	
81

	
7.70%




	
Hardly ever

	
163

	
15.40%




	
Sometimes

	
320

	
30.30%




	
Often

	
293

	
27.70%




	
Very often

	
127

	
12.00%




	
All the time

	
72

	
6.80%
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Table 4. Distribution of responses to questions 15 to 18 concerning digital resilience.
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Coded Name

	
Descriptions

	
Values

	
Frequencies

	
Proportion






	
B15

	
Reaction when exposed to unwanted disturbing files or websites

	

	

	




	
B15_1

	
Get rid of it immediately by closing the page, deleting the file, or scrolling away

	
No

	
138

	
13.00%




	
Yes

	
923

	
87.00%




	
B15_2

	
Talk about it with parents/caregivers

	
No

	
907

	
85.50




	
Yes

	
154

	
14.50%




	
B15_3

	
Use a program that prevents it from happening again

	
No

	
414

	
39.00%




	
Yes

	
647

	
61.00%




	
B15_4

	
Talk about it with a friend

	
No

	
955

	
90.00%




	
Yes

	
106

	
10.00%




	
B15_5

	
Look away or close my eyes

	
No

	
988

	
93.10%




	
Yes

	
73

	
6.90%




	
B15_6

	
Keep on browsing

	
No

	
1035

	
97.50%




	
Yes

	
26

	
2.50%




	
B15_7

	
Block the webpage or website

	
No

	
271

	
25.50%




	
Yes

	
790

	
74.50%




	
B15_8

	
Don’t know what to do

	
No

	
1042

	
98.20%




	
Yes

	
19

	
1.80%




	
B16

	
Reaction when receiving unwanted disturbing messages including annoying messages or embarrassing pictures from someone in the contact list

	

	

	




	
B16_1

	
Block and report the person

	
No

	
216

	
20.40%




	
Yes

	
845

	
79.60%




	
B16_2

	
Delete the contact

	
No

	
475

	
44.80%




	
Yes

	
586

	
55.20%




	
B16_3

	
Ignore the messages and the person

	
No

	
874

	
82.40%




	
Yes

	
187

	
17.60%




	
B16_4

	
Talk with parents/caregivers about what to do

	
No

	
826

	
77.90%




	
Yes

	
235

	
22.10%




	
B16_5

	
Ask the person to stop sending these messages or pictures

	
No

	
377

	
35.50%




	
Yes

	
684

	
64.50%




	
B16_6

	
Talk with teachers about what to do

	
No

	
985

	
92.80%




	
Yes

	
76

	
7.20%




	
B16_7

	
Report the issue to the police and show them what happened

	
No

	
848

	
79.90%




	
Yes

	
213

	
20.10%




	
B16_8

	
Don’t know what to do

	
No

	
1057

	
99.60%




	
Yes

	
4

	
0.40%




	
B17

	
Reaction when finding out about personal information being misused, compromised, or acquired online without permission

	

	

	




	
B17_1

	
Change account password

	
No

	
301

	
28.40%




	
Yes

	
760

	
71.60%




	
B17_2

	
Review privacy settings and choose a more secure password

	
No

	
158

	
14.90%




	
Yes

	
903

	
85.10%




	
B17_3

	
Use a report button

	
No

	
525

	
49.50%




	
Yes

	
536

	
50.50%




	
B17_4

	
Disable or delete the account and create a new account

	
No

	
711

	
67.00%




	
Yes

	
350

	
33.00%




	
B17_5

	
Ask parents/caregivers to help

	
No

	
905

	
85.30%




	
Yes

	
156

	
14.70%




	
B17_6

	
Ask teachers to help

	
No

	
1001

	
94.30%




	
Yes

	
60

	
5.70%




	
B17_7

	
Report the issue to the police and show them what happened

	
No

	
803

	
75.70%




	
Yes

	
258

	
24.30%




	
B17_8

	
Don’t know what to do

	
No

	
1044

	
98.40%




	
Yes

	
17

	
1.60%




	
B18

	
Reaction when being bullied

online by friends or others?

	

	

	




	
B18_1

	
Block and report the persons

	
No

	
347

	
32.80%




	
Yes

	
711

	
67.20%




	
B18_2

	
Delete the contact

	
No

	
605

	
57.20%




	
Yes

	
453

	
42.80%




	
B18_3

	
Show the persons I am not bothered by their behavior by ignoring them

	
No

	
730

	
69.00%




	
Yes

	
328

	
31.00%




	
B18_4

	
Talk with parents/caregivers about what to do

	
No

	
746

	
70.50%




	
Yes

	
312

	
29.50%




	
B18_5

	
Ask the persons to stop sending annoying messages or pictures

	
No

	
519

	
49.10%




	
Yes

	
539

	
50.90%




	
B18_6

	
Talk with teachers about what to do

	
No

	
917

	
86.70%




	
Yes

	
141

	
13.30%




	
B18_7

	
Report the issue to the police and show them what happened

	
No

	
855

	
80.80%




	
Yes

	
203

	
19.20%




	
B18_8

	
Keep the evidence of bullying (e.g., screenshot)

	
No

	
351

	
33.20%




	
Yes

	
707

	
66.80%




	
B18_9

	
Don’t know what to do

	
No

	
1043

	
98.60%




	
Yes

	
15

	
1.40%
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Table 5. Digital citizenship domains and descriptions. ICT: information and communication technology.
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	Domain
	Definition





	Digital Literacy
	The ability to seek, critically evaluate, and use digital tools and information effectively to make informed decisions



	Digital Safety and Resilience
	The ability to understand how to protect oneself and others from harm in a digital space



	Digital Participation and Agency
	The ability to equitably interact, engage, and positively influence society through ICT



	Digital Emotional Intelligence
	The ability to recognize, navigate, and express emotions in one’s digital intrapersonal and interpersonal interactions



	Digital Creativity and Innovation
	The ability to express and explore oneself through the creation of content using ICT tools
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Table 6. Estimating of independent variables ‘father’s level of education’ and ‘student’s expectation of the highest education level’ against outcome variable ‘digital resilience’.






Table 6. Estimating of independent variables ‘father’s level of education’ and ‘student’s expectation of the highest education level’ against outcome variable ‘digital resilience’.












	
	Estimate
	Std. Error
	t Value
	Pr(>|t|)





	(Intercept)
	−0.182
	0.123
	−1.476
	0.140



	factor(g1)2
	−0.034
	0.093
	−0.365
	0.715



	factor(g1)3
	0.035
	0.088
	0.403
	0.687



	factor(g1)4
	0.046
	0.088
	0.520
	0.603



	factor(g1)5
	0.062
	0.088
	0.710
	0.478



	factor(f6)2
	0.083
	0.097
	0.855
	0.393



	factor(f6)3
	0.148
	0.096
	1.538
	0.124



	factor(f6)4
	0.203
	0.096
	2.115
	0.035 *



	factor(f6)5
	0.159
	0.099
	1.615
	0.107



	factor(f6)6
	0.243
	0.229
	1.058
	0.290



	factor(h2)2
	0.019
	0.067
	0.284
	0.778



	factor(h2)3
	−0.008
	0.063
	−0.133
	0.894



	factor(h2)4
	0.013
	0.063
	0.212
	0.832



	factor(h2)5
	−0.049
	0.064
	−0.778
	0.437



	factor(h2)6
	−0.125
	0.073
	−1.709
	0.088



	factor(h2)7
	−0.061
	0.068
	−0.895
	0.371







Signif. codes: 0 ‘***’ 0.001 ‘**’ 0.01 ‘*’ 0.05 ‘.’ 0.1 ‘ ’ 1. Residual standard error: 0.2947 on 1034 degrees of freedom (11 observations deleted due to missing). Multiple R-squared: 0.0387, Adjusted R-squared: 0.0248, F-statistic: 2.776 on 15 and 1034 DF, p-value: 0.0003.
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