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Abstract

Background: Research in personalized medicine, with applications in oncology, dermatol-
ogy, cardiology, urology, and general healthcare, requires facile and safe access to accurate
data. Due to its particularly sensitive character, obtaining health-related data, storing it
in repositories, and federating it are challenging, especially in the context of open science
and FAIR data. Methods: An online survey was conducted among medical researchers to
gain insights into their knowledge and experience regarding the following topics: health
data repositories and data federation, as well as their opinions regarding data sharing and
their willingness to participate in sharing data. Results: The survey was completed by
189 respondents, the majority of whom were attending physicians and PhD candidates.
Most of them acknowledged the complex, beneficial implications of data federation in
the medical field but had concerns about data protection, with 75% declaring that they
would agree to share data. A general lack of awareness (80%) about the importance of
interoperability for federated data repositories was observed. Conclusions: Implementing
federated data repositories in the health field requires thorough understanding, knowledge,
and collaboration, enabling translational medicine to reach its full potential. Understanding
the needs of all involved parties can shape the success of medical data federation initiatives,
with this study serving as a foundation for further research.

Keywords: FAIR data; data federation; personalized medicine; health data repository;
readiness score; medical research data

1. Introduction
The traditional medical approach, “one-size-fits-all,” involves health interventions

targeted at an “average” person, making medical decisions efficacious for a relatively small
proportion of individuals who resemble this average. Personalized approaches have been
proven to be cost-effective and to lead to the best outcomes for patients. Personalized
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medicine, also known as precision medicine, involves customizing healthcare based on the
characteristics of each patient, considering their genetic, environmental, lifestyle-related,
and other factors [1,2]. Understanding the influence of these various factors on patient
management and establishing impactful personalized clinical decisions require access to
diverse and large-scale medical data, but the accessibility and the possibility to integrate
these data are limited in the current context by fragmented data ownership, privacy
concerns, and technical barriers [3].

The emerging high-throughput sequencing technologies generate a large amount of
data, in addition to data collected in clinical practice and various research studies, leading
to a data overload in the biomedical field and requiring a shift in omics data collection,
integration, and analysis [4,5]. Facing the current data overload has two sides: It can be
seen as both a challenge and an opportunity. Organizing this valuable data in repositories
with broad accessibility and in compliance with FAIR (Findable, Accessible, Interoperable,
Reusable) principles can advance both biomedical research and patient care [5,6].

In the current context, when the demand for open science and data is high, and
transparency and reproducibility in research are required, data repositories, which allow
research data management, preservation, and sharing, are becoming increasingly indispens-
able. Through data repositories, researchers can store the data they generate in their studies
while simultaneously making data available for the scientific community, allowing different
researchers to find, access, and use data, thereby promoting collaboration in this field [7].

FAIR principles offer an adequate framework for the sharing of data, including com-
mon phenotypes, as well as multi-omics data, including genomics, epigenomics, transcrip-
tomics, proteomics, metabolomics, and microbiomics [4,8,9]. According to FAIR principles,
research data and linked metadata must be “Findable”, “Accessible”, “Interoperable”, and
“Reusable”, implying a series of key factors that would enable personalized medicine,
including facilitating efficient data retrieval and access for those researchers who can use it
for the progress of medicine, data harmonization and integration through standardized
formats, terminologies, protocols, and data reuse for new purposes [10]. A very important
aspect is that FAIR principles apply not only to the data itself but also to the tools that helped
generate the data and are relevant for both human- and machine-driven activities [11].
Using data from multiple sources allows larger sample sizes, increases statistical power,
and leads to more accurate generalizability of research conclusions, as well as to valuable
discoveries in the study of rare diseases, low-incidence adverse effects, and other investiga-
tions that occur rarely and require extensive samples [12]. The concept of data federation
implies a collection of potentially heterogeneous, autonomous databases, with a database
management system that allows information integration [13,14]. Therefore, through a
federation mechanism, data from various locations belonging to different institutions are
put together, allowing a unified analysis [15]. Performing data federation in the field of
personalized medicine can play a pivotal role in advancing this field [16]. Making data
available through adequately designed and implemented data federation systems provides
the means to address research questions that cannot be answered otherwise [12].

However, in the field of medical research, data can be highly sensitive due to its
personal nature, involving health status, lifestyle, environmental factors, family history,
clinical examinations, imagistic investigations, laboratory tests, omics, and other health-
related and biological data from living humans. This particular type of data involves ethical,
legal, and societal challenges when used for research [10].

In the context of FAIRification and data federation, medical data pose particular chal-
lenges due to their sensitivity and the involvement of multiple stakeholders, including
patients as data owners, clinicians and medical researchers as data collectors and users,
and technical staff as developers and managers of repositories. Clinicians and medical re-
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searchers play a central role in bridging these stakeholders, and their opinions, knowledge,
and perceptions can significantly influence the success of such initiatives. However, this
perspective has not yet been explored in detail.

This article aims to initiate a discussion on data federation and data repositories in
healthcare, based on an exploratory study conducted at a Romanian medical university.
Through a simple, question-based instrument, a quick snapshot of the knowledge, opinions,
and perceptions regarding federated data repositories that respect FAIR principles was
obtained from a group of researchers who are involved in both research and patient care,
mainly as physicians, have access to patients and real-world data, and might possess a
complex perspective on the topic. For this early phase of research, an open and flexible
question-based instrument, rather than a standard questionnaire-based methodology, was
preferred, as it can serve exploratory purposes more adequately.

While this research does not involve a validated quantitative methodology that en-
ables the generalizability of conclusions, it is essential for exploring a novel field. To our
knowledge, there are no studies specifically investigating the perceptions and knowledge
of clinicians and medical researchers on federated medical data under FAIR principles.
Therefore, this study aimed to identify potential trends and insights for further research.

2. Materials and Methods
2.1. Data Collection

A short, simple, question-based instrument (Supplementary File) was used for this
exploratory study to capture insights on the topic of federated data repositories from medi-
cal researchers at Carol Davila University of Medicine and Pharmacy, using Google Forms.
The documentation was conducted under the FAIR–Impact Project, Support Program for
Repositories and Data Services. The questions were distributed through Google Forms.

2.2. Data Description

Google Spreadsheets was used for the descriptive statistical analysis of the data col-
lected through the above-described question-based instrument, with frequencies calculated
for the answers provided to each question by the respondents.

2.3. Data Analysis

While the main focus was on descriptive analysis, a few basic associations and correla-
tions were studied using the software IBM SPSS Statistics (Version 20) to highlight potential
trends within the group of respondents. For further analysis, we defined a set of variables
as follows:

• “The awareness of the existence of data repositories within the institution”—either
present or absent.

• “The level of interaction with health-related data”—a score based on the responses
to the related question, as follows: none (score 0), data collection (+1), access (+1),
analysis (+1), and storage (+1).

• “The experience with a diversity of types of data from repositories”—a score based
on the responses to the related question, as follows: none (score 0), health status (+1),
lifestyle (+1), environment (+1), family history (+1), clinical examination (+1), imagistic
investigations (+1), laboratory tests (+1), omics (+1), and other data (+1).

• “The number of categories of data considered useful if stored in repositories”—a
score based on the responses to the related question, as follows: none (score 0),
health status (+1), lifestyle (+1), environment (+1), family history (+1), clinical ex-
amination (+1), imagistic investigations (+1), laboratory tests (+1), omics (+1), and
other data (+1).
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• “The agreement to share the data collected during professional activity in a data
repository”—either present or absent.

The relevant questions for the above-defined variables are as follows:

• Data repositories within respondents’ institution—respondents could choose to answer
with “Yes”, “No”, or “I do not know”.

• Involvement with health-related data—the respondents were asked to respond if
they collect, analyze, store, or access health-related data in their professional activity
(multiple choice question).

• Use of data from repositories—the respondents were asked if they had previously used
data from repositories. If the answer was yes, they could choose from the following
categories (multiple choice question): health status, lifestyle, environment, family
history, clinical examination, medical imaging, omics data, laboratory investigations,
or other data.

• Storing health-related data in repositories—the respondents were asked to choose
which types of health-related data should be stored in a data repository (multiple
choice question): health status, lifestyle, environment, family history, clinical examina-
tion, imagistic investigations, laboratory tests, omics, or other data.

• Agreement to store data in a repository—the respondents were asked to mention if
they would agree to store the data collected in their professional activity in a data
repository by choosing one of the following answers: “Yes”, “I do not know”, or “No”.

The variables defined above will be referenced in the results section using the expres-
sions established in quotation marks. These variables were used to analyze if the awareness
of the existence of data repositories within the institution, the level of interaction with
health-related data, or the experience with a diversity of types of data from repositories
might influence the respondents’ opinions related to the data federation’s wider imple-
mentation, such as the number of categories of data considered to be useful if stored in
repositories or the agreement to share the data collected during professional activity in a
data repository. The following tests were applied: Mann–Whitney U Test, Chi-Square Test
of Independence, and Spearman’s Rank Correlation.

2.4. Organisational Readiness Score (ORS)

The questions have been grouped into two categories reflecting the existing experience
in working with medical data (federated or not)—the first concerning experience, and
the second concerning awareness about working with data in repositories. The grouping
of questions into the “Experience” and “Awareness” categories was based on conceptual
considerations, but it does not have validation at this stage. It was designed as a pilot
indicator for internal monitoring within the institution.

For each question, we evaluated the number of participants who were familiar with
at least half of the attributes enumerated and considered this percentage as a partial score
of completeness for the capability the question addresses (in an ideal organizational case,
all the participants should be familiar with at least half of them). We further used these
scores to calculate a score for the entire category (experience or awareness) as the mean of
the question scores.

ScoreEX|ScoreAW = ∑
i

ScoreQi
i

where ScoreQi is the sum of the percentages of respondents who checked at least half of
the attributes under question.

As this study is an exploratory one, we did not add any weights to the question scores
when we calculated the mean, but such an approach may prove to better match the reality.
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Further, we can assemble ORS (Organisational Readiness Score) as a tuple, including
the scores for the 2 categories

ORS = {ScoreEX, ScoreAW}

to be used as a metric showing future progress.
The ORS is an exploratory, pilot concept, and not a validated instrument. For the

Organisational Readiness Score, we defined the components below for the partial scores.
Components of “Experience”:

• “Purpose of the activities” as the reasons behind the use of data by the respondents.
• “Reasons for using federated data” as the reasons behind the potential use of federated

data by the respondents.
• “Already used types of data from repositories” as the categories of data used by the

respondents (health status, imagistic investigations, laboratory tests, omics, etc.).
• “Reasons for the lack of use of data stored in repositories” was the justification provided

by the respondents when the data was not used.

Components of “Awareness”:

• “Useful types of data when stored in a repository” as the categories of data considered
beneficial by the respondents when stored in repositories (health status, imagistic
investigations, laboratory tests, omics, etc.).

• “Knowledge of the concept of data federation” as the statements regarding data
federation considered true by the respondents.

• “Data federation challenges” as the potential challenges for data federation reported
by the respondents.

• “Data federation usefulness” as the benefits of data federation from
respondents’ perspectives.

• “Interest in related and additional concepts” as the topics mentioned by the respon-
dents as being of interest.

• “Potential limitations to data federation implementation” as the factors that influence
the decision of the respondents to share data.

To assess the research community’s readiness for adopting a university-wide data
policy, this study investigates two complementary dimensions: retrospective data handling
experience and prospective data awareness. The former dimension evaluates the practical
skills and competencies acquired by researchers throughout their careers, while the latter
identifies their anticipated needs and future data utilization challenges. This dual analysis
provides a comprehensive understanding of the community’s current capabilities and
future trajectory, informing the development of a data policy that is responsive to both
present realities and foreseeable demands.

As a pilot study, this investigation represents the initial phase of a broader research
program aimed at developing data policies tailored to the needs of researchers. For this
preliminary analysis, an initial metric was derived by dividing the dataset, categorizing
respondents based on affirmative answers to at least 50% of the options for each question.
We acknowledge the provisional nature of this classification criterion, which will be refined
in subsequent phases through a rigorous psychometric validation process.

3. Results
The survey form was filled in by 189 respondents, covering a variety of specializations

and levels of training: physicians (residents and specialists), pharmacists, PhD candidates,
and researchers. In total, 86% of the respondents self-reported their level of study as being



Data 2025, 10, 187 6 of 19

currently enrolled in PhD studies, and 72% of the respondents reported their profession as
physicians with a clinical specialty.

3.1. Self-Reported Involvement with Data in Respondents’ Professional Activity

To reflect the overall involvement of respondents with data in their professional
activity, the percentages of responders who selected each of the following options—no
contact with data, data collection, data access, data analysis, and data storage—are pre-
sented in Figure 1. Regarding the purpose of the use of data, 51% of the respondents use
health-related data for research, 53% for clinical purposes, and 43% for trials.

Figure 1. Respondents’ experience with health-related data.

The respondents who accessed data repositories used the following categories of data:
health status data (48%), lifestyle data (22%), environmental data (13%), family history data
(28%), omics data (19%), laboratory tests (54%), clinical examination observations (54%),
and imagistic explorations (49%). The lack of availability of certain categories of data was
the main reason why the respondents did not access all the categories of data (45%), while
27% did not use other categories of data because they was not needed, and 21% did not
access all data categories because of both reasons.

In total, 42% of the respondents do not use or do not intend to use federated data
in their activity, while 37% of them declared that they use federated data for research
purposes, 29% for clinical purposes, and 25% for trials. In total, 41% of the respondents
reported the existence of data repositories in their institution, 23% reported the absence
of data repositories in their institution, and 36% of them declared that they did not know
this information.

3.2. Opinions and Perceptions on Shared Data

The respondents considered it useful to have the following categories of data stored
in a medical data repository: health status data (81%), lifestyle data (65%), environmental
data (46%), family history data (77%), omics data (54%), laboratory tests (81%), clinical
examination (87%), and imagistic explorations (84%). Sixty percent of the respondents con-
sidered that having all the data stored in one location is useful for a data repository in their
institution. Sixty-five percent of them agreed that clear policies for access, use, and storage
of data are useful for a data repository from their institution. Fifty-six percent considered
data security assurance useful for a data repository established within their institution.
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In total, 75% of the respondents declared that they would agree to share the data
collected in their professional activity in a data repository, 23% are not sure, and almost
3% do not wish to store this data in a repository. Regarding the decision to share or not
to share the data collected in their activity in a data repository, the respondents’ choices
regarding the factors that are important are presented in Figure 2.

Figure 2. The factors that contributed to the willingness to store data in repositories.

The understanding of the concept of data federation varied among the respondents,
with their agreement with several statements being presented below in Figure 3.

Figure 3. Respondents’ understanding of the data federation concept, reflected through the agreement
with several statements.

In Table 1, we present the respondents’ choices as the main fields that can benefit
through wider implementation of data federation in healthcare (Table 1).
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Table 1. Respondents’ opinion about the relevance of federated data for medicine, presented as
percentages of respondents who agreed with each statement for potential uses of federated data.

The Relevance of Federated Data in Medicine % of Respondents

Accelerating discoveries in medicine 88%
Identifying personalized therapies 62%

Developing new therapeutic molecules 43%
Understanding disease mechanisms 58%

Assessing environmental and lifestyle impacts on health 58%
Establishing the clinical significance of rare genetic variants 49%

Understanding the role of genetic factors in pathology 47%
Determining causes of rare diseases 19%

In Table 2, we present the respondents’ opinions regarding the main challenges for the
implementation of data federation in medicine, from data collection, which was the most
selected option, to interoperability, which was the least chosen answer (Table 2).

Table 2. Respondents’ opinions about the challenges related to data federation in medicine (percent-
ages of respondents who agreed with each statement for potential challenges of federated data).

Challenges Related to Data Federation in Medicine % of
Respondents

Data collection—obtaining consent from participants 44%
Required infrastructure (communication, storage, access speed, etc.) 73%

Data storage security 72%
Guaranteeing data confidentiality 65%

Facilitating data access 50%
Lack of digitalized data 53%

Standardizing data formats 48%
Quality and accuracy of data 44%

The need for collaboration between professionals and institutions 49%
Achieving interoperability 20%

The respondents declared that they are interested in learning more about the following
topics: FAIR principles (52%), open science (70%), data federation (60%), repository and
analysis tools (63%), data quality (46%), and ethics related to data federation (44%).

3.3. Potential Trends Within the Group of Respondents

A low positive association (p < 0.0001, R-0.358, Spearman’s Rank Correlation) was
observed between the level of interaction with health-related data and the number of
categories of data considered useful if stored in a repository. The level of interaction with
health-related data was not associated with the agreement to share the data collected during
professional activity in a data repository (p-0.842, Mann-Whitney U Test).

The awareness of the existence of data repositories within the institution was statis-
tically significantly associated with the number of categories of data considered useful if
stored in a repository (p-0.035, Mann–Whitney U Test). There was no association observed
between the awareness of the existence of data repositories within the institution and the
agreement to share the data collected during professional activity in a data repository
(p-0.867, Pearson Chi-Square-0.036).

The experience with a diversity of types of data from repositories was weakly cor-
related with the number of categories of data considered useful if stored in a repository
(p < 0.0001, R-0.264, Spearman’s Rank Correlation). The experience with a diversity of
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types of data from repositories was not associated with the agreement to share the data
collected during professional activity in a data repository (p-0.74, Mann–Whitney U Test).

A statistically significant association was observed between the number of categories
of data considered useful if stored in a repository and the agreement to share the data
collected during professional activity in a data repository (p-0.020, Mann–Whitney U Test).

Regarding the calculation of the above-defined Organisational Readiness Score, for
the “Experience” category, we obtained the partial scores presented in Table 3, which led to
a ScoreEX of 31.6%.

Table 3. Partial scores for the components of “Experience” (percentage of respondents).

Experience % of Respondents

Performed data-related activities 47%
Defined purpose of the activities 42%

Reported reasons for using federated data 24%
Used types of data from repositories 39%

Reported reasons for the lack of use of
data stored in repositories 7%

For the “Awareness” category, we obtained the partial scores presented in Table 4,
which led to a ScoreAW of 63.3%.

Table 4. Partial scores for the components of “Awareness” (percentage of respondents).

Awareness % of Respondents

Useful types of data when stored in a repository 84%
Knowledge of the concept of data federation 23%

Data federation challenges 68%
Data federation usefulness 59%

Interest in related and additional concepts 67%
Identified potential limitations to implementing

data federation 79%

With these values, we can calculate an actual metric as follows:

ORS2025 = {32, 63}

4. Discussion
A survey was conducted among the medical researchers from Carol Davila University

of Medicine and Pharmacy, Bucharest, Romania, which involved 189 respondents. The
main findings include a lack of awareness about repositories and data federation, involv-
ing around one-third of the respondents. The majority of respondents acknowledge the
complex beneficial implications of data federation in the medical field but highlighted the
importance of sensitive data protection. More than half of the respondents consider data
collection and obtaining consent from participants, data storage security, data confiden-
tiality, data access, and lack of digitized data as challenges for data federation. The ethical
aspects and the application of appropriate procedures when collecting and analyzing the
data from repositories are important for the respondents.

However, the least important challenge for data federation, in the opinion of the major-
ity of the respondents, was interoperability, highlighting a potential fault in understanding
the concept and a need for specific training to raise awareness about it.

The results of this study suggest that there might be valuable data available in uni-
versities and healthcare institutions in Romania, which can be stored in local repositories
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and then federated together and used further to enhance medical research and precision
medicine. More than one-third of respondents (41%) declared that their institution has
established data repositories, which suggests the foundation of a distributed data system
(based on multiple individual local data sets) is present.

In 2024, the concept of storing medical data in repositories is not new, and large medi-
cal and academic centers have already established complex initiatives in the direction of
sharing data collected within their institution. For example, the University of Virginia and
Virginia Commonwealth University Health System are developing Clinical Data Reposito-
ries as a large and linked database that stores data from primary electronic resources [17].
Carol Davila University of Medicine and Pharmacy is in the process of aligning with these
worldwide tendencies observed within healthcare and research institutions, currently devel-
oping its first genomic data repository and the associated policy regarding data governance
and access.

One striking aspect of the opinions of the respondents in this survey on the usefulness
of diverse categories of health-related data concerns omics data. This type of data was the
second least chosen category by the respondents when asked about their opinion on the
types of data useful for a medical data repository. Combined with the low level of use of
omics data, as reported in the survey, in comparison to other categories of health-related
data, these results suggest a low level of knowledge and awareness of the importance of
omics data availability for research and the enhancement of precision medicine [18] among
the respondents.

Since its first mention in 2002, the quantity of scientific literature has doubled in
2022–2023, in connection with technological advances. Multi-omics data integration leads
to a complex understanding of biological systems, including human physiology and pathol-
ogy. Being the foundation for selecting the best treatment for a patient from an available
spectrum of therapeutic choices, leading to improved outcomes and minimized side effects,
deciphering molecular mechanisms that lead to disease development and progression,
enabling new biomarker discovery for diagnosis, and facilitating new target identification
for drug development, omics data has a central role in medical advances and innova-
tion [9,17]. While the impact of the availability of omics data nowadays is high, awareness
of its importance is low among healthcare professionals and scientists who do not have
contact with this specific field, as shown by the results of this survey.

More than two-thirds of the respondents highlighted the importance of sensitive data
protection when health and biological data from living humans are stored in repositories.
Data protection assurance is a complex concept. Access to medical databases is subject
to strict legal and regulatory requirements due to the sensitive nature of health data.
Frameworks such as the EU GDPR regulate data processing, requiring informed consent,
secure handling, and formal data access agreements. Additional considerations include
data ownership, cross-border sharing restrictions, and accountability for breaches or misuse.
These legal constraints play a critical role in shaping how medical data can be shared,
accessed, and integrated, particularly in federated and FAIR data systems [10].

Within the European Union, GDPR has the purpose of preventing breaches of data
privacy, but even at the level of the European Union, there are multiple discrepancies
in achieving this goal, due to various national regulations and different understandings
of concepts such as data anonymization [10]. While the ethical aspects of storing data
in federated repositories are a major concern for the respondents, open science aims to
improve the ethics of research by increasing the transparency of the way new medical
knowledge is generated and building trust in research and its results’ impact on saving
patients’ lives [19].



Data 2025, 10, 187 11 of 19

Open science in the context of medical data, which is particularly sensitive, might seem
contradiction, but the goal of assuring data protection under open science is achievable.
Implementing the FAIR principles aims to maximize the use of data for research, but only by
respecting ethical and legal aspects. The FAIR principles emphasize machine-actionability
(as opposed to human intervention) to find, access, interoperate, and reuse the data. This
requires the unification of metadata and data models to allow the fast identification and
usage of the required data for a specific study (findability), while the data itself is structured
to be usable on different systems (interoperability) [20].

Data sharing, as supported by the FAIR principles, in the medical field can involve
sensitive data [21]. While in the era of Big Data, privacy protection is more difficult to
obtain, computational solutions for data de-identification have been made, which min-
imize risks [22]. The main difficulties in integrating the data start with the inability to
identify it, as very often there is a lack of a common identifier to link the data sets of
interest. Another problem to solve is the usage of a suitable anonymization technique, like
differential privacy [23], which should prevent the identification of a specific patient as the
available data grows. This is particularly important because not all data sets suffering from
weak anonymization are suitable for research, contradicting the purpose of these efforts.
The adoption of a suitable anonymization technique that allows adding newly available
data regarding an individual but prevents identification is of extreme importance for any
research repository [24].

Furthermore, policies have been established at the international level. For example,
the European Health Data Space has been developed as a framework that covers health
data protection under the technical solutions available [25]. Transparency and effective
communication regarding how data privacy is handled can increase trust in federated
data repositories.

An important observation was that the least relevant challenge for data federation,
in the opinion of the respondents, was interoperability (20%). Medical researchers may
underestimate the importance of interoperability because their daily work often focuses on
clinical practice or individual research projects rather than on the technical complexities of
data integration across institutions. Additionally, many researchers may be unaware of the
diversity of medical coding systems and data standards that are necessary for successful
data exchange, since these topics are not covered by traditional medical research training.

Previous scientific literature is consistent with this finding, highlighting the lack of
awareness among healthcare professionals regarding data interoperability, which is an
essential aspect when it comes to achieving the full potential of digital data. Interoperability
assurance, which implies that data can be exchanged and used between systems, relies on
the involved organizations, policies, and regulations [26].

The observed awareness gap regarding interoperability may also impact the successful
implementation of national and European digital health initiatives, such as the European
Health Data Space, as it can be more than a knowledge issue; it can represent a critical
barrier to achieving their specific goals. Without a foundational understanding and adop-
tion of interoperability standards by the researchers and clinicians who collect and manage
health data, the vision of data sharing in medical research remains practically unachievable.
Interoperability should not be solely considered a technical problem but also as an organi-
zational one, requiring shared vocabularies, coordinated governance, and alignment across
institutions. A lack of awareness at the point of data collection leads to the collection and
generation of unstructured, non-codified data, which makes subsequent “FAIR-ification”
and integration efforts either impossible or extensive. Highlighting this didactic dimension
is essential for ensuring that those involved in data collection recognize their role in shaping
interoperable health ecosystems to enhance research in medicine and healthcare.
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Policymakers and institutions should consider targeted educational programs and
awareness campaigns to ensure that the stakeholders responsible for data collection and
use understand the requirements and challenges of interoperability. Such initiatives should
not only aim to improve technical literacy but also promote a culture of semantic and
organizational alignment across the healthcare and medical research institutions. Without
such efforts, the full potential of federated and FAIRified medical data may not be realized.
Increasing awareness and competence in these areas could empower future clinicians and
researchers to actively contribute to the design and governance of interoperable health
data systems.

The federated approach may provide an easier way to make the available data visible
and usable both for research projects and for clinical usage. Studies have shown over the
years that HL7 FHIR [27], SNOMED CT [28], and LOINC [29] may provide the basis for
medical data interoperability. Ensuring that these standards are understood and applied
from the stage of data collection and generation is essential for reducing fragmentation and
supporting scalable data integration within the European Health Data Space and similar
frameworks. Following the existing standards, the federated approach can combine omics
data, clinical data collected from family medicine practice, electronic health records from
hospitals, laboratories, specialized clinics, and even data collected by wearable sensors
outside of medical facilities for integrated analysis [30,31].

Interoperable real-world data will accelerate medical research. The federated approach
needs higher levels of transparency and trust between the participating partners to provide
the necessary level of overall security and legal compliance for the entire system. The
existing segmentation in data silos has a significant impact on the analysis of large sets
of data that are necessary for the progress of personalized medicine, requiring significant
effort and resources (time included) for data identification and data curation to make it
suitable for analysis. Structuring medical data in local repositories in compliance with
international standards facilitates analysis by eliminating the need for local data cleaning
and preprocessing prior to actual analysis, as these steps have already been performed by
the data owner. Therefore, the analysis can be performed similarly and coherently across
multiple data sources from various institutions in the context of interoperable data [26].

Where are we now, and where to from here?
Data access is essential for medical research, but it requires data integration from

different sources, either centralized or decentralized, to be used to their full potential.
Valuable data exist, being collected in various separate, possibly smaller studies, and after
its primary use, it is often lost. This data is commonly collected by individual research
teams according to their specific needs, without a common framework or unitary structure
that facilitates further use.

One set of difficulties in dealing with data for precision medicine is raised by the
regular way the medical and research institutions are organized, which favors data si-
los. Technology silos, with differences starting from data structures, dictionaries, and
taxonomies, and ending with storage and processing pipelines, are quite common even
within the same organization, especially when dealing with different types of data (e.g.,
omics vs. images) or with different origins (e.g., research vs. clinical). Even if the associated
metadata plays its central role in the effort of identification, different sets of metadata
collected at different levels of the study (e.g., study-level metadata vs. sequencing-level
metadata) have to be connected together in order to be useful. These issues are rapidly
growing when we add non-technical dimensions to the equation such as institution status,
which plays a major role in large studies conducted by multiple organizations with different
types of data governance resulting from their affiliation (e.g., public vs. private), or budget
sources (e.g., private versus centralized) [32].
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The shift from single-use and limited data to expanding data roles in medical discover-
ies is desired at present, as data that have already been collected in single-specialty studies
can be used in various investigations, leading to further benefits for precision medicine.
Establishing a framework for data collection and data formats, and storing data in data
repositories in compliance with FAIR principles, supports the process of data federation for
the scientific community [33,34].

At present, there is an overload of available multimodal health-related data, which
must be used to its full potential. Repositories in this field aim to integrate omics (genomics,
transcriptomics, proteomics, metabolomics, and others), clinical, environmental, lifestyle,
laboratory, and imaging data. All of these categories of data can be used in personalized
prevention, diagnosis, and treatment [35]. Due to technological advances, medical data
acquisition and analysis are feasible, but their use at full potential for personalized medicine
is limited by ethical aspects, including access to the existing data, privacy control, and data
governance requirements, as well as the integration of distinct formats and the distribution
of diverse data sets all over the world, which are subject to various restrictions regarding
storage, access, and use [36,37].

Standardized data-sharing systems and comprehensible data-related policies are piv-
otal in modern medical research, especially as the amount of sensitive data continues to
increase. The need for international collaboration and innovation has driven the devel-
opment of systems that can provide both data accessibility and privacy. Federated data
systems offer a decentralized design where sensitive data can be analyzed without being
transferred, addressing concerns about data security [38]. This approach aligns with ini-
tiatives such as the Global Alliance for Genomics and Health (GA4GH), which promotes
responsible and ethical sharing of genomic data while ensuring that the rights to benefit
from scientific advancements are upheld [39,40].

Early data-sharing initiatives, such as the Human Genome Project, emphasized open
access to data, fostering scientific collaboration. However, concerns about reidentification
and privacy risks in genomic data have led to the adoption of controlled-access models [41].
These models regulate how and when data can be accessed, often requiring approval for
data use [38].

Implementing a federated data-sharing model requires high data quality, data source
synchronization, and adequate connectivity between repositories. Continuous infrastruc-
ture maintenance and synchronization of roles, responsibilities, and policies on all sites are
essential. Federated data can increase available data visibility, which can be used for both
research and clinical purposes [42,43].

Even without being a specific characteristic, the decentralized architecture of federated
systems is enabled by application programming interfaces (APIs), which allow secure
programmatic access to different data systems, either when data is temporarily transferred
for local processing or without transferring the actual data and performing the processing
remotely [38,40]. The ongoing efforts by organizations like GA4GH to develop international
standards for data sharing reflect the growing importance of these systems in both research
and healthcare [40].

Adherence to FAIR principles contributes to standardization, a unified approach,
and fragmentation avoidance. It emphasizes metadata unification and models for fast
identification and usage of the required data, with a data structure that allows its use
on different systems. This approach can provide the most efficient framework for data
analysis, which generates the highest quantity and quality of new information, essential
for the progress of personalized medicine [34,44].

The current study, even limited in its coverage and including a modest number of
respondents, provides a snapshot of the existing understanding of the needs and challenges
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of a medical research data repository and the expectations the scientific community regard-
ing it. The study was conducted at an early stage of the development of the University’s
data repository, and a data access policy is currently being elaborated.

Despite the subjectivity of the respondents on the topic regarding their previous
knowledge and understanding of concepts such as open science, data repositories, data
federation, and FAIR principles, this study highlights a series of important factors in
developing and implementing federated medical data systems, including the priorities of
potential users and data providers, such as data protection, the categories of data with the
highest potential for use, and the need for education and transparency on these topics for
those who work in healthcare and medical research to improve trust.

Carol Davila University of Medicine and Pharmacy is currently in the first cycle of de-
veloping its own organization-wide scientific data repository. Currently, the University tests
the architecture released by EGA (European Genome–Phenome Archive) for its repository.
The Federated EGA architecture has been selected as it imposes strict protocols that govern
how information is managed, stored, and distributed, combined with appropriate security
measures to control access and maintain individual confidentiality, while providing access
to researchers and clinicians who have obtained authorization. Data from each node in the
Federated EGA Network are stored and managed locally, and metadata about the data it
holds is shared publicly with the Central EGA, enabling researchers around the world to
use a single-entry point to search for and discover data relevant to their research [10,45].

Being established within a community with a background mainly oriented towards
clinical research, the potential data repository users from Carol Davila University of
Medicine and Pharmacy might not be familiar with advanced methods for data anal-
ysis and processing. This implies that the repository should be user-friendly and facilitate
easier access and use of data. Federated EGA architecture is adequate for this specific
need. At this starting point, the current study shows the importance of assessing how
the community understands the necessity and benefits of such an initiative in order to
prioritize actions that provide the most expected benefits and identify the gaps that need to
be filled to make the initiative successful.

Further use of data collected during various studies held at Carol Davila University of
Medicine and Pharmacy is not only beneficial for medical discoveries but also for training
students and researchers in bioinformatics and data analysis. For example, data collected
during the Genetic Epidemiology of Cancer in Romania (ROMCAN) Project were primarily
used for research [46] and then successfully used to train more than 100 students (under-
graduate, graduate, and PhD) to perform genome-wide association studies [47]. Some
of the trainees who completed the practical training made interesting novel discoveries
based on this data, leading to the publication of scientific papers [48]. Therefore, establish-
ing data repositories would also facilitate access to high-quality training for researchers
and even lead to new discoveries in various fields, such as oncology, dermatology, and
many others [46,48–51].

The secondary use of electronic health data offers major opportunities to enhance
healthcare quality, strengthen public health surveillance, and drive research and innovation.
The European Health Data Space provides an important policy framework to guide future
developments, aiming to balance the significant public health gains with the protection of
individual rights [52]. Similarly to our results, a systematic review of qualitative studies
found that the public is generally supportive of health data sharing for research, but only
under certain conditions. Key factors shaping acceptance include strong safeguards for
confidentiality and security, transparency about use, clear public benefit, and trustworthy
governance. Awareness of current practices is often low, and preferences are not uniform,
highlighting the need for greater public engagement and ongoing evaluation [53].
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The calculated readiness factor (ORS) shows us that we are almost halfway to an
effective organization ready to work with data in local and remote repositories. It also
shows that our community has a reasonable understanding but still lacks experience in
real-life data analysis. The ORS will be used as a progress indicator showing the efficacy of
the actions and policies established at the organizational level.

The results show that, on average, the scientific community from “Carol Davila”
University is quite aware of the organization and benefits of the data repositories, which
create good premises for acceptability, indicating a solid level of education on this matter.
One notable aspect is the knowledge of the concept of federated data repositories, where
the score is lower; this suggests that more knowledge transfer is needed.

On the experience side, the perspective is different, the readiness score showing that
more activities must be conducted at an organizational level to provide greater exposure and
experience for the staff involved in the practical aspects of data collection and processing.

The current study was limited by a series of factors. Firstly, the use of inferential
statistics and ensuring generalizability were not feasible because of the study design, which
was based on open questions and not a validated, questionnaire-based methodology. Fur-
thermore, this study was conducted in a single center reflecting a specific geographic
area—Bucharest, Romania—and involved respondents who predominantly represent spe-
cific categories of medical researchers, namely physicians with clinical specialties and PhD
candidates. As mentioned in the study rationale description, this design was preferred due
to the exploratory purpose of the study.

While these characteristics could offer valuable insights into the limitations of data
federation under the FAIR principles in medicine, the lack of data on respondents’ special-
ties prevented any subgroup analysis. Furthermore, the potential trends identified were
associated with low correlation coefficients, warranting caution in data interpretation. As a
result, the findings of this exploratory study are more reliable for descriptive results.

The use of ORS has several limitations. First, it relies on a subjective survey with
predefined answers, which restricts the depth of insights and allows only limited quantita-
tive evaluation. The Organisational Readiness Score (ORS) we developed is an empirical,
exploratory construct rather than a validated instrument. The grouping of questions into
the “Experience” and “Awareness” categories was based on conceptual reasoning and has
not yet been empirically validated. In addition, when calculating the mean score, we did
not apply weights to individual questions, although such an approach could potentially
provide a closer reflection of reality. As such, the ORS should be seen as a pilot indicator
designed primarily for internal monitoring within the institution, rather than a fully vali-
dated measurement tool. Nevertheless, despite these limitations, it offers a useful first step
toward developing an internal readiness indicator.

However, evaluating organizational readiness is challenging. A systematic review
examined instruments used to assess organizational readiness for knowledge translation in
healthcare, and concluded that, from 39 publications, 26 instruments were identified, but
only 18 demonstrated both validity and reliability [54].

Further research needs to be conducted to more accurately characterize the opinions
and perceptions of medical researchers about federated data repositories and to help devise
specific implementation policies that can aid the adoption of these tools and resources
on a larger scale within the scientific medical community. Secondly, interpreting the data
presented challenges due to the subjective nature of responses and the inability to apply
rigorous statistical analysis.
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5. Conclusions
The results of the current study highlight that medical researchers, particularly physi-

cians, are generally open to the concept of sharing data for medical research and recognize
its potential benefits. However, their readiness to adopt federated data repositories in
daily practice may be limited by privacy concerns, subjective understanding, and a lack
of awareness about the advantages of federated data sharing. Transparency and targeted
education—especially on less-understood aspects such as interoperability—are key to in-
creasing trust and enabling the full potential of data sharing in healthcare, particularly in
fields like oncology, dermatology, cardiology, and urology.

To further support effective data sharing, targeted training programs might be benefi-
cial to enhance knowledge of FAIR principles, interoperability, common data standards, and
the implementation of federated infrastructures that preserve privacy and data sovereignty.
By addressing these areas, future initiatives can facilitate secure, collaborative, and impact-
ful use of medical data, ultimately advancing research and improving healthcare outcomes.
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