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Abstract: Quantum key distribution (QKD) can protect the exchange process of confidential infor-
mation between communicating parties. By using the basic principles of quantum mechanics and
combined with “one-time pad” cipher encryption, information can be unconditionally secure. The
BB84 protocol first describes the method of transmitting information by photon polarization state,
and it expounds the transmission process of services between trusted relays. However, due to the
defects of real experimental devices, there are security vulnerabilities in QKD in a real system. The
birth of measurement-device-independent quantum key distribution (MDI-QKD) protocol solves the
problem, providing immunity to hacker attacks at the end of the detector. It can enable both sides of
the transmission service to establish a connection and generate secret keys through an untrusted relay
node to ensure information security. However, the types and properties of link nodes in quantum key
distribution network (QKDN) based on partially trusted relay are more complex, which can easily
result in network fault. Therefore, how to prevent the impact of failure on QKDN has become an
urgent problem. In this paper, we propose a protection scheme for QKDN with partially trusted relays.
The method deals with trusted and untrusted relays differently and constructs the working and
protection paths of the secret key for each service. It reduces resource conflict between the protection
and working paths by establishing a key protection threshold, which realizes the resource trade-off
between the two factors. Simulation results show that the scheme provides effective protection to the
services, and it improves the stability and reliability of QKDN based on partially trusted relay.

Keywords: dedicated protection; path protection; quantum key distribution (QKD); survivability;
partially trusted

1. Introduction

With the diversified development of information transmission methods since the third
revolution in science and technology, optical networks carry a large amount of important
information in many application fields such as military and finance. In 2014, an attack on an
online trading platform caused huge economic loss [1]. In 2015, there were 16 known optical
cable attacks in San Francisco [2]. Preventing the information in optical network from being
intercepted and improving the security of data information transmission has become an
increasingly urgent demand. The key distribution based on traditional cryptography has
the risk of being cracked by more advanced attack algorithms, which cannot easily meet
the needs of security.

Different from the traditional encryption methods based on mathematical compu-
tational complexity and the symmetric encryption algorithm, quantum key distribution
(QKD) technology has more advantages. The BB84 protocol first describes the method
of transmitting information by using photon polarization state coding [3]. It uses the
characteristics and laws of quantum mechanics to maintain communication security, trans-
mitting coded states through quantum channels. The protocol also enables both sides of
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communication to share random secure symmetric keys in the process of information trans-
mission. The key is a secret bit string used for secure communication and authentication [4].
These pairwise keys allow terminal nodes to generate their own keys, provided that all
intermediate nodes are trusted [5]. This process is based on the Heisenberg uncertainty
principle, so the eavesdroppers can neither successfully measure and obtain quantum state
information nor affect the key transmission. QKD also uses the quantum state no-cloning
theorem, which improves the security of the communication process by making the eaves-
dropper unable to copy the quantum state. In the BB84 protocol, the linear polarization and
circular polarization of photons are in conjugate states, which conforms the uncertainty
principle. Therefore, whenever there is a third-party measurement made by eavesdroppers,
the original quantum state will inevitably change [6]. According to the quantum bit error
rate of the selected measurement base, we can judge whether the channel transmission
data have been eavesdropped or tampered. Combined with the “one-time pad” encryption
technology, the BB84 protocol can achieve unconditional security in theory.

The DARPA QKD network, the world’s first quantum key distribution network
(QKDN), was proposed in December 2002, laying a foundation for the development of
a QKDN based on trusted relay [7], which was developed in SECOQC [8]. In 2017, the
backbone QKDN in Beijing and Shanghai began to operate. It was the longest QKDN in
the world at that time, realizing the decoy state BB84 protocol based on optical polarization
coding [9]. QKD has developed to the degree of networking communication and has
become the key technology of quantum communication. In optical networks, the key
generated in the process of QKD can occupy the resources of the communication channel.
If the network fails, the key service will be interrupted. Therefore, it is necessary to study
survivability technology based on a QKDN. In previous studies, protection schemes and re-
covery measures proposed for QKDNs have been proposed, such as an adaptive protection
scheme of key capacity [10] and key recovery strategies [11,12].

Although the BB84 protocol has theoretical security, due to the gap between reality
and theory, the devices in the actual QKD system are not perfect. Therefore, there are still
some hidden dangers regarding security in the information key transmission. It may lead
to the operation mode state of the real equipment being different from the mathematical
model established in the previous ideal state, which can easily cause eavesdroppers to
attack. Eavesdroppers can carry out time-shift attacks by learning distributed keys [13]. By
changing the arrival time of each signal, the eavesdropper can not only not introduce any
errors but also obtain the information of some final keys [14]. Quantum hackers can also use
detector blinding attacks to steal information [15]. The measurement-device-independent
quantum key distribution (MDI-QKD) protocol [16] can remove all side-channels of the
measurement devices [15], which effectively solves the security vulnerability. The MDI-
QKD protocol allows the communicating parties to connect through untrusted relay nodes.
In MDI-QKD, the equipment used by untrusted relay is more expensive and complex, but
it can expand the transmission distance and double the coverage distance of the traditional
QKD scheme when the key rate is equivalent to QKD [16].

In MDI-QKD with discrete variables, different implementations are proposed. This
approach can achieve a long-distance quantum cryptography system [17]. The protocol
is suitable for asymmetric channels [18]. QKD based on two fields was proposed as a
measurement-device-independent scheme [19,20]. A phase-matching QKD protocol is
proposed, which is immune to all possible detection attacks [21]. It is related to the two
field QKD protocol [22]. Continuous-variable MDI-QKD systems have also been stud-
ied. In order to generate secret correlations, they transmit the coherent state to the relay;,
where continuous-variable Bell detection and output broadcast are performed [23]. Strict
security analysis of continuous-variable MDI-QKD is proposed, which shows its feasibil-
ity [24]. A multimode continuous-variable QKD system with non-Gaussian operations is
proposed [25]. In the chip-based MDI-QKD network, each user only needs a compact trans-
mitter chip, and the relay holds an expensive and huge measurement system (and quantum
memory [26]) shared by all users. It is suitable for constructing a star-type quantum access
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network, placing complex and expensive measurement equipment in the central untrusted
relay. Each user only needs a low-cost transmitter, such as an integrated photonic chip. The
measuring equipment is placed on the central relay, which performs Bell state measurement
(BSM). In a 200 square kilometer metropolitan area, an MDI-QKD star-type network was
built by Tang and others [27]. For the mixed situation of trusted and untrusted relay in the
network, the routing algorithm is proposed [28].

Because the link structure and node types of the QKDN based on partially trusted
relay are more complex, it is more likely that the key distribution in the process of service
transmission fails. Therefore, the survivability problem in partially trusted relay scenario is
of great significance. In view of the situation that there is trusted and untrusted relay in
the network, how to allocate the normal key resources of QKD and design an appropriate
protection scheme became the core topic of this paper. To solve the problem, we first
describe a conventional QKDN based on fully trusted relay and a QKDN based on partially
trusted relay to show differences between them. Then, the partially trusted relay-based
protection strategy is proposed, which considers the protection threshold to enhance the
security. A simulation based on the scheme was carried out on two different topologies. The
results show there is a trade-off between key service request blocking rate and protection
path construction success rate.

The remainder of this paper is organized as follows. Section 2 describes the QKDN
with fully trusted relay and partially trusted relay. Section 3 presents a problem statement
to address the question. Section 4 proposes the protection strategy with partially trusted
relay in detail. The simulation results and analysis are in Section 5. Finally, Section 6
outlines the summary and conclusions.

2. Quantum Key Distribution Network
2.1. QKDN Based on Fully Trusted Relays

A QKD link is a logical connection between two QKD nodes. In the component of a
QKD optical network, the nodes of both sides of communication include a QKD module
and a key server. Two QKD nodes are connected through optical links in optical network
facilities. The links use optical elements and optical fiber transmission keys to reduce
interference. In the QKDN, the channel between two nodes includes the classical channel
and quantum channel. The classical channel is used for synchronization and data exchange
between the QKD modules. Quantum channels are used to transmit encoded photons.

The network model based on QKD realizes the secure communication between end-
to-end networking nodes by means of hop-by-hop manner or a key repeater, since the
point-to-point QKD distance is limited by depolarization errors, dark counts and other
factors [29]. The premise is that all nodes of the network are trusted. The QKD optical
network can be divided into four layers: application layer, control layer, QKD layer and
data layer [30]. In the network, the application layer is responsible for generating data
service requests with security requirements. As shown in Figure 1, the control layer controls
the functions of each layer through the internal controller, and it can manage the resources
of the QKD layer and data layer. When the service request arrives, the controller allocates
wavelength resources for the key in the QKD and data layer by notifying the corresponding
node. The QKD layer provides key for data services.
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QKD layer

Data layer

- >
Trusted node - QKD backbone node Optical backbone node

Figure 1. QKD network based on trusted relays.

2.2. QKD Network Based on Partially Trusted Relays

The assumption of fully trusted repeaters can be relaxed in more than three ways.
First, MDI-QKD can be used, and its security is higher than QKD network with trusted
relay nodes. MDI-QKD extends the quantum channel, so the nodes of both sides of
communication still need to be trusted. Second, quantum repeaters can be used as an
alternative. Quantum entanglement of photons can be used to store and forward the
information of quantum states, achieving the purpose of communication through different
quantum links. The space distance that the technology can transmit is greatly affected by the
fidelity of entanglement swapping, but practical deployment has not yet been realized [31].
Third, it depends on multipath transmission and threshold encryption to reduce the risk of
eavesdropping. In this paper, we only consider the case of untrusted relays in the network
following the MDI-QKD protocol.

As shown in Figure 2, the optical network model based on partially trusted relay
includes four layers from top to bottom, namely the application layer, control layer, QKD
layer and data layer. The data layer can also be named the optical layer. Similar to the
ordinary QKDN, the application layer and control layer can also control and manage key
services in practical application. In the QKD layer, a total of three types of QKD nodes are
deployed, including QKD backbone nodes, trusted relays and untrusted relays. The optical
layer is composed of the optical backbone network, and there are optical backbone nodes
interconnected through optical links. Keys can be exchanged between the QKD layer and
data layer.

QKD layer

Data layer

@ Trusted node e QKD backbone node
B Untrusted node - Optical backbone node

Figure 2. QKD network based on partially trusted relays.
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3. Problem Statement

In the existing study, there have been many attempts at a QKDN based on trusted
relay [7,10,32]. In order to improve the security of QKD networking, network protection
schemes are also proposed, including shared protection schemes and dedicated protection
schemes [10]. For the QKD networking based on the partially trusted relay, there is a cost
optimization method in the deployment stage [33]. In that research, it is concluded that
using the partially trusted relay scheme can lead to lower cost and higher security level.
A QKD method which can work in a partially trusted QKDN is proposed [28]. In 2022, a
partially trusted relay-based QKD method and routing of keys in different kinds of typical
network topologies were described [34]. Security is a crucial problem. A key management
and data scheduling scheme has been proposed [35].

In large-scale or inter metropolitan quantum networks, the coexistence of multiple
protocols is inevitable. The two users may communicate through trusted repeaters or
exchange information through untrusted relays over a long distance. Nodes that follow the
BB84 protocol and nodes that use the MDI-QKD protocol may appear in the same network
topology. The QKDN link based on partially trusted relay is more complex, resulting in
higher risk of failure. Since the channels used for QKD and data services are multiplexed in
the common optical fiber, their protection against link failure can be considered separately.
However, there is little research on the protection of QKD networking in a partially trusted
relay situation. In order to reduce the impact of possible faults on QKD in a partially trusted
relay scenario, the corresponding protection scheme is an important problem to be solved.
For the sake of improving the security of QKD networking, we propose a protection scheme
in a QKDN based on partially trusted relay. Protection refers to making a certain prediction
before the fault occurs and reserving resources and paths for it. The proposed dedicated
protection scheme transmits the key simultaneously on the working and protection paths
to ensure security. The protection scheme mainly solves two sub-problems: (1) For the
untrusted nodes that may appear in the network, different processing methods from the
trusted nodes need to be considered. (2) A large number of protection paths can occupy
the key resources in the link, resulting in a high blocking rate to the key distribution on
working paths. Therefore, it is necessary to consider how to balance the resource allocation
of secret keys on the working and protection paths.

In order to solve these two sub-problems, a topology-abstraction-based protection
scheme in a QKDN with partially trusted relay is proposed. When designing the protection
strategy, the processing method of untrusted nodes was considered, which is different
from trusted nodes. In addition, a key protection threshold was proposed to adjust the
distribution of key resources.

4. Topology-Abstraction-Based Protection Scheme in Quantum Key Distribution
Networks with Partially Trusted Relay

4.1. Network Model

In this section, the network model of the topologies is described as follows. The
network topology which runs the protection strategy is represented by a graph named
G(V, L). V is the set of nodes, and L is the set of direct links. Every two nodes a4 and b are
connected by one link I, ;: thus, I, ; € L. The service arriving in the QKDN is denoted as
1x(sr, dr, My, t4, t). Ry is the set of all services. s, and d, respectively represent the source
node and destination node of the service in the network topology. The number of secret
keys required by the service in unit time is represented by M,. ¢, represents the arrival time
of service, and ¢, is the duration of the service. P,  represents the working path selected by
the scheme, while Py _ is the selected protection path. The detailed parameter definitions
are all shown in Table 1.
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Table 1. Notation and definitions.

Notation Definition

u The node in the network topology
14 The set of nodes
Ty The service reaching QKDN with key requirements

Ry The set of services reaching QKDN
Sy The source node of service

dy The destination node of service

M, The number of secret keys required by the service in unit time
Sa A random node in the network topology
Sp A random node in the network topology different from s,
e Number of links from the source node to the destination node
v Source node of the selected working path
w Destination node of the selected working path
x Source node of the selected protection path
y Destination node of the selected protection path

I b Direct link between two adjacent nodes
L The set of direct links

Py w Working path for the service

Py y Protection path for the service

Ty w The key resource provided by the link for the working path

Ty y The key resource provided by the link for the protection path
p The set of calculated paths

Weights The length of the path

Proportion of key protection threshold in the remaining key

U resources of the link
t The arrival time of the service
ty The duration of the service
Ty Remaining key resources in each hop on path
Ty Secret key protection threshold
Sa—>Sp Number of hops between nodes s, and s;,

4.2. Topology-Abstraction-Based Protection Scheme in Quantum Key Distribution Networks with
Partially Trusted Relay

The overall steps of the topology-abstraction-based protection scheme in the QKDN
with the partially trusted relay (TAPS-PTR) algorithm are as shown in Algorithm 1. First,
the topology abstraction of the QKDN with partially trusted relay is introduced. Second, if
the service arrives, the working path resources of the service are allocated. Lastly, protection
path resources are allocated, and the key channel link resource status is updated. When
the service leaves, the key resources are released. The specific process of the algorithm is
as follows.

In the process of network topology abstraction, there are four steps. Firstly, the
strategy needs to traverse each node of the network topology for initialization and record
the physical location of each trusted node and untrusted node in the topology. In particular,
untrusted nodes need to be distinguished from trusted nodes. Secondly, the links that are
untrusted nodes on both sides needs to be unconnected. The reason is that the service
cannot be transmitted between two untrusted nodes. Thirdly, a virtual direct link is formed
between two trusted nodes with an untrusted node in the middle. They are trusted node
pairs that can transfer key services to each other. The untrusted node should also be
abstracted. Finally, each untrusted node forms a corresponding virtual direct link group,
and their resources are shared within the group. After that, network topology abstraction
is completed.
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Algorithm 1. Topology-abstraction-based protection scheme in QKDN with partially
trusted relay.

Input: network topology G(V, L), service r(sr, dr, My, tq, t;), Weights, Ty, 1
Output: dedicated protection for each service

1 Traverse and record the trusted and untrusted nodes u in the network topology
2 foralll, ; do

3 if s;—s, = 1 and both s;, s, are untrusted nodes then
4 remove the virtual link corresponding to link I, j
5 end if

6 if sg—sp =2, s—>s. =1, sc—>sp = 1 and s, s, are trusted nodes, s, is untrusted node
then

7 forming virtual direct link I, 4

8 end if

9 end for

10 forall rp € Ry do

11 Calculate e paths P

12 Obtain the lowest Weight path P,  from set P

13 Delete P, 4 in P

14 if Ty w < M; and P = O then

15 The dedicated protection of r, failed

16 else mark P, 4 as the working path

17 Obtain the lowest Weight path Py_, from set P
18 Delete Py _y in P

19 if (Tx_y< My or M, > Ty,*) and P = @ then

20 The dedicated protection of ry failed

21 else mark Py y as the protection path

22 end if

23 end if

24 end for

Then there is the process of working path routing and secret key resource allocation.
Firstly, when the service request arrives, the basic attributes of the service will be analyzed,
such as the source node s, and destination node d, of the service, the start time f, and the
duration f, of the service and the quantum key rate per unit time M, required by the service.
The data of the service are stored in the linked list. Secondly, according to the number of
link hops between the source node and the destination node, the Dijkstra algorithm is used
to calculate the shortest paths and put them into the path set P. The selected shortest path is
temporarily marked as the working path, and the current remaining key resources of each
hop route along the temporarily marked path are calculated. The key resources required by
the service are compared to judge whether the link can provide the key quantity meeting
the service requirements within the service duration. If the key resources on the selected
link are sufficient, the secret key resources for the working path are allocated. Then, the
protection path resource allocation stage is performed. However, if the key resources on
the selected link are insufficient, the hop link with insufficient resources in the network
topology should be abstracted, which means disconnecting it provisionally. After that,
the process returns to the previous routing stage, and the new shortest path in the new
topology is calculated, carrying out the process mentioned above. The process is repeated
until the appropriate working path is found. The link abstraction interrupt flag will not
be erased until the last path in the set of the possible paths set P cannot meet the key
service requirements.

Lastly, there is the process of protection path and secret key resource allocation. The
working paths in the path set P and the paths previously disconnected due to insufficient
resources are removed, retaining the remaining optional paths in the network. Then, the
Dijkstra algorithm is used to calculate the shortest path in the QKDN topology at this
time, which is temporarily marked as the protection path. Then, it is judged whether the
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remaining key resources of the link are sufficient for each hop link along the temporarily
marked protection path by comparison. If the key resources on the link are sufficient,
the next judgment step can be entered. However, if the key resources on the link are
insufficient, the hop link should be abstractly disconnected, and the protection path needs
to be reselected. The process is repeated until the appropriate protection path is selected.
After the protection path resource allocation is successful, the key resources in the network
are updated. The whole topology is traversed to ensure that the key resources, link
spectrum wavelength time slot resources and other status information on each link are
updated. When the service leaves, all the resources allocated to it are retracted.

However, when the key resources on the network are limited, the unrestricted occupa-
tion of key resources by the protection path may lead to higher blocking rate of key service
requests. To solve the problem, the key protection threshold T) is proposed, the calculation
method of which is as follows. The key protection threshold T is the product of the current
remaining key resources T}, of the link and 7. 7 is a constant between 0 and 1 related to the
key protection threshold, which can be adjusted as needed. The problem can be effectively
solved by increasing the comparison between the number of keys required by the service
and the key protection threshold.

QKD needs to take optical fiber resources as the transmission medium and provide
users with secure keys through wavelength division multiplexing technology. The key
resources mentioned above refer to the wavelength and time slot resources in the channel.
The number of quantum signal channels (QSCh) in a fiber link can be multiple, and QSCh
can be divided into several time slots (TS). The key resources of each service request need
to occupy several time slots, which are measured by unit/s.

Figure 3 shows an example of the algorithm. The initial network topology is assumed
as shown on the left. According to the method of network topology abstraction process,
the abstract network topology is shown on the right in Figure 3. Dashed lines between
node pairs represent virtual direct links, while solid lines between node pairs represent
physical direct links. The link generation key resource rate is set to 50 unit/s. 7 is set to 0.8.
Supposing service request 1 and service request 2 arrive at the same time, their routing and
transmission in the link are shown in Table 2

Node 4 Node 5 Node 6 Node 4 Node 5 Node 6

Trusted node . Untrusted node

Figure 3. Process of network topology abstraction.
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Table 2. The operation of the services in the TAPS-PTR.

Service Calculated Paths Selected Path
1-2-6
. 1-4-2-6 Working path
1
1-4-5-6 1-2-6
ASISr,iirz) :u(rllxl t6/)s 1-2-3-6 Protection path
r= 1-2-4-5-6 1-4-2-6
1-4-2-3-6
. 2-4-5 Working path
2
2-6-5 2-6-5
ASISWEI?; 0_>(121’1 t5/) 2-1-4-5 Protection path
r=olunit/s 2-3-6-5 2-3-6-5

4.3. Complexity of the Algorithm

The complexity of the protection scheme is evaluated as follows. Within one loop, the
conditional expression is set to run at most |N | times. The time complexity of the Dijkstra
algorithm in the algorithm is O(I N 12). There are two separate “for” loops in the algorithm.
One loop is the process of topology abstraction, the other is selection of the working and
protection paths, the process of which contains the Dijkstra algorithm. Therefore, the total
time complexity of the protection algorithm is approximately O(KIN 3 + KIN ).

5. Simulation Results

In the QKD network topology, when the service arrives, the key service is numbered to
distinguish it from other services. The start time and duration of the services obey Poisson
distribution. The source node s, and destination node d, of services are both randomly
generated. The time slot required for the service expresses the demand of the service for
the key. For the link of QKD network topology, the remaining time slot of the current link
represents the number of keys that can be provided by the link at this time. # indicates
the percentage of the limited key protection threshold. The blocking rate of key service
requests of the working path and the successful construction rate of the protection path are
the data measuring the effect of the protection strategy.

On the link of the QKDN, the channel can include multiple wavelengths which are
set as n. Each wavelength channel can be divided into m time slots. According to the
number of keys generated in each time slot, the remaining time slot of the current link can
be calculated by detecting the wavelength time slot resources in each fiber and the time
slot required for the key unit time.

In this study, the protection scheme designed in a QKDN with partially trusted relay
was simulated and verified in Intelli] IDEA using Java language. The algorithm was
completed on NSENET topology and USNET topology, which are shown in Figure 4.
The NSENET topology has 14 nodes and 21 links, with the longest link length being
1140 km, while the USNET topology has 24 nodes and 43 links. In the process of algorithm
verification, a total of 105 randomly generated services run on the topologies. In the two
topologies, we conducted the simulation in three cases. The independent variables are the
generation rate of key resources on the link, the number of untrusted nodes in the topology
and the correlation percentage of key protection threshold 1. The dependent variables are
blocking rate of key service requests and protection path construction success rate.
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Blocking rate of key service requests

0.06

0.04

0.02

0.00

Figure 4. (a) NSENET topology; (b) USNET topology.

In order to observe the data more intuitively, the number of untrusted nodes in the
NSENET topology was set to 2. As shown in Figure 5a,b, the impact of the change of key
resources and protection threshold on the blocking rate of key service requests was tested.
It can be seen from the simulation results that with the increase in key resources provided
by the link, the blocking rate of key service requests of each curve decreases. On the curve
of 1 = 0.3, when the link generation key resource rate is the highest, the blocking rate of
key service requests can be reduced to close to 0. However, when 7 is higher, the blocking
rate of key service requests increases. The reason is that the key protection threshold rises
with the increase in 7. When the protection threshold rises, theoretically more protection
paths are constructed, competing for the limited key resources with subsequent services.

—8—1=0.8—e—n=0.7 —a—n=0.8—e—n=0.7

e
=
vy

—A—n=0.6—v—n=0.5
—¢—n=0.4—<—1=0.3|

—A—n=0.6—v—n=0.5
——n=04—<«—1=0.3

s

o
1=
s}

o
1=
D}

Blocking rate of key service requests

0.01
T T  § 000 T T T T ¥ T T T
95 100 105 110 80 84 88 92 96 100 104 108
Key resource(unit/s) Key resource(unit/s)
(a) (b)

Figure 5. Simulation results: (a) blocking rate of key service requests varies with link key resources
in the case of different protection thresholds in NSFNET; (b) blocking rate of key service requests
varies with link key resources in the case of different protection thresholds in USNET.

In USNET, the number of untrusted nodes was set to 3. The results show that the
changes of curves are similar to those in NSFNET. The blocking rate of key service requests
decreases significantly with the increase in key resources. When the key resource generation
rate of the link is 80 unit/s, the blocking rate of key service requests can be reduced by at
least 0.5% whenever 7 is reduced by 0.1.

In this case, the key generation rate of the link is set to 80unit/s in both NSFNET and
USNET topologies. Figure 6a,b display that the blocking rate of key service requests is
affected by the change of protection threshold in two different networks. As shown in
Figure 6a, the blocking rate of key service requests rises with the increase in #. Because the



Photonics 2022, 9, 239

11 of 16

Blocking rate of key service requests

0.35

protection threshold is the product of the remaining key resources of the link and variable
quantity 7, the protection threshold is related to 1 in direct proportion. Therefore, the
blocking rate of key service requests in Figure 6 rises with protection threshold increasing.
The results can be explained by the results of the success rate of protection path construction
in the following result. The increase in the number of protection paths affects the number of
key resources allocated to the working paths of other services. From the vertical comparison
of different curves in Figure 6a,b, the blocking rate of key service requests increases with the
increase in the number of untrusted nodes. The reason is that an untrusted node cannot act
as a relay between more than two nodes like a trusted node. When the protection threshold
and the number of untrusted nodes are the smallest in Figure 6, the blocking rate of key
service requests can reach close to 0. The change trend of the curves in Figure 6a is similar
to that in Figure 6b, indicating that the results are common in the network.
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Figure 6. Simulation results: (a) blocking rate of key service requests varies with 7 in the case of
different untrusted node numbers in NSENET; (b) blocking rate of key service requests varies with 7
in the case of different untrusted node numbers in USNET.

In this case, the percentage of key protection threshold # was set to 0.8 as shown in
Figure 7. As shown in Figure 7a,b, the curves show the change of blocking rate of key
service requests with link key resource increasing. Different from Figure 5a,b, the curves
are distributed in the case of different untrusted node numbers. With the increase in key
resources, the blocking rate of key service requests decreases in both figures.

Comparing different curves vertically, it can be seen that the blocking rate of key
service requests rises with the increase in the number of untrusted nodes. In Figure 7b, the
key generation rate of the link, that is, the link key resource, is set to 80 unit/s. It can be seen
from the curves that when the number of untrusted nodes changes from 3 to 2, the blocking
rate of key service requests decreases by about 3%. With the increase in key resources, the
gap of blocking rate of key service requests between different untrusted nodes gradually
decreases. This is more obvious in the simulation results of USNET topology. When the
number of untrusted nodes is the lowest and the key resource takes a higher value in the
two figures, the blocking rate of key service requests can be close to 0.
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Figure 7. Simulation results: (a) blocking rate of key service requests varies with key resource in the
case of different untrusted node numbers in NSENET; (b) blocking rate of key service requests varies
with key resource in the case of different untrusted node numbers in USNET.

In order to observe the results more conveniently, the number of untrusted nodes in
NSFENET is set to 2, while that in USNET is 3. The protection threshold is proportional
to 77. Therefore, the change of 7 refers to the change of protection threshold. Figure 8a,b
shows the change of protection path construction success rate with protection threshold
with different untrusted node numbers. With the increase in key resources provided by the
links, protection path construction success rate grows in both topologies. The reason is that
more key resources can reduce the pressure of protection path construction.
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Figure 8. Simulation results: (a) protection path construction success rate varies with link key
resources in the case of different protection thresholds in NSENET; (b) protection path construction
success rate varies with link key resources in the case of different protection thresholds in USNET.
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It can be seen from Figure 8 that the rise of protection threshold can also increase the
probability of successful construction of protection path. With the increase in key protection
threshold, the protection path construction success rate rises gradually. Comparing the
curves in Figure 8a,b vertically, on the one hand, the success rate of protection path
construction rises with the increase in protection threshold. On the other hand, as the
protection threshold increases, the difference in the different curves of protection path
construction success rate decreases with the same key resource.

As shown in Figure 9a,b, the key recourse is set to 80 unit/s. In this condition, the
impact of the change of key protection threshold on the protection path construction success
rate of different numbers of untrusted nodes was tested.
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Figure 9. Simulation results: (a) protection path construction success rate varies with # in the case of
different untrusted node numbers in NSFNET; (b) protection path construction success rate varies
with # in the case of different untrusted node numbers in USNET.

The trend of curve change is roughly similar in the two diagrams. With the increase
in protection threshold, the protection path success rate goes up. When the protection
threshold is the largest, the protection path construction success rate is also the maximum
value. However, too many protection paths can have a negative impact on the smoothness
of working paths to other services. Therefore, different protection thresholds are needed to
adjust the conflict. When the number of untrusted nodes is different, the larger number
of untrusted nodes can cause lower protection path construction rate in the case of the
same 77. The reason is that the requirements of untrusted nodes are more stringent than
trusted nodes.

In this case, the percentage of key protection threshold 7 is set to 0.8. As shown
in Figure 10a,b, the change of protection path construction success rate with different
numbers of untrusted nodes is tested in the two different topologies. With the increase in
key resources, the success rate of protection path construction rises. When the key resource
reaches the maximum of the data shown in Figure 10a,b, the success rate of protection path
construction can reach 100% in the case of the smallest untrusted node number.
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Figure 10. Simulation results: (a) protection path construction success rate varies with key resource
in the case of different untrusted node numbers in NSENET; (b) protection path construction success
rate varies with key resource in the case of different untrusted node numbers in USNET.

Comparing the curves in Figure 10a,b vertically, the success of protection path con-
struction decreases with the increase in the number of untrusted nodes. In Figure 10b,
when the key resource is set to 112 unit/s, assuming that the number of untrusted nodes is
reduced from 6 to 5, the appreciation of protection path construction successful rate can
rise about 4%. The number of untrusted nodes and key resource both have a significant
impact on the success rate of protection path construction.

6. Conclusions

In this paper, we proposed a protection scheme in a QKDN with partially trusted relay.
In the partially trusted relay-based QKDN, the topology abstraction method can handle
the trusted and untrusted relay in different ways, which was conducive to the subsequent
key resource allocation. In the newly formed abstract topology, the working and protection
paths were found. Lastly, key resources were allocated to the services required for keys. In
addition, the key protection threshold was proposed to ease up the conflict of working and
protection paths on key resources. The protection scheme can improve the stability and
reliability of transmission services in the QKDN with partially trusted relay. The simulation
results show that there is a trade-off between the blocking rate of secret key requests and the
success rate of protection path construction, which means a balance is needed to maintain
the resource allocation between working paths and protection paths.
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