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Abstract: With the widespread application of big data, the amount of data transmitted through optical
networks has been increasing dramatically. Correlated random bit generation (CRBG) is one of the
key technologies in secure communication systems to ensure security performance and transmission
efficiency. We propose and demonstrate a CRBG scheme based on a Mach-Zehnder modulator (MZM)
electro-optic feedback loop to improve the security and speed of communication systems. In this
scheme, common-signal-induced synchronization is accomplished to generate wideband complex
physical entropy sources, and a private hardware module is employed to perform post-processing and
nonlinear transformation of the synchronized signal. The simulation results show that the effective
bandwidth of the output chaotic signal is significantly increased to 27.76 GHz, and high-quality
synchronization with a correlation coefficient of over 0.98 is reached. A high-rate CRBG of up to
5.3 Gb/s is successfully achieved between two synchronized wideband physical entropy sources, and
the hardware key space is enhanced to ~2#?, which greatly improves the privacy of physical entropy
sources. The proposed scheme provides a promising approach for high-speed private CRBG, which
is expected to be used in high-speed secure key distribution and optical communication systems.

Keywords: correlated random bit generation; physical entropy source; nonlinear transformation;
key space

1. Introduction

Random numbers are widely used in information security schemes as passwords and
keys to ensure the confidentiality, integrity, and authenticity of communications [1]. The
key system needs to generate truly correlated random bits to ensure that the detection
parameters are unpredictable. Generators of random numbers can be classified into two
categories: pseudorandom number generators and physical random number generators.
The pseudorandom number is generated by the deterministic algorithm, and it will remain
in the same sequence if the generation seed is unchanged, which will bring serious problems
to the information security system.

Physical random number generators provide non-deterministic random bits by mea-
suring unpredictable physical processes, thus ensuring privacy, such as in the frequency
jitter of oscillators [2], thermal noise from resistors [3], electrical chaos in nonlinear cir-
cuits [4], and photon events in attenuated light [5]. However, these traditional physical
random number generators are limited in bandwidth and restrained at a slow rate (Mbps),
which is insufficient to meet the requirements of modern secure communications with data
rates of Gbps. Therefore, wide-bandwidth high-speed correlated random bit generation
(CRBG) on both sides is the key point to break through for secure communication.
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In recent years, many researchers have been devoted to improving the speed of physi-
cal random bit generators for the requirement of modern secure communications. Laser
chaos [6-14], amplified spontaneous emissions [15], quantum vacuum states [16,17] and
laser phase noise [18] are widely used as physical entropy sources for generating Gbps
and even faster non-deterministic random bits [19]. Electro-optical chaos [20] is another
very attractive physical entropy source that can generate high-speed random numbers
due to its large bandwidth. However, it is highly desirable to generate synchronized
random numbers for secure key distribution, so CRBG is getting more attention. The
generation of correlated random bits through the synchronization of two physical entropy
sources has also been studied extensively [9-13,21-23]. Kanter et al. numerically verified
a CRBG scheme at a speed of over Gbps using synchronization between two bidirection-
ally coupled chaotic lasers [10]. Shao et al. also realized ~1.25 Gb/s CRBG based on an
electro-optical chaotic entropy source [11]. Wang et al. demonstrated ~2.5 Gb/s CRBG
using synchronous chaos induced by common lasers with dispersion feedback [24]. Fabian
Bohm et al. proposed a method based on an optoelectronic oscillator that successfully
implemented synchronized random bits at a rate of 6 Gb/s [25]. Recently, we also experi-
mentally realized CRBG recordings of up to 5.2 Gb /s with synchronized wideband physical
entropy sources based on hybrid electro-optic nonlinear transformation [22]. However, the
security of these systems needs to be improved because the hardware variable parameters
are notably insufficient, which limits the key space. In addition, the limited bandwidth of
several gigahertz for traditional physical entropy sources, such as a laser chaotic source,
greatly limits the CRBG rate [26].

Although a lot of work has been done to extract high-speed correlated random bits
from various wideband physical entropy sources, high-speed CRBG is not an easy task
due to the difficulty of achieving high-quality synchronization of wideband signals [23].
In this work, we propose and demonstrate a high-speed and private CRBG scheme that
modulates chaotic signals into the phase variation of the light using a phase modulator (PM)
and finally expands the chaotic bandwidth with the participation of dispersion structures
while ensuring chaotic synchronization. We further use an electro-optical self-feedback
loop based on a Mach—Zehnder modulator (MZM) to improve the key space and further
expand the chaotic bandwidth. The results show that the synchronized wideband physical
entropy sources successfully achieve a high-quality synchronization of over ~0.98 and
a low correlation level of ~0.059 between the drive and response signals. The bandwidth
expansion of the synchronized wideband physical entropy source is more than double,
the CRBG rate is up to 5.3 Gb/s, and ~2*? hardware key space is enhanced, which greatly
improves the privacy of the physical entropy sources. Correlated random bit sequences
(CRBSs) could successfully be proved to have good randomness by relying on industry-
standard benchmark tests provided by the National Institute of Standards and Technology
(NIST) [27].

2. Principle of CRBG Setup

Figure 1 illustrates the principle and simulation setup of the proposed high-speed
private CRBG scheme. In the proposed scheme, a chaotic signal with an optical feedback
is used as the common drive signal with limited initial chaos bandwidth and low com-
plexity. Then, under the effect of spectrum spreading caused by the phase modulation
(PM) and phase-modulation-to-intensity-modulation (PM-to-IM) conversion of a disper-
sion component, synchronized wideband physical entropy sources are obtained through
the electro-optical self-feedback amplitude modulation loop based on an MZM. On this
basis, two synchronous wideband physical entropy sources are accomplished to obtain
high-rate CRBGs.

Specifically, a distributed feedback (DFB) laser with an external fiber mirror feedback
is used as the driving source of physical entropy to generate a random chaotic source signal
E.(t). The bias current that drives the semiconductor laser (DSL) is 1.2 times the threshold
current, and its wavelength is set to 1550 nm. The output common random chaotic source
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is divided into two parts, and each part is transmitted to legitimate users (Alice and Bob),
respectively, on a 25 km single-mode fiber (SMF). After reaching the legal client, two
erbium-doped fiber amplifiers (EDFA) and a variable optical attenuator (VOA) are used to
match the injection intensity of the input driving signal to achieve synchronization. Then,
a CW laser deployed in a legitimate client generates continuous light, which is modulated
by a PM and converted from phase to intensity by a chirped fiber Bragg grating (CFBG)
with a dispersion value of around 400 ps/nm.

PD VOA EDFA DCF SMF SMF DCF | EDFA VOA PD

| sampling | Real-time | sampling

Real-time
dual- ¢----{ Oscilliscope Oscilliscope [¢===== dual-
threshold | threshold
| quantization quantization I

Figure 1. Schematic of correlated random bit generation. DSL: driving semiconductor laser. OC: op-
tical coupler. VOA: variable optical attenuator. PC: polarization controller. M: mirror. SMF: single
mode fiber. DCF: dispersion compensation fiber. EDFA: erbium-doped fiber amplifier. PD: pho-
todetector. AMP: amplifier. CW: continuous wave laser. PM: phase modulator. CIR: circulator.
CFBG: chirped fiber Bragg grating. MZM: Mach-Zehnder modulator. 7: delay time.

After modulating by the phase chaos, the output of PM can be expressed as:

- 1Ec (1)

Ei(t) = Egel Vr . @D

The transfer function of CFBG can be described in the frequency domain:
H(w) = e iz (w—w)?, 2

where B is the dispersion coefficient. The output of CFBG can be expressed as:
E,(t) = F 1 (F(Ep(t))H(w)). 3)

Next, the signal is separately injected into the Alice and Bob hybrid electro-optic
nonlinear transformation hardware module, which is specifically the electro-optic self-
feedback amplitude modulation loop. The optical self-feedback amplitude modulation
loop consists of an MZM, an optical coupler (OC), an optical delay line (), a photodetector
(PD) and an electrical amplifier (AMP). Its working process is as follows: the input signal
first passes through the MZM and then directly enters OC; the loop outputs part of the
signal; the rest of the signal is deliberately delayed by 7 and then converted from PD to
an electrical signal. The AMP adjusts the amplitude of the delay signal, and finally, the
feedback drives the MZM, and closes the self-feedback amplitude modulation loop. The
total delay of the feedback loop is about 3.03 ns.
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The field transfer function of MZM is defined as:
h(t) = Col[o/TRE+TRE) 4 o TICTHRE+ RO — Lo, 4)

where C is a constant, V; refers to the half-wave voltage of MZM, Vir stands for the RF
voltage, and Vp is the DC bias voltage.
The RF voltage of MZM can be obtained by:

t
Vir = pgS|Eo(t — 1) —67KE L v, ©)
where ¢ and p are the characteristics response times of the band-pass filter, which is
composed of AMP and PD. S denotes the sensitivity of PD, p denotes the optical power
loss, g denotes the gain of AMP, and 7 is the delay time.

The detailed key hardware parameters and the corresponding values in the scheme
are illustrated in Table 1. Compared with traditional CRBG schemes, the proposed scheme
contains more hardware parameters, such as phase modulation depth, the bidirectional
delay time of the electro-optic self-feedback loop, DC bias voltage and the feedback depth
of the MZM, and the dispersion value, which can greatly enhance the hardware key space
and privacy of the CRBG. When the hardware parameters between Alice and Bob are well
matched, the private CRBG can achieve high-quality synchronization.

Table 1. Values of parameters used in the simulation system.

Parameter Description Value
f Center frequency of DSL 193.1 THz
L Length of SMF 25 km
M, Modulation depth of PM; 2.8
M> Modulation depth of PM, 2.7
F Feedback intensity of MZM; 1.2
K Feedback intensity of MZM, 1.2
T Feedback time delay of Alice 3.03 ns
(%) Feedback time delay of Bob 3.03ns
Dy Dispersion of CFBG, 400 ps/nm
D, Dispersion of CFBG, 400 ps/nm
BW; Bandwidth of PD 40 GHz
BW, Bandwidth of MZM 40 GHz
I Insertion loss of MZM 6dB
R Extinction ratio of MZM 35dB

3. Results
3.1. Synchronization Characteristics of Chaos

Figure 2 shows the measured time waveforms generated by the common driving
source and the synchronized wideband physical entropy sources, as well as the correlation
between them. Figure 2a—c shows the signal waveforms of the driving chaotic source and
the time waveforms of the output of the wideband physical entropy sources at Alice and
Bob (respectively measured at positions A, C and D in Figure 1). Figure 2d shows the
corresponding residual correlation between the chaotic source signal waveform and the
time waveform output of the broadband physical entropy source at the Alice end. For
phase-intensity hybrid modulation, the final response output waveform is completely
different from the intensity fluctuation of the driving signal.

Compared with the traditional chaotic driving-response configuration, the residual
correlation coefficient was significantly reduced to 0.059 using this scheme, while the value
in the traditional scheme is usually much higher, up to 0.7 [28]. We further verified the
waveform and found that the time delay signature (TDS) of common driving source is
concealed. This indicates that there is no correlation information of random bits in the
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public link, which enhances the privacy of the final output response signal. In addition, it is
obvious that the time waveforms of Alice and Bob’s two synchronized wideband physical
entropy sources at C and D present almost the same profile, as shown in Figure 2b,c,e, and
achieve a high correlation value of 0.986, indicating that CRBG based on this scheme can
achieve high-quality synchronization.
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Figure 2. Temporal waveforms and the corresponding correlation plots of the output chaos.
(a—c) show the normalized temporal waveforms of position A, C and D. (d) shows correlation
plots of position A and C. (e) shows correlation plots of position C and D.

The RF spectrum of chaotic output is measured at positions A and C, and the results are
shown in Figure 3a,b. Limited by the relaxation oscillation frequency of the semiconductor
laser, the effective bandwidth of the original chaos is only ~10.78 GHz, which is defined
by the spectral width covering eighty percent of the energy distribution in the whole
spectrum range [29,30]. In contrast, after bandwidth enhancement, the effective bandwidth
of the output physical entropy source is greatly expanded to ~27.76 GHz, more than twice
the original chaotic bandwidth, as shown in Figure 3b, which will be of great benefit to
high-rate CRBG.

3.2. Selection of System Physical Parameters

Since the hardware system cannot be completely consistent, we analyze and study the
effects of system detuning, as shown in Figures 4-6, including MZM, PM, dispersion, etc.
If the synchronization is lower than 0.9, the bit error rate of CRBG will be greatly increased,
resulting in a lower key distribution rate and worse security performance. Therefore, 0.9 is
used as the benchmark to determine the detuning range of variable hardware parameters
in this system. The contour plots shown in Figure 4a—c demonstrate the cross-correlation
between the output of the physical entropy sources at positions C and D when Alice and
Bob’s PM modulation depth, DC bias, and MZM feedback intensity vary, respectively.

It can be easily seen from Figure 4a that the modulation depth of the driving signal
needs to be kept above 0.5. When the modulation depth of PM; and PM; is greater
than 0.5, moreover, kept at the same degree, the chaos synchronization quality will be
maintained at a high level. However, when the PM modulation depth is different, the
output cross-correlation will decrease correspondingly, and become more obvious as the
detuning degree increases.
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Figure 3. Measured RF spectra at (a) position A and (b) position D .
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The MZM DC half-wave voltage is set at 5 V to measure the influence of DC bias volt-
age detuning on the response output cross-correlation, as shown in Figure 4b. Obviously, it
can be seen from the figure that, within a certain range, when the two DC bias voltages are
the same, the chaos synchronization quality stays at a higher level. However, when the two
DC bias voltages are around multiples of 5, the output cross-correlation plummets to 0 as
the voltages approaches 5. This is because the modulation curve of MZM is a cosine-like
curve. When the DC voltage is set at the half-wave voltage, the output is close to 0 when it
is at the trough value.

When the MZM bias voltage is set to 8V, the influence of MZM feedback intensity
detuning on chaotic output cross-correlation is shown in Figure 4c. From the figure, it is
clear that the feedback strength of MZM needs to be maintained at 1. When the feedback
strength is the same and less than one, the quality of chaos synchronization remains at a
high level. However, when the two MZM feedback intensities are different, the output
cross-correlation will decrease correspondingly and become more obvious as the degree of
detuning increases.

To further verify the conclusion above and determine the system parameters more
accurately, we also compare the joint influence of MZM feedback depth and PM modulation
depth, as well as MZM DC bias voltage and feedback depth, on the synchronization of two
wideband physical entropy sources, as shown in Figure 5a,b.

Cross-Correélation
(0) 10 ‘
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0.8
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k &
N
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04

DC bias (V)
a1

0.2

i,

MZM intensity of feedbac

- 0
0 2 4 6 0 1
PM modulation depth MZM intensity of feedback

2

Figure 5. (a) Cross-correlation versus modulation depth of PM and feedback intensity of MZM;
(b) cross-correlation versus DC bias and feedback intensity of MZM.

The influence of MZM feedback depth and PM modulation depth on the cross-
correlation of Alice and Bob’s output physical entropy sources is shown in Figure 5a.
As can be seen from the figure, as the PM modulation depth increases, the output corre-
lation increases. When the modulation depth is greater than 0.5, the output correlation is
greater than 0.9. On the contrary, with the increase of MZM feedback strength, the output
correlation will be lower. When the feedback strength is more than 1, the output correlation
will be less than 0.9. Therefore, the modulation depth of the driving signal needs to be kept
above 0.5, and the feedback strength of MZM needs to be lower than 1, which is consistent
with the conclusion in Figure 4a,c.

As shown in Figure 5b, the DC bias voltage and MZM feedback strength of Alice and
Bob are changed at the same time, and the relationship among DC bias voltage, MZM
feedback strength and output cross-correlation is observed. The results show that when the
feedback strength is less than ~1.23, the output correlation is lower when the bias voltage
is closer to the DC half-wave voltage of MZM, and the correlation is higher when the bias
voltage is further away from the half-wave voltage. That is, the MZM feedback strength
should be set within 1.23, and the DC bias voltage should be selected to avoid nearing
multiples of 5.
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In this scheme, a PM modulation depth of 3 times, MZM DC offset voltage of 8 V and
MZM feedback depth of 0.2 are used for CRBG. The corresponding high cross-correlation
value is ~0.986, and the driving signal bandwidth and the synchronized wideband physical
entropy sources bandwidth are ~10.78 GHz and ~27.76 GHz, respectively.

3.3. Tolerance of System Physical Parameters

After discussing the effects of PM modulation depth, MZM feedback depth, and DC
bias on the synchronized wideband physical entropy sources, we now turn our attention to
the exact tolerance of hardware parameter mismatch of wideband physical entropy sources.
Figure 6 shows the relationship between the cross-correlation performance measured at
C and D and key hardware parameter detuning, including (a) PM modulation depth
detuning, (b) dispersion value detuning, (c) MZM feedback depth detuning, (d) MZM DC
bias detuning and (e) self-feedback loop delay time detuning.
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Figure 6. Cross-correlation between Alice and Bob versus (a) PM depth detuning, (b) dispersion
detuning, (c) MZM intensity detuning, (d) DC bias detuning, and (e) delay time detuning.

The mismatch of these hardware key parameters of the physical entropy source
between Alice and Bob will lead to a decrease in cross-correlations. The PM modulation
depth mismatch tolerance is ~1.14, the MZM feedback depth detuning is ~0.52, the MZM
DC bias detuning is ~2.54 V, the delay time is ~15 ps, the correlation number is reduced
to ~0.9, and the dispersion is ~38 ps/nm, which are all within the controllable range
of commercial optical products. Therefore, the phase-intensity module is added to the
synchronized wideband physical entropy sources. Based on the key space analysis in
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reference [31], the hardware key space enhancement of ~2#2 is expected to be achieved by
assuming the maximum value that each hardware parameter can reach in practice.

3.4. Estimation of Entropy Source Rate

To predict the maximum CRBG rate, the entropy source rate of optical chaos is first
estimated. The entropy source rate is defined as the maximum generation rate of random
bits verified by the single-bit quantization method [32,33] for randomness. The output
signals of point B and point D are sampled at different sampling rates. Subsequently, the
sampled signal is quantized into a binary sequence, where the quantization threshold is
the median of the selected amplitude distribution to ensure that the quantization bits of “0”
and “1” have equal probability while guaranteeing randomness, and a final test sequence
is produced in the end.

The randomness of the test sequence was then examined by the National Institute
of Standards and Technology Special Publication 800-22 Statistical Test (NIST SP800-22),
which consists of 15 statistical test items. If all 15 items of NIST passed, the test sequence
was considered to meet the randomness requirement. Figure 7a,b show the test results
of B output chaotic and D point wideband physical entropy sources, respectively. The
median number of items passed is indicated by a hexagon, and the maximum and the
minimum number of items passed are indicated by red bars. As can be seen from the figure,
in the output signal of point B, the maximum pass rate of CRBG is ~7.14 Gb/s, and the
corresponding entropy source rate is ~7.14 Gb/s. The bandwidth expansion signal of the
wideband physical entropy source at point D has an entropy source rate of up to ~25 Gb/s,
which can greatly increase the CRBG rate.

S Random bit generation rate (Gb/s)
ORRORE RSO 1 O > A 0 DD 0
KRN R QLS CHAAS RASIAAARAS

(@)

=
(3]

=
(@)

Max rate:! 7.14 Gb/s

Ul

—e— Original'signal at B
w

=
(@]

Max rate: 25 Gb/s

Number of passed NIST tests
o

Ul

Bandwidth expanded 'signal at D

(0]°

YL ODHRL O PO YYD D> OO QDD

Sampling period (ns)

Figure 7. Entropy rate performance for (a) the original signal at B and (b) the bandwidth expanded
signal at D.

Then, the entropy source rate of ~25 Gb/s is taken as the sampling rate, and the robust
double threshold quantization method [34] is used to extract the CRBSs from the signal
with bandwidth expansion. The threshold gap is defined as the difference between the high
threshold and the low threshold, which is a key factor in double threshold quantization.
Its influence on bit error rate and bit rate is shown in Figure 8. With an increase in the
threshold gap, the bit error rate and bit rate decrease correspondingly due to the increase
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in discarded noise-sensitive sampling points. When the normalized quantization threshold
is greater than ~0.35, the bit error threshold for hard-decision forward-error correction
(HD-FEC) will be lower than 3.8 x 1073,

10° r r

B —e—BER [ 1O
1071 —A— Bit rate
P _ 3
101 HD-FEC: 3.8x10 S
3 YU " -10@
0: 10- T ~—
] o
M 104+ ©
10°%- > @
1074
107 . . . . 0
0.2 0.4 0.6 0.8
Threshold gap

Figure 8. BER and bit rate versus threshold gap.

When the normalized quantization threshold is 0.35, the corresponding random bit
retention rate is 0.213, the final CRBG rate is 5.3 Gb/s (25 Gb/s x 0.213), and the BER is
lower than the HD-FEC threshold. This high-speed CRBG is a broadband physical entropy
source based on phase modulation and dispersion to realize phase-to-intensity conversion
combined with a hybrid electro-optic nonlinear transformation module.

Finally, we further verified the randomness of the final CRBG, and the test results
of 50 x 10°-bit long keys for testing are shown in Table 2. As can be seen from the test
report in the table, the P-values are all greater than 0.0001, and the proportions are within
the confidence interval of 0.99 + 0.0094392 [35], indicating that CRBG with a final rate of
5.3 Gb/s can pass all 15 NIST tests and meet the randomness requirements of CRBG.

Table 2. Randomness test results of the final obtained CRBG.

15 NIST Tests P-Value Proportion Decision
Frequency 0.20953 98.3 Success
Block Frequency 0.87433 99.7 Success
Cumulative Sums 0.33427 98.6 Success
Runs 0.21352 99.0 Success
Longest Run 0.69613 98.5 Success
Rank 0.81684 99.8 Success
FFT 0.34325 98.1 Success
Non-Overlapping Template 0.67723 99.4 Success
Overlapping Template 0.95799 99.1 Success
Universal 0.50993 99.7 Success
Approximate Entropy 0.43752 98.2 Success
Random Excursions 0.93138 98.4 Success
Random Excursions Variant 0.71700 99.7 Success
Serial 0.62051 99.8 Success
Linear Complexity 0.74785 98.3 Success

4. Conclusions

In conclusion, we propose and demonstrate a private high-speed CRBG scheme based
on an MZM electro-optic self-feedback loop for synchronized wideband physical entropy
sources, which effectively enhances the rate of physical entropy sources and the hardware
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key space. The results show that the entropy source rate of the synchronized wideband
physical entropy source is greatly extended to ~25 GHz. Meanwhile, the synchronization
between Alice and Bob still maintains a high quality of 0.986, and the residual correlation
between the driving signal and the response output synchronization broadband physical
entropy source is effectively suppressed. Based on this scheme, a high-speed CRBG of up
to 5.3 Gb/s has been achieved successfully. Combined with the commercial module, the
improved hardware key space in the practical application is considered. By adding a hard-
ware module for post-processing, the ~242 hardware key space is enhanced, which greatly
improves the privacy of the physical entropy source. This scheme provides a promis-
ing strategy for high-speed private CRBG between physical entropy sources based on
electro-optical signal processing in the future and has broad application prospects in future
high-speed secure communication systems.
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