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Abstract

Terahertz (THz) communication above 100 GHz is widely recognized as a key enabler for
sixth-generation (6G) networks because of its ultra-broad bandwidth and strong direction-
ality. Meanwhile, the rapid evolution of artificial intelligence has considerably weakened
conventional cryptographic methods at the network layer, making THz physical layer
security increasingly critical. THz links are inherently susceptible to jamming and eaves-
dropping, which calls for dedicated security mechanisms that integrate physical structures
with advanced signal processing. This review summarizes recent advances in two com-
plementary directions. The first addresses signal domain strategies, including frequency
hopping spread spectrum techniques, channel modeling, and artificial noise injection, to
strengthen confidentiality and robustness against intentional interference. The second fo-
cuses on spatial domain strategies, where intelligent reflecting surfaces and beam steering
architectures leverage topological diversity to reduce interception risks. This review also
discusses the practical challenges these techniques may face in future 6G scenarios and
identifies potential directions for further research.

Keywords: terahertz communication; 6G; physical layer security

1. Introduction

The terahertz (THz) band, spanning from 100 GHz to 10 THz, possesses vast band-
width resources and is considered a strategic key technology for sixth-generation (6G)
communication following millimeter-wave (mmW) [1-3]. This area has attracted exten-
sive and in-depth research worldwide. THz band signals possess short wavelengths, and
consequently, the corresponding transceivers offer the advantages of high integration and
miniaturization. Methods for generating THz signals are categorized into electronics-based
and photonics-based approaches. Currently, electronics-based methods utilizing frequency
multiplier chains are the standard used to up-convert microwave signals. This method can
generate high output power, overcoming obstructions caused by strong atmospheric and
water absorption in outdoor environments for long-distance transmission [4]. Conversely,
photonics-based methods, which mix two optical signals and down-convert them to the
THz band, feature lower phase noise and are thus well suited for high-order modula-
tion schemes [5]. Moreover, photonics-based approaches can be seamlessly integrated
with widely deployed optical fiber networks, which facilitates low-cost and rapid deploy-
ment [6,7]. In the last few years, THz hardware for wireless communications has evolved
into a more complete ecosystem, including highly integrated transceiver front-ends and
on-chip links [8-11], high-power and ultra-wideband THz sources together with broadband
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antenna components [12-15], and large-aperture programmable structures for dynamic
beam and propagation control [16,17]. These advances collectively push wireless links
around and beyond the 100 Gbit/s regime from purely theoretical projections toward exper-
imental reality. Notably, photonics-aided technologies have recently achieved remarkable
milestones in both capacity and distance. In terms of capacity, broadband transmission and
multi-user multiple-input multiple-output (MIMO) technologies have pushed data rates
beyond 500 Gb/s [18-20]. Simultaneously, transmission ranges have successfully extended
from laboratory scales to outdoor kilometer-level links, laying a solid physical foundation
for future 6G deployment [21,22].

The rapid development of THz communication technology, characterized by its ad-
vantages in having high capacity and long-distance transmission, is poised for practical
deployment in several key scenarios:

*  Outdoor Long-Distance Scenarios: THz links can serve as wireless fiber extenders to
interconnect base stations or buildings over distances of several hundred meters, estab-
lishing high-capacity, private wireless links with exceptional directionality. Moreover,
vehicles exchange sensor data in high-mobility scenarios. When deployed in stadi-
ums, these links facilitate the real-time broadcasting of mega-scale sporting events,
enabling ultra-high-definition video transmission and immersive virtual reality (VR)
broadcasting. Furthermore, they are instrumental in establishing temporary high-
capacity networks for multi-unmanned aerial vehicle (multi-UAV) and multi-person
collaboration during large-scale disaster relief operations.

*  Indoor Short-Distance Scenarios: In these environments, high-speed THz links enable
users to instantaneously exchange massive files at close range, such as facilitating the
real-time collaborative editing of complex 3D engineering models. The technology
also supports critical applications like telesurgery that demand high-resolution data
transmission with ultra-low latency. Moreover, the ultra-large capacity of THz bands
offers a robust solution for scenarios requiring temporary access points with surging
traffic demands, such as establishing temporary indoor local area networks (LANSs)
for large-scale exhibitions and crowded commercial events.

So far, real-time THz communication systems have demonstrated the powerful capa-
bilities and promising vision of THz technology through practical high-resolution video
transmission. For instance, Kamiura et al. showcased real-time 4K video transmission
using on-off keying (OOK) modulation [23]. Webber et al. further advanced this by demon-
strating real-time 8K video transmission, also employing OOK modulation [24]. However,
these aforementioned transmissions were limited to indoor scenarios. Then, Liu et al.
successfully extended the 8K video transmission distance to 1.26 km with 16-quadrature
amplitude modulation orthogonal frequency division multiplexing (16QAM-OFDM) [25].
This system was practically applied in the broadcasting of large-scale sporting events.

These exciting achievements are poised to initiate a wave of translating THz technology
from academic research to practical applications. International standardization efforts
focusing on THz technology, as evidenced by IEEE 802.15.3 standards [26], have also begun
to encompass THz operation specifications from 100 GHz to 300 GHz [27].

However, as the data capacity of THz communication increases, the security challenges
faced by the THz channel are also becoming increasingly severe. Especially with the
development of artificial intelligence (AI) and quantum computing, communication links
protected by conventional computational cryptography are becoming vulnerable. Against
this backdrop, THz physical layer security (PLS) technology has garnered significant
attention, particularly in the last five years, where a large amount of cutting-edge research
has emerged.
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Figure 1 illustrates the table of contents (TOC) graphic for this review. To provide a
systematic overview, this review classifies the various THz PLS methods into two major
types based on the primary physical domain in which the security mechanism operates.
The first type, signal-based techniques, focuses on manipulating the waveform properties
in the frequency or power domains to confuse potential adversaries. This category includes
frequency hopping (FH), environment-adaptive propagation, and noise masking. The
second type, spatial-based techniques, exploits the high directionality and propagation
geometry of THz waves to physically restrict information leakage. This category covers
reconfigurable intelligent surfaces (RIS), secure beamforming, and wavefront hopping.

Signal-based Techniques Spatial-based Techniques
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Figure 1. Table of contents for THz PLS technologies.

The remainder of this paper is organized as follows. Section 1 introduces the threat
types faced in THz wireless communication. Section 2 introduces the three categories
within the first major type, signal-based techniques. Section 3 introduces the three categories
within the second major type, spatial-based techniques. Section 4 provides a supplementary
discussion of other PLS methods not included in these two major types. Finally, Section 5
provides the conclusion.

2. Threats in THz Communication

THz is generally considered to offer enhanced security compared to microwave and
mmW. This perceived security enhancement is attributed to its physical characteristics,
such as high directionality and narrow beam width, which significantly reduce the risk of
information leakage. However, several studies have revealed the potential threats in the
THz band. This section introduces two significant threats faced by THz communication:
eavesdropping and jamming. Subsequent sections will then introduce PLS techniques,
focusing on their effectiveness in countering these two threats.
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2.1. Eavesdropping

Wireless communication is unavoidably exposed to public free space. This exposure
provides opportunities for eavesdroppers (Eves) to intercept the signal. Ma et al. revealed
that highly directional beams do not guarantee complete protection against eavesdrop-
ping [28]. Eves can place an object between the transmitter (Alice) and the receiver (Bob),
which causes the radiation to scatter toward an Eve’s location. To quantify the effectiveness
of eavesdropping attacks, Ma et al. defined the parameter blockage as

object
b=1- SNljc?ggject’ 1)
SNRg,
and normalized secrecy capacity (5C), as:
_ log(1+ SNRg,p,) — log(1 + SNREye)
Cs = )

log(1+ SNRpop) ’

where parameter b represents the degree of blockage to the THz path caused by the scatterer,
and parameter cs indicates whether Eve has achieved effective eavesdropping by obtaining
a signal-to-noise ratio (SNR) comparable to Bob’s. Only analyzing ¢; is misleading. Eve
might place a large object to obtain a very low s, indicating highly effective eavesdropping.
However, this action would result in a very high b value, leading to immediate detection
by Bob. Therefore, both parameters must be analyzed simultaneously. The scenario where
both b and ¢, are simultaneously low poses the most significant threat.

Ma et al. also experimentally demonstrated using metal cylindrical pipes, square
planar metal reflectors, and a beam splitter as scatterers with low b and ¢ [28]. Additionally,
scatterers can be placed on the beam’s central axis or off-axis for low b. For example, in
the outdoor scenario illustrated in Figure 2a, a wireless fiber-THz bridge link between
buildings spans a long distance. A drone equipped with a scatterer could invade the THz
path, directing the information to the Eve’s location. In an indoor situation, as illustrated in
Figure 2b, metal cylindrical pipes and square planar metal reflectors can be easily replaced
by common items, such as mugs, vacuum flasks, and laptops. Doeker et al. practically
evaluated the eavesdropping capabilities of these three object types in an office scenario [29].
The vacuum flask features the lowest ¢5, maintaining this low value regardless of whether
the object is placed in line-of-sight (LOS) or non-LOS (NLOS). Taleb et al. further studied
the scattering characterization of 50 common building materials, such as glass, stone,
and plastics. Although this study did not directly address eavesdropping applications, it
revealed the diversity of scatterer choices and the potential for high eavesdropping risks [30].
Li et al. identified the eavesdropping threats in THz NLOS communication scenarios that
utilize metallic wavy surfaces (MWSs). An MWS scatters the input THz signal into multiple
high-intensity lobes. While only one lobe is directed at Bob, the remaining lobes provide
Eves with multiple exploitable, high-quality eavesdropping points [31]. This threat persists
even when the MWS is concealed by common indoor materials like wallpaper, curtains,
or wall plaster [32]. The vulnerability also extends to outdoor environments. Li et al.
simulated rain scenarios and demonstrated that neither raindrops in the transmission
path nor raindrops adhering to the MWS prevent eavesdropping. Eves can find a specific
surface rotation angle that achieves a low b and ¢, [33]. All these studies indicate that
THz eavesdropping threats are everywhere in daily life. Therefore, anti-eavesdropping
techniques in PLS are an urgent research topic.
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Figure 2. Typical situations of THz threats. (a) Outdoor eavesdropping. (b) Indoor eavesdropping.
(c) Outdoor jamming. (d) Indoor jamming.

2.2. Jamming

In addition to the information leakage threat from eavesdropping, Shrestha et al. also
pointed out a threat aimed at completely destroying the link, known as jamming. Unlike the
interference risk present in multi-user scenarios, jamming is more intentional [34]. Figure 2c
illustrates a possible outdoor jamming scenario. In this case, the jammer (Mallory) does
not attack the THz path between the communicating vehicles. Instead, Mallory directly
attacks Bob’s receiving antenna, achieving jamming by overwhelming the original signal or
by transmitting erroneous signals. The indoor jamming scenario shown in Figure 2d also
presents a significant disruptive threat. This threat is primarily because Bob, the legitimate
user, is in an exposed position. In contrast, Mallory operates from a concealed location and
can access or leave the network at will, making the attack highly threatening. Shrestha et al.
also defined a parameter to quantitatively evaluate the severity of the jamming threat, the
jamming efficiency e}, as follows [34]:

o — log BERUnjammed - log BER]ammed
7" log BERUnjammed — 10§ BERLimit -

®)

This parameter is similar to ¢; but uses bit error rate (BER) instead of SNR, making it
more practical for engineering purposes. The chosen value of BERy jn;t is also based on the
stringency of the system under test, which is typically set to the standard forward error
correction (FEC) limit of 1073 [34]. A higher e value indicates that the attack from Mallory
is more effective, and a value of 1 signifies a completely destructive attack.
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Priyadarshani et al. classified multiple possible jammer types based on Mallory’s
timing characteristics and interaction methods with Alice and Bob. The first type is the
proactive jammer [35]. This jammer actively transmits high-power noise or spoofing
information to jam Bob continuously. Alternatively, it may randomly start and stop its
jamming transmissions to conserve energy, as continuous jamming would cost significant
power. An active jammer generally succeeds by transmitting a jamming signal that is
the same frequency as Alice. This appears difficult to achieve in the ultra-wide THz
band. However, beat jamming can possess a much wider frequency range for successful
jamming in THz non-coherent communication. Although Mallory’s beat jamming emits
the same single-tone jamming signal as a basic proactive jammer, the attack mechanism
is different. Nallappan et al. pointed out that beat jamming is achieved as long as the
frequency difference between its signal and the legitimate carrier frequency is less than
the output bandwidth of the THz non-coherent receiver [36]. This proximity in frequency
causes mixing and generates an unwanted beat signal, which successfully jams the link.
Shrestha et al. also pointed out that a proactive jammer transmitting spoofing information
can achieve modulated jamming. This is because the modulated signal will be retained
in the baseband by a THz non-coherent receiver, regardless of whether the transmission
carrier frequency matches. Another type identified by Priyadarshani et al. is advanced
jammers, such as the follow-on jammer. The follow-on jammer can continuously monitor
the channel, following Alice as she switches to new frequencies. The scattering objects used
for eavesdropping, discussed in Section 2.1, can thus assist a follow-on jammer in obtaining
the correct frequency information of the legitimate link.

The high data rate of THz communication means that information loss from jamming,
even over extremely short durations, can be substantial. This will severely impact crit-
ical applications that rely on THz communication as a backbone, such as autonomous
driving and telesurgery. Therefore, the development of anti-jamming techniques is just as
indispensable as anti-eavesdropping techniques.

3. Signal-Based PLS Techniques
3.1. Frequency Hopping (FH)

FH is a classic PLS technique. It achieves secure communication by rapidly and pseudo-
randomly changing the carrier frequency across a predetermined hopping code of frequency
carriers [37]. Alice and Bob share a secret hopping code to maintain synchronization, while
Eves or Mallorys cannot predict the next hop frequency carrier. This provides strong
anti-eavesdropping and anti-jamming capabilities. FH is already mature and commercially
used in Bluetooth and WiFi. The THz band, however, possesses a vast bandwidth range.
This forces jammers to guess within an enormous frequency space, making the security
enhancement provided by FH even more significant. However, implementing FH in the
THz band faces severe challenges. While electronics-based methods offer advantages in
output power, their hopping range is constrained by frequency multipliers, so is limited
to several tens of GHz. In contrast, photonics-based THz generation technology, based on
the principle of photomixing, has become the preferred solution for achieving wideband
THz FH. In this scheme, two lasers with optical frequencies f; and f, are photomixed on a
photodetector, such as a uni-traveling carrier photodiode (UTC-PD). This generates a THz
carrier with a frequency of fry, = |f1 — f2|.
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To theoretically analyze the anti-jamming capability of FH against single-tone attacks
in THz non-coherent systems, we assume Alice transmits a modulated signal with ampli-
tude A4 and center frequency f4, while the Mallory launches an attack using a high-power
single-tone THz signal at frequency f3s with amplitude A,s. These two THz signals are
mixed and square-law-detected at Bob. The ideal noise-free output signal is expressed as

Up = |Aqua(t) cos(2mfat + ¢pa) + Appcos(27 fart + )| (4)

In a non-coherent system, phase information ¢4 and ¢4, as well as the direct current

components, can be ignored. Therefore, the detected signal simplifies to
Up = W + ApApua(t) cos(2mTAft), (5)

where Af = f4 — fu represents the frequency difference between Alice and Mallory.
The second term in Equation (5), AqApua(t) cos(27tAft), represents the beat jamming
component. This component effectively generates an interference signal with a center
frequency of Af and a bandwidth identical to that of the legitimate signal u 4 (f).

High-speed communication systems are particularly vulnerable because their wide
signal bandwidth increases the likelihood that the beat jamming component overlaps with
the original signal spectrum. The FH scheme counteracts this by dynamically shifting Al-
ice’s carrier frequency f4, which results in a variation of Af. By implementing a sufficiently
wide frequency hop, the system ensures that Af is large enough to shift the entire beat
jamming spectrum outside of Bob’s receiver bandwidth. Consequently, the interference
can be effectively filtered out, allowing the original signal to be recovered cleanly.

Therefore, by rapidly tuning the lasing frequency of one of the lasers, THz carrier
frequency hopping can be achieved. The tuning range of light is wide and flexible. This
allows the theoretical FH range to span hundreds of GHz or even cross dual-band. The core
bottleneck of photonics-based FH technology is the laser’s wavelength tuning speed, known
as the transition time. Communication must be paused during this frequency switching, but
a long transition time compresses the dwell time available for data transmission, thereby
severely reducing communication efficiency. To maintain constant communication efficiency,
a longer transition time forces the dwell time to also become longer, leading to a reduction in
the FH rate and the FH system then remaining on a single carrier frequency for too long. If
eavesdropping or jamming occurs during this period, a large amount of information will be
continuously leaked or jammed. Furthermore, the number of FH carriers and the FH interval
are both important metrics. Increasing the number of FH carriers can enhance the randomness
and complexity of the FH system. A wide FH interval allows for maximum separation from
an eavesdropping band. In non-coherent communication, this also helps to completely escape
the increasingly wide beat jamming range.

Nallappan et al. pioneered the use of wavelength tunable distributed feedback lasers
(DFB-LD) to implement THz FH with OOK modulation for jamming avoidence, as shown
in Figure 3A [36].
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Figure 3. (A-a) FH system setup based on two DFB-LD [36]. (A-b) The modulated optical spectra
of the two tunable DFB-LDs for THz generation with optical eye pattern of 6 Gbps communica-
tion. (B) FH enabled by OIL [38]. (C-a) Current control signal without turbo pulse. (C-b) Time-
frequency diagram of FH signal without turbo pulse. (C-c) Current control signal with turbo pulse.
(C-d) Time-frequency diagram of FH signal with turbo pulse [38]. (D) Improved frequency stabil-
ity by OIL [38]. (E) Relationship among Fine voltage, Phase voltage, and lasing frequency of the
RTF-LD [39]. (F) Experimental setup of [40]. (G) Experimental setup of [41]. PRBS: Pseudo-random
binary sequence; EDFA: Erbium-doped fiber amplifier; BER: Bit error rate; OIL: Optical injection
locking; RBW: Resolution bandwidth; DAC: Digital-to-analog converter; ACT: Active layer; RTF-LD:
Reflection-type transversal filter laser; OBPF: optical bandpass filter; DFB-LD: distributed feedback
laser; OC: Optical coupler; EOM: electro-optic modulator; PPG: Pulse pattern generator; UTC-PD/SiC:
Uni-traveling-carrier photodiode based on SiC substrate; FMBD: Fermi-level managed barrier diode;
BERT: BER tester; AWG: Arbitrary waveform generator; SHM: Subharmonic mixer; OSC: Oscilloscope;
SG: Signal generator.
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Limited by the ms-level tuning speed of DFB-LDs, which is based on the thermo-optic
(TO) effect, this scheme first employs a form of chirp spread spectrum (CSS). The CSS system
linearly sweeps the lasing frequency to tune the THz carrier frequency output by the UTC-
PD. Lyu et al. pointed out that in widely studied integrated sensing and communication
(ISAC) technology, a single-carrier ISAC that modulates signals onto the swept-frequency
components used for frequency-modulated continuous-wave (FMCW) radar can also be
considered a CSS system, offering enhanced security [42,43]. However, linearly swept
signals have a predictable pattern, making them difficult to hide. Li et al. employed a
tunable distributed feedback laser array (TLA) [44,45]. This scheme achieves wavelength
switching by rapidly changing the injection current of individual DFB lasers within the
TLA. The system successfully demonstrated 10-carrier FH with 10 GHz interval in the
300 GHz band, and applied OOK communication at each individual carrier frequencies.
This approach offers higher integration and lower cost. However, its underlying principle
still relies on the TO effect, limiting the hopping rate to only 100 hops/s. Yang et al.
proposed a scheme based on optical injection locking (OIL) [38,46]. This scheme uses
an optical frequency comb (OFC) as a master laser to provide a set of stable frequency
references. A slave DFB laser is tuned by adjusting its current, causing it to lock onto a
specific comb line from the OFC. FH is realized by adjusting the current to lock the slave
laser to different comb lines, as shown in Figure 3B. Furthermore, Yang et al. applied
a pre-emphasis current control signal named a “turbo pulse” to accelerate the thermal
response, as shown in Figure 3C. This enabled a faster hopping rate of 1 khops/s with
TO-effect-based DFB-LD. As shown in Figure 3D, OIL further improved frequency stability.
This system successfully demonstrated 5-carrier FH with a 5 GHz interval in the 100 GHz
band, and first applied off-line quadrature phase shift keying (QPSK) communication in
the THz FH system.

To pursue a faster hopping rate, Ye et al. adopted a high-speed electro-optic (EO)
effect wavelength tunable laser: the reflection-type transversal filter laser (RTF-LD). The
RTF-LD utilizes the EO effect rather than the TO effect to change the refractive index,
achieving an extremely fast response speed. The RTF-LD has multiple tuning electrodes
with different step lengths. The relationship among the Fine electrode, the Phase electrode,
and the lasing frequency is shown in Figure 3E. The Phase electrode alone can achieve
multiple FH carriers, but the interval is small [47]. The Fine electrode alone can achieve
FH with an interval as high as 40 GHz [40,48], whose system configuration is shown in
Figure 3F. Although the number of FH carriers implemented is currently small, the FH
interval of up to 40 GHz exceeds the bandwidth of common THz receivers such as Schottky
barrier diodes (SBD) or Fermi-level managed barrier diodes (FMBD). This shows great
promise for anti-jamming in non-coherent communication. Benefiting from the EO effect, a
record-breaking hopping rate of up to 75 Mhops/s was achieved, which is possible against
follow-on jammer [49]. Furthermore, a scheme using the Fine electrode for FH while
simultaneously using the Phase electrode for frequency shift keying (FSK) modulation
not only achieves anti-eavesdropping FH but also saves the system’s need for an external
modulator [39,50]. Masutomi et al. proposed a novel architecture using only one RTF
laser and a delayed self-multiplexer, as shown in Figure 3G [41,51]. By switching the
laser between three lasing frequencies and using delayed interference, the system ensures
that only two lightwave frequencies are photomixed during each hopping interval. These
pairings are continuously rotated. This achieves a low-cost, low-energy THz FH system.

However, regardless of the hardware scheme, pausing communication during the
transition time is inevitable and requires coordination from the link layer and the data layer.
Consequently, current research has primarily focused on independent communication per-
formance measurements at individual carrier frequencies or offline evaluations. Recently,

https:/ /doi.org/10.3390/photonics13010042


https://doi.org/10.3390/photonics13010042

Photonics 2026, 13, 42

10 of 29

FH and real-time OOK communication by leveraging an ultra-high hopping rate was
achieved [49], but achieving simultaneous frequency hopping with real-time high-order
modulation remains challenging.

A performance comparison of the aforementioned THz FH systems is summarized in
Table 1. Besides the aforementioned techniques, other technologies have achieved high-
speed FH in the microwave and mmW bands. Examples include utilizing the period 1
and period 2 dynamic effects of semiconductor lasers [52,53] or using high-speed EO
modulators [54,55]. Further increasing the FH range could also allow these technologies to

be applied in the THz domain.

Table 1. Performance comparison of various THZ FH systems.

Reference Year Frequency (GHz) FH Interval (GHz) lgﬁrgg::igf Hoz)lf:lr)lsg/gate Communication
[36] 2022 110-170 - - - Per-carrier OOK
[45] 2024 288-331 8 10 100 Per-carrier OOK
[46] 2024 115-140 5 5 1k Off-line OOK
[38] 2024 115-140 5 5 1k Off-line QPSK
[47] 2024 301.0-305.5 0.6 8 20M -

[41] 2024 286-321 35 2 5M -

[40] 2025 240-320 40 3 5M Per-carrier OOK
[39] 2025 230-310 40 3 5M Per-carrier FSK
[49] 2025 235-275 40 2 75 M Real-time OOK

3.2. Environment-Adaptive Propagation

Environment-adaptive propagation also controls the carrier frequency. Unlike FH,
which rapidly and randomly hops the carrier frequency during communication to achieve
spectrum spreading, environment-adaptive propagation emphasizes selecting the most
secure carrier frequency based on the environmental conditions. This technique leverages
the unique molecular absorption of the THz channel, which is highly frequency-dependent
and distance-dependent, creating strong attenuation peaks, particularly due to water
vapor [56]. The water vapor absorption loss (WVAL) grows exponentially with distance
and increases more rapidly than free-space path loss (FSPL), as shown in Figure 4a.

To mathematically quantify the security gain provided by environment-adaptive
propagation, we analyze the total path loss in the THz band, which consists of the FSPL
and the WVAL. Both components depend on the transmission distance d and the carrier
frequency f. The FSPL is determined by the Friis transmission formula:

1 c?
FSPL = 20 <logd —log f + 3 log ArAt> (dB), (6)

where A, and Ay are the effective areas of the receiver and transmitter antennas, respectively,
and c is the speed of light. The slope of FSPL with respect to the logarithm of distance

is constant:
JdFSPL(dB)

d(logd)

In contrast, the unique security feature of THz communications arises from the WVAL,

=20 dB/decade. (7)
which grows exponentially with distance according to Beer’s law. In the logarithmic decibel

scale, this linear relationship is expressed as

WVAL = 43G.(f)-RH-d (dB), ®)
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where RH represents the relative humidity, and G ( f) is the frequency-dependent molecular
absorption coefficient, typically modeled by the van Vleck-Weisskopf lineshape function.
By selecting a carrier frequency f that aligns with an absorption peak, the attenuation slope
behaves differently from FSPL:

dWVAL(dB)  WVAL
a(logd) 043

(dB/decade). )

Equation (9) indicates that unlike the constant slope of FSPL, the attenuation rate of
WVAL increases proportionally with the total absorption loss. Consequently, at absorption
peaks, the signal strength drops precipitously beyond a certain distance. This physical
phenomenon allows Alice to define a precise “secure zone” where the signal is strong
enough for Bob but attenuates below the detection threshold for a distant Eve.
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Figure 4. (a) Channel attenuation versus propagation distance with selected frequencies correspond-
ing to the peaks of water vapor absorption lines, in an atmosphere with water vapor density of
75g/ m? (i.e., relative humidity of 25%) and temperature of 30 °C [56]. (b) Illustration of SNR wall
and eavesdropping distance [57]. RH: Absorption coefficient. Willie: Eavesdropper.
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Alice can exploit this physical property and tune the carrier frequency to be on or near
one of these absorption peaks. This action significantly attenuates the signal for a farther
Eve while keeping the link viable for the closer Bob. This mechanism effectively restricts the
signal’s broadcast range. This strategy is formalized in techniques like distance-adaptive
absorption peak modulation (DA-APM) or distance-adaptive absorption peak hopping
(DA-APH) [57,58]. The primary goal is to minimize the eavesdropping distance, as shown
in Figure 4b. The DA-APM framework involves an optimization process to select hopping
frequencies that are at the molecular absorption peaks, which traditional communication
systems typically avoid. The system then optimizes parameters such as power allocation
and pulse-combining gain for these selected sub-bands to meet reliability, power, and
covertness constraints. Gao et al. demonstrated through numerical results that this DA-
APM approach can reduce the eavesdropping distance by approximately 60% compared to
a random frequency selection method. The distance-dependent bandwidth variation is a
fundamental challenge for THz links. Hall et al. experimentally demonstrated an adaptive
THz physical layer using deep learning. They trained a convolutional neural network
(CNN) for autonomous modulation and bandwidth classification (MBC). This adaptability
enhances security by making transmission parameters flexible and less predictable for
adversaries [59].

3.3. Noise Masking

This category of techniques leverages noise properties, either by injecting AN or
by generating noise-like information signals, to mask the legitimate communication
from eavesdroppers.

Artificial noise (AN) is a prominent PLS technique where a carefully designed noise
signal is superimposed on the information signal. This noise is intended to be nullified at
or have minimal impact on Bob while simultaneously acting as significant interference at
Eve, thereby degrading the wiretap channel. Traditional transmitter-based AN (Tx-AN)
often uses multi-antenna beaming to protect Bob. He et al. investigated the effectiveness
of Tx-AN against a specific threat where Eve uses a scatterer placed inside the THz path
to intercept signals, as shown in Figure 5a [60]. By analyzing the secrecy transmission
probability (STP) and ¢;, they demonstrated that Tx-AN is an effective countermeasure
and analyzed the optimal power allocation. However, Tx-AN becomes ineffective in THz
communications when Eve herself is in the THz path, as the legitimate and eavesdropping
channels become highly correlated. To address this, Gao et al. proposed a receiver-based
AN (Rx-AN) scheme where Bob transmits the AN, as shown in Figure 5b [61]. While
this avoids the channel correlation problem, it traditionally requires high-complexity self-
interference cancellation (SIC) hardware, which is challenging and costly in the THz band.
Gao et al. also proposed an SIC-free Rx-AN scheme that cleverly exploits the temporal
broadening effect (TBE), a unique property of THz channels [62]. In this mechanism, THz
pulses naturally broaden in the time domain as they propagate due to frequency-selective
absorption, with the effect becoming more pronounced over longer distances. At Bob,
the self-interference AN path is extremely short, causing negligible TBE and keeping the
AN pulse sharp. Conversely, the AN path to Eve is much longer, causing the AN pulse
to broaden significantly and interfere with the information signal. Bob can then use a
specific detection period to receive the information pulse, temporally avoiding his own
sharp AN pulse and eliminating self-interference without any SIC hardware. Gao et al.
further extended this to a randomly distributed eavesdropper scenario, using a deep neural
network (DNN) to solve the complex non-convex optimization problem of minimizing the
secrecy outage probability (SOP) [62]. This DNN-powered approach optimizes parameters
like carrier frequency, power, and frame time. AN techniques have also been adapted for
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network-level and hardware-specific challenges. Tian et al. proposed a blockage feature-
based AN (BF-AN) for indoor networks, where APs that have an NLoS link to the user are
selected to transmit AN [63]. This effectively jams eavesdroppers without interfering with
the user’s primary LoS link. Furthermore, He et al. investigated the impact of non-ideal
hardware, specifically imperfect analog-to-digital converter (ADC) sampling [64]. They
identified that synchronization noise from timing errors and quantization noise from limited
resolution create a trade-off. Under ADC power constraints, increasing the sampling rate
reduces synchronization noise but increases quantization noise, but an optimal sampling
rate exists to maximize security.

s: Information

—— [nformation link

AN link Moo\

Tsthyl et
haw By R
L, ﬁ\%ﬂm e, e

Alice Iﬂ h Bob ]

ab

(b)

Figure 5. (a) System model: Alice transmits a highly directive THz information s to Bob with or
without AN w. A PEC located at the edge of the beam can scatter the incident THz wave to Eves
in all directions [60]. (b) Illustration of a wiretap channel with receiver-based AN [61]. hip: channel
between Alice and Bob; hp;: channel between Alice and the i-th Eve; CDPU: Central data processing
unit; PEC: Perfect electric conductor.

Besides injecting artificial noise, another paradigm is to mask the data by making the
information signal itself resemble noise, often referred to as random communication. Deng
et al. utilize physical chaos generated from a nonlinear photonic cavity [65]. This analog
chaos signal directly masks the low-amplitude plaintext data. The legitimate receiver then
uses a pre-shared, trained NN to perform chaos synchronization, reconstruct the chaos, and
recover the original message. Chen et al. propose a digital chaos scheme where secret keys,
the initial values of a multi-scroll chaotic system, generate pseudo-random sequences [66].
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In digital chaos-based security schemes, the core mechanism involves generating a
PRBS from a continuous chaotic system to mask the information signal. Assuming a chaotic
sequence {z} is generated by a multi-scroll chaotic map, the binary sequence {z'} required
for bit-level XOR encryption can be derived as follows:

Z; = mod(ExtraCt(Zi, m), 2)/ (10)

where the function Extract(z;, m) extracts the m-th digit from the decimal part of the chaotic
state value z;, returning an integer ranging from 0 to 9. The modulo operation mod(a, b)
returns the remainder of a divided by b. By performing this operation, the continuous
chaotic values are quantized into a binary stream of 0 s and 1 s. To ensure randomness
and sensitivity to initial conditions, while accounting for the finite computing precision
of digital processors, a typical value for m is set to 15. This generated PRBS {z/} is then
XORed with the plaintext bits, effectively masking the data with noise-like characteristics
that are computationally infeasible to predict without the exact initial secret keys.

In encryption, a bit-level XOR operation is performed, and then constellation masking
is carried out by adding chaotic sequences to the I/Q values. Moreover, some schemes base
their security on the principles of quantum physics. Ottaviani et al. explored the feasibility
of THz quantum key distribution (QKD) [67]. This technique uses quantum mechanics
to provide an unconditionally secure way for Alice and Bob to negotiate a shared secret
key. Zhang et al. proposed a direct quantum noise secured communication scheme [68].
This scheme uses a shared key to drive a high-order diffusion algorithm, mapping QPSK to
65536-PSK. At such a high order, the distance between adjacent symbols becomes smaller
than the system’s inherent quantum noise. For Eve, who does not have the key, the signal is
completely masked by quantum noise and cannot be deciphered. Bob, however, possesses
the key and can perform the inverse-diffusion operation to successfully recover the data.

3.4. Comparative Analysis of Signal-Based Techniques

To provide a holistic view of the applicability of signal-based PLS techniques in practi-
cal 6G scenarios, we compare them in terms of security mechanism, hardware complexity,
real-time feasibility, and robustness against mobility, as summarized in Table 2.

¢ Implementation complexity and real-time feasibility: FH imposes strict require-
ments on hardware agility. Achieving Gbit/s-level secure transmission requires
tunable lasers with nanosecond-level switching speeds and precise synchronization
between Alice and Bob. AN, particularly receiver-based schemes, faces high com-
plexity due to the need for SIC hardware and high-precision ADCs to prevent the
noise from overwhelming the legitimate signal. In contrast, environment-aware prop-
agation is the most hardware-efficient, as it primarily relies on intelligent carrier
frequency selection and power control algorithms without requiring additional active
optical components.

*  Mobility and robustnes: FH exhibits high robustness against mobility because the
rapid switching of frequencies inherently provides frequency diversity, mitigating the
fading effects caused by user movement. Environment-aware propagation techniques
are moderately sensitive to mobility. Since absorption loss is distance-dependent, a
moving user changes the secure transmission window, requiring adaptive modula-
tion updates. AN is the most sensitive to mobility, especially in near-field scenarios,
as the movement of the receiver can alter the channel correlation properties, poten-
tially rendering the pre-calculated null-space noise ineffective or even harmful to the
legitimate user.
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Table 2. Comparison of signal-based PLS techniques in THz communications.
Technique Primary Se.cunty Implement?tlon Real: T.l me Mobility Tolerance
Mechanism Complexity Feasibility
Rapidly changing High: Requires l\giﬁ;:\:IeldclzgtK High: Frequency
carrier frequency to ultra-fast tunable . diversity mitigates
FH L . . high-order . o
avoid jamming lasers and strict . . fading; less sensitive
. o modulation remains L
or eavesdropping. synchronization. . to pointing errors.
challenging.
S Medium: Relies High: Feasible with Medium: Dlste}nce
. Utilizing molecular N . ) changes require
Environment- primarily on carrier ~ standard adaptive

dynamic updates to
modulation
schemes.

Noise masking

Injecting noise to
degrade Eve’s SINR
and Signal mimics

noise characteristics.

High: complex SIC
and synchronization
of chaotic
maps required.

Medium:
Constraints on ADC
precision and SIC
latency limits speed.

Low: Highly
sensitive to channel
correlation changes

caused
by movement.

4. Spatial-Based PLS Techniques
4.1. Reconfigurable Intelligent Surfaces (RIS)

Compared with conventional RF systems, terahertz links offer inherently stronger spa-
tial confidentiality and lower passive interception probability owing to their narrow beams
and severe path loss. However, their susceptibility to blockage undermines link reliability
and introduces new security vulnerabilities in reflection paths and beam-control signaling,
making physical-layer protection both more crucial and more complex. To mitigate these
risks, reconfigurable intelligent surfaces (RIS) have been proposed [69-71]. RIS technology
programmably manipulates the propagation environment. This capability shifts part of
the security function from encryption-based post-processing directly to the physical layer
by enabling energy focusing, leakage suppression, controlled channel decorrelation, and
reflective path reconfiguration.

A joint optimization framework under discrete RIS phase constraints was devel-
oped to enhance physical-layer security in THz multiple-input single-output (MISO) sys-
tems [72], as shown in Figure 6a. The secrecy rate is maximized by alternately optimizing
the base-station precoder and the RIS reflection coefficients: the precoder is obtained via the
Rayleigh—Ritz generalized eigenvector method, while the discrete RIS phases are directly
selected from a finite set using a cross-entropy (CE) search strategy. This discrete-domain op-
timization avoids the conventional “continuous design followed by quantization” pipeline,
thereby improving implementation feasibility without sacrificing security performance.
Simulation results further demonstrate that the secrecy rate monotonically increases with
the number of RIS elements, as shown in Figure 6b, and that the proposed discrete-phase
design can approach the performance of continuous-phase schemes despite limited phase
resolution. Complementing the discrete-phase perspective above, a continuous-phase dual-
path framework has also been investigated [73]. One branch is a low-complexity sequential
design (SD) grounded in LoS matching, while the other is a higher-performance joint design
(JD) that integrates the Dinkelbach transformation with an alternating direction method of
multiplier (ADMM)-based solver. Methodologically, SD emphasizes implementability via
closed-form updates, whereas JD provides interpretable iterative updates with convergence
considerations. Empirically, under generalized channel models that span both mmWave
and THz regimes, both designs verify the benefit of RIS assistance for spatial secrecy while
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operating entirely in the continuous phase domain without quantization constraints. To-
gether, these two studies show that RIS can significantly enhance physical-layer security
in THz MISO systems. Even under limited phase resolution, near-optimal secrecy-rate
performance can still be achieved.

Recent work has extended this line of research to more general MIMO architectures,
as shown in Figure 6¢. In particular, RIS has been integrated with MIMO-nonorthogonal
multiple access (NOMA) and hybrid precoding structures to support spatial multiplexing
and secure multi-cluster transmission [74]. Users are first grouped based on channel
correlation, and cluster-head users are selected. Discrete-phase analog precoding and zero-
forcing digital precoding are then jointly designed to suppress both intra- and inter-cluster
interference. Under total power and minimum-rate constraints, an alternating-optimization
framework iteratively updates power allocation and RIS phase shifts to maximize the
sum secrecy rate (SSR). Simulation results verify that passive RIS beamforming effectively
suppresses eavesdropping, and further reveal a performance-efficiency trade-off: the fully
connected hybrid precoder achieves higher SSR, while the sub-connected structure offers
superior secrecy energy efficiency, as illustrated in Figure 6d. Compared with earlier single-
user MISO designs, this work advances toward system-level secure THz transmission,
supporting multi-cluster operation and more practical architectural constraints.

In addition to model-driven RIS optimization for secrecy enhancement, several com-
plementary directions have emerged that broaden the design space toward practical and
intelligent secure THz systems. A first line of work leverages channel randomization
and opportunistic user scheduling to secure THz links without requiring real-time RIS
control, where pre-generated RIS reflection patterns are reused across uplink and downlink
to induce channel decorrelation and hinder interception while maintaining transmission
reliability [75]. Unlike iterative beamforming-centric designs, this strategy emphasizes
low-overhead system-level robustness, making RIS-enabled security more feasible for dy-
namic environments. A second direction introduces learning-driven RIS control, where
deep neural architectures learn near-optimal reflection and beamforming policies under
multi-user THz settings, achieving secrecy-energy efficiency close to genie-aided upper
bounds without relying on convex optimization [76]. This paradigm shift toward intelligent
RIS adaptation highlights the role of Al in future secure 6G deployments. Moreover, re-
search on artificial-noise-assisted THz transmission demonstrates that purposeful jamming
and interference injection can further suppress eavesdropping in highly directional THz
channels, providing an orthogonal protection mechanism that complements RIS-based
wavefront engineering [77]. Collectively, these studies move beyond purely deterministic
optimization and point toward hybrid secure architectures that combine programmable
propagation, learning-enabled control, and interference-domain defense to address realistic
deployment constraints and high-mobility threats in next-generation THz systems.

Beyond point-to-point terrestrial settings, the propagation characteristics and channel
constraints in different THz deployment scenarios fundamentally shape RIS design and
optimization. For aerial networks, Kim et al. proposed a secure RIS-assisted UAV commu-
nication framework that integrates deep learning to adaptively configure RIS reflection
phases and transmit beamforming [78]. This approach significantly enhances secrecy rate
and energy efficiency in highly dynamic, NLoS UAV-ground links, demonstrating the se-
curity potential of RIS in airborne environments. Similarly, targeting high-mobility ground
scenarios, Zhu et al. surveyed RIS applications in THz/mmWave vehicular communica-
tions, highlighting how intelligent reflecting and diffraction routing can mitigate severe
blockage and rapid fading caused by vehicle mobility, thereby improving link robustness
and anti-eavesdropping capability in V2X systems [79]. In contrast, Yuan et al. investi-
gated RIS-aided THz secure transmission in non-terrestrial networks (NTNs), establishing
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stochastic channel models for satellite, high-altitude platform (HAP), and UAV layers, and
deriving closed-form expressions for the ergodic secrecy rate to illuminate the impact of

atmospheric turbulence and phase uncertainty on secure performance [80].
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Figure 6. (a) RIS-assisted THz MISO wiretap model with a base station (with N; antennas), an
N-element RIS, a user, and an eavesdropper [72]. (b) Secrecy rate versus RIS size N under discrete
phase control [72]. (c) System model of an IRS-assisted THz MIMO-NOMA secure network with
a hybrid-precoding base station, a RIS, clustered users, and an eavesdropper [74]. (d) Sum secrecy
rate comparison for fully connected and sub-connected hybrid precoders in an RIS-assisted THz
MIMO-NOMA system [74]. CE: Cross-entropy; CPS: Continuous phase shift; DPS: Discrete phase
shift; RPS: Random phase shift.

4.2. Secure Beamforming

Beamforming has become a cornerstone of secure wireless system design, and its
significance is even more pronounced at THz frequencies. At conventional microwave
and millimeter-wave (mmWave) bands, transmitters rely on beamforming techniques to
sharpen spatial directionality, confine radiated energy to a limited region, and manipulate
the spatial distribution of interference. These functions jointly limit the exposure of useful

https://doi.org/10.3390 / photonics13010042


https://doi.org/10.3390/photonics13010042

Photonics 2026, 13, 42

18 of 29

signals and reduce the effectiveness of both passive interception and intentional disruption
at the physical layer [81-83]. Beyond the physical layer, the inherent spatial filtering capa-
bility provided by beamforming also contributes to security at higher layers by narrowing
the potential attack surface, reinforcing the robustness of control channels, and enabling
advanced mechanisms such as spatial-feature-based key generation and direction-aware
secure routing [84-86]. On this basis, beamforming serves as a direct and versatile enabler
of enhanced physical-layer confidentiality. One fundamental approach is spatial precoding,
in which transmission weights are optimized so that energy is concentrated toward an in-
tended receiver, while undesired directions experience sidelobe suppression or deep nulls.
This configuration effectively widens the signal-to-interference-plus-noise ratio (SINR)
disparity between the legitimate link and any potential eavesdropping paths in the angular
domain [87,88]. In addition, more sophisticated designs based on directional modulation
and constellation-aware beamforming manipulate the phase and amplitude distribution
across antenna elements. As a result, the correct signal constellation appears only along
specific spatial (and sometimes frequency-dependent) directions, whereas receivers po-
sitioned elsewhere observe severely distorted symbol patterns. This distortion prevents
reliable demodulation by unintended listeners, even in scenarios where the received power
is not significantly attenuated [89-91]. In networked or cooperative configurations, secu-
rity can be further reinforced through coordinated beamforming among multiple nodes.
Distributed relays or cooperating base stations can synchronize their transmissions to coher-
ently boost the desired signal toward the legitimate user while simultaneously suppressing
radiation toward suspicious areas. Alternatively, they may emit intentional jamming sig-
nals in a coordinated manner, reshaping the electromagnetic environment to favor secure
communication at the network scale [92-94].

At THz frequencies, the contribution of beamforming to physical-layer security ex-
tends beyond what is typically observed in lower-frequency bands. Its influence is shaped
not only by enhanced spatial concentration, but also by the distinctive propagation char-
acteristics of THz waves and the emerging architectures of THz hardware. Because THz
signals experience pronounced free-space attenuation and molecular absorption, communi-
cation links are generally dominated by highly directive line-of-sight components. As a
result, useful signal energy is confined to an extremely narrow angular region, substantially
restricting the spatial positions from which an eavesdropper can intercept the transmission.
This naturally occurring “spatial corridor” effect provides an inherent security advantage
for THz systems, as illustrated in Figure 7A [95-98]. From a system-design perspective,
many theoretical studies envision future THz networks employing ultra-dense antenna
arrays capable of fine-grained sidelobe manipulation and multi-beam generation. Such
configurations would offer abundant spatial degrees of freedom, enabling direction-aware
modulation techniques and secure multi-user beam allocation strategies [99]. Although
current THz hardware remains limited in terms of array dimensions and integration den-
sity, a number of experimental demonstrations have already verified the feasibility of
spatially constrained “decodable regions” using dual-beam architectures, as shown in
Figure 7B. In these testbeds, two THz beams are superimposed in space and processed
through heterodyne mixing or analog logic operations, such as AND or XOR.
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Figure 7. (A-a) An illustration of the experimental setup schematic. A horn antenna and 4-mm beam
block generate frequency-dependent radiation patterns [95,96]. (A-b) BER and Eye vs. angle for 100,
200, and 400 GHz signals and blind regions are highlighted by orange bars [95,96]. (B-a) Illustration
of 200 GHz radiation patterns of PRRU1 and PRRU2 [100]. (B-b) The distribution of E-field strength
by PRRU1 [100]. (B-c) The distribution of E-field strength by PRRU2 [100]. (B-d) The distribution of
E-field strength by PRRU1 [100]. PRRU: Photonic remote radio unit; THz-ED: THz envelope detector.

To mathematically explain the dual-beam spatial mixing, we consider a scenario where

Alice transmits two separate signal streams, S1(t) and Sy(t), via two spatially separated

transmitters. These signals are designed such that the original message M(t) can only be

https://doi.org/10.3390 / photonics13010042


https://doi.org/10.3390/photonics13010042

Photonics 2026, 13, 42

20 of 29

recovered through a logical operation on both signals. The total received electromagnetic
field Egy(t) at a spatial location r is the superposition of the two beams:

Erx(t, 1) = hy(r)E{(t) + ha(r)Ex(t). (11)

where i (r) represents the channel response from the k-th transmitter to the location r, and
Ei(t) is the transmitted THz field. The security relies on the fact that an eavesdropper
outside the beam overlap region receives only one of the components, making decryp-
tion impossible.

For OOK, the system typically implements a logical AND operation. The receiver
employs an envelope detector with a power threshold -y,. The demodulated bit y[n] is
given by:

: 2 2
yanpln] = 1, if [Eq + |E2]* > v 12)
0, otherwise.

Here, the threshold v, is set such that the power of a single beam is insufficient to
trigger a '1’. Thus, yanp = x1 A xp, ensuring that data is recoverable only where both
beams coexist.

For FSK, the system achieves a logical XOR operation, which provides stronger crypto-
graphic security. Assuming the two beams carry frequencies f4(t) and fg(t) corresponding
to data bits d 4 and dp, the receiver detects the combined signal. In a photonic-assisted
system, these THz waves are generated by photomixing optical signals. The demodulated
output yxor depends on the instantaneous frequency combination:

yxor[n] = da[n] @ dp[n]. (13)

Physically, this is realized by mapping the four possible frequency pairs (fao, fo),
(fao, fB1), (fa1, fo), (fa1, f1) to specific output symbols. Since d4 @ dp is required to
recover the message, an eavesdropper intercepting only Beam A (containing d 4) or Beam
B (containing dp) retrieves only random data, ensuring unconditional security at the
physical layer.

Under this configuration, correct demodulation occurs exclusively within the spatial
overlap zone of the two beams, while signals received outside this region remain unin-
telligible. Importantly, these experimentally observed decryption zones are significantly
smaller than the coverage areas encountered in conventional wireless systems, as shown
in Figure 7B [100-105]. These findings confirm that even with modest array sizes and
limited steering capability, THz transmissions can already be exploited to form precisely
defined, spatially selective decryption windows in practical environments. This experi-
mental evidence aligns with broader system-level predictions that the highly directional
nature of THz beams is fundamentally advantageous for spatial secrecy. At present, beam
control within prototype THz platforms is predominantly realized through optics-assisted
solutions or compact antenna arrays, whereas more complex hybrid and analog beamform-
ing schemes remain largely confined to theoretical models that describe scalable future
architectures. In wideband scenarios, both modeling and experimental results reveal
frequency-dependent phenomena, including beam squint and angular dispersion [106].
While these effects are often regarded as imperfections, they may in fact be leveraged from
a security standpoint, since the increased unpredictability of signal propagation outside
the intended direction can further hinder unauthorized demodulation [107]. Furthermore,
the strong interdependence between spatial and frequency domains in THz beam training
and channel acquisition has motivated the development of randomized beam-scanning
strategies, protected pilot designs, and structured codebooks, all aimed at minimizing
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spatial information leakage during the alignment process. While these concepts have yet to
be comprehensively validated in hardware implementations, they offer promising avenues
for enhancing the security of THz communication systems [108,109]. In summary, both
experimental demonstrations and theoretical investigations consistently point to the same
conclusion: the extreme directivity of THz radiation, combined with multi-beam interaction
mechanisms, naturally supports the creation of spatially confined secure zones, strengthens
direction-dependent confidentiality, and suppresses unintended reception. Fully exploiting
these intrinsic advantages, however, will depend on continued advancements in antenna
integration, system stability, and broadband beam management.

4.3. Wavefront Hopping

With the development of RIS and antenna array technologies, the ability to control
the THz wavefront is continuously improving. In the near field, transmitter antenna
arrays are no longer limited to generating simple plane waves. Instead, they can construct
various complex wavefronts. These include non-diffracting beams such as Bessel beams
and self-accelerating curved beams such as Airy beams.

Inspired by the FH technology introduced in Section 3.1, Petrov et al. proposed the
wavefront hopping concept, that THz waves can be dynamically switched between different
wavefronts [110]. From a PLS perspective, wavefront hopping provides a powerful security
mechanism based on spatial diversification. As detailed by Petrov et al., a secure message
can be split into K distinct parts. The transmitter then sequentially hops through K different
spatial wavefronts, sending one message part over each wavefront. For example, Part 1
may be sent on a narrow, non-diffracting Bessel beam, Part 2 on an Airy beam curving
to the left, and Part 3 on an Airy beam curving to the right, as shown in Figure 8a. The
security of this scheme relies on the fact that an attacker must successfully capture all K
message parts to reconstruct the full encryption key or message [111]. Because different
wavefronts possess unique spatial energy distributions, an attacker at a single location is
unlikely to be in the high-power region for all K wavefronts. This forces the attacker to
either deploy multiple cooperating units or accept a failed interception. Guerboukha et al.
experimentally demonstrated the feasibility of wavefront hopping [112]. They showed that
a system can hop from a standard straight beam, such as a Bessel beam, to a curved Airy
beam. This allows the communication link to circumvent an obstacle in the middle of the
path. A fundamental challenge for wavefront hopping is determining which wavefront to
hop to. The set of possible beam trajectories is infinite. Modeling the optimal curved beam
around a blocker in the near field is computationally intractable for real-time applications.
To solve this, Chen et al. proposed a physics-informed machine learning (ML) framework.
This approach uses a neural network, trained on electromagnetic simulations, to instantly
predict the optimal Airy beam parameters, such as curvature and focal length, based on
the geometry of the blocker and receiver, as shown in Figure 8b [113]. Experimental results
confirmed that this Al learned Airy beam could successfully circumvent blockages. It
achieved orders of magnitude better BER performance than conventional beam steering or
beam focusing techniques. In summary, wavefront hopping utilizes unique near-field THz
beams and leverages Al-based optimization techniques. It provides an advanced method
to simultaneously enhance link stability against both jamming and eavesdropping.
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4.4. Comparative Analysis of Spatial-Based Techniques

Spatial-based techniques leverage the unique propagation characteristics of THz
waves. Their practical deployment faces distinct trade-offs between hardware cost and
alignment stability, as compared in Table 3.

* Implementation complexity: RIS offer a cost-effective solution with passive ele-
ments, but the “implementation complexity” shifts to the channel estimation phase,
which creates significant signaling overhead. Secure beamforming is the most ma-
ture technology, balancing complexity and performance through standard phased
arrays or lens antennas. Wavefront hopping offers high theoretical security by uti-
lizing multi-dimensional beam structures (e.g., Airy/Bessel beams). However, it
incurs high complexity in holographic beamforming generation and requires com-
putationally intensive optimization for trajectory planning, while being restricted to
near-field applications.
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*  Mobility Challenges: All spatial techniques are inherently sensitive to alignment
errors. RIS and secure beamforming are particularly vulnerable to user mobility.
A slight positional shift can move the user out of the narrow high-gain beam or
the “quiet zone”, leading to outages or leakage. To address this, beam-tracking is
required [106,114]. Wavefront hopping, particularly with self-bending Airy beams,
offers a unique advantage in bypassing obstacles, providing better robustness in
dynamic, obstacle-rich environments compared to rigid line-of-sight beamforming.

Table 3. Comparison of spatial-based PLS techniques in THz communications.

Primary Security Implementation Real-Time

Technique Mechanism Complexity Feasibility Mobility Tolerance
High: Passive Medium: Latency in ) .
Programmable hardware, but high ~ channel estimation Low. Requires
RIS reflection and overhead for limits fast continuous beam
multipath. channel estimation. adaptation. tracking.
Spatial enerey Low: Standard . Low: Requires
. concentration and High: Mature .
Secure beamforming sidelobe phased antenna technolo continuous beam
. arrays or lens. &Y tracking.
suppression.
coh- : . Medium:
Switching between High: Requires . LOW.' Self-bending beams
. : . complex holographic Computationally
Wavefront hopping varying spatial beamforming and intensive for can bypass obstacles,
modes. optimization. trajectory planning. offen;g;}c;ﬂlz)tgtness

5. Conclusions

THz communication is a cornerstone technology for the 6G vision, offering unprece-
dented bandwidth resources. However, its ultra-high data rate implies that the conse-
quences of information leakage are exceptionally severe. This review has comprehensively
surveyed PLS techniques for THz communications above 100 GHz, systematically classify-
ing them into signal-based and spatial-based technologies.

In the signal domain, we analyzed three primary approaches. First, FH was high-
lighted for its evolution toward nanosecond-level switching speeds using electro-optic
effects, addressing the challenge of hopping rates. Second, environment-adaptive propaga-
tion was discussed, which intelligently exploits molecular absorption peaks to physically
restrict the broadcast range and achieve covertness. Third, noise masking techniques
were reviewed, emphasizing recent AN schemes, emerging chaos-based data masking and
quantum-noise secured schemes.

In the spatial domain, we summarized the role of RIS in actively reconstructing channel
environments to suppress eavesdropping. We also examined secure beamforming, which
leverages the high directivity of THz waves to create “spatial corridors” and geometrically
confined decryption zones via dual-beam mixing. Additionally, wavefront hopping was
highlighted as a method to enforce spatial signal diversity using structured beams like Airy
beams, often aided by physics-informed machine learning for trajectory optimization.

Moving forward, bridging the gap between theoretical PLS models and practical
deployment remains a priority. Future research will likely focus on developing hybrid
security architectures that combine signal and spatial techniques, as well as leveraging Al
to cope with the hardware constraints and dynamic nature of real-world 6G networks.

In conclusion, THz PLS is a dynamic and critical research frontier. New technologies
are continuously emerging. Future research will increasingly focus on leveraging Al and
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quantum technology for system optimization and achieving unpredictable physical layers.
Furthermore, developing hybrid security architectures that merge multiple spatial and
signal domain techniques will be key, such as combining RIS with AN or combining
wavefront hopping with FH. We hope this review will attract more researchers to join
the THz PLS research family and promote secure and reliable THz communication to
every household.
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