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Abstract

To realize a vacuum-fluctuation-based quantum random number generator (QRNG), vari-
ous implementations can be explored to improve efficiency and practicality. In this study,
we employed a multi-mode (MM) laser as the local oscillator in a vacuum-fluctuation
QRNG and compared its performance with that of a conventional single-mode (SM) laser.
Despite experiencing frequency-mode hopping, the MM laser successfully interfered with
the vacuum state, similar to the SM reference. The common-mode rejection ratio of the
balanced homodyne detection setup exceeded 35 dB for all laser sources. The digitized
raw data were processed with a cryptographic hash function to generate full-entropy data.
These outputs passed both the independent and identically distributed test recommended
in NIST SP 800-90B and the statistical test suite under the SP 800-22 guideline, confirming
their quality as quantum random numbers. Our results demonstrate that full-entropy data
derived from either SM or MM lasers are applicable to systems requiring high-quality ran-
domness, such as quantum key distribution. This study represents the first demonstration
of an MM-laser-based vacuum-fluctuation QRNG, achieving a generation rate of 10 Gbps
and indicating potential for compact and practical implementation.

Keywords: quantum random number generator; vacuum fluctuations; multi-mode laser

1. Introduction

Random numbers are core resources for various applications, including stochastic
simulations [1], numerical modeling [2], quantitative finance [3], and cryptography [4,5].
Conventionally, pseudo-random numbers generated by mathematical algorithms have
been widely used for these purposes [6,7]. However, due to their deterministic characteris-
tics, the demand for true random numbers, which possess intrinsic unpredictability and
unbiasedness, has been growing in recent years. In particular, quantum random number
generators (QRNGs) have been considered one of the most promising candidates, as they
exploit the quantum nature of physical systems.

Numerous QRNGs have been demonstrated in the past several decades. First-
generation techniques relied on radioactive decay [8,9] and electronic noise [4,10], which
are categorized as non-optical QRNGs [11]. However, due to the wide range of imple-
mentation possibilities based on various quantum properties of light, optical QRNGs
have become the dominant approach [12]. Optical QRNGs are generally divided into two
groups: discrete-variable (DV) and continuous-variable (CV) types. DV QRNGs derive
randomness from polarization states [13], path splitting [14], number statistics [15,16],
and arrival times [17,18] of photons. In CV QRNGs, quantum entropy sources include
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laser phase noise [19-22], spontaneous emission [23,24], amplified spontaneous emission
(ASE) [25-28], Raman scattering [29-31], and vacuum fluctuations [32-42]. DV QRNGs that
employ single-photon detectors or photon-number-resolving detectors suffer from limited
generation rates due to detector dead time. Therefore, CV QRNGs are more suitable for
achieving high speeds, such as those in the gigabit-per-second (Gbps) range.

Compared to other CV QRNG schemes, QRNGs that utilize vacuum fluctuations
offer several practical advantages by avoiding the technical complexities underlying al-
ternative approaches. First, unlike QRNGs relying on phase noise, there is no need to
actively stabilize an interferometer [20] or maintain a constant optical power level [21]. In
addition, vacuum-based schemes do not require rapid gain switching at rates as high as
1 GHz [22]. Second, schemes using spontaneous emission face challenges in efficiently
collecting emitted light and coupling it into a high-speed photodiode (PD) with a very
small active area. Although ASE sources such as superluminescent diodes (SLDs) [28] can
improve collection efficiency, they tend to be expensive and less accessible. Third, methods
employing Raman scattering require both a strong pump beam and a suitable medium,
such as diamond [29], which adds complexity to the setup.

In this paper, we present a QRNG system that draws on vacuum fluctuations as
the quantum entropy source, relatively free from the technical difficulties faced by other
CV QRNG approaches. Although several vacuum-fluctuation-based QRNGs achieving
Gbps generation rates have been reported [34-39,41], to the best of our knowledge, no
prior work has incorporated a multi-mode laser as a local oscillator (LO) in such a system.
Multi-mode lasers do not require single-mode operation, and their configurations are
typically simpler, which makes them relatively more cost-effective compared to single-
mode or single-frequency lasers. In this study, we used multi-mode laser sources without
temperature stabilization. Typically, temperature control is required to ensure the stable
operation of a single frequency component. However, due to the nature of the vacuum
state, which contains an infinite number of modes, it can effectively couple with the
multiple frequency components of a multi-mode laser beam. This relaxed requirement
simplifies the design of the LO driving circuit, eliminating the need for feedback systems,
thermoelectric coolers (TECs), or thermistors. Furthermore, the multi-mode laser used in
our setup delivered higher output power than the reference single-mode laser under the
same injection current. This allowed the LO, and consequently the entire system, to operate
with lower electrical power consumption.

We employed two multi-mode lasers and one single-mode laser to construct a balanced
homodyne detection (BHD) system, with the single-mode laser serving as a reference for
comparison. Except for the light source, all other components in the experimental setup
were kept identical. The raw data obtained from the BHD system were transmitted to a
field-programmable gate array (FPGA) board equipped with an analog-to-digital converter
(ADC). Within the FPGA board, the raw data were digitized and processed into full-
entropy data using a secure hash algorithm 3 (SHA3) [43]. The final output bit stream was
generated at a rate of 10 Gbps, then tested and validated using the NIST entropy source
validation [44] and statistical test suite [45]. These verified full-entropy data can serve as
true random numbers for cryptographic applications, including quantum key distribution
(QKD), highlighting the feasibility of an economical and high-speed QRNG architecture.

2. Materials and Methods

Figure 1 illustrates the schematic of our QRNG system. The QRNG system utilized
three types of laser sources: two multi-mode and one single-mode source. Their fiber-
coupled outputs were collimated through aspheric lenses. A fraction of each beam was
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sent to a CMOS camera for transverse-mode observation. A plano-convex lens was used to
focus the beam onto the CMOS sensor, allowing analysis of the far-field intensity pattern.

Cavity

FPGA B/D

Figure 1. Experimental setup of the proposed QRNG system. Three laser sources were used: two
multi-mode lasers and one single-mode laser, all with fiber-coupled outputs, which were collimated
using aspheric lenses. For transverse- and longitudinal-mode analyses, small portions of the light
were directed to a CMOS camera and a Fabry-Pérot cavity, respectively. An acousto-optic modulator
(AOM) was installed for the measurement of the common-mode rejection ratio. After passing through
the AOM, the main beam was mixed with the vacuum state at a beam splitter, and the outputs were
measured using a BHD system. The amplified raw data were delivered to an FPGA board, where they
were digitized and post-processed using a hash function. The resulting full-entropy data constituted
the final quantum random numbers of the system. ISO: optical isolator, LO: local oscillator.

An optical isolator was installed to prevent back-reflection, which could degrade
the quality of the vacuum fluctuation signal measured through the BHD. To measure the
common-mode rejection ratio (CMRR), we introduced an acousto-optic modulator (AOM;
3080-122, Gooch & Housego, Dowlish Ford, Ilminster, UK). Ideally, the spatial separation
between the zeroth- and first-order diffracted beams inhibits the generation of a beat signal.
However, in practice, a residual amount of the first-order component propagates along the
same direction as the zeroth-order beam. We utilized this effect to evaluate the balance
quality of the BHD system: when the beat signals entering the two PDs became nearly
equal in amplitude, they were substantially canceled through subtraction, resulting in
effective suppression of the beat signal at the BHD output.

After the AOM, the beam was split into two paths. One path was directed to a Fabry—
Pérot cavity for longitudinal-mode analysis. The other path, the main beam, was combined
with the vacuum state at a beam splitter. The resulting signal was measured by the BHD
system, which consisted of a custom-ordered balanced homodyne detector (LD-PD PTE.
LTD., Singapore) and an additional RF amplifier. To eliminate spurious peaks observed
in the RF spectrum around the LTE (Long-Term Evolution) and 5G (Fifth-Generation)
bands—originating from ambient electromagnetic radiation in our telecommunication
environment—the BHD setup was enclosed in a custom-made electromagnetic shielding
box. The signal from the BHD output was then transmitted to the FPGA board. Inside
the FPGA board, the signal was digitized by a 12-bit ADC operating at a sampling rate of
2.5 GSa/s. From each sample, 8 bits were selected based on their entropy. This selection
serves as a pre-processing step to reduce bias and increase the entropy rate, in line with the
guideline described in NIST SP 800-90B (Section 6.4, “Reducing the Symbol Space”) [44]. It
also helps to reduce computational overhead in subsequent processing. A total of 96 such
8-bit outputs were collected and concatenated to form a 768-bit input. This was then fed
into the SHA3-384 hash function. The hashed output constituted full-entropy data.

To assess the quality and statistical properties of the extracted data, we performed two
categories of evaluation based on NIST standards: (1) entropy estimation and independent
and identically distributed (i.i.d.) test in accordance with SP 800-90B [44], and (2) a statistical
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test suite for randomness accompanying SP 800-22 [45]. The results from these evaluations
were used to characterize the output quality of each laser configuration, and data that
satisfied the criteria were considered for use as quantum random numbers.

3. Results

3.1. Characterization of Multi-Mode Lasers
3.1.1. Optical Power Efficiency

Figure 2 shows the laser output power as a function of injection current for three
different types of sources: multi-mode 1 (MM1), multi-mode 2 (MM2), and single-mode
(SM). Data points for MM1, MM2, and SM are represented by blue circles, red squares, and
green triangles, respectively. MM1 and MM2 were operated without any cooling, whereas
SM was driven under temperature stabilization using a feedback-controlled TEC.

For MM1, the laser was supplied as an integrated module with a built-in driver, which
did not allow the injection current to be lowered below the lasing threshold. Therefore,
only the lasing region could be measured. Linear fitting was applied to the lasing region
data of all three sources. As depicted in Figure 2, the slopes of MM1 and MM2 were over
fivefold higher compared to SM, indicating that the selected multi-mode sources exhibit
significantly higher power efficiency.

Since the forward voltages were similar for all sources, a lower injection current in
MM1 and MM2 results in reduced electrical power consumption for the same level of
optical output. Given that the magnitude of vacuum fluctuations in a BHD system is
proportional to the LO power, this configuration enables the generation of sufficiently
strong quantum noise signals with reduced electrical power.
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Figure 2. Laser output power as a function of injection current for three types of sources: multi-mode
1 (MM1), multi-mode 2 (MM2), and single-mode (SM). Blue circles and red squares represent MM1
and MM2, while green triangles denote SM. In the case of MM1, the current could not be applied
below the lasing threshold because the laser was supplied as an integrated module with a built-in
driver, which limited control over low-current operation. Dashed lines indicate linear fitting results.
The slopes for MM1 and MM2 are more than five times greater than that of the SM source, indicating
that the selected multi-mode sources exhibit better efficiency in terms of optical power generation.

3.1.2. Transverse Mode

Multi-mode lasers can be categorized as multi-transverse mode, multi-longitudinal
mode, or a combination of both [46]. To identify the modal behavior of our multi-mode
lasers, we investigated their transverse characteristics using a CMOS camera. A plano-
convex lens with a focal length of 75 mm was placed in front of the detector to exploit its
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Fourier transforming property in the spatial domain, thereby enabling a clear distinction of
different transverse modes [47].

Figure 3 presents the beam profiles of MM1, MM2, and SM. The three columns,
respectively, show the beam image captured by the CMOS camera, and the horizontal and
vertical cross-sections of the beam intensity. SM exhibits a beam shape consistent with an
ideal Gaussian distribution, whereas MM1 and MM2 show substantial deviation. MM1
appears to consist of a superposition of several low-order transverse electromagnetic (TEM)
modes, although the exact modal composition is not clearly identified. In contrast, MM2
exhibits a dynamic speckle pattern. This is presumably caused by inter-modal interference,
which arises from the direct coupling of the laser diode to a multi-mode fiber.
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Figure 3. Transverse-mode analysis of MM1, MM2, and SM. The first column shows the beam profile
image captured by a CMOS camera. The second and third columns display the horizontal (X) and
vertical (Y) cross-sectional intensity profiles, respectively. While the SM beam is well described by a
single Gaussian function, MM1 and MM2 deviate from this fitting, indicating the presence of multiple

transverse modes.

In summary, MM1 is interpreted as a multi-transverse-mode laser composed of mixed
low-order TEM modes, while MM2 exhibits multi-transverse behavior as a result of modal
mixing introduced by the attached multi-mode fiber.
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3.1.3. Longitudinal Mode

For the longitudinal-mode analysis, we employed a commercial Fabry-Pérot cavity
(SA200-8B, Thorlabs, Newton, NJ, USA) equipped with a piezoelectric transducer that
enables dynamic tuning of the cavity length, thereby allowing measurement of the trans-
mission spectrum. Figure 4 presents the transmission spectra of MM1, MM2, and SM. Grey
curves indicate the ramp voltage applied to adjust the cavity length. Given the cavity’s
free spectral range (FSR) of 1.5 GHz, scanning over approximately 3 GHz produces two
consecutive transmission peaks. For the SM laser, these peaks remain stable across mea-
surements taken over a period of approximately 20 s. In contrast, for MM1 and MM2,
the peak positions fluctuate by several tens of MHz within similar time scales, indicating
temporal instability.

Two distinct features are observed in the multi-mode lasers: (1) at each time point, a
single dominant longitudinal mode appears, but its frequency shifts over time, indicating
mode hopping due to dynamic fluctuations in the laser cavity or gain conditions; and (2) in
MM2, additional smaller peaks are simultaneously observed in the transmission spectra,
implying mode competition, where multiple longitudinal modes can oscillate concurrently.
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Figure 4. Cavity transmission spectra measured using a Fabry—Pérot cavity with a 1.5 GHz free
spectral range. Grey curves indicate the ramp voltage applied to scan the cavity length. While the
SM laser shows stable peak positions over time, MM1 and MM2 exhibit peak shifts of several tens of
megahertz within tens of seconds. This behavior indicates temporal mode hopping. Additionally,
smaller peaks observed in MM2 suggest mode competition between multiple longitudinal modes.

3.2. Analysis of Raw Entropy Data

In this section, we analyze the raw entropy data, defined as the RF amplifier output
in the BHD setup, as illustrated by the AMP block in Figure 1. First, we compare the
CMRR measurements obtained using the MM and SM laser sources. Second, we present
the digitized raw data processed by the ADC on the FPGA board. The digitized signal is
examined in both the time and frequency domains to verify its noise characteristics and
signal integrity. We subsequently estimate the min-entropy and quantum-to-classical noise
ratio (QCNR) based on the histogram of the digitized signal.

3.2.1. CMRR Comparison Between MM and SM

To evaluate the CMRR performance for the MM and SM sources, we measured the
noise spectra of the raw entropy data using an RF spectrum analyzer (E4440A, Agilent
Technologies, Santa Clara, CA, USA) while introducing beat signals through the AOM. The
AOM was driven with an 80 MHz sine wave to generate a weak first-order diffracted beam
that partially overlapped with the zeroth-order beam. This overlap resulted in a beat signal
at 80 MHz, which was used to assess the balance quality of the BHD system. Figure 5 shows
the noise spectra under three different optical configurations for MM1, MM2, and SM.
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First, the beams were blocked from reaching both PDs to measure the electronic noise
of the BHD system. These measurements are shown as blue curves. If the PD dark current
and the intrinsic amplifier noise are smaller, the resulting electronic noise level can be
further reduced. Second, only one port in the BHD setup was opened, allowing the beat
signal to enter a single PD. In this case, prominent peaks appeared at 80 MHz and 160 MHz
due to residual interference between the two diffraction orders of the beam. These results
are shown as red curves.

Finally, both PDs received optical input, and the beam power was finely controlled
to balance the amplitudes of the beat signals at the two PDs. When the BHD balance was
optimized, the peak at 80 MHz was significantly reduced for all laser sources. In the MM1
and MM2 cases, not only was the beat signal suppressed, but noise components at other
intensities were also substantially diminished. These results are shown as green curves.
Although the 160 MHz peak was not suppressed as effectively, it may be further reduced
by employing precisely tunable variable optical attenuators (VOAs).

These results demonstrate that, even with multi-mode lasers, classical noise can be
suppressed to a degree comparable to that achieved using single-mode lasers, enabling
reliable extraction of the vacuum fluctuation signal.

MM1 MM2
' 1
41 dB
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Figure 5. CMRR measurements for MM1, MM2, and SM. Noise spectra of the BHD output were
measured using an RF spectrum analyzer. A beat signal at 80 MHz was introduced by overlapping
the zeroth- and first-order beams generated by an AOM. Blue curves show the electronic noise with
the laser beam blocked. Red curves correspond to the case where only one PD was illuminated,
showing strong peaks at 80 MHz and 160 MHz. Green curves show the result with balanced inputs at
both PDs, where the 80 MHz peak was suppressed by over 35 dB for all laser sources. Despite limited
suppression at 160 MHz, classical noise was effectively reduced, enabling extraction of vacuum noise
even with multi-mode lasers.

3.2.2. Min-Entropy and QCNR Estimation

Figure 6 presents time- and frequency-domain representations of the ADC outputs
for MM1, MM2, and SM under both beam-on and beam-off conditions. Raw signals were
acquired using a 12-bit ADC with a sampling rate of 2.5 GSa/s over a continuous duration
of approximately 42 ms, yielding 104,857,600 samples per condition. The time-domain
plots in the top row show stable signal traces for all three sources. While the MM2 trace
contains a few artifacts, no persistent anomalies or signal dropouts were observed in any of
the measurements, confirming the reliable performance of both the optical setup and the
FPGA-based acquisition system. The bottom row displays the corresponding FFT spectra
up to the Nyquist frequency of 1.25 GHz. The difference between the beam-off and beam-on
spectra remains nearly uniform throughout the full frequency range, suggesting that this
spectral increase reflects the vacuum fluctuation and was digitized without distortion.
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Through these measurements, we confirmed that vacuum noise captured using MM1 and

MM2 sources was also comparable in quality to that obtained with SM.

Figure 7 shows histograms of the ADC outputs plotted in the top row of Figure 6. For
each laser source, histograms were drawn under beam-on (measured noise) and beam-off
(electronic noise) conditions, representing their respective probability density functions
(PDFs). Both distributions were well fitted by Gaussian functions. As the PDF of the
measured noise is the convolution of the electronic noise and vacuum fluctuation PDFs,
the Gaussian nature of the vacuum fluctuation distribution is thus affirmed, in line with
the theories of quantum mechanics [48]. Let the measured noise and electronic noise be
represented by the random variables M and E, respectively, with m and e being their

realizations. The conditional PDF of M given E is expressed as

noise distributions, respectively. The quantity oz, — 07 is denoted as 0(22, representing the

PM|E(m|5’) =
21t(03y — 02

variance of the vacuum noise.
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Figure 6. Time- and frequency-domain plots of ADC outputs for MM1, MM2, and SM. Each panel
compares measurements with and without the beam, corresponding to the presence or absence
of vacuum fluctuations. Raw signals were sampled at 2.5 GSa/s using a 12-bit ADC over a total
duration of approximately 42 ms. The first row shows the time-domain waveforms. The second
row presents the FFT spectra up to the Nyquist frequency of 1.25 GHz. The spectra for the beam-on
condition appear almost flat across the entire frequency range, indicating that vacuum fluctuations

1250

MM2
——— Beam —

3000
22500
g
2 2000
<

1500

1000 1 . . r

0 10 20 30 40
Time (ms)
—— Beam
’=-\ 0.08 No beam
G
5 0.06
£
8 0.04
g
H
= 0.02
.00
0 250 500 750 1000
Frequency (MHz)

were amplified without spectral distortion.

Based on the conditional PDF given in Equation (1), the conditional min-entropy
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Hpin(M|E) is evaluated using the approach described in [37,48] as

Hmin(M|E) = —log,[max(cy,¢2)],
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where c; = % [erf (em"‘x\/g;jm) + 1} and ¢, = erf ( 5 \/‘%VQ ) . In this expression, erf denotes

the error function, emax is the upper limit of classical noise, R represents half the maximum
input voltage, and ¢ is the width of a quantization bin. Assuming a confidence level of
99.9999%, emax is conservatively set to 50r. Given the parameter regime in this work, it is
observed that ¢, consistently exceeds c;, which results in the following expression for the
conditional min-entropy:

)
Hpin(M|E) = —log, [erf(MZ(TQ)]. 3)

Table 1 presents the conditional min-entropy values for MM1, MM2, and SM. The variation
among these values originates from differences in the optical power incident on the BHD
setup. Using ¢, the QCNR was also calculated according to the equation provided in [48]
as QCNR = 10log;, ((Té / (7%). The QCNR values for each laser source are also summarized
in Table 1.

MM1 MM2 SM
Beam Beam Beam
44 —— fit(Beam) 4 —— fit(Beam) 44 —— fit(Beam)
I No beam I No beam I No beam
— —— fit(No beam) — —— fit(No beam) — —— fit(No beam)
o 23 53
R £ £ 2
[} 5} 5}
O O O
11 14 11
0- y T 0= y y y 0+ T
1000 1500 2000 2500 3000 1000 1500 2000 2500 3000 1000 1500 2000 2500 3000
ADC value ADC value ADC value

Figure 7. Histograms of ADC outputs for MM1, MM2, and SM, measured under beam-on (measured
noise) and beam-off (electronic noise) conditions. Each histogram was fitted with a Gaussian function,
indicating that both the measured noise and electronic noise follow Gaussian probability density
functions (PDFs). Given that the PDF of the measured noise is the convolution of the electronic noise
and vacuum noise PDFs, this observation supports the theoretically expected Gaussian nature of
vacuum noise.

Table 1. Conditional min-entropy and QCNR for three different sources.

MM1 MM2 SM
Huin(M|E) 8.52 8.35 8.55
QCNR (dB) 3.61 2.55 3.82

The QCNR can be further improved by implementing two enhancements. First, in
this experiment, the maximum optical power incident on a single PD was limited to ap-
proximately 4-5 mW, even though the output power immediately after the lasers exceeded
25 mW. This reduction is primarily attributed to optical losses at the free-space optical
isolator, which arise from the small aperture size and polarization filtering, particularly in
the case of multi-mode lasers. If back-reflections at the fiber-coupled PDs in the BHD setup
can be sufficiently suppressed, the use of an optical isolator could be eliminated, allowing
more optical power to reach the detectors.

Second, the QCNR can be improved by employing PDs with lower noise-equivalent
power (NEP). In our setup, PD selection was constrained by the need for compatibility with
multi-mode beams, which limited the available options when purchasing a commercial
BHD system. The NEP of the PDs used in our experiment is approximately 20 pW/+/Hz.
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In contrast, Zhang et al. [35] reported the use of PDs with an NEP as low as 2 fW/+/Hz,
achieving a QCNR of approximately 13 dB at an optical power of 5 mW.

3.3. Full-Entropy Data Extraction Using SHA3-384

To derive full-entropy data from the raw data, we first applied a bit selection process.
For each of the twelve bit positions in the 12-bit ADC output, the bit-wise Shannon entropy
was calculated across all samples. Based on the computed entropy values, the eight bit
positions exhibiting the highest entropy were selected. Throughout this work, bit position
0 denotes the least significant bit (LSB) and bit 11 denotes the most significant bit (MSB);
the selected positions corresponded to bits 0 through 7. Because the standard deviation of
the ADC output was relatively small, the sample values were concentrated near the center
of the ADC dynamic range. As a result, the higher-order bits (positions 8 to 11) exhibited
limited variation, whereas the lower-order bits exhibited slightly higher entropy. These
lower bits were therefore chosen.

The selected 8-bit samples were input to the SHA3-384 hash function, which is classi-
fied as a vetted conditioning component in [44]. According to the definition in NIST SP
800-90C [49], the hashed output can be regarded as full-entropy data if the min-entropy per
bit exceeds 1 — ¢, where ¢ = 2732,

To satisfy this criterion, it is essential that the input to the hash function itself possess
sufficient entropy. In our experiment, the min-entropy of the input—the selected 8-bit
samples—was evaluated to be greater than 7.4 bits for all laser sources. This evaluation
was performed using the non-i.i.d. entropy assessment procedure described in [44]. The
estimated min-entropy values for MM1, MM2, and SM are summarized in Table 2.

The entropy per bit of the hash outputs was subsequently calculated using the formu-
lation provided in Section 3.1.5.1.2 of [44]. The corresponding ¢ values for MM1, MM2, and
SM are also listed in Table 2. As all ¢ values were below 2732, the hashed outputs fulfill
the condition for being considered full-entropy data. Figure 8 shows the histograms of the
full-entropy data for MM1, MM2, and SM, which were divided into 8-bit blocks for the
subsequent NIST tests.

MM1 MM2
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50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250

Hashed Output (8-bit) Hashed Output (8-bit) Hashed Output (8-bit)

Figure 8. Histogram of hashed outputs for MM1, MM2, and SM. The eight bit positions with the
highest entropy were selected based on Shannon entropy computation for each bit position across all
12-bit samples obtained from ADC. These 8-bit samples were grouped into 768-bit blocks and fed
into the SHA3-384 hash function. The resulting 384-bit outputs are referred to as full-entropy data, as
the estimated min-entropy per bit exceeds 1 — e, where ¢ = 2732 [49]. To perform the NIST tests, the
384-bit hash outputs were re-grouped into 8-bit samples.
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Table 2. Estimated min-entropy of the selected 8-bit samples (M), obtained using the non-i.i.d.
entropy assessment, and criterion values ¢ calculated according to the formula in [44], for three
laser sources.

MM1 MM2 SM
Humin(M') 7.40 7.58 7.57
€ 1.38 x 10~ 1.38 x 10~ 1.38 x 10~

3.4. NIST Validation of Full-Entropy Data

To validate the quality of the full-entropy data as random bitstreams, we conducted
a two-step procedure based on the NIST-recommended frameworks. First, we applied
the ii.d. test to determine whether the data exhibited i.i.d. characteristics. Since the full-
entropy data from all three laser sources passed this test, the min-entropy was estimated
using the most common values method, as specified in [44]. Second, we performed the
statistical test suite defined in [45] to assess the randomness of the full-entropy data. The
full-entropy data from all three laser sources successfully passed every test in the suite.

3.4.1. Entropy and IID Assessment (SP 800-90B)

Table 3 shows the entropy and i.i.d. test results of the full-entropy data for MM1, MM2,
and SM. Initially, entropy was evaluated using two methods. In the first method, min-
entropy per sample, denoted as Horiginal, was calculated using 8-bit re-grouped full-entropy
data. In the second method, the first 1,000,000 bits were selected from the consecutive 8-bit
samples, and Hpjtstring Was computed based on the most common bit in those bits. Finally,
min-entropy was determined as the minimum between Higinal and 8 Hpjstring, Which was
Horiginal in our work.

Table 3. Summary of the entropy and i.i.d. test results for the full-entropy data from three laser
sources. LRS: longest repeated substring.

MM1 MM2 SM
Horiginal 7.986377 7.986643 7.986876
Hpjtstring 0.999836 0.999840 0.999822
min(Horig, 8Hp;t) 7.986377 7.986643 7.986876
Chi-square test Passed Passed Passed
LRS test Passed Passed Passed
Permutation tests Passed Passed Passed

Accordingly, Hyriginal per bit was calculated to be 0.998297 for MM1, 0.998330 for MM2,
and 0.998360 for SM, respectively. These values were lower than the theoretical bound
1 — ¢, where ¢ is defined in Table 2. This is primarily because the number of 8-bit samples
for the entropy estimation was finite—specifically, 78,643,152 samples. As the number of
samples increases, the estimated min-entropy per bit is expected to approach 1 — .

After the entropy estimation, three types of tests were performed to verify the i.i.d.
assumption. First, the chi-square test validated the independence and the goodness-of-fit.
Second, the longest repeated substring (LRS) test examined the presence of repeated pat-
terns. Lastly, the permutation test suite, comprising 11 different statistical tests, compared
the test statistics computed from the original and permuted datasets. If the samples are
ii.d., the statistics from both datasets should be similar. Since all three types of tests were
successfully passed, the full-entropy data from MM1, MM2, and SM can be regarded asi.i.d.
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3.4.2. Statistical Test Suite (SP 800-22)

We performed the Statistical Test Suite (STS) to evaluate the randomness of our full-
entropy data, as recommended in [45]. Table 4 presents the STS results for the full-entropy
data obtained from the MM1, MM2, and SM sources. The 8-bit samples were divided
into 629 sequences, each consisting of 1,000,000 bits. The tests were applied to each
sequence individually.

The significance level («) was set to the default value of 0.01. A sequence was consid-
ered to pass a test if its p-value was greater than or equal to «. The proportion indicates
the fraction of sequences that passed each test. Given that the total number of sequences
was 629, the minimum acceptable proportion was 0.978. All full-entropy datasets from the
three laser sources satisfied this requirement.

The p-value in the table refers to the uniformity of the p-values obtained across all
sequences for each test. It was calculated using a chi-square goodness-of-fit test. In our STS
results, all tests conducted with each laser source yielded a p-value above 0.0001.

Since both the proportion and the p-value met the required criteria, the randomness of
our full-entropy data was statistically validated.

Table 4. Results of the NIST Statistical Test Suite (STS) for MM1, MM2, and SM full-entropy data.
Each cell reports the proportion of passed sequences (Prop.) and the uniformity of the p-value
distribution (p-Val.).

MM1 MM2 SM

Statistical Test

Prop. p-Val. Prop. p-Val. Prop. p-Val
Frequency 0.989 0.401 0.989 0.163 0.984 0.057
Block Frequency 0.987 0.666 0.984 0.883 0.983 0.699
Cusum-Forward 0.997 0.404 0.989 0.304 0.984 0.094
Cusum-Reverse 0.992 0.748 0.990 0.972 0.986 0.147
Runs 0.984 0.836 0.990 0.579 0.987 0.214
Long Runs of Ones 0.984 0.635 0.989 0.475 0.983 0.485
Rank 0.990 0.807 0.984 0.297 0.994 0.839
Spectral DFT 0.992 0.801 0.987 0.642 0.987 0.044
Non-overlapping Templates ~ 0.989 0.725 0.992 0.936 0.984 0.602
Overlapping Templates 0.987 0.722 0.990 0.042 0.986 0.295
Universal 0.983 0.212 0.992 0.042 0.979 0.190
Approximate Entropy 0.979 0.466 0.992 0.247 0.987 0.844
Random Excursions 0.995 0.056 0.992 0.435 0.992 0.320
Random Excursions Variant ~ 0.987 0.161 0.987 0.116 0.995 0.137
Linear Complexity 0.998 0.605 0.992 0.243 0.986 0.227
Serial 0.989 0.880 0.994 0.961 0.992 0.795

4. Discussion

In this work, we proposed the use of an MM laser as the LO in a vacuum-fluctuation-
based QRNG. MM lasers offer several advantages over SM lasers: they do not require
single-mode operation, simplifying the system configuration; they eliminate the need for
temperature stabilization, reducing the complexity of the LO driving circuit; and in our
experiments, the selected MM lasers exhibited higher optical power than the reference SM
laser under the same injection current, implying lower electrical power consumption for
comparable performance.

Although the beam profiles of MM lasers were not ideal TEMyy and experienced
frequent mode hopping, they successfully interfered with the vacuum state, as did the SM
laser. With a well-balanced BHD setup, classical noise was suppressed by more than 35 dB
for all sources, allowing us to extract raw data dominated by vacuum fluctuations. While
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the QCNR was modest, it could be improved by increasing the optical power delivered to
the BHD setup and by employing PDs with lower NEP.

The raw data were digitized using a 12-bit 2.5 GSa/s ADC and transferred to the
FPGA. We selected the 8-bit indices with the highest entropy among the 12-bit outputs.
These 8-bit samples were grouped into 768-bit blocks and served as inputs to the SHA3-384
hash function. Since the input data from all sources contained high entropy, the hash
outputs were regarded as full-entropy data.

To validate the quality of these full-entropy outputs, two types of NIST validation were
conducted. First, min-entropy estimation and the i.i.d. test showed min-entropy values
above 7.986 and confirmed the i.i.d. characteristic for all sources. Second, the STS verified
that the full-entropy data passed all tests in terms of both the proportion of successful
sequences and the uniformity of p-value distributions.

Our QRNG is a fully trusted (FT) QRNG, where the entire system from the source to the
detector is assumed to be trusted. It offers the advantages of simplicity and high speed com-
pared to device-independent (DI) or semi-device-independent (semi-DI) QRNGs. However,
the quality of the generated random numbers is guaranteed only under the assumption
that no adversarial manipulation occurs. In future work, we plan to extend our vacuum-
fluctuation-based QRNG, employing multi-mode lasers toward a semi-DI framework.

To the best of our knowledge, this study was the first case of exploiting an MM laser in
a vacuum-fluctuation-based QRNG. Having passed both NIST validations, the full-entropy
data are confirmed to possess sufficient quality to be used as quantum random numbers
for cryptographic applications such as QKD. The random number generation rate was
estimated as 2.5 GSa/s x 8 bits x 0.5 = 10 Gbps, where the factor 0.5 accounts for the
2x compression applied by the hash function. With further development, a compact
MM-laser-based vacuum-fluctuation QRNG could potentially be commercialized.
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