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Abstract: There are numerous studies on the effects of ocean turbulence on wireless
optical communications and on satellite–ground quantum key distribution (QKD); however,
there are few studies on the impact of near sea-surface turbulence on ship-based QKD
performance. This study investigates the influence of sea-surface atmospheric turbulence
on laser beam propagation, atmospheric scintillation, and aiming error. It focuses on the
impact of sea-surface turbulence on the performance of satellite-to-ship QKD and ship-to-
ship QKD systems. The results show that strong turbulence severely degrades QKD system
performance; horizontal transmission distances change from 32 km (weak turbulence) to
3 km (strong turbulence) in ship-to-ship QKD.

Keywords: sea-surface; atmospheric turbulence; quantum key distribution; security keys

1. Introduction
Quantum communication technology is divided into fiber-optic quantum commu-

nication and free-space quantum communication due to different transmission channels.
Currently, it is difficult to further expand the transmission distance of fiber optic quantum
communication due to its inherent transmission loss. Free-space quantum communica-
tion is considered the best choice for realizing a global quantum communication network
due to its advantages, such as low channel loss and the possibility of relaying through
space platforms. Among them, quantum key distribution (QKD) has been widely studied
and applied because of its high security [1–5]. Despite these advancements, maritime
QKD applications remain under-explored. This is mainly because optical signals trans-
mitted at the sea-surface are susceptible to refractive index fluctuations induced by ocean
turbulence, leading to light intensity scintillation, beam drift and wave-front distortion,
which degrade communication performance [6–8]. In wireless optical communications
under ocean turbulence, the bit error rate (BER) performances of M-ary phase shift keying,
subcarrier intensity modulation [9], M-ary pulse position modulation [10], average BER
and interruption probability [11], and double-headed pulse interval modulation [12] have
been investigated. However, the specific impacts on QKD systems operating in maritime
environments remain poorly understood. In addressing this gap, our study quantifies the
performance degradation of ship-based QKD under atmospheric turbulence of different
intensities, providing favorable support for building a global quantum network [13,14].
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2. The Influence of Sea-Surface Turbulence on Laser Beams and
Aiming Error

The formation of sea-surface atmospheric turbulence is a complex process involv-
ing the interaction of multiple dynamic and thermodynamic conditions. Unlike inland
atmospheric turbulence, oceanic atmospheric turbulence exhibits a clear pattern of daily
variation, reaching extreme values in the late afternoon, and turbulence intensity tends
to decrease with increasing altitude [15–17]. The atmospheric refractive index structure
constant is usually used to characterize the magnitude of turbulence intensity, with larger
values representing better atmospheric conditions. It varies from 10−12 (strong turbulence)
to 10−17 (weak turbulence), with a mean value of 10−15. Its relationship with altitude is
shown in the following equation:

C2
n(h) = 0.00594(W/27)2

(
10−5h

)10
exp(−h/1000) + 2.7 × 10−16 exp(−h/1500) + A exp(−h/100) (1)

where h is the height in meters, A is the ground structure constant C2
n(0), and W is the root

mean square wind speed measured in meters per second.
The change in oceanic atmospheric turbulence with seasons is not obvious, and the

turbulence intensity in winter is slightly larger than that in summer; however, the spatial
fluctuation is not significant. In general, the refractive index structure constants of offshore
atmospheric turbulence at the surface range from 10−17 to 10−13 [15].

When a laser beam passes through a turbulent atmosphere, atmospheric turbulence
causes the refractive index of light to change, resulting in beam intensity fluctuations, beam
phases (up and down), beam drift and spread, and image point jitters. If the light intensity
is measured in a turbulent atmosphere at some distance from the light source, it is found
to fluctuate randomly around the mean value over time. This is due to the fact that the
received laser is disturbed by atmospheric turbulence; alternating enhanced and weakened
interference fringes appear in the transmission path, resulting in fluctuations in the detected
radiation intensity. The scintillation index can describe the magnitude of this variation, and
the model of atmospheric scintillation in the downlink can be expressed as:

σ2
l = 2.25k

7
6 sec(θ)

11
6

∫ H

h0

C2
n(h)(h − h0)

5
6 dh (2)

A more precise Gaussian beam expression is needed for the uplink as follows:

σ2
l = 2.25k

7
6 (H − h0)

5
6 sec(θ)

11
6
∫ H

h0

C2
n(h)

(
1 − h − h0

H − h0

)5
6
(

h − h0

H − h0

)5
6 dh (3)

where K = 2π
λ is the wave numbers, and θ is the zenith angle. The main difference in

the scintillation model between the uplink and downlink is that the uplink needs to take
into account variation in the atmospheric refractive structure constant; in other words,
atmospheric scintillation has a greater impact on the uplink, as shown in Figure 1.

The variance of aiming error angles from light intensity flicker can be expressed as:

σ2
pe = 0.54(H − h0)

2 sec2(θ)

(
λ

2ω0

)2(2ω0

r0

) 5
3

1 −
(

C2
r ω0/r2

0
1 + C2

r ω0/r2
0

) 1
6
 (4)

where Cr is the scintillation constant; λ and ω0 are the wavelength and girdle radius of the
laser beam, respectively; and r0 is the atmospheric coherence length. In Figure 2, we can see
that the variance in aiming error angle of the uplink caused by light intensity scintillation
changes with altitude, and the higher the altitude, the smaller the aiming deviation caused
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by light intensity scintillation; the closer it is to sea level, the more obvious the effect of
atmospheric turbulence on the beam; with an increase in altitude, the atmosphere gradually
becomes thinner, caused by turbulence changes in the refractive index of the atmosphere
becoming smaller; therefore, the aiming angle caused by the change is also smaller.
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Figure 1. Atmospheric scintillation versus transmission distance.
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Figure 2. Variance in aiming error angles versus altitude.

3. The Influence of Sea-Surface Turbulence on the Performances of a
Ship-Based QKD

In a ship-based QKD system based on the BB84 protocol, performance is affected by
sea-surface atmospheric turbulence. Moreover, the downlink is expected to experience
lower attenuation since the uplink beam is much more affected by atmospheric turbu-
lence [5,18]. If the uplink can accomplish communication, the downlink can also realize
communication. Therefore, this study focuses on the performances of the uplink of a
ship-based QKD system. Two kinds of ship-based QKD systems are studied in this paper:
one where transmitter is on a ship and the receiver is on a satellite, and one where; both
the transmitter and receiver are on ships. The specific schematic diagram is in Figure 3
as follows:
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Figure 3. Schematic diagram of QKD system based on a ship.
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For a BB84-based system, the default parameter settings are as follows: the pulse
repetition frequency at the transmitting end is 625 M; the number of individual pulse
photons is 0.8; the diameter of the telescope at the transmitting end is 0.2 m; the transmitting
end shading loss is 0.3; the diameter of the telescope at the receiving end is 0.6 m, the
shading loss at the receiving end is 0.18; the wavelength is 1550 nm; the girdle radius of
the laser beam is 0.005 m; the sifted efficiency of the BB84 protocol is 0.5; and the field-
of-view angle is 100 µrad. To minimize the effect of background light on quantum light
performance, the background parameter was set to that of a clear night.

3.1. The Satellite-to-Ship QKD System

In the satellite-to-ship QKD system, the transmitting end is fixed on a ship, and the
receiving transmitting end is fixed on a satellite. Figure 4 shows the relationship between
photon counts and the zenith angle when the satellite orbit altitude is 400 km. It can be seen
that photon counts reach a maximum value at a zenith angle of 12 degrees; when the zenith
angle is greater than 30 degrees, the photon count is very small. This is mainly due to the
influence of atmospheric attenuation and geometric loss of light, limiting its transmission
distance. In other words, the QKD system has a limited communication distance in the
same orbital altitude, and the transmission distance varies with the zenith angle. Only
the system in which the corresponding zenith angle is within the communication distance
limit can be coded. This is why photon counts increase and then decrease as the zenith
angle increases. When the zenith angle corresponding to the distance limit is exceeded, it is
impossible to code.
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Figure 4. Photon counts versus zenith angle.

The relationship between secure keys and satellite orbital altitude for different inten-
sities of turbulence is shown in Figure 5. These curves show that under weak turbulence
conditions (Cn2 = 10−17), the system can communicate with satellites at an orbital altitude
of 619 km; under middle-intensity turbulence conditions (Cn2 = 10−15), the system can
communicate with satellites at an orbital altitude of 466 km; and under strong turbulence
conditions (Cn2 = 10−13), the system can communicate with satellites at an orbital altitude
of 173 km. From these data, it can be seen that the communication distance between the
offshore platform and the satellite QKD system decreases with an increase in turbulence
intensity due to the influence of sea-surface atmospheric turbulence.
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Figure 5. Secure keys versus satellite orbit altitude.

Based on the above results, the system was optimized to ensure that the transmitting
end could communicate with the receiving end on a satellite at an orbital altitude of 1000
km. Figure 6a shows the diagram of photons counts received versus satellite orbit altitude
when the zenith angle is 15 degrees, Figure 6b shows a diagram of quantum BER (QBER)
versus satellite orbit altitude for different turbulence intensities. It can be seen that the
performances are seriously affected by strong turbulence. In strong turbulence, the photon
counts are significantly lower, and the QBER performance significantly increases.
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Figure 6. Photon counts (a) and QBER (b) versus satellite orbital altitude at a 30◦ zenith angle.

When the zenith angle is 15 degrees, the curves in Figure 7a represent the relationship
between photon counts by the system and satellite orbit altitude under different turbulence
intensities, and the curves in Figure 7b represent the relationship between QBER and
satellite orbit altitude under different turbulence intensities. When comparing the data
in Figures 6 and 7, it can be seen that under the same turbulence conditions, the photon
counts by the system with a zenith angle of 15 degrees are higher than that with a zenith
angle of 30 degrees. The performance of QBER under a zenith angle of 15 degrees is better
than that under a zenith angle of 30 degrees, too. This is due to the fact that, at the same
satellite orbital altitude, the larger the zenith angle, the longer the link distance, the greater
the attenuation caused by the atmospheric turbulence, thus affecting photon counts.
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3.2. The Ship-to-Ship QKD System

In a ship-to-ship QKD system, the transmitter is fixed on a ship, and the receiver
is fixed on another ship. Figure 8 shows a diagram of secure keys versus transmission
distance under different intensity turbulence conditions. The transmission distances of
the system are 32 km, 16 km, and 3 km under a weak turbulence, middle turbulence, and
strong turbulence atmospheres, respectively. It can be seen that the performance of QKD is
seriously affected by the atmospheric turbulence when it is transmitted horizontally at the
sea surface, which leads to a sharp decrease in the QKD transmittable distance and secure
keys with an increase in turbulence intensity.
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Figure 8. Secure keys versus transmission distance.

Based on the above results, the QKD system’s coding rate with a horizontal transmis-
sion distance of 10 km was investigated. As shown in Figure 9, the number of received
photons decreases sharply when the light is transmitted over a certain distance under
sea-surface turbulence. Therefore, the QKD system can only transmit over a few kilometers
under strong turbulence, and when the turbulence is strong enough, the signal cannot be
received or encoded.
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4. Discussion
The findings of this study provide a theoretical basis for investigating the impact of

atmospheric turbulence on ship-based QKD systems at sea surface, filling a significant gap
in the existing literature. While previous studies have extensively explored the performance
of satellite–ground QKD systems in the atmosphere, and classical optical communication
in oceanic environments, the unique challenges posed by near sea-surface turbulence in
maritime QKD scenarios have remained under-explored. Unlike studies focused on vertical
satellite–ground links or horizontal underwater channels, we systematically quantify the
impact of turbulence on satellite-to-ship (vertical) and ship-to-ship (horizontal) QKD
configurations, revealing stark performance differences. For instance, horizontal ship-to-
ship communication distances collapse from 32 km (weak turbulence) to 3 km (strong
turbulence). In contrast, vertical satellite links exhibit altitude-dependent degradation
patterns (such as secure key thresholds dropping from 619 km to 173 km). These results
suggest that the performance of horizontal links is more susceptible to ocean turbulence
than vertical links.

The results suggest several strategies for QKD deployment at sea:

(1) Time optimization: By taking advantage of diurnal and nocturnal turbulence differ-
ences, QKD experiments can prioritize low turbulence periods (such as early morning)
for long-range ship-to-satellite key exchanges.

(2) Adaptive optics compensation: Quantized aiming error variance provides a design
specification for an adaptive beam steering system to reduce turbulence-induced
aiming losses.

(3) Background light suppression technology: Reducing the impact of background light
on quantum light performance enables daytime QKD experiments to be performed.

(4) Hybrid network architecture deployment: Combining short-range ship-to-ship QKD
(under moderate turbulence conditions) with satellite relay enables secure maritime
mesh networks; this is, especially important for naval operations or offshore en-
ergy infrastructure.

While this study focuses on the BB84 protocol, extending the framework to
measurement-device-independent QKD or continuous variable protocols may enhance
its adaptability to turbulence. In addition, combining machine learning with real-time
turbulence prediction and adaptive parameter tuning may further optimize performance
in dynamic ocean environments. Overall, this work not only deepens our understanding
of the impact of ocean turbulence on the performance of QKDs at sea, but also provides
feasible insights for implementing robust quantum-safe communications on Earth.
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5. Conclusions
Sea-surface atmospheric turbulence has a significant impact on the performances of a

ship-based QKD, especially on the performances of ship-to-ship QKD systems, where strong
turbulence can greatly reduce secure keys and horizontal transmission distances plummet
from 32 km (weak turbulence) to 3 km (strong turbulence), or even become impossible
to encode. Therefore, optical compensation, background light suppression, and coding
protocol improvement should be used to obtain better performance in QKD experiments.
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