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Abstract: The monitoring of physical and logical networks is essential for the high availability of
5G/6G networks. This could become a challenge in 5G/6G deployments due to the heterogeneity
of the optical layer. It uses equipment from multiple vendors, and, as a result, the protocols and
methods for gathering monitoring data usually differ. Simultaneously, to effectively support 5G/6G
networks, the optical infrastructure should also be dense and ensure high throughput. Thus, vast
numbers of photonic transceivers operating at up to 400 Gbps are needed to interconnect network
components. In demanding optical solutions for 5G and beyond, enterprise-class equipment will be
used—for example, high-capacity and high-density optical switches based on the SONiC distribution.
These emerging devices produce vast amounts of data on the operational parameters of each optical
transceiver, which should be effectively collected, processed, and analyzed. The aforementioned
circumstances may lead to the necessity of using multiple independent monitoring systems dedicated
to specific optical hardware. Apache NiFi can be used to address these potential issues. Its high
configurability enables the aggregation of unstandardized log files collected from heterogenous
devices. Furthermore, it is possible to configure Apache NiFi to absorb huge data streams about
each of the thousands of transceivers comprising high-density optical switches. In this way, data can
be preprocessed by using Apache NiFi and later uploaded to a dedicated system. In this paper, we
focus on presenting the tool, its capabilities, and how it scales horizontally. The proven scalability
is essential for making it usable in optical networks that support 5G/6G networks. Finally, we
propose a unique optimization process that can greatly improve the performance and make Apache
NiFi suitable for high-throughput and high-density photonic devices and optical networks. We also
present some insider information on real-life implementations of Apache NiFi in commercial 5G
networks that fully rely on optical networks.

Keywords: Apache NiFi; big data; data processing; ETL

1. Introduction

The optical layer is a critical part of the 5G/6G infrastructure. As interconnected
optical devices ensure connectivity for all of the upper layers, any issues will impact every
aspect of the mobile network environment, e.g., the operation of a core network and data
networks handling user traffic. Thus, it is critical to ensure reliable and effective monitoring
of optical networks. However, it is simultaneously challenging because equipment from
multiple vendors are used, and, as a result, the protocols and methods for gathering
monitoring data usually differ. Furthermore, the optical infrastructure in 5G/6G networks
is dense—for example, it comprises a large number of photonic transceivers operating on
up to 400 Gbps interfaces. These enterprise-class devices produce vast amounts of data on
the operational parameters of each optical transceiver, which should be effectively collected,
processed, and analyzed. For example, in a commercial 5G network, the daily volume of
data related to the state of the network may be around 864 GB on average (internal statistics
of the company in which one of the co-authors works).
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Moreover, the ever-increasing computerization and the development and populariza-
tion of services provided via the Internet result in the generation and consumption of more
and more digital data. Mobile networks contribute to these statistics to a greater extent
every year [1]. Statista examined the market as a whole and the volume of information
created, modified, and consumed on an annual basis. The report stated that in 2010, there
were 2 zettabytes of information globally; in 2015, there were already 15.5 ZB, and in
2020, the annual value increased by another 50 ZB [2]. According to forecasts, the 180 ZB
limit will be exceeded in 2025. This growth rate, combined with the volume of data, is
motivating the emergence of new concepts. For example, Big Data is the analysis of datasets
while looking for correlations and formulating conclusions based on these analyses. The
monitoring systems for 5G/6G networks are expected to cover more and more data to
ensure comprehensive analysis of all events and issues. The estimated value of the industry
related to data in 2023 could be as high as USD 103 billion [3].

Manual analysis of datasets that are not even larger than a few gigabytes can be too
time-consuming. Therefore, proper tools are needed to efficiently manipulate data. One
of the available solutions is NiFi, which was developed by the Apache Foundation. It
automates data processing and the distribution of data. Instead of using multiple indepen-
dent monitoring systems dedicated to specific optical hardware in a 5G/6G infrastructure,
Apache NiFi can be deployed to absorb huge data streams originating from thousands
of transceivers comprising high-density optical switches. Additional streams may also
originate from any upper-layer devices, services, and infrastructures. Apache NiFi can be
configured to aggregate unstandardized log files collected from heterogeneous devices.
In this way, the data can be preprocessed by using Apache NiFi and later uploaded to a
dedicated system. Efficient data processing can be further used to trigger, for example,
resiliency mechanisms [4] or advanced prediction models after node failures [5].

In this work, we focus on the following open issues:

• monitoring a heterogeneous multi-vendor optical network by using a single system;
• efficient absorption of huge data streams about each of the thousands of transceivers

comprising high-density optical switches;
• robust preprocessing of the collected datasets for further analysis;
• time-efficiently reflecting changes in the monitored infrastructure.

The main contributions of our work that address these issues are as follows:

• We present the Apache NiFi tool with a special focus on its capabilities of collecting
data from heterogeneous optical devices;

• We propose a unique optimization process that can greatly improve the performance
and make Apache NiFi suitable for high-throughput and high-density photonic de-
vices and optical networks;

• We conduct experiments that prove the efficiency and scalability of the proposed
system;

• We present some insider information on real-life implementations of Apache NiFi in
commercial 5G networks that fully rely on optical networks.

The rest of this paper is organized as follows. The next section presents the fundamen-
tals of the Apache NiFi tool. Section 3 refers to the current state of the art with a special
focus on monitoring optical networks in a 5G/6G infrastructure by using Apache NiFi.
Section 4 describes a commercial deployment of NiFi aimed at monitoring a 5G optical
network. Section 5 focuses on our original research—namely, the research environment, the
proposed optimization of Apache NiFi for 5G optical networks, and the collected results,
along with a comprehensive analysis. Section 6 concludes the paper.

2. Background

Apache NiFi can be defined as an Extract, Transform, and Load (ETL) software. A
typical usage scenario is that of taking raw data and then adapting them to a format
supported by the recipient. An example would be querying a physical switch deployed
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in a 5G/6G network about its optical network transceivers and uploading the results
to a database for further analysis. Individual steps are implemented in a flow-based
manner. This means that the configuration takes the form of a processing path consisting of
specialized modules that are responsible for changing the data. The modules are connected
to each other by queues that allow the storage of quanta of data. The entire system operates
asynchronously, and the processes in the modules can be executed in parallel, as they are
independent of each other. More than 250 pre-defined FlowFile Processors are available
to users, and it is also possible to define new modules for non-standard tasks. A major
advantage of Apache NiFi is the ability to combine several computing nodes into a single
cluster. This increases the performance without the need for changes to the processing path.
This functionality may become useful when deploying a new site in a 5G/6G network that
may be composed of numerous optical devices reporting their operational parameters. The
basic terminology and parameters related to Apache NiFi are outlined below.

A FlowFile represents a single quantum of data consisting of two elements: content
and attributes (metadata in the form of key–value pairs).

A FlowFile Processor is a module that performs a specific task on the input data and
sends the result to one or more outputs. It has full access to the attributes and content of
the FlowFile. At any given time, it can handle individual FlowFiles or groups of FlowFiles.
Examples of predefined modules are LogMessage for writing messages to the event log,
UpdateAttribute for modifying attributes, and ReplaceText for changing the content of a
FlowFile. For example, these modules can be used to parse and handle SNMP (Simple
Network Management Protocol) events generated by optical devices deployed in a 5G/6G
network.

A Connection is a link between Processors that also acts as a queue. It enables data
exchange between blocks operating at different speeds. In addition, it supports FlowFile
prioritization and the distribution of FlowFiles across cluster nodes for load-balancing
purposes.

Concurrent Tasks are the numbers of threads assigned to given FlowFile Processors
within a single node—by default, this is equal to 1.

Run Duration determines how long the FlowFile Processors can serve another Flow-
File without saving changes. Larger values provide higher throughput, but at the cost of
increased latency. The default value is 0 ms, which means that the Processor separately
saves the changes made for each FlowFile.

The use case presented in our work originates from the deployment of NiFi for a
commercial 5G network (one of the co-authors works in a company that develops and
maintains NiFi for one of the leading operators of a 5G network in the Far East region).
To ensure the confidentiality of commercial solutions, some data have been censored.
Furthermore, the quality of the provided images might be unsatisfactory because the
production environment is maintained by the client themselves, and there is limited access
to it due to security restrictions.

One of the requirements for a 5G network operator is the ability to build a graphi-
cal representation of the physical infrastructure. To provide a valid solution, the whole
network was properly modeled. Starting from the location of the hardware, we ended
with the optical fibers and transceivers interconnecting resources. Apache NiFi was used
as middleware between various sensors/devices and the relational database that stored
all necessary data. NiFi also provided the data to the rest of the system. The details are
presented in Section 4.

3. State of the Art

The problem of log processing in a 5G network is present in the literature. In a very
recent work [6], the authors highlighted the challenges of building a security operation
center (SOC) for 5G technology. They emphasized the same issues as those mentioned
in our work: high network capacity, low latency, and a large number of heterogeneous
devices. To solve these problems, the authors proposed a solution for collecting, storing,
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and visualizing logs from a 5G access network and end devices. The solution was based
on the Message Queuing Telemetry Transport (MQTT) protocol for collecting the data.
However, contrary to Apache NiFi, MQTT is not able to preprocess data. For this purpose,
it should be integrated with the Elastic Stack. Monitoring of a 5G access network for the
purpose of building a comprehensive SOC solution was also the objective of a thesis [7].
The author focused especially on challenges related to network slicing. The main advantage
of this work was its very detailed explanation of how the monitoring part was implemented
by using the public–subscribe paradigm. The proposed solution was also integrated with
the Elastic Stack for further processing.

Monitoring and collecting logs in the 5G infrastructure is also part of the QoS assurance
process. In [8], the authors employed artificial intelligence to ensure proper quality of
service in 5G. Again, the MQTT protocol was used to transport the data. For the purpose
of log collection, they assumed the use of generic ETL software, though Apache NiFi is a
flagship example of this class of tool. An interesting 5G/6G testbed was built and described
in [9]. Monitoring and log processing were also part of this environment and were defined
as data acquisition and data warehouse modules. The data originated from heterogeneous
data sources, e.g., air interfaces, 5G core network control planes, and network management
or firewall logs. The data were collected by using the Safe Data Transfer Protocol (SDTP)
and Secure File Transfer Protocol (SFTP). However, the authors did not provide any details
on data preprocessing tools.

Apache NiFi is a mature tool that has formed the basis of many projects. These
range from a project for building a stable data loading system [10] to more demanding
ones, such as spatial data analysis [11] or pedestrian safety monitoring [12]. In addition,
Apache NiFi is often used in the context of the Internet of Things (IoT) [13,14]. Interesting
applications have included sentiment analysis [15], the facilitation of industrial production
optimization [16] (one of the components of the MONSOON project), and personalized
smart home automation [17]. Alternatives to Apache NiFi, such as Azure Synapse and
Azure Data Factory, were described in [18]. As mentioned in the introduction, NiFi is also a
great candidate for gathering information on the state of 5G/6G networks comprising the
optical layer. These data are crucial for ensuring the high reliability and availability of the
network.

However, it is hardly possible to find research papers that address the use of Apache
NiFi in the context of 5G network monitoring. This is considered in some of the deliverables
and theses mentioned below. That is, the usage of Apache NiFi for the purpose of collecting
measurement and monitoring data was considered in the deliverable [19] of the Horizon
2020 5Growth Project. The project itself was focused on the validation of end-to-end 5G
solutions from the perspective of verticals such as Industry 4.0, transportation, and energy.
Apache NiFi was used as part of a semantic data aggregator to transport and preprocess
the data. The tool was integrated with various data sources, including telemetry-based
sources, with a special focus on using YANG models. Apache NiFi was also used to
collect static transmission timing interval (TTI) traces from a 5G network for the purpose
of troubleshooting and further processing in the proposed architecture [20]. The precise
goal of Apache NiFi is to fetch the input TTI traces (in the form of an archive file), retrieve
proper files from the archive, and upload them to the cloud. Finally, the author of the
master’s thesis in [21] proposed a generic architecture that aggregated monitoring data from
heterogeneous sources in a 5G infrastructure. The author implemented the architecture by
using two different approaches, i.e., NGSI-LD Context Broker and Apache Kafka. In both
cases, Apache NiFi was used as a data producer (collecting data from the original source
and preprocessing them) and consumer (with receiving notifications being the final output
of the system).

One must note that all of these works focused on 5G infrastructure, but were not
devoted to the usage of optical networks. Additionally, the mentioned approaches that
did not utilize Apache NiFi had to use separate tools to collect and preprocess the data.
Finally, the usage of Apache NiFi in the context of optical infrastructure for a 5G network
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has been considered, but has not been carefully investigated or validated in any research
papers. Thus, to the best of our knowledge, this is the first research paper to simultaneously
propose, optimize, and experimentally validate an application of Apache NiFi for the
purpose of monitoring an optical network in a 5G infrastructure.

4. Commercial Deployment of NiFi to Monitor a 5G Optical Network

In this section, we present how Apache NiFi supports the monitoring of optical
infrastructure in a 5G network. We focus on a particular deployment as an example.
However, an analogous solution can be applied to 6G infrastructure. Figure 1 illustrates the
production environment. Statistics from optical transceivers are collected and aggregated
to different Kafka topics by the client’s internal solution. These steps could be easily
incorporated into the NiFi. The Apache NiFi block represents the entire data processing
flow. In this work, we focus on the performance of this part. A reference database (DB)
stores the results. Each row consists of such information as an identifier, model, serial
number, or last update date. These data are later used to deliver services requested by the
client—for example, a graphical representation of the optical infrastructure in the form of a
tree hierarchy. As a whole, the delivered solution applies to multiple 3GPP and tmforum
specifications—for example, those for management and orchestration [22,23]. The data
model is based on [24].������������	�
� ������������������
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Figure 1. Architecture of the commercial solution.

The first task performed by NiFi was that of retrieving data from various Kafka
(https://kafka.apache.org/, accessed on 13 February 2023) topics that were aggregating
information about different elements in the optical network, i.e., devices and transceivers.
A dedicated topic was assumed for each network interface card. Due to the high configura-
bility, NiFi was able to process all of the data without the need for additional dedicated
services. Instead, the information from heterogeneous optical devices was dynamically
routed to different process groups, which handled object types that were specific to partic-
ular devices and vendors. As a result, the platform can be easily modified and extended.
It is also resilient to processing errors, as flows are independent of each other. NiFi is
also capable of performing the active approach that we investigated in our work. Namely,
the SNMP can be used to automatically receive logging data from optical devices in a
5G network (represented as datasets in our work). Part of our solution can be viewed in
Figure 2, which presents the system components responsible for loading the data.

https://kafka.apache.org/
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Figure 2. FlowFile Processors responsible for loading the data into Apache NiFi.

In the next step, NiFi extracted some fundamental information about fetched objects—for
example, the identifier and the type of requested operation (e.g., create, update, or delete).
Then, FlowFiles were processed by the modules to provide a mapping between the JSON
format (data loaded from Kafka) and an SQL statement. Figure 3 presents the mapping
process. Each processor group (grouped FlowFile Processors; here, they are labeled Prepare
... query) was dedicated to a different object type. Based on the value of the type field,
the RouteOnAttribute FlowFile Processor decided about passing a FlowFile to the proper
mapping block.

Figure 3. Blocks responsible for mapping.

Each process group consisted of three main parts. The first one prepared DELETE
statements, the second logged processing errors, and the final part (presented in Figure 4)
handled the CREATE/UPDATE requests (these types came from the architecture of the
whole commercial system; their names refer to an operation that must be performed on an
object specified in a message).

Figure 4. Fragment of a mapping block dedicated to the object type “Port” (optical transceiver).

Figure 4 presents the universal logic because each object type had a similar
CREATE/UPDATE part that consisted of two main components. First, the ExtractAt-
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tributes Processor was responsible for extracting values of the defined JSON fields and
saving them as the attributes of a FlowFile. The attribute name would be taken from the
Property column. The value would be taken from the JSON field specified by the JSON path
in the Value column. Later, these newly created attributes would be utilized by the Prepare
insert statement FlowFile Processor to compose an appropriate SQL statement. An example
of the FlowFile attributes can be found in Figure 5.

Figure 5. Attributes’ creation.

Once the required data were extracted, the contents of the original JSON were no
longer needed and could be overwritten with the SQL statement, which was necessary
in order to upload new data into the reference database. This task was performed by
Prepare insert statement. Part of its configuration is shown in Figure 6. It stipulates that
NiFi will overwrite the original JSON with the replacement value ${attribute_name} in the
SQL template (the ${} notation is a part of NiFi Expression Language (https://nifi.apache.
org/docs/nifi-docs/html/expression-language-guide.html, accessed on 13 February 2023),
which is a simple scripting language; here, it is used to fetch the value stored in a particular
attribute).

Figure 6. Preparation of the SQL statement.

Afterward, the previously prepared SQL statements were merged in batches of 1000 to
avoid overloading the database with too many transactions and to improve performance.
A deployment scale can be observed in Table 1 (this system is still in the development stage
as of 05.10.2022; thus, not every physical object has been uploaded to the system, and the
final object count will be larger). With so many optical network components, the monitoring
system has to be greatly optimized to stay responsive, robust, and consistent. It is especially
important for demanding 5G applications and will be even more critical in the context of
6G. This might become a challenge to a great extent when there are heterogeneous optical
devices in a physical network.

https://nifi.apache.org/docs/nifi-docs/html/expression-language-guide.html
https://nifi.apache.org/docs/nifi-docs/html/expression-language-guide.html


Photonics 2023, 10, 210 8 of 20

Table 1. Summary of the data processing.

Physical Device Optical Port Trail

Kafka (input) 95,894 1,536,536 291,796
Reference DB (output) 1935 49,524 13,945

The data concerning optical transceivers were stored in a single Kafka topic in the
form of 1,536,536 JSON files. It took around 4 min to load the data, process them in Apache
NiFi, and save the results in the reference database. The execution time was estimated
due to the constantly increasing size of the data (each change of state of a given network
element generated a new Kafka message). The typical time delay between publishing a
new JSON file to the Kafka topic and saving it in the Apache NiFi database was less than
1 min. This is fully sufficient for operators to reflect changes in the optical topology when
serving 5G deployments and will also be acceptable in the case of 6G.

5. Research and Results

As the environment presented in Section 4 serves commercial and production pur-
poses, we were not able to utilize it to conduct our research. Furthermore, we also had to
use other datasets to keep the original data confidential. However, despite these differences,
our work can be used directly in the context of monitoring optical networks in 5G/6G
deployments.

All experiments were carried out on the CORD-19 dataset (https://www.kaggle.com/
datasets/allen-institute-for-ai/CORD-19-research-challenge?select=document_parses, ac-
cessed on 13 February 2023). We investigated the effect of the number of nodes in a cluster
on the performance of Apache NiFi. The task carried out by the Apache NiFi instance
under study was that of extracting a unique list of scientific papers cited in the articles
included in CORD-19. Among other things, the title, authors, and publication date were
extracted. The input data were in JSON format, and the results were saved as csv files. This
experimental dataset can be easily used to benchmark analogous operations in the context
of optical network monitoring in 5G production environments. The only difference will be
changing the titles and dates of the research papers into the selected parameters extracted
from the log files collected from optical devices. Thus, the particular content of each file is
not critical. We chose this particular dataset to perform our experiments because it is easily
available at no charge and is well documented.

Regardless of the data context, the processing path was divided into three parts, as
shown in Figure 7. The first loaded the data, the second performed the actual process-
ing, and the last saved the results. Detailed documentation and configuration files, the
configuration of each individual FlowFile Processor, and the connections between them
were placed in a git repository (https://github.com/karolwn/Apache_NiFi, accessed on
13 February 2023).

Figure 7. Configured processing path.

Figure 8 presents the logical scheme of the experiment, which was as follows. The
downloaded CORD-19 dataset was trimmed to 200,000 JSON files (17.7 GB). This was done
to reduce the required disk storage space. This subset was later compressed, and before

https://www.kaggle.com/datasets/allen-institute-for-ai/CORD-19-research-challenge?select=document_parses
https://www.kaggle.com/datasets/allen-institute-for-ai/CORD-19-research-challenge?select=document_parses
https://github.com/karolwn/Apache_NiFi
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each iteration of the experiment, it was extracted to the shared input folder. Apache NiFi
read data from this folder and processed them, as shown in Figure 7. The obtained results
were saved in a different shared folder to prevent input and output data from mixing. In
the final step, performance statistics were calculated based on the processed entries and
additional information about the utilization of virtual machines (the script is available in
the git repository (https://github.com/karolwn/Apache_NiFi, accessed on 13 February
2023)).

In this work, we propose an original modification of the Apache NiFi configuration
to improve the data processing speed. To achieve faster processing, we first suggest mod-
ifying the default values of the Concurrent Tasks and Run Duration parameters that are
equal to 1 and 0 ms, respectively. Table 2 presents the proposed values for consecutive
processors according to the order in the processing path. Furthermore, within the module
group responsible for data loading, the maximum queue size was reduced from 1 GB
to 200 MB to save RAM. On the other hand, within the group responsible for data pro-
cessing, the limit of cached FlowFiles was increased from the default of 10,000 to 30,000.
The proposed improvements are an original contribution of this publication. Individual
settings were chosen experimentally and iteratively to achieve error-free system operation
with the highest possible performance. A similar optimization process was performed in
the aforementioned commercial 5G environment on the components of the system that
handled the relations between objects. This was required due to the following properties
of the source data in the production environment. Typically, one server had four optical
transceivers and six twisted-pair ports that generated events for the system. Furthermore,
a single virtualization hypervisor could run multiple virtual machines, and each of the
virtual machines could host multiple containers. As a result, one FlowFile could even
generate up to 20 new FlowFiles. This became an issue during full resynchronization of
the data because the entire Kafka topic was loaded in a matter of seconds, which would
flood the processing path. As a countermeasure, we increased the size of queues from the
default of 10,000 to 100,000 or 200,000 depending on the particular case.��������������	
 ��������������
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Figure 8. The logical scheme of the experiment.

https://github.com/karolwn/Apache_NiFi
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Table 2. Proposed parameter values for individual FlowFile Processors.

Processor Concurrent Tasks Run Duration [ms]

GetFile 10 N/A
NiFiFlow 10 N/A

EvaluateJsonPath 10 500
UpdateAttribute 10 500

JoltTransformJSON 7 1000
EvaluateJsonPath 2 1000

SplitJson 3 500
EvaluateJsonPath 10 2000

ExtractAuthors 5 2000
UpdateAttribute 5 2000

ReplaceText 10 2000
HashContent 5 2000

DetectDuplicate 12 2000
ReplaceText 10 2000

MergeContent 5 N/A
ReplaceText 5 50

UpdateAttribute 1 0
PutFile 5 25

All tests were run on virtual machines hosted by the type 2 hypervisor in Oracle
VirtualBox version 6.1.26. Each was assigned two AMD Ryzen 9 5900X processor cores at
an average clock speed of 4.4 GHz, 4256 MB of RAM at 3600 MHz, and 60 GB of storage
space (NVMe PCIe 3.0 drive). The test and result sets were stored in a folder shared among
all hosts (NVMe PCIe 4.0 drive). We used Ubuntu Linux 20.04 LTS as an operating system.
We monitored the following parameters: the load average (average load on the Linux
system), CPU utilization percentage, RAM occupancy, and processing time for both a single
file and the entire dataset. In consecutive scenarios, the clusters consisted of a number of
nodes varying from 1 to 5 (with a step of 1). The rationale was that scalability is a critical
issue for making Apache NiFi usable in optical networks that support 5G/6G networks
due to the possible deployments of new sites that may be composed of numerous optical
devices reporting operational parameters. Adding nodes can be the only way to handle the
additional load. Detailed results are presented for scenarios with one, three, and five nodes
in a cluster to analyze the performance as a function of cluster size. We repeated every
experiment eight times to ensure statistical credibility. In general, the results are presented
in graphs, and the numerical values in Table 3 are presented with 98% confidence intervals.
However, due to the high variability of the system load parameters, the confidence intervals
for experiments with more than one node in a cluster were extended to 68%.

5.1. One Node

Figure 9 shows the variation in the load average parameter value during the data
processing. The different line styles denote results averaged from the last one, five, and
fifteen minutes. The vertical dashed unlabeled line in all graphs indicates when the
optimized node finished processing the input set against the default configuration. The
load average values of the optimized node oscillated around a value of 8.5, while for
the default case, the corresponding value was equal to 7. This difference resulted from
the higher average CPU usage of the node for the configuration proposed in this article.
The fluctuations in the one-minute load average were caused by the scheduler settings
of the individual FlowFile Processors because they did not run continuously. Instead,
they were triggered by the scheduler. Wide confidence intervals in the case of the default
configuration demonstrated the unstable operation of the infrastructure. For the default
configuration, the values of the load average for even a 15-min period ranged from 4 to
9 between the 60th and 160th minutes of the experiment. This discrepancy resulted from
the completely full queues, which caused interruptions in the runtime of the FlowFile
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Processors. The proposed optimization eliminated these problems and ensured the correct
and stable operation of the system. Thus, the proposed improvements enabled the use
of Apache NiFi in 5Gproduction networks by ensuring its reliability under demanding
conditions. In the future, an analogous solution will also be applicable to 6G infrastructure.

The individual residence times of the FlowFile in the system, i.e., the times needed to
extract a single resulting entry, are shown in Figure 10. The proposed optimization reduced
the average processing times by approximately one order of magnitude from 1406 to 102 s.
This means that the state of the 5G infrastructure reported by the optical network devices
could be processed up to ten times faster than in the default configuration. It further
significantly improved the effectiveness of monitoring of the complex environment. For
example, information about failures in the optical layer of the 5G/6G network will be
delivered to the NOC (network operations center) 10 times faster. This could significantly
reduce the impact of any events and, thus, the potential costs for the operators of 5G and
future 6G networks. Additionally, the response time for any failure could be shortened,
which could positively impact the overall quality of service (QoS) offered to the client.��������������	
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Figure 9. Load average parameter as a function of the processing time of the input set (one node).
Panel (a) shows the result of the optimized configuration, whereas (b) depicts the default configura-
tion.
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Figure 10. Distribution of time required to extract a single cited article (one node). Panel (a) shows
the result of the optimized configuration, whereas (b) depicts the default configuration.

Table 3 presents the utilization of CPU and RAM as a function of the cluster size
for both the default and optimized configurations. The Apache NiFi instance that was
subjected to optimization used the server’s CPU resources approximately 30 percentage
points more efficiently compared to the default configuration when using a single node.
Simultaneously, the memory usage was kept at a similar level. This should be explained
by the fact that the Java Virtual Machines (JVMs) had the same amount of RAM available.
The increased CPU consumption in the case of the default configuration was related to
the numerous I/O operations triggered by overloaded queues. More precisely, Apache
NiFi saved operating memory by writing the FlowFiles to the disk. Thus, numerous high-
density optical devices running in 5G/6G networks can easily over-utilize an Apache NiFi
deployment in the default configuration. A regular-sized deployment may consist of a few
hundred thousand components to be monitored. Due to the proposed improvements, it
was possible to eliminate the queue overflow issue and enable the use of Apache NiFi in
complex optical networks that support 5G infrastructures. In the future, this can be also
examined with respect to the requirements of 6G networks.
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Table 3. Numerical results.

Node Number CPU—User [%] CPU—System [%] RAM Used [MB].

One Node—Optimized Configuration

1 81.36 ± 11.65 13.01 ± 1.54 3005.48 ± 125.98

One Node—Default Configuration

1 49.25 ± 6.37 30.1 ± 6.14 3006.04 ± 105.79

Two Nodes—Optimized Configuration

1 74.13 ± 14.62 14.64 ± 2.79 3015.77 ± 118.18
2 73.86 ± 15.86 13.91 ± 2.89 2813.26 ± 155.01

average 73.99 ± 15.24 14.27 ± 2.84 2914.51 ± 136.6

Two Nodes—Default Configuration

1 40.45 ± 11.16 22.01 ± 6.85 2910.07 ± 134.71
2 37.06 ± 13.32 21.47 ± 8.26 2624.18 ± 179.29

average 38.76 ± 12.24 21.74 ± 7.55 2767.13 ± 157.0

Three Nodes—Optimized Configuration

1 65.3 ± 18.17 14.6 ± 4.11 2966.05 ± 145.41
2 67.09 ± 19.59 15.2 ± 3.71 2773.77 ± 195.91
3 69.23 ± 17.27 14.05 ± 3.26 2781.91 ± 198.71

average 67.21 ± 18.34 14.62 ± 3.7 2840.58 ± 180.01

Three Nodes—Default Configuration

1 52.23 ± 11.89 29.92 ± 9.58 2846.2 ± 157.52
2 46.07 ± 12.96 26.53 ± 9.63 2532.66 ± 254.31
3 48.87 ± 11.35 27.19 ± 8.75 2588.47 ± 213.04

average 49.06 ± 12.07 27.88 ± 9.32 2655.78 ± 208.29

Four Nodes—Optimized Configuration

1 62.1 ± 18.63 15.23 ± 4.36 2919.01 ± 203.6
2 63.47 ± 18.62 14.29 ± 3.89 2733.87 ± 240.76
3 62.87 ± 18.25 13.54 ± 3.86 2728.67 ± 248.5
4 63.76 ± 17.7 14.26 ± 4.6 2748.53 ± 243.51

average 63.05 ± 18.3 14.33 ± 4.18 2782.52 ± 234.1

Four Nodes—Default Configuration

1 51.07 ± 10.71 27.35 ± 10.69 2865.79 ± 184.68
2 50.44 ± 11.5 26.87 ± 11.08 2672.01 ± 231.48
3 48.89 ± 14.16 26.89 ± 11.45 2644.76 ± 240.33
4 36.89 ± 15.86 22.91 ± 11.2 2528.87 ± 326.95

average 46.82 ± 13.06 26.01 ± 11.1 2677.86 ± 245.86

Five Nodes—Optimized Configuration

1 58.18 ± 18.88 13.36 ± 4.05 2939.28 ± 225.73
2 57.75 ± 19.17 12.55 ± 3.35 2725.8 ± 247.69
3 60.96 ± 17.13 12.85 ± 3.85 2734.32 ± 268.28
4 59.38 ± 19.96 13.23 ± 4.38 2729.3 ± 261.57
5 59.0 ± 18.81 13.79 ± 4.29 2736.59 ± 264.59

average 59.05 ± 18.79 13.15 ± 3.99 2773.06 ± 253.57

Five Nodes—Default Configuration

1 41.58 ± 21.67 22.83 ± 13.6 2990.34 ± 183.84
2 51.2 ± 10.69 22.58 ± 13.75 2666.11 ± 226.08
3 47.91 ± 11.57 21.97 ± 13.17 2628.47 ± 233.14
4 38.34 ± 21.47 22.24 ± 13.48 2628.78 ± 234.11
5 49.63 ± 10.74 22.96 ± 12.59 2641.24 ± 227.66

average 45.73 ± 15.23 22.52 ± 13.32 2710.99 ± 220.97
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5.2. Three Nodes

A cluster composed of three nodes was able to process the data three times more than
a single-node cluster. This performance improvement proved the ability of Apache NiFi to
horizontally scale. In both the optimized and default configurations, the mean value of the
load average was slightly decreased compared to that in the single-node scenario.

Additionally, the total CPU usage decreased by about 15 percentage points for the
optimized configuration, whereas for the default configuration, it stayed on the same level
(see Table 3). It is interesting that the confidence interval calculated for the load average
parameter in the default configuration significantly decreased (see Figure 11). This suggests
that the cluster operated under more stable conditions.��������������	
 �������������������������
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Figure 11. Load average parameter as a function of the processing time of the input set (three
nodes). Panel (a) shows the result of the optimized configuration, whereas (b) depicts the default
configuration.

The average time required to obtain one result entry in the optimized configuration was
reduced by about two times (from 102 to 57 s) compared to that in the standalone scenario.
In contrast, the analogous parameter in the case of the default configuration was reduced
by approximately 400 s from 1400. Detailed histograms are shown in Figure 12. Thus, the
optimized configuration consequently achieved significantly better results (57 versus 1000 s
on average).

Figure 12. Distribution of time required to extract a single cited article (three nodes). Panel (a) shows
the result of the optimized configuration, whereas (b) depicts the default configuration.
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In the NiFi deployment for the commercial 5G network, the cluster also consisted of
three nodes. We were unable to extract the raw data related to the load average due to the
security policy. As a substitute, in Figure 13, we present the graphical results generated
by NiFi. The average value of the load average across the production cluster was lower
than that in our research environment. This was mostly due to hardware differences.
The machines used during the research had only 4 GB of RAM and two CPU cores, while
the operator’s machines had 30 GB of RAM that were dedicated exclusively to NiFi and
20C/40T Intel Xeon Gold 6230N CPUs with an average clock rate of 2.3 GHz.

Figure 13. Load average extracted from the client configuration.

5.3. Five Nodes

Running a cluster of five nodes resulted in a drop in the average CPU usage by user
processes of around 10 and 4 percentage points compared with the three-node scenario
for the optimized and default configurations, respectively. It should be noted that the
variability in resource usage was so high that the statistical differences in the user CPU
usage between the configurations were blurred. Detailed results are also presented in
Table 3. The memory usage for both configurations decreased by approximately 300 MB
relative to that in the single-node scenario.

The cluster consisting of five optimized processing nodes achieved values of the load
average parameter that were smaller by approximately one compared to that obtained with
the default settings (Figure 14). However, the confidence intervals broadened. Most likely,
this was caused by the fact that the FlowFile Processors were not fully utilized during
the processing. We believe that this relatively small amount of available RAM started to
limit the influx of FlowFiles, which led to idling, and this was further observed as a broad
confidence interval.

Running a cluster of five processing nodes allowed a significant reduction in the value
of the average time required to obtain one resulting entry (Figure 15). The reductions were
approximately 1 and 14 min compared to the single-node instance for the optimized and
default configurations, respectively. Nevertheless, the proposed configuration still had a
significant advantage. On average, the fine-tuned five-node cluster needed about 40 s, and
the default five-node cluster needed up to 534 s to extract a single result entry.
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Figure 14. Load average parameter as a function of the processing time of the input set (five nodes).
Panel (a) shows the result of the optimized configuration, whereas (b) depicts the default configuration.

Figure 15. Distribution of time required to extract a single cited article (five nodes). Panel (a) shows
the result of the optimized configuration, whereas (b) depicts the default configuration.

To sum up, our optimization reduced the potential operational expenses of a monitor-
ing system for a 5G (and future 6G) network operator. Instead of adding more nodes, it is
possible to utilize the existing infrastructure more effectively and to successfully collect
monitoring results for the underlying optical network. Furthermore, the improvement in
the performance as a function of the number of nodes is less significant for larger clusters if
Apache NiFi is not properly configured. In 5G networks and beyond, this may be a limita-
tion, as adding sites will entail adding a significant number of additional optical devices
with the large number of high-speed optical transceivers reporting their parameters.
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5.4. Summary of the Results

Figure 16 shows the total processing time of the input set as a function of the number
of nodes in the cluster. In both the default and optimized configurations, the biggest gain
was achieved by adding a second node to the cluster. That is, the processing was two times
faster. Adding more instances did not bring such a large gain. This effect was caused by the
increased overhead required for cluster management and load balancing. Interestingly, the
proposed configuration using n nodes allowed the input set to be processed in an amount of
time that was close to that required by a cluster of n + 1 nodes in the default configuration.
It is also important to note the reduction in the difference between the optimized and
default configurations after the third node was included in the cluster. This suggests that
optimization is especially important for highly utilized clusters.

Efficient cluster scaling is crucial in the case of 5G/6G networks. The increasing
number of high-density optical devices incorporated with every additional site will require
more computing power to ensure effective monitoring. On the other hand, it is also
important not to oversize the cluster. Above some threshold, larger clusters will not bring
any significant advantages to the processing speed. For example, based on Figure 16, we
can use the Elbow method to conclude that the optimal number of nodes is 3 because there
is a minimal gain when enabling the fourth and fifth nodes.

��������������	
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Figure 16. Summary of the processing time for the entire collection.

Despite the relatively small differences in the total processing times of the input set,
the difference between the default and optimized configurations was even more significant
for the time required to serve a single FlowFile. As shown in Figure 17, it reached an order
of magnitude. This is the result of the long time for which a FlowFile waits in queues when
the system is overloaded in the default configuration.
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Figure 17. Average processing times for individual files.

6. Summary

The results presented in this paper show a significant improvement in the performance
of the data processing path as a result of the proposed parameter modifications. Due to the
authors’ configuration, it was possible to achieve shorter processing times for a single unit
of data and for the entire collection, as well as much more efficient use of available resources.
We benchmarked our proposal on a dataset that is analogous to the data originating from
the monitoring of optical networks in 5G architectures and beyond. In our analysis, we
focused on the parameters and aspects that are especially important for the operators
of optical networks composed of large numbers of enterprise-class high-density optical
devices. Thus, we proposed a solution that allows one to effectively gather monitoring data
from optical equipment produced by multiple vendors and aggregate them into a single
system. Furthermore, our solution significantly reduces both querying times for a single
entry from the collected log files and processing times, which are critical for effectively
identifying issues occurring in optical networks.

Additionally, it was shown that Apache NiFi’s data processing time decreased nonlin-
early as the number of nodes in the cluster increased. This change further depended on the
parameter configuration. We showed a method based on the analysis of processor utiliza-
tion to assess if the system was overloaded (mostly for the default configuration) or was
still offering the potential for further performance improvements (proposed configuration).

Potential avenues for further work include investigating the contributions of individ-
ual modules to resource utilization. Furthermore, we also plan to analyze the dependency
on the hardware platform and input dataset. In addition, an implementation of the auto-
matic scaling of clusters depending on the load is an interesting research direction. The
size of a cluster, thus, may follow dynamically reconfigurable 5G/6G network slices that
may drastically change during their lifetimes. NiFi auto-scaling would require the use of
additional tools, such as Ansible or Terraform. An additional challenge is that any change
to clusters requires a full reboot of these clusters and a swap of the relevant configuration
files. This is unacceptable for 5G/6G production deployments, so some additional mech-
anisms must be developed to seamlessly change the configuration. Finally, we plan to
investigate how information aggregated by NiFi may be used to predict failures of optical
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nodes deployed in 5G/6G networks. Machine-learning-based algorithms may be used to
find correlations between parameters that are collected centrally by NiFi and the need for
replacing optical hardware to prevent service disruptions.
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5. Goścień, R.; Knapińska, A. Efficient Network Traffic Prediction after a Node Failure. In Proceedings of the 2022 International

Conference on Optical Network Design and Modeling (ONDM), Warsaw, Poland, 16–19 May 2022; pp. 1–6. [CrossRef]
6. Orsós, M.; Kecskés, M.; Kail, E.; Bánáti, A. Log collection and SIEM for 5G SOC. In Proceedings of the 2022 IEEE 20th Jubilee World

Symposium on Applied Machine Intelligence and Informatics (SAMI), Poprad, Slovakia, 19–22 January 2022; pp. 000147–000152.
[CrossRef]

7. Hernandez, R.P. Monitoring and Orchestration of Network Slices for 5G Networks. Ph.D. Thesis, Universidad Carlos III de
Madrid, Madrid, Spain, 2021.

8. Zhu, G.; Zan, J.; Yang, Y.; Qi, X. A Supervised Learning Based QoS Assurance Architecture for 5G Networks. IEEE Access 2019,
7, 43598–43606. [CrossRef]

9. Huang, Y.; Liu, S.; Zhang, C.; You, X.; Wu, H. True-data testbed for 5G/B5G intelligent network. Intell. Converg. Netw. 2021,
2, 133–149. [CrossRef]

10. Isah, H.; Zulkernine, F. A Scalable and Robust Framework for Data Stream Ingestion. In Proceedings of the 2018 IEEE International
Conference on Big Data (Big Data), Seattle, WA, USA, 10–13 December 2018; pp. 2900–2905. [CrossRef]

11. Kim, S.S.; Lee, W.R.; Go, J.H. A Study on Utilization of Spatial Information in Heterogeneous System Based on Apache NiFi.
In Proceedings of the 2019 International Conference on Information and Communication Technology Convergence (ICTC),
Jeju Island, Korea, 16–18 October 2019; pp. 1117–1119. [CrossRef]

12. Gonzalez, D.; Granados, G.; Battini, J.; Carter, R.; Nguyen, T.; Lim, J.; Abbott, R. Case Study: Environmental Safety Monitoring
System for Sidewalk. In Proceedings of the 2019 8th Mediterranean Conference on Embedded Computing (MECO), Budva,
Montenegro, 10–14 June 2019; pp. 1–4. [CrossRef]

13. Dautov, R.; Distefano, S. Stream Processing on Clustered Edge Devices. IEEE Trans. Cloud Comput. 2022, 10, 885–898. [CrossRef]
14. Chanthakit, S.; Keeratiwintakorn, P.; Rattanapoka, C. An IoT System Design with Real-Time Stream Processing and Data Flow

Integration. In Proceedings of the 2019 Research, Invention, and Innovation Congress (RI2C), Bangkok, Thailand, 11–13 December
2019; pp. 1–5. [CrossRef]

https://www.comarch.com
https://www.kaggle.com/datasets/allen-institute-for-ai/CORD-19-research-challenge
https://www.kaggle.com/datasets/allen-institute-for-ai/CORD-19-research-challenge
https://github.com/karolwn/Apache_NiFi
https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/annual-internet-report/white-paper-c11-741490.html
https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/annual-internet-report/white-paper-c11-741490.html
https://www.statista.com/statistics/871513/worldwide-data-created/
https://www.statista.com/statistics/871513/worldwide-data-created/
https://techjury.net/blog/big-data-statistics/
http://doi.org/10.1109/RNDM55901.2022.9927719
http://dx.doi.org/10.23919/ONDM54585.2022.9782837
http://dx.doi.org/10.1109/SAMI54271.2022.9780759
http://dx.doi.org/10.1109/ACCESS.2019.2907142
http://dx.doi.org/10.23919/ICN.2021.0002
http://dx.doi.org/10.1109/BigData.2018.8622360
http://dx.doi.org/10.1109/ICTC46691.2019.8939734
http://dx.doi.org/10.1109/MECO.2019.8760037
http://dx.doi.org/10.1109/TCC.2020.2983402
http://dx.doi.org/10.1109/RI2C48728.2019.8999968


Photonics 2023, 10, 210 20 of 20

15. Pandya, A.; Kostakos, P.; Mehmood, H.; Cortes, M.; Gilman, E.; Oussalah, M.; Pirttikangas, S. Privacy preserving sentiment
analysis on multiple edge data streams with Apache NiFi. In Proceedings of the 2019 European Intelligence and Security
Informatics Conference (EISIC), Oulu, Finland, 26–27 November 2019; pp. 130–133. [CrossRef]

16. Sarnovsky, M.; Bednar, P.; Smatana, M. Data integration in scalable data analytics platform for process industries. In Proceedings
of the 2017 IEEE 21st International Conference on Intelligent Engineering Systems (INES), Larnaca, Cyprus, 20–23 October 2017;
pp. 000187–000192. [CrossRef]

17. Asaithambi, S.P.R.; Venkatraman, S.; Venkatraman, R. Big Data and Personalisation for Non-Intrusive Smart Home Automation.
Big Data Cogn. Comput. 2021, 5, 6. [CrossRef]

18. Mayuk, V.; Falchuk, I.; Muryjas, P. The comparative analysis of modern ETL tools. J. Comput. Sci. Inst. 2021, 19, 126–131.
[CrossRef]

19. Álvaro, G. 5G Facility Validation and Verification Report; Technical Report, 5G-enabled Growth in Vertical Industries Project; 2021.
Available online: https://5growth.eu/wp-content/uploads/2019/06/D4.3-5G_facility_validation_and_verification_report.pdf
(accessed on 4 February 2023).

20. Haapalainen, N. Multiuser Support for an Application Processing 5G TTI Trace Data. Ph.D. Thesis, Metropolia University of
Applied Sciences, Helsinki, Finland, 2021.

21. Sanchez, J.L.M. Design and Implementation of a Data Aggregation System for the 5G Network Management Plane. Ph.D. Thesis,
Universidad Politécnica de Madrid, Madrid, Spain, 2021.

22. The 3rd Generation Partnership Project (3GPP). Management and Orchestration; Provisioning. Available online: https:
//portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3274 (accessed on 4 February
2023).

23. The 3rd Generation Partnership Project (3GPP). Management and Orchestration; 5G Network Resource Model (NRM); Stage 2 and
stage 3. Available online: https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=34
00 (accessed on 4 February 2023).

24. TM Forum. TMF634 Resource Catalog API User Guide v4.1.0. Available online: https://www.tmforum.org/resources/
specification/tmf634-resource-catalog-api-user-guide-v4-1-0/ (accessed on 4 February 2023).

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

http://dx.doi.org/10.1109/EISIC49498.2019.9108851
http://dx.doi.org/10.1109/INES.2017.8118553
http://dx.doi.org/10.3390/bdcc5010006
http://dx.doi.org/10.35784/jcsi.2631
https://5growth.eu/wp-content/uploads/2019/06/D4.3-5G_facility_validation_and_verification_report.pdf
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3274
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3274
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3400
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3400
https://www.tmforum.org/resources/specification/tmf634-resource-catalog-api-user-guide-v4-1-0/
https://www.tmforum.org/resources/specification/tmf634-resource-catalog-api-user-guide-v4-1-0/

	Introduction
	Background
	State of the Art
	Commercial Deployment of NiFi to Monitor a 5G Optical Network
	Research and Results
	One Node
	Three Nodes
	Five Nodes
	Summary of the Results

	Summary
	References

