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Abstract: This paper proposes and studies the physical layer security of a mixed radio frequency/free
space optical (RF/FSO) system based on reconfigurable intelligent surface (RIS)-aided jamming
to prevent eavesdropping. This work considers Nakagami-m fading for the RF links and Malaga
(M) turbulence for the FSO links. A two-hop decode-and-forward (DF) relaying method was used
and the eavesdropper actively eavesdropped on the information transmitted by the RF link. The
eavesdropper was thwarted by a wireless-powered jammer that transmits jamming signals, which
were reflected by the RIS to the eavesdropper to ensure secure communication in the mixed RF/FSO
system. The expressions of secrecy outage probability (SOP) and average secrecy capacity (ASC)
of the RIS-aided mixed RF/FSO system were derived for the system model discussed above. The
Monte Carlo method was utilized to verify the accuracy of these expressions. In the RIS-aided mixed
RF/FSO system, the effects of the time switching factor, energy conversion efficiency, and average
interference noise ratio on the system secrecy outage probability were analyzed and compared to the
RIS-free mixed RF/FSO system. Meanwhile, the influence of the number of RIS reflecting elements,
link distances before and after reflection, and fading severity parameter on the security performance
of a mixed RF/FSO system assisted by RIS were also investigated.

Keywords: RF/FSO; physical layer security; wireless powered jammer; RIS

1. Introduction

Free space optical (FSO) communication has obvious advantages in terms of data
transmission rate, spectrum license, bandwidth availability, and cost-effectiveness, but
atmospheric turbulence and attenuation, building jitter and the deviation of receiving
equipment pose a significant challenge to long-distance communication over the FSO
link [1,2]. In contrast, radio frequency (RF) communication is not sensitive to atmospheric
turbulence, but its spectrum resources are limited. The advantages of these two types
of communications can be integrated by using relay technology where a mixed RF/FSO
system can be formed that combines RF communication with FSO communication to
achieve long-distance transmission.

As the RF links are broadcast, there are security risks where an eavesdropper can eaves-
drop on the transmitted information. Therefore, physical layer security (PLS) is currently a
prominent topic [3], and especially the research on security performance in mixed RF/FSO
systems is one of the hotspots [4]. For example, there are studies on relay gain schemes.
Yang et al. investigated the different gain schemes at the relay mixed RF/FSO systems
with an eavesdropper in the RF link, analyzing their secrecy outage probability (SOP) and
average secrecy capacity (ASC) [5]. On this basis, Lei et al. also analyzed the influence
of atmospheric turbulence and other related factors on the system secrecy performance,
deriving both asymptotic and lower bound expressions for the SOP and ASC [6]. Channel

Photonics 2023, 10, 1193. https:/ /doi.org/10.3390/photonics10111193

https:/ /www.mdpi.com/journal /photonics


https://doi.org/10.3390/photonics10111193
https://doi.org/10.3390/photonics10111193
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/photonics
https://www.mdpi.com
https://orcid.org/0000-0002-8360-6627
https://doi.org/10.3390/photonics10111193
https://www.mdpi.com/journal/photonics
https://www.mdpi.com/article/10.3390/photonics10111193?type=check_update&version=1

Photonics 2023, 10, 1193

2 of 14

state information has also been studied. Lei et al. analyzed the mixed RF/FSO system
secrecy outage performance with imperfect channel state information [7], and the authors
in [8] also considered four transmitting antenna selection schemes on this basis to enhance
the mixed RF/FSO system secrecy performance. PLS can also be enhanced by jamming
with the communication of eavesdropper. Considering an eavesdropper user in the RF link,
our team studied simultaneous wireless information and power transfer (SWIPT) structure
that was introduced in the relay to control energy harvesting and information transmission.
The collected energy was used to emit interference signals to reduce the receiving rate of
the eavesdropper, which improved the communication system’s secrecy performance [9].
The PLS performance of the eavesdropper based on the wireless-powered friendly jammer
transmitting interference signals was studied in [10].

In recent years, an electromagnetic device with controllable electromagnetic char-
acteristics has been proposed, namely reconfigurable intelligent surface (RIS) [11]. By
introducing RIS into a mixed RF/FSO system, the performance of the system can be signifi-
cantly enhanced. For example, G. Alnwaimi et al. in [12] deployed the RIS as a transmitter
or reflector to send signals, respectively, and the proposed RF/FSO system using RIS
offered 20~25 dB gain with respect to a conventional RF/FSO system. K.O. Odeyemi et al.
investigated the RIS, and the results illustrated that increasing the RIS- reflecting elements
in RF and FSO links could significantly reduce the outage probability (OP) and average bit
error rate of the system [13]. In [14], the system performance of intelligent reflecting surface
(IRS)-aided RF/FSO communication network was studied, and the influence of factors
such as the number of IRS elements, pointing error, atmospheric turbulence, and other
factors on system OP and average bit error rate were analyzed. Aman Sikri et al. employed
a signal space diversity technique to enhance the spectral efficiency and the diversity order
of distributed RIS-assisted dual-hop mixed RF/FSO systems [15]. Wang et al. used the RIS
in the FSO link segment of a mixed system to form the optical RIS, and the performance
of the mixed communication system assisted by it was analyzed in [16]. In [17], Wu et al.
studied the secrecy performance of the FSO system and analyzed the influence of atmo-
spheric turbulence, pointing error, and other related parameters, as well as the position of
eavesdroppers in different eavesdropping scenarios. In [18,19], the RIS and source nodes
were combined, respectively, to form one and multiple RIS-equipped sources. The above
studies showed that the RIS could improve performance such as the OP of a system, but
the application of RIS to the mixed RF/FSO system to resist eavesdropping and improve
the security performance of the physical layer has not been reported in the literature.

Drawing from the aforementioned discussion, we propose a mixed RF/FSO system
where the jamming signals via RIS reflection cause interference to the eavesdropper. It
was found that the RIS could significantly improve the system security performance. The
uniform cumulative distribution function (CDF) for the end-to-end signal-to-noise ratio
(SNR) of the communication system was derived for the eavesdropper subjected to the
interference signal reflected by the RIS. We further derived the expressions for the SOP and
ASC, which were verified for accuracy using Monte Carlo methods. The changes in the
important system parameters, such as time switching factor, energy conversion efficiency,
and average interference noise ratio were analyzed by simulations. In addition, the impact
on the system security performance before and after the use of RIS was compared. The
influence of important parameters of the RIS on the secrecy performance of the system was
further investigated. These parameters included the number of reflecting elements, the link
distances before and after reflection, and the fading severity parameter.

2. System Model

Figure 1 shows the mixed RF/FSO system based on RIS reflection interference to the
eavesdropper. The system comprised of an RF source (S) with a single antenna, a single
antenna relay (R) and a destination node (D), a wireless-powered multi-antenna jammer (J),
and an RIS (R’) with N reflection elements. The RF and FSO links followed Nakagami-m
and M fading distribution, respectively. A single antenna eavesdropper (E) in the RF link,
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attempts to eavesdrop on information sent from S to R but is interfered by the jamming
signals. These signals are emitted by the jammer via RIS reflection and guarantee secure
communication throughout the system. We assumed that the channel state information for
each node is known.

@
Jammer(J)
ﬁ—w
FSO——» 2
(g/ X
S S
ource(S) Relay(R) Destination(D)

Figure 1. Mixed RF/FSO system based on RIS reflection interference eavesdropper.

We considered two-phase communication where the jammer considered fixed-rate
transmission. The two phases are the energy-harvested phase and the information trans-
mission phase. The SWIPT adopts a time-switching protocol in the whole process, meaning
that during each time cycle T, energy collection is performed over AT, and information
transmission is performed over (1 — A)T [10]. Multiple receive antennas M; (j=1,2,...)
were used at the jammer that receives the transmitted signal from the source node, and
thus the signal received at ] can be expressed as follows:

1
yr= TV Pshgyxs + nj 1)

5]

where Pg refers to the transmission signal power of the S, xg indicates the signal sent by the
S, and hgj, ds; denotes the channel coefficients between the S and the J, and the distance
between them, respectively. T represent path loss index, and 7 is the additive Gaussian
white noise with zero mean and variance 012 at the jammer. The energy harvested by the ]
can be expressed as:

2
ZT Py | T @)
VST

where the time switching factor is represented by A and p denotes the ] energy conversion
efficiency in converting the RF signal into direct current. In the information transmission
phase, the energy consumed by the jammer to transmit signals cannot exceed the energy
collected and stored in the previous phase. According to (2), the transmission power of the
jammer Pj satisfies:

Pi(1-A)T < W (©)]

Using the N number of reflectors, the RIS redirects the incoming interference sig-
nal to the eavesdropper with an appropriate phase change, where h; = d}R,txie—]ei and

gi=dpp Bie I? for ] — R' and R’ — E links, respectively. Here, «;, §; represent the ampli-
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tude and phase of the ; channel, respectively. Similarly, B;, ¢; denotes the amplitude and
phase of the g; channel, respectively. Therefore, the signal received by E can be expressed as:

YE = \/771 0i8iX] + —F= \/PshSEX5+TlE 4)

where x7 is the signal transmitted by the J, and hsg and djg/, dr/g, dsg indicate the channel
coefficient and distances of the corresponding links, respectively. The RIS reflection coef-
ficient of the ith reflection module is v; = p;(¢;)e/?i, the phase shift is ¢; € [—7, ), and
pi(¢i) € [0,1] represents the corresponding amplitude. The additive Gaussian white noise
with zero mean and variance o2 at the eavesdropper is represented by n, respectively.

2.1. RF Channel Model

All RF links as well as the interference links experience the Nakagami-m fading
because it can effectively model channel fading. According to [20] the PDF and CDF for the
instantaneous SNR ;. of the RF link are as follows:

B 1 My "eNe N1
mkafl
- myp 1 my t
Eye(7) =1 —exp(—5 1) EO g(Q %) ©)
where Qgr = szR,Q = sz E, Qp JdT , ,R'E},

Ay are the corresponding channel average power channel gains, and § = T

2.2. RF Interference Link

The jammer harvests the energy and then transmits the signal. Considering that
the transmitted jamming signal will only be effective for the eavesdropper, we assume
pi(¢i) = 1, ¢ = 6; + ¢;, which maximizes the SNR of the interfering link [21]. The
interference signal is reflected by the RIS to interfere with the eavesdropper. According
to [22], the instantaneous SNR of the interference link is:

N 2 N
v =) (xivi) N. Y Wiy ()
j i-1

where W; = x;y; and x;, y; correspond to two independent random variables that observe to
the Nakagami-m distribution, N is the number of RIS reflecting elements, Ny is the variance
of additive white Gaussian noise, and 7 is the average SNR of the interference link. Using
the first term of Laguerre expansion, the PDF of W = YN | W; is given as:

a

fw(z) = b”“l“z(ia—i—l)exp(—%> (8)

where a and b are mean and variance of W, respectively, and given as follows:

_ (N+1)T(m +05)* —m? (m)* nd b — mO) T(m)°T(m+1)> —T(m+05)*
m2T (m)* —T(m +0.5)* T(m + 0.5)°T (m + 1)
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where I'(-) is the Gamma function, m € {1,2,..., 0} is the fading severity parameter, and
(1 is the mean fading power. Changing the variable of (8), the PDF of v under Nakagami-m
distribution is obtained as:

,)/([171)/2 bil ’)/
f“r(’)/) ~ 27(“+1)/2b“+1r(a n 1) exp <_ \/;) )

The CDF of (9) can be obtained as:

B~ g LGl (10)

a+1) 12 %‘a#—l,o]

The fading of the J to E link is evident due to the no line of sight resulting from
obstructions like bushes. Combining (10) and [23], the CDF of the instantaneous SNR of
the whole interference link is obtained as follows:

k
TSIR'E F(aJrl)F( -1) k=0 kt QSE( -1) p IRI RE

! p=0 (11)
- Mgg?Y 1,
X exp ( 0u (i\ij—l) ) G1

1
1

mSEQ]R/QR/E"/' — ] —-p+ 2 Gl'l ﬁ| 1
QSE(Mjfl) 0 1,2 bﬁ 1 + a,O

The corresponding PDF of the instantaneous SNR can be obtained by derivation and
simplification of Equation (11) as:

MSE mgg
- 1 m Mmse Poof -1 __ mspy
Frsgre (7) = T ()T (M;—1)T(a+1) (QSE(I\S/El)> » < p )Q]R'QR/E'VMSE exp( ng(ii-l))

p=0 j
_ k
117 V7 11 mSEQ]R’QR’E’Y —M]—p+2 e Msg 1l mer k k
<CRUAL o R o L et B( ) @
MSEY 2,3 0,1, 0/ 2/ 1,1 mSEQ]R/QR/E'Y —M; — P+2
XQ]RIQR/E'Y eXP( ng(ﬁjl)>c35[4bz anrl a+2/0/%/1 ]G1,1 Oz (M;—1) | J 0

2.3. FSO Channel Model

As Figure 1 shows, R to D indicates that FSO links and adopts an M distribution.
Atmospheric fading and pointing errors are compromising factors for the FSO communica-
tion link performance [24-26]. The M distribution channel PDF and CDF expressions are as

follows [27]:
24 B
fro (v é A Z bm'GSO[B,YRD%z :r}l] (13)
m’ 1
24 B
z[ A I
m'=1
where: pis
_ a2 3P ’
A T (gﬁ+06> o
 Papg+p) 6
(@D (B + )
by = (ﬁ - ) (gﬁ _ QE)) T' % o (zx) : o - (17)
m m —1 (m' —1)! g B g'B+QB

Yrp is the FSO link average SNR, and « and j denote positive parameters related to
the effective number of large-scale cells of the scattering process, and a natural number
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for the fading parameter, respectively. The ratio of the equivalent beam width to the
pointing error displacement standard deviation at the receiver is represented by ¢, g is
the average power of the scattering component, QE) represents the average power of the
coherent contribution, and Gp'[-] is the Meijer’s G function.

3. End-to-End SNR Statistics
The end-to-end instantaneous SNR under the DF relay is given by:

YSRYRD

Yer+ TR 1 ~ min(Ysg, YrRD) (18)

YSRD =

The joint channel end-to-end CDF is as follows:

Fysrp (7) = Pr{min(ysr, TrRD) < 7} = Fyg (7) + Fygp (1) = Fysr (1) Fygo (7) (19)

Substituting Equations (6) and (14) into (17) yields:

mseNse =11 /e ' §2A By 1, 1+§
E —1—exp( TSR ) ( SR ) b /G31[ i ] 20
TSRD('Y) p( SRIY t:ZO QSRI)/ /Z 24 |§2 x,m’,0 (20)

4. Secrecy Outage Probability Analysis
The SOP event occurs when the instantaneous secrecy capability falls below the

security threshold Rs.Therefore, the SOP lower bound expression for the mixed system is
as follows [7]:

Pout(RS) = /OoQ F”YSRD (97)1(75;&/5 (')’)d’)’ (21)

where 6 = exp(R;), substituting (20) and (12) into (21) and using the relevant formula
in [28] (Equation (07.34.21.0081.01)) and the Laguerre polynomial to calculate the end-to-
end SOP, we obtain the following expression:

m
Pout (Rs ): 1 ” SE SEWSE mgg Q é H. ’YMSE U'SEX __ MSETj i mSRNSR 1 ’”SR n155+t —0.5
out (msp)T(M;—1)1(@+1) \ Ogp (M;-1) P TR R 1 Pl agp(m—1) 1 Ogr
SE) ] E ] j= SE\Mj
’”SE'Y] "*SRM f‘ BWJ 1,14 &2 cll V"SEQ/R/OK/EW, —M;—p+2
17 ££ b G Gl /
Xexl’( 0gr T ~ )2 G 'R0 a0 13 bﬁ‘ a+10 Gin 05E<M/ 1)
"SE~ _ 0,1,0, 1 M 42 O M -1 ’"SRNSR 1
24 1 4 0,1:2,3:1, 1-k )1, ,2 4 SE P mgp 1 ( > 22
-2 ' of o Gy U Qf i
Vi, W EO fo el tosanal — Dapagon g | 0 e I age(mi-1) ) o PO (22)
K+t 012511, 1—k—t 0,1,0,1,1 ~M;-p+2  Qgp(M; 1)‘!’ 24 B 05
¥ G10351" [ | 2’ | J | ——, mgpQpy Qprp¥] — Lb/LH’7+
(( (M -1)¥)" T ela3sn - a1 04201 0 41’2'"557 TR OR/E 7 ek
o s msROY; ol mSEQRORET | —Mj—p+2 |, 1[\5‘ e { | L1+ ]
- o) 12 C
Ogg (M;-1) sk Ogg (M;-1) 0 b7 a+1,0 RD' 2,000
. . . I'(n+0.5)x;
What needs illustration is that H; = ! > and ¥ = Qgr/

m(nr1)? (172 () |

(mseQsr + msrQse (Mj — 1)) in (22), where L,(fl/z)(x) denoted the generalized La-
guerre polynomial, and x; is the jth root of this polynomial.

5. Average Secrecy Capacity Analysis

Another crucial indicator for evaluating the active eavesdropping secrecy performance
is the ASC, whose expression is as follows [18]:

* 1
ASC = [ 1= P (N = Frogo (1)) 3)

Substituting (11) and (20) into (23), and using the Meijer’s G function provided in
([28] Equations (07,34,21,0011,01) and (07.34.21.0081.01)) to first simplify and then calculate
using the Laguerre polynomial yields the following expression:
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msgrNsg—1 t _t 2 —t - 1,14+&
l MsR 1.2 | msr CA , 1,1:1,0:3,1 7 MsR L
ASC = Eo t!( SR) {G21 QSR|0 t] Z b G11012,4[_t| 0 |§2wm/0| ' Tr }
k
msg—1 k k t+k+0.5 >, B
SR S— L ——tmse ar.,ab, Hiv 1- &4 24
sty # (i) 55 ) RE{E (1 @
_meg, . MSETj 11| MsEQROReTj —pt2
XEXp< Qs 7] Ogp(M;—1) +,Y]>G11 Qs (M;-1) | 0 G h\F| 1+tl 0

6. Simulation Results and Analysis

In this section, the simulation results of the RIS-aided mixed RF/FSO-based system
under the influence of various parameters are provided. Subsequently, Monte Carlo simu-
lations are performed to further verify the accuracy of the simulated numerical results. The
following parameters are assumed in the RF link: ds; = dsg = dsg = 10 m, mgg = mgp = 2.
The instantaneous SNR of this link is ysg = 15 dB. In the interference link, the number of
reflecting elements is N = 3, and the average interference noise ratiois 1 dB, m =3, () =1,
A =p =04, and djr = drg = 10 m. Following are the parameters of the FSO link: the
FSO link distance is 1 km, the wavelength is 758 nm, the refractive index structure constant
is C2 = 2.1 x 1014, the instantaneous SNR of the FSO link is ygp = 20 dB, and the optical
wave number is k = 27/A;. Additional parameters include the instantaneous SNR of
the eavesdropping link Asg = —10dB, ygp = 20dB, { = 6.7, T = 1, M; = 4, and the
target secrecy rate Rs = 0.01 nat/s. In the following simulations, the above values are used
without additional explanation. In the calculations of the generalized Laguerre orthogonal
numerical integration method, j is set to 30 to make the series converge. The Monte Carlo
simulation results are provided in order to verify the validity of the analytical expressions.
The numerical results are closely aligned with the simulation results, which verifies the
accuracy of the expression.

Figure 2 shows the correlation between the RF link instantaneous SNR Agg and SOP
under the influence of different time-switching factors with or without the RIS assistance.
The results show that the system SOP decreases as Agg increases. The value of SOP when
A = 0.7 is lower than that when A = 0.3, irrespective of whether the RIS is introduced or
not. This is because as the time switching factor increases, the energy storage time becomes
longer and the jamming effect of the transmitted jamming signal is better. Consequently,
the system SOP was reduced significantly. Next, keeping the time switching factor of
the system fixed and Agg = 35 dB, A = 0.3, RIS is introduced in the mixed system and
compared with the SOP of the system before its introduction. The SOP values before and
after the introduction of RIS are about 5.02 x 10~° and 7.24 x 1077, respectively. They
differ by an order of magnitude, indicating that incorporating RIS can decrease SOP to
improve security performance. Similarly, when Agg = 35 dB, A = 0.7, the SOP values
before and after the introduction of RIS are about 2.38 x 10~° and 8.45 x 10~8, respectively.
Thus, they differ by two orders of magnitude. Therefore, as A increases, the addition of RIS
noticeably enhances the mixed system secrecy performance.

Figure 3 shows the correlation between Agg and the RF/FSO system SOP under the
influence of different energy conversion efficiency values with or without the RIS assistance.
As Figure 3 shows, the RF/FSO system SOP gradually diminishes with the Agg rises.
Regardless of whether the RIS is introduced in the mixed system, the SOP of the system is
obviously lower for p = 0.9 compared to that with p = 0.5. This is because as the energy
conversion efficiency increases, the jammer stores more energy, the quality of the jamming
signal is higher, the rate limit on the receiver side of the eavesdropper is enhanced, and
the secrecy performance is better. When Agg = 35 dB, p = 0.5, the SOP values before and
after the introduction of RIS are about 4.86 x 10~¢ and 1.42 x 10~°, respectively, which
indicates that incorporating RIS can decrease the SOP to improve the security performance.
Similarly, when Agg = 35 dB,p = 0.9, the SOP values before and after the introduction
of RIS are about 2.15 x 10~ and 8.00 x 10~8, respectively, they differ by two orders of
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magnitude. Therefore, it is further demonstrated that the addition of RIS in mixed systems
proves especially potent in effectively decreasing SOP as p increases.

102 .
A=0.3 Without RIS

—— A=0.7 Without RIS
=+ A=0.3 With RIS
—— A=0.7 With RIS

104

10-5 O MC Simulation

SOP

10-6

1077

10-8
10 15 20 25 30 35 40

Asr(dB)

Figure 2. Simulation diagram of SOP under different time switching factors A with or without RIS.

0.010
—— p=0.5 Without RIS
—— p=0.9 Without RIS
0.001 —— p=0.5 With RIS

—— p=0.9 With RIS

1074 O MC Simulation

SOP

10°°

1076

1077
5 10 15 20 25 30 35 40

Asr(dB)

Figure 3. Simulation diagram of SOP under different energy conversion efficiency p with or
without RIS.

Figure 4 shows how Aggr and the system SOP are related before and after RIS was
introduced with different values of average interference noise ratio in the mixed RF/FSO
system. The simulation results show that the SOP of the system decreases monotonically
as Agg increases. Regardless of the presence or absence of RIS, with an increase in the
average interference noise ratio, there is a concurrent decrease in the SOP. Furthermore,
the RIS can significantly reduce the SOP when the average interference noise ratio remains
constant. When Aggr = 35 dB and the average interference noise ratio is 2 dB, the system
SOP before and after the introduction of RIS in the system is about 9.12 x 10~7 and
8.14 x 10~8, respectively. Similarly, when Asg = 35 dB, the average interference noise ratio
is 4 dB, the system SOP values before and after the introduction of RIS in the system are
about 2.85 x 10~7 and 2.25 x 1078, respectively. Therefore, when the RIS is employed
in the mixed RF/FSO system, the SOP is obviously lower and the system has better
secrecy performance.
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¥'=2dB Without RIS
y=2dB With RIS
y'=4dB Without RIS
y=4dB With RIS

b4t

-4
10 O MC Simulation

SOP

10-6

107 :
5 10 15 20 25 30 35 40

Asr(dB)

Figure 4. Simulation diagram of SOP with different average interference noise ratio with or
without RIS.

Figure 5 presents the correlation between Agg and in the RIS-aided mixed RF/FSO
system SOP under the influence of different reflecting elements N. Figure 5 shows that the
system SOP decreases gradually as Agg increases. When Agg = 35 dB, and the number of
reflecting elements N is varied as 4, 6, and 8, respectively, the corresponding system SOP
values are about 1.07 x 1077, 2.75 x 1078, and 7.05 x 107, respectively. The SOP value
of the system at N = 8 is significantly lower than those at N = 4 and 6. This is because a
higher number of reflecting elements indicates that more reflecting elements are jointly
involved in receiving and reflecting the interfering signals, which can reduce the quality
of the eavesdropper communication to a greater extent and increase the effectiveness of
interference. Therefore, an appropriate increase in N in the RIS-aided mixed RF/FSO
system can improve its security performance.

5 —— N=4
10 —v— N=6
—a— N=8
O MC Simulation
1074
o
o
n
1076
1078

5 10 15 20 25 30 35 40
Asr(dB)

Figure 5. Simulation diagram of SOP under different number of RIS reflecting elements N in the
RIS-aided mixed RF/FSO system.

Figure 6 shows the correlation between Agg and the RIS-aided mixed RF/FSO system
SOP for different distances of | — R as well as R" — E. As Agg increases, the mixed system
SOP decreases with decreasing djg/ and drig. When Agg = 35 dB, the SOP values of
the system are about 5.01 x 107¢ and 3.31 x 10~° for djgr = 10 m,dgg = 10 m and
djgr = 5m,dpp = 5 m, respectively. When the link distances are increased simultaneously,
the greater the loss of interference signal in the link, and the worse the interference effect.
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When the distances between the two sections are relatively small, the interference signal
transmission loss is small which enhances the interference effect, consequently reducing
the SOP. Therefore, a proper reduction of the link distances before and after reflection in the
RIS-aided mixed RF/FSO system can effectively improve the system’s secrecy performance.

0.010
—— djr=5m,dg g=5m
—— djr=10m,dg =10m
0.001 O MC Simulation
o
o 1074
7]
1075
1076

5 10 15 20 25 30 35 40
Asr(dB)

Figure 6. Simulation diagram of the SOP with different RIS reflection before and after link distances
djrr,dg g in the RIS-aided mixed RF/FSO system.

Figure 7 presents the correlation between Agg and the RIS-aided mixed RF/FSO system
SOP under the influence of different fading severity parameter values. Figure 7 shows
that the system SOP decreases continuously as Agg increases. The number of reflecting
elements N is fixed, and the mixed system SOP is significantly decreased by increasing
m from 2 to 6. When Agg = 35 dB and N = 2, the system SOP is about 9.85 x 10~7 and
1.05 x 10~7 for m equal to 2 and 6, respectively. It is shown that increasing the fading
severity parameter value improves the quality of the interfering link fading, providing
better secrecy performance for the mixed system. Similarly, for Asg = 35 dB and N =4, the
values of SOP corresponding to m equal to 2 and 6 are about 2.82 x 10~7 and 6.47 x 107,
respectively; they differ by two orders of magnitude. As m varies, the mixed system
SOP with N = 4 is better than that of the mixed system with N = 2 in terms of security
performance, indicating that the increase of m improves the system security performance
more significantly with a higher N compared to the system with a lower N.
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Figure 7. Simulation diagram of SOP under different fading severity parameters m of RIS in the
RIS-aided mixed RF/FSO system.
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Figure 8 shows the correlation between Agr and the RIS-aided mixed RF/FSO system
ASC with the effect of a varying number of RIS-reflecting elements. As the simulation dia-
gram shows, as Agg increases, there is a corresponding increase in ASC. When Agg = 35 dB,
the ASC values are about 3.26, 3.44, and 3.75 for 4, 6, and 8 reflecting elements, respectively.
The results show that the ASC is maximum at N = 8. This is because the RIS can reflect
more interference signals with the increase of N that can greatly limit the receiver side rate
of the eavesdropper, consequently increasing the ASC. Therefore, in the RIS-aided mixed
RF/FSO system, an appropriate increase in N can effectively increase the ASC of the entire
communication system.

4.0
35
3.0
25
Q
7]
@ 2.0
—— N=4
—— N=6
15 -~ N=8
O MC Simulation
1.0%

5 10 15 20 25 30 35 40
Asr(dB)

Figure 8. Simulation diagram of ASC under different numbers of RIS reflecting elements N in the
RIS-aided mixed RF/FSO system.

Figure 9 investigates the correlation between Aggr and the RIS-aided mixed RF/FSO sys-
tem ASC for different link distances before and after the RIS reflection. As the instantaneous
SNR Asg increases, the system ASC increases as djr/, dg/g decreases. When Agg = 35 dB,
the ASC values of the system are about 2.86 and 3.26 for djg = 10 m, dg/g = 10 m and
djgr = 5m, drig = 5 m, respectively. When djg/ and dg/g increase simultaneously, the
interference signal loss in the link becomes higher, the effect of interference becomes worse,
and the ASC decreases. On the other hand, when both distances are relatively small, the
interference signal loss is low, the interference signal is received with high quality by the
RIS, the interference effect is enhanced, and thus, the ASC increases. Therefore, a proper
reduction of the link distances before and after reflection in the RIS-aided mixed RF/FSO
system can effectively improve the physical layer security performance.

Figure 10 shows the correlation between Agg and the RIS-aided mixed RF/FSO system
ASC for different fading severity parameters of the RIS. It can be concluded based on
the figure that the system ASC gradually increases as Agg increases. Considering that N
is fixed, the mixed system ASC shows a prominent increase when m increases. When
Asg = 35 dB,N = 2, the ASC values are about 2.72, and 3.55 for m equal to 2 and 6,
respectively. Similarly, when Aggr = 35 dB, N = 4, the ASC values are about 3.00, and 3.77
corresponding to m equal to 2 and 6, respectively. It is obvious that as m increases, the
fading quality of the interference link improves, the rate limit at the receiver end of the
eavesdropper is enhanced, and the ASC rises. Therefore, an appropriate increase in the
fading severity parameter m allows the RIS-aided mixed RF/FSO system to achieve better
security performance.



Photonics 2023, 10, 1193

12 of 14

3.5

3.0

25

2.0

ASC

15 —— djr=5m,dr g=5m

—_ dJR-=10m,dRE=10m

O MC Simulation

1.0
5 10 15 20 25 30 35 40

Asr(dB)

Figure 9. Simulation diagram of ASC with different RIS reflections before and after of link distances
drrr, drg in the RIS-aided mixed RF/FSO system.
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Figure 10. Simulation diagram of the ASC under different fading severity parameters m of RIS in the
RIS-aided mixed RF/FSO system.

7. Conclusions

This paper investigated how integrating RIS into the mixed RF/FSO system'’s interfer-
ence link affects its physical layer security performance. We analyzed the system’s security
outage probability (SOP) and the average secrecy capacity (ASC) theoretically, and then
Monte Carlo simulations were employed to verify the correctness of the theoretical expres-
sions. The time switching factor, energy conversion efficiency, and average interference
noise ratio, as well as the number of reflecting elements, fading severity parameter, and
link distances before and after RIS reflection were mainly studied, and an analysis of their
effects on the secrecy performance was conducted.

The findings indicate that the system’s SOP decreased when the time switching factor,
energy conversion efficiency, and average interference noise ratio were increased with
or without RIS assistance. When the time switching factor, energy conversion efficiency,
and average interference noise ratio were fixed, the RIS-aided mixed system’s SOP was
significantly lower than that of the mixed system without RIS assistance. The improve-
ment of secrecy performance achieved by introducing RIS in the mixed system was more
significant as the time switching factor and energy conversion efficiency increased. There-
fore, using RIS to assist reflection interference against eavesdropping in a mixed RF/FSO
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system could considerably decrease the SOP and improve the system’s physical layer
security performance.

Furthermore, there was an impact of RIS-related parameters on system secrecy perfor-
mance. With the increase in the number of RIS-reflecting elements, a higher intensity of
interference signals could be reflected, which reduced the eavesdropper receiver side rate
to a greater extent and decreased the SOP. The increase in the fading severity parameter
improved the fading quality of the interfering link, thus providing better system secrecy
performance. With an increase in the number of reflecting elements, the reduction in the
SOP of the mixed system became more pronounced with an increase in the fading severity
parameter. To reduce the interference signal transmission loss to improve the interference
effect, the link distances before and after the reflection could be reduced properly, which
would decrease the SOP of the system. Similarly, increasing the number of reflecting
elements and fading severity parameters, as well as decreasing the link distances before
and after reflection, would also increase the ASC of the system. In engineering applica-
tions, the appropriate number of reflecting elements, fading severity parameter, and link
distances before and after reflection could be selected based on the actual performance
requirements and flexible implementation cost considerations. In summary, the quality of
eavesdropper communication was degraded and the mixed RF/FSO system physical layer
security performance was considerably improved under the effect of RIS-assisted reflected
interference signals. This provides a feasible solution for future research on physical layer
security to improve security performance, and actively explores the breakthroughs of RIS
in hardware as well as application so that it can be adapted to more application scenarios
and have a greater function and effect.
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