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Abstract: IT (Information Technology) support plays a major role in CPSs (cyber-physical
systems). More and more IT solutions and CIS (complex information system) modules are
being developed to help engineering systems to a higher level of efficiency. The different
specificities of different technological environments require a very different IT approach.
Increasing the efficiency of different manufacturing processes requires an appropriate archi-
tecture. The Zachman framework guidelines were applied to design a suitable framework
architecture for the welding process. A literature search was conducted to explore the
conditions for component matching to a complex information system, in which advanced
data management and data protection are important. In order to effectively manage the
standards, a dedicated module needs to be created that can be integrated into the MES-ERP
(Manufacturing Execution System-Enterprise Resource Planning) architecture. The result
of the study is the creation of business UML (Unified Modeling Language) and BPMN
(Business Process Model and Notation) diagrams and a roadmap to start a concrete ap-
plication development. The paper concludes with an example to illustrate ideas for the
way forward.

Keywords: Zachman framework; service-oriented architecture; digitized manufacturing;
web-based information system; advanced production technology; manufacturing
execution system

1. Introduction
Since the beginning of the 21st century, our technical life has undergone a dramatic

transformation. As history of technology shows, the social demand for economic change
has always sought efficiency. The first and second industrial revolutions brought unprece-
dented technological innovation until the third industrial revolution. Higher levels of
automation appeared in industry and complex manufacturing systems were developed
to support computing. First in larger companies and later in small and medium-sized
enterprises, there is an intense interest in the conditions for building complex CPSs (cyber-
physical systems) [1,2]. The market economy is being transformed, with a focus on customer
needs, creating a highly competitive environment across industry [3,4]. In the 2000s, we
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reached a stage of development where the next goal became to achieve autonomy, although
the technical conditions for this are not yet at the industrial level of the time. In the years
since then, the development of IT (Information Technology) has not stopped. In fact, it has
accelerated, as the results of the intelligence research are emerging, which, when applied in
industry, promise to yield high returns. The need to raise production standards requires
national, international, and economic community coordination, e.g., the European Union’s
digital agenda, but equally, in all advanced economies, considerable resources are devoted
to innovation and research projects [5,6]. Intensive research is being carried out in the areas
of networking, data-driven manufacturing, neural networks, and software engineering.

The launch of a number of research projects today continues to demonstrate that new
knowledge about Information Technology is needed and is being applied in newer and
newer industrial areas to achieve the desired impact [7]. The use of complex information
systems in companies is also not new. The evolution of these systems has been rapid from
the 1980s to the present day. Compared to the initial MRP (Material Requirements Planning)
designs, today’s information systems are, in fact, composed of a wide variety of software
components, the combined use of which, due to the complexity of business processes, can
only be implemented through proper architectural design. System design activities are
now carried out using software-based tools. An enterprise system is composed of many
business components, but the specificity of manufacturing companies is that production
management is a very strong pillar of the system. The previous production model is shown
in Figure 1 below.

Figure 1. Classic production technology system.

The diagram shows the operation of a production technology system. On the left
are the inputs to the system which contain the input conditions of the system in response
to the otherwise hectic market processes. In a technology-independent interpretation,
manufacturing processes always proceed according to this principle, since the control and
regulation feedback processes are both important. These are indicated by short blue arrows
in the diagram. In the analysis of control, the focus is on plans, standards, specifications,
and production parameters, since these, even as external factors, have a major impact on
the production system. Consider the regulatory approach to the product life cycle. On
the output side, in the classical sense, we can see the results of processes, not always in a
positive sense, as wear and tear is fully applied to the production assets and is accounted
for in economic terms. For many companies, the feedback of results is already out of date,
which means that the actual efficiency is not reflected. In contrast to a Figure 2, a modern
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approach also describes an enterprise production system that provides a much clearer and
transparent picture of technological processes. At its core, the system is based on a pyramid
principle of effective interaction between MES (Manufacturing Execution System) and ERP
(Enterprise Resource Planning) according to the automation pyramid in the ISA-95 and
IEC 62264 approach [8,9]. The complex subsystem of MES includes all manufacturing
factors and control processes, allowing manufacturing processes to operate in a predictable
manner. Process inputs and outputs can be implemented in the enterprise framework and
are usually linked to the framework in a modular way. This is particularly true in the case
of technologies such as welding and related technologies, where complex thermal processes
result in manufactured parts and structures.

Our research in the literature has shown that companies where CIM has been consid-
ered as the driver of manufacturing efficiency have achieved significant returns, which
have been credibly published after 10–15 years in metrics such as productivity gains of
40–70%, manufacturing lead time reductions of 30–60%, and finished goods in process of
30–60%. In addition to all this, it can also be stated that the development of supporting
areas such as IT components in cyber-physical systems is essential to achieve the next level
of efficiency improvement [10–15].

On a daily basis, production can be designed according to the recommendations of
a number of standards for such technologies, and therefore, the validity of the relevant
standards is essential to achieve the desired quality. An example of this is the correct choice
of electrical parameters (current [A] and voltage [V]) for arc welding procedures, which
primarily influence the shape of the weld (weld width and fusion depth). The correct
design of welded seams is subject to a standard limit value. EN ISO 6520-1 and EN ISO
5817 standards for steel (nickel and titanium alloys) can be used for this purpose. The
composition of welding shielding gases also has a great influence on the shape of the
weld. Therefore, the EN ISO 14175 standard for the use of welding shielding gases is
equally relevant. The choice of input material and the welding process implies a number of
technical recommendations in which the standards help technologists [16,17].

Figure 2. State-of-the-art production technology system.

Standards provide a variety of information (textual, parametric, possibly pictorial) to
support daily technological tasks. However, engineers are often confronted with the need
to monitor the periodic renewal of documents, which is a major part of engineering tasks
in practice. To solve this problem, the creation of a documentation system engineering
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module could be used to devote a large part of the engineering activities to practical task
solutions; this is a secondary goal for the time being, but the module should also take
into account a future machine learning operational nature, i.e., it should be available as a
preparation for machine-learning-based decision making. Current research on technology
standards does not address system engineering solutions to handle the real-time retrieval
of information from technical recommendations.

In this paper, we review the literature and design principles that can be used to
create a software component that can be used to subsequently address the standards
and other directives in force, even in an autonomous manufacturing environment that
supports manufacturing with relevant standards. The first step is to create an architecture
that can accommodate the concerned component. The goal is to build an enterprise and
software architecture that incorporates a variety of unstructured data and information.
The architecture building blocks provide a meta-level structuring that allows services to
access the information they need. Services are developed according to the principles of
SOAs (service-oriented architectures) and microservices [18]. A development roadmap
will be published, with the ultimate goal of preparing the creation of a documentation
management (SysTanD—system for standards and directives) component, which will be
published as a result of our next study.

Software from Major Vendors

The largest software developers in the world are SAP, Oracle, IBM, Dyntell, Pharis, and
Forcam, all of which have made tremendous progress in the last two decades [19–22]. Since
the advent of CIM, software vendors have been developing increasingly large software
components with the largest ones having achieved significant commercial success. SAP
AG (Systemanalyse und Programmentwicklung Aktiengesellschaft) is one of the four major
software vendors in the world and has become the most prominent and market leader in
the development of ERP frameworks. The SAP architecture assumes cooperation between
the following elements according to [23]:

• User interface layer: It includes user interfaces such as a SAP graphical user interface,
which is client software installed on the user’s workstation [24]. SAP S/4HANA
provides the SAP Fiori user experience and interface, accessible through a browser, as
an alternative to SAP GUI [25].

• Application layer: This layer contains the servers that are responsible for executing
the intended business logic. This layer uses the proprietary SAP ABAP (Advanced
Business Application Programming) programming language [26,27].
In addition to ABAP, the SAP HANA environment supports the use of various pro-
gramming languages, including SQLScript. The SAP Cloud Application Programming
Model (SAP CAP) is a framework that integrates open source and SAP tools and tech-
nologies, consisting of tools, languages, libraries, and APIs [28]. The application layer
consists of SAP ERP Enterprise Resource Planning, SAP CRM (Customer Relationship
Management), and SAP SCM (Supply Chain Management), together forming the
Business Suite applications. SAP HANA, an in-memory database, provides the single
database as the underlying data architecture and serves the Business Suite [29].

• Database layer: The collection layer of database systems used to store relevant data.
This is for example the case of SAP HANA [30]. In addition, SAP HANA (either
cloud or on-premises solution) can connect to various data collections of different data
types, for example, Apache Hadoop can be used for Big Data Analytic. Any relational
database management system can be connected using standard SQL and database
connect interfaces. The external input data can be in heterogeneous data type format,
e.g., XLXSX, CSV, XML, etc. [28,29].



Math. Comput. Appl. 2025, 30, 38 5 of 32

• Integration layer: an important layer for our study, as it provides the possibility to connect
modules. An example is the SAP Cloud Platform Integration platform that consists
of SAP Cloud Integration Suite, SAP Cloud Data Integration Suite, etc. [28]. As data
analytics has become a core functional service of business information systems, also
known as ERP systems, new roles have emerged, such as data curator, data architect,
and data engineer, alongside the traditional database designer and data administrator.

Figure 3 shows an example of an SAP architecture diagram. The left side of the diagram
shows the architecture of SAP GUI technology. SAP GUI technology means that the end user
can communicate through various dialogue boxes using graphical screen applications. The
information in the applications is presented to the user in the ABAP language or through
display layer programming. When an ABAP program is called, the ABAP environment
activates the necessary screens at runtime. The database layer uses the RDBMS (relational
database management system). Figure 3b shows a holistic data management, memory-
centric platform solution for SAP HANA, designed with the developers’ ultimate goal of
making data management fast and efficient enough for business processes. The necessary
hardware elements for fast data management are included, i.e., multi-core CPU (central
processing unit), SSD (solid state drive) backups for adequate performance of SAP HANA
database management. Data storage and processing is also implemented using SAP
HANA Studio, shown in grey in the figure. The core of its operation is that the sessions
and connections of the database clients to the system are created and managed by a
connection and session management component. Communication between the client and
the database takes place via SQL (Structured Query Language) script (a powerful scripting
language), MDX (Multi-Dimensional eXpressions), the query language for OLAP (Online
Analytical Processing) databases, which is closely related to BI (business intelligence) data
transformation, and FOX (Formula Extension) language.

Figure 3. SAP architectures. (a) SAP GUI technology. (b) Components of SAP HANA Database structure.

Although it is one of the largest in the world, there is a huge opportunity for smaller
start-ups to catch up with the market leaders by developing specific software to make it
easier to use and to manage data more securely and quickly. Perhaps the developers of MES
software components are closer to the subject of our current work. However, it is a huge
challenge—perhaps even impossible—to create a software ensemble that works correctly
in all technological areas immediately after installation. Because even manufacturing
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companies using the same technology have different technological processes, frameworks
can only be functionally tailored. The Oracle software architecture is shown in the Figure 4
below. The figure shows the structure of ISA-95, i.e., the four levels of Field-SCADA-
MES-ERP. Note that while the ERP is implemented with SAP in the figure in the previous
discussion, it is not part of the Oracle system. The Oracle helpdesk sites publicly explain
the architecture of the MES system, which shows that the process preparation processes
take place within the Oracle Process Manufacturing block with four components: Variable
Ingredient List, Product Instruction, Flexible Routing Operations, Scalable Recipes. The
manufacturing components are fed into the MES core through the Advance Supply Chain
component. Operations are controlled by the Manufacturing Operation Center module.

Figure 4. Oracle MES architecture.

The basis for the development of our study was the fact that we have not yet found a
software product that can handle the management of standards and directives specific to
welding, but more broadly to any manufacturing technology, at the MES level. There is no
doubt, however, that the huge amount of development work in this area will lead to new
developments in the near future, because the continuous monitoring of standards is of key
importance and the management of documentation, which is currently achieved manually,
must be able to support autonomous manufacturing systems in the future.

Another reason why we have carried out system research and development and a
software experiment is that Digital Transformation is a must for SMEs (Small and Medium
Size Enterprises) [31]. A cost-effective solution and a technology solution that is plausible
to implement should be found, based on a solid theoretical and formal background.

2. Welding Technology as an Information System
The manufacture of welded structures, within the system of technologies, is a sig-

nificant area, since, due to its complexity and the adequacy of material transformation
processes, economic aspects must necessarily be taken into account in the production
of welded structures [16,32]. The production of welded structures within the system of
technologies is an important area, since due to its complexity and the adequacy of material
transformation processes, economic aspects must necessarily be taken into account in the
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production of welded structures. The production of welded joints is a complex process
where the existence of applicable standards is a key issue. All manufacturing conditions
are relevant and must, therefore, be documented to ensure that the welded structure is of
the required quality. The complete welding process is generally illustrated in detail in the
figure below [33,34].

Figure 5 below shows the general case of the complete welding process, which can be
further represented as four separate steps as follows: preparation of production (welding), under
welding, following welding, and preparation of transport as an associated logistics processes.

Figure 5. Welding technology process in general based on the main steps.

Preparation of production (welding): The availability of the entire process environment is
checked at this step, since if any component is not operating at the right level, the entire
process cannot be efficient. The MES manages availability, material allocation (workflow
assignment), resource management (skilled human resources qualification issues), status
information management, and the associated production scheduling machine load against
the order. In-process queries to support production planning (status logs). Preproduction
documents (drawings, specifications, customer requirements) are also located in this block.
A crucial question is whether the welded product is a first piece, i.e., a first sample, or
whether it has already been in production. In other words, if it is a first sample, a WPQR
(Welding Procedure Qualification Record) is required, which is a complete test report for
the sample. This part of the process is therefore not always used, but only for initial samples
or periodic tests. For this reason, it is shown in a different, grey color in the figure. Examples:
CEN ISO/TR 15608, 20172, 20173, 20174, EN ISO 14341.

Under welding: In the context of tracking operations, the MES assumes responsibility
for real-time status monitoring, during which task elements pertaining to optimization are
displayed. These elements require a continuous data feed from the field devices, and the
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process step entails the logging of production parameters and settings, based on the WPS
(Welding Procedure Specification). Deviations from these parameters are permissible within
the confines of 10%, a stipulation that is also enshrined in the standard. It is imperative
that standards are met for the entire process environment, including parameters such as
cooling time. The system must also be capable of receiving and logging the results of
quality monitoring based on the welder’s self-reporting (self-checking). Examples: EN ISO
15609-1, EN ISO 5817.

Following welding: The subsequent series of post-weld operations in this process step en-
compasses those that are exclusively necessary to address specific technological requirements,
such as plate straightening, surface treatment, and NDT (Non-Destructive Testing). In this
regard, the output parameters pertaining to quality can be utilized to inform the subsequent
parts’ production parameters, thereby ensuring optimal efficiency and efficacy. The outcome
of quality tests dictates the handling of OK, repairable and final scraps. This handling must be
conducted separately, both physically and in the documentation. As scrap handling becomes
increasingly costly towards the end of the production process, it is necessary to assign repair
operations to this process step. Example: EN ISO 17663.

Preparation of transport: Finally, the packaging and transport operations are integral
to the technological process. While the overall preparation for logistics may encompass
specific operations, this is not typically indicated. During this phase, the MES notifies the
ERP of completed production and manages the documentation of any repair work on items
that may be returned, for instance, from the customer.

At many levels of control, the objective is the same: to ensure the quality expected
by customers and to confirm the safety of production [35,36]. The following sequence
of events must be observed: firstly, welders must perform self-inspections; secondly,
the first sample must be subjected to WPQR (first sample, then periodic inspections);
thirdly, WPS with specified production parameters must be carried out; and fourthly,
special NDT inspections must be conducted for defects that are found during visual
inspection [37,38], as well as customer requests, for example, for welded rail applications,
where a much more complex set of quality requirements must be met, which means more
frequent inspections. At the moment, these are mostly decided by people, and each one
is linked to a long list of standards. Consequently, IT applications will underpin the
information systems of the future by introducing extreme complexity. The objective of
this research is to ascertain whether future manufacturing technology systems driven
by artificial intelligence applications [39] will possess the capacity to distinctly identify
the guidelines that are currently contained in PDF-based documentation. The following
Table 1 provides an overview of the components of digital manufacturing. In addition to
the main components, a couple of examples are given to illustrate how complex a future
cyber-physical system should be [40]. This assertion is especially valid in the context
of documentation management, a field in which there is currently an absence of clearly
defined solutions for the integration of systems with ERP-MES. Consequently, researchers
specializing in I4.0 have issued a call for greater consideration of this issue [41]. It should
be noted that several software developers are working on database systems that will be
able to handle technology documents in the future. However, the key to their applicability
will be their integration with cyber-physical systems under the peripheral condition of
immediate data management. The need to move to digital manufacturing is driving the
development of document management platforms, which has accelerated significantly in
recent years.
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Table 1. The main components of digitized welding engineering.

Main Components Sub Components Area of Welding

Enterprise framework
(CIS—complex information
system)

MES

Resource management; workflow management;
documentation; change management; cooperation with
a standard module for autonomous recognition and
application of relevant standard recommendations;
example: digitized welding technical specification from
customer ordering data (drawings).

Digital storage for welding
knowledge and best practice

Document handling
subsystem

Recommendation for quality-based technology areas;
recommendation modul for the application of
directives, standards and certifications; example: data
lake technology with SOA with implemented
web applications.

Data

Welding parameters

Technological parameters for the production of
workpiece; data storage, feedback, optimization;
example: parameter optimization with ANN (Artificial
Neural Network) predictor.

Transfer of data and
communication

Use of modern data transmission tools, interfaces,
cloud-based systems, human–machine interactions;
example: intelligent interface technology and IO-link to
transfer bus.

Technology proce-
dures

Automatization
Application of automated technical equipment: robotic
environment, microchip power sources; example:
intelligent control units in robotcells.

Virtuality and simulation

The result of the welding process is an inherently
destructible joint; by creating a simulation environment,
the safety and quality of the process can be improved;
example: CAW (Computer-Aided Welding), CAR-W
(Computer-Aided Robotic Welding)—design manufacturing
process and VR (Virtual Reality) technology

Sensor-based
measurement system

Recognizing the correct position of the torch is essential
for the good seams; the use of advanced image
processing systems is necessary; example: sensor
technology for welding torch position to recognize

Cybersecurity Security levels

The network of the CPS used is open to facilitate the
fastest possible access, and the machines themselves
use computer software systems that require the use of a
common operating system; example: use of special
hardware keys and intelligent software and access levels

Welding Standards

It has been demonstrated that standards (best practices) play a pivotal role in the
regulation of the entire welding process. Technology standards and their corresponding
recommendations function as the drivers of the manufacturing process, and their signifi-
cance is such that monitoring changes in standards represents a significant challenge in
terms of production preparation. Standards are subject to constant revision; however, since
these changes do not occur concurrently, real-time monitoring of standards is required, in
accordance with the industry domain of the product being manufactured. To illustrate this
point, consider a welded joint designed for use in an aircraft component, which is likely to
have significantly different quality requirements compared to other applications. They also
contain industry-approved recommendations and parameters to guarantee quality and the
appropriate metrics, KPIs (Key Performance Indicators). At the appropriate level of quality
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management, the following can be ensured: transparency of processes, product quality by
reducing of scraps, quality control, continuous improvement by finding bottlenecks, im-
proved professional and working knowledge, reduced production lead time, and increased
delivery accuracy.

In the realm of production systems, a pivotal consideration that transcends efficiency
is that of quality. It has become evident to industry leaders that customer satisfaction serves
as the cornerstone of a company’s success. This principle must be given primacy in all
circumstances. For the preponderance of companies, the merits of ISO 9000 certification
have become apparent, with the certification process leading to the effective implementation
of company processes. This certification encompasses a quality policy and a meticulously
designed standards-based management framework. Certification serves as a means for
manufacturers to demonstrate their quality manufacturing capability, a factor that has
become imperative for customers when selecting a supplier. This confidence is founded
on the efforts of independent certification bodies, which periodically audit manufacturers
to ascertain their adherence to customer expectations. This principle applies universally
to all manufacturers, irrespective of the technology employed. In this study, our focus is
specifically on the welding sector, where standard recommendations are widely applicable
throughout the entire technological process. Welding technology experts have developed
the ISO 3834-1...5 family of standards for welding plants in the ISO 9000 series, which fully
cover the description of the overall manufacturing environment, the general requirements
of the welding plant, the management of materials, the qualification of welding personnel,
the control processes, the involvement of subcontractors in the production, and the quality
management documents used.

For manufacturing systems, the shift to a digital manufacturing culture is also a
challenge in terms of standards, so our aim is to map this area with an IT approach. These
documents are the basic tools used to supervise welding. They contain good practices,
experience, correct results of procedures, and limits. Adherence to the recommended
procedures is important to ensure proper quality. A wide range of standards (approximately
100–150 pieces) is available for all elements of the whole production process related to
welding technology [42]. You need to be very skilled to adapt the latest standards to
everyday welding tasks. The standards cover many different things, like the technology
used, getting things ready to be welded, the actual welding process, how skilled the welders
are, and if the place where the welding is performed is suitable. The requirements of the
various disciplines also need to be considered in terms of the quality of the products, since
the requirements are not the same for a general structure, railway application, a pressure
vessel, or a hall structure. In addition to the applicability aspect, another important issue
in the classification of standards is the information they provide. Definitions in standards
may be textual, but may also be tabulated numerical values for parameters. In the day-
to-day application of standards, the practitioner usually uses a paper-based document or
a document with some kind of .pdf extension. When making products using computer
technology, these formats will not work. We’ll need to find a way for an algorithm to access
the information. As the standards’ procedures and directives are usually accessed via a
web-based interface, it seems reasonable to create a web application. This application can
provide the documents for manufacturing and can be integrated into the MES software suite
mentioned above. For those standards where some technological parameter or limit value
related to quality deviation is the information, it should be captured in the implementation
of the application in a different way than the textual definitions. As an example, consider
the standards ISO 6520 and ISO 5817 for quality deviations of arc welds. The former
contains a description of the defect patterns for the determination of the deviations [43],
the latter contains a description of the actual method of calculation of the applied limit
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deviations or a specific limit value [44]. It is worth noting that, due to their practical
application relevance, the European and international families of standards are typically
taken as a starting point, i.e., their monitoring is the focus. Of course, similarly carefully
crafted directives, specialties, and families of standards that differ from these, possibly
also applied in other continents, may also be the cornerstones of the task later on. Figure 6
below shows an example of a selection of relevant standards, broken down into quality,
sector-specific areas, welding procedure standards. The list is not intended to be exhaustive,
as many more areas are covered in terms of the application of standards.

Figure 6. International/European standards for welding environment as an example for welding
procedure, sector-specific certificate, and quality (inspection and testings).

This figure shows how important it is to use standards, procedures, and certifications
in engineering. It makes sure that business processes are technology-oriented, and that
customers’ main expectations for quality are met when these documents are used in pro-
duction. It helps people learn more, so professionals can find solutions to manufacturing
problems quickly. Perhaps one of its most important functions is to demonstrate manu-
facturing capability by obtaining/maintaining certifications (e.g., railway standards—ISO
15085; general delivery conditions and technical requirements for the execution of steel
structures—EN 1090; pressure vessels—PED) because it measures competency. At the end
of the study, a concrete proposal for the development and implementation of the standards
module will be made in the form of an implementation plan.

3. Technical Components for the Designing of Architecture
A complete information system naturally consists of many components due to its

complex structure. It is the perfect interaction of these that gives the system its func-
tional adequacy. In this chapter, we list the building blocks, sometimes concepts, that are
important to achieve the goal of our research, which is to design a specific information
system [45].

3.1. Operational Framework for Information Systems

The architecture is an important description of a company’s organizational structure
and operation, which is in fact a model and shows the interrelationships between the
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different units in a piecemeal way [46]. When designing an enterprise architecture, frame-
works are used to describe the model from different perspectives [47]. Various frameworks
have been used for decades to design architectures. The so-called EA (enterprise architec-
ture) frameworks are used to describe architecture work by describing models based on
process understanding to define the enterprise layers, but it is particularly important to
define the relationships, inputs, and output entities between the different areas. The first
significant work on designing financial and organizational systems was published in the
1960s on the initiative of TOGAF (The Open Group Architecture Framework) [48], and
by the 1980s, the current set of tools was published and became the standard for systems
design methods. It was at this time that John Zachman developed a similar methodology
for defining information systems [49]. Five years later, he refined the original ideas in
another study [50]. In the following decades, the basic methods for creating frameworks
are already emerging at governmental levels and are increasingly defined as an important
tool to be used, with the result that the design environment for enterprise architecture and
information systems is no longer at all different. The subject is being intensively addressed
both within the NIST (National Institute of Standards and Technology) in the United States,
but not exclusively, with studies also appearing in Europe, for example with the support of
the BCS (British Computer Society). Thus, in 1992 [51], and then in the early 2000s [52] and
in 2016, significant studies were carried out to improve methodologies [53].

As you can see, designing with a framework has now become essential. It is a modeling
tool that is extremely important for the design of information systems because it is efficient.
Table 2 shows the application’s conceptual framework. The cells of this table show the
different models that define the components of an information system. The definition of
system components by models, i.e., their description using different modeling languages,
is well-defined and has been widely used for about twenty years. Modeling languages are
not without a mathematical background; for example, they are sufficiently represented by
the tools of graph theory [54]. In the rows of the table, you will find the perspectives on
the system and in the columns the questions on the different aspects of the information
system, as follows: What are the system data and datasets from processes? How does the
system work and processes? Where are the system activities? Who is a participant, user,
or end-user in the process. When in the process do events occur? Why this is the system
element run? The framework helps to keep all aspects of the system in focus. However, the
web applications require additional considerations. Thus, the columns in the table were
supplemented with the model view, covering both the static and the dynamic nature of
the system. The ultimate goal of the application is to represent together a unified whole of
the different aspects of a complex process system described by models. To achieve greater
efficiency in enterprise operations, you need an architecture that can handle rapid business
change. To reach this, flexible information systems are used, but it is important to bear in
mind at the system design stage that changes to system processes can be extremely rapid,
so we can manage them in some kind of enhanced framework rather than the classic system
architecture. This is the purpose of the CIS (Cognitive Information System), the elements of
which are shown in this table. By predicting the occurrence of business events, the system’s
processes can be re-engineered, giving the information system and process management
greater flexibility. This makes it more efficient to detect errors and identify new business
opportunities [55].
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Table 2. Zachman architecture and CIS’s components.

Aspects /
Perspectives What How Where Who When Why Model View

Contextual

Fact, business
data/for analysis

with cognitive
resonance

Business
Service with

the synergy of
the cognitive

resonance

Chain of
Business
Process

Workflow

Business entity,
function

Chain of
Business
Process,

Workflow

Business
goal Scope

Conceptual

Underlying
Conceptual data

model/Data Lake
structured and

unstructured data

Service with
added value
originated by
the cognitive

resonance

Service
composition

with cognitive
business

intelligence

Actor, Role Business
Process Model

Business
Objective

Enterprise
Model

Logical

Notion hierarchy of
CIS, Logical Model

for structured,
semi-structured

and unstructured
data of CIS

Cognitive
Service

Component

Hierarchy of
Components of

CIS

Actors,
building blocks

of Service

BPEL, BPMN,
Orchestration

Business
Rule

System
Model

Physical Object hierarchy,
Data model

Cognitive
Service

Component

Hierarchy of
Cognitive

Service
Component

Component,
Object Choreography Rule Design Technical

Model

Detail Data in DBMS
Cognitive

Service
Component

Hierarchy of
Cognitive

Service
Component

Component,
Object

Choreography,
Security

architecture

Rule
specification Components

Functioning
Enterprise Data Function Network Organization Schedule Strategy Service

3.2. SOA (Service-Oriented Architecture)

The emergence of service-oriented architectures is closely linked to the spread of
customer-centric thinking. Shortly after the middle of the last century, a new approach
based on a kind of supplier–customer relationship began to emerge, where the customer’s
needs are at the center and the quality of service must be adapted to these needs. There are
many early examples where the market leadership of large companies depends on serving
their customers to the full. It is through this idea that we are moving towards the creation
of SOA, in which systems that support business functions are perfected. SOA is a set of
methodologies that exploit the support potential of IT from a business perspective, i.e., it
uses business processes as components of information systems to provide them with the
flexibility inherent in information systems, as the prioritization of business events results
in a constantly changing environment [56]. For this, loosely coupling components is the
right direction, which is also a function of SOAs [57]. Another function mentioned in the
literature is the service-based approach. These features actually provide the flexibility,
re-usability, and interoperability benefits of application components [58,59]. To understand
how a SOA works, we need to see the benefits of the Internet and web activities in general.
Just as there are many benefits of web applications in any area of our lives, a complex
business system can take advantage of these benefits [18]. In the following, we will look at
the benefits of web subsystems, as service-oriented architectures and web services are now
the same in our approach to the technology environment [60].

For our research, we have reviewed a number of scientific papers publishing new
developments and their results. An academic paper has been published on WIS (web-based
information system) applications and its benefits [61,62], where WIS is presented as an XML-
based (eXtensible Markup Language) entity that works closely with other information
systems, and in contrast to other web applications, it supports business processes and
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databases with unstructured data much better. Figure 7 shows the perspectives that should
be brought to the forefront in the design of web-based systems [63].

Figure 7. Perspectives of WIS.

It is also worth looking at web-based workflow management components, whose
development is becoming increasingly popular with architectural designers, as they can
handle complex data management. One such iTask application is shown in the follow-
ing paper [64]. However, other publications also discuss the benefits of information
systems [65,66].

For an integrated SOA to work, transparent processes are needed, as this is a prereq-
uisite for any information system development. Business processes can be understood
not only in financial systems but also in different organizational systems. The operation
of a company is extremely complex, as many different modules need to work together to
achieve the desired KPIs. Designing or possibly reengineering business processes is a key
issue in designing an efficient system [67–69].

3.3. Data Management

Of course, the very need to be able to use data to make decisions is schematically
formulated [70,71]. In a more understandable and more sophisticated formulation, data that
are in the right format and capable of carrying the right information are what helps systems
to function. These relevant data are transformed and cleaned in the data preparation
process [72], often in so-called data warehouses, and can be prepared for storage in database
management systems. It is for this complex preparation process, i.e., the loading into a
data warehouse, that the ETL (Extract-Transform-Load) method was invented, in which,
among other things, data are processed in certain syntactic process steps. A possible design
of the service call is shown in Figure 8 below. A subsystem specifically designed for the
data exchange application manages the process. The service caller initiates a call request
and then, after checking the message content from the different service providers, the
web application will retrieve the service requested by the caller. The message exchange
is XML-based. It is important to note that the data exchange subsystem also performs a
content inspection operation [73].
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Figure 8. Data exchange in SOA approach.

The development of data storage issues is central to the development of a well-
functioning production information system. Data availability alone does not meet the
needs of today’s industrial users, as in most cases, the diversity of data requires data
science methods to produce appropriate data structures. The data come from field devices
on the one hand and from external providers on the other. These include relevant parameter
recommendations in various standards (in case of a welding area, it is mandatory to use
these standards). These standards are revised from time to time as information from “best
practice” and experience is incorporated into the recommendations. Newer versions of the
standard are available from the service providers. In this case, we can implement a web
service, typically using XML or a common type of XML called SOAP (Simple Object Access
Protocol). Messaging parties have been using the supporting HTTP (HyperText Transfer
Protocol) messaging protocol since the early 2000s. A very useful idea for implementing
virtual repositories for data storage is in the publication. The messaging is performed using
WSDL (web service description language), using UDDI (Universal Description Discovery
and Integration) [59].

In recent years, there have been compelling arguments for the benefits of using cloud-
based systems. Beyond the fact that cloud technology is capable of replacing local IT
systems to some extent (with all its cost implications), there is a growing demand for
modern systems to perform data science activities related to data management in the cloud.
However, many modern system designs now use computational methods that do not take
place in the cloud, but close to the data sources, at the edge of the network. The upgrade
was necessary to make reasonable use of bandwidth and actually reduce response times.
Thus, it is now widely used by system designers in distributed computing systems. Recent
patents and several notable studies have been published on the subject [74–76]. In some
cases, edge computing and fog computing have the same meaning, but it is worth noting
that this is true when the system used is small-scale and can be understood as a separate
layer for larger systems.

3.4. Interface, Platform Perspective, and Its Cybersecurity

Recently, more and more studies have been published on the digital representation
of complex manufacturing systems. Among these, there are a good number of software
applications that are capable of managing the entire technological sequence of steps. Of
course, this software has a user interface that is able to operate the software functions.
Imagine software that provides an optimal “tuning” for the given welding task. Step by
step, we first manually enter the input data, but obviously, in an autonomous environment,
the system controller “should” be able to select the process parameters in the future.

Service-oriented architecture can support business and enterprise processes efficiently.
Software support is a collaboration of loosely coupled software services, based on the
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creation of operational models. Operational models describe business objectives (e.g., data
storage, data transmission, data transformation) precisely and SOA metadata plays a key
role in this. In IT terms, a service is actually the operation of an interface. Loosely connected
entities communicate via protocols, but otherwise via SOAP messaging (Figure 9).

A general example of this message exchange is shown in the code below.

<Standards html>
<head>
<meta charset="UTF-8">
<title>SOAP Messaging</title>
</head>
<body>
<h1>Send SOAP Request</h1>
<button onclick="sendSOAPRequest()">Send Request</button>

<script>
function sendSOAPRequest() {
var xmlhttp = new XMLHttpRequest();
var url = "https://provider_1.com/soap-endpoint";
var soapRequest =
‘<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://provider_request.org"
xmlns:web="http://documentation.com/webservice">
<soap:Header/>
<soap:Body>
<web:YourRequest>
<web:Parameter1>Value1</web:Parameter1>
<web:Parameter2>Value2</web:Parameter2>
</web:YourRequest>
</soap:Body>
</soap:Envelope>‘;

xmlhttp.open("POST", url, true);
xmlhttp.setRequestHeader("Content-Type", "text/xml");
xmlhttp.onreadystatechange = function () {
if (xmlhttp.readyState === 4 && xmlhttp.status === 200)
{
console.log(xmlhttp.responseText);
}
};
xmlhttp.send(soapRequest);
}
</script>
</body>
</html>

The implementation exploits the potential of the SOA Integration Appliance [77]. The
following platform implementations have been tested in the course of this exercise. The
detailed platform taxonomy under consideration can be found in Table 3 [78]. IT security of
the system should be a particular focus. There are various security recommendations in the
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relevant standards, and deep learning algorithms are now able to keep your system running
smoothly [79]. IT security is also an important design consideration in our system design.

Achieving autonomous production requires a number of tasks that can be identified
from several angles. However, development work is already showing that full automation
of certain process steps is not possible without major system changes. This problem also
affects those business process elements that cannot currently be implemented without
human intervention, simply because horizontal integration is not always a given in the
business interconnectivity. In other words, it is very important that the processes of
suppliers and customers are similar. Future state-of-the-art systems are already focusing on
systems engineering solutions that outline the boundary between human and AI (artificial
intelligence) activities, while at the same time being able to manage them in a modern way.

One of the most important things to think about in this section is how to keep things
safe online. Since the 2010s, the number and intensity of activities on the internet have
changed significantly. Cyberattacks against big companies have shown the need for good
cyberdefenses that can keep up with attacks. The attacks identified are mostly overloading,
data manipulation, and phishing techniques, often with the intention of destroying or
obtaining information. Production systems are also not secure in many cases, especially if
they are not built on a closed corporate network, but need to build some kind of connection
to the capabilities of the world wide web. The most common web interface is SQL injection,
which by its very nature is a means of gaining access to a system through a web interface
that allows an attacker to access and even manipulate sensitive data. The compromised as-
set could be not only the IT asset running the web application, but also the entire IT system.
A similar vulnerability is the XSS (Cross-Site Scripting) attack, which bypasses the system’s
policy to spoof the system’s authentication protocol. DDoS (Distributed Denial-of-Service)
attacks can also cause major damage. These attacks are designed to overload the target sys-
tem’s resources, preventing users from accessing system information and services because
the system’s resources are busy with the attacker’s service request. In addition to the fact
that the non-profit organization OWASP (Open Worldwide Application Security Project),
which summarizes vulnerabilities, recommends increased user protection, i.e., technical
solutions for two-step logins, card access, it is also necessary to strengthen cyberdefense
from the algorithm side. Artificial intelligence applications that can distinguish normal data
packets from compromised packets by applying data science techniques such as anomaly
detection are now available. The primary step in addressing the issue is to undertake
real-time monitoring of the data and analyze network traffic. The differences between
normal data packets and those that have been manipulated are analyzed by observing
patterns, even using neural networks. Reference [79] illustrates this solution.

A data packet or message coming through a web application is sent to a decoder. The
data are prepared for the machine learning module, which performs a comparative analysis
using the samples. Data preparation must take into account the size and complexity of
the data packets. Depending on the decision of the module, it either quarantines the data
packet or passes it to the users via the local server. The fact of an attack must be recorded
and the IT organization must be notified immediately (Figure 10).
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Table 3. Detailed platform taxonomy.

Information system: PC +
Nvidia Jetson TX2 model
training and compression
experiment

Platform Service Category Subcategory Required Supporting Technology

Data Interchange Services Audio Processing yes Librosa (resampling, splitting,
MFCC conversion)

Electronic Data Interchange yes Google Drive

Data Management Services Data Dictionary/Repository yes Numpy (encode dataset into
binary format, .npy files)

Joblib (sklearn model persistence),
PyTorch (pickle-based model
serialization, .pt files), ONNX

Location and Directory
Services Filtering yes Imbalanced-learn

(undersampling of majority class)

Network Services Data Communications yes http, ftp

Distributed Data yes Google Drive

System and Network
Management Services Software Installation yes pip (Python package manager

system)

Nvidia SDK Manager

Operating System Services Command Interpreter and Utility yes psutil (memory queries)

time

Software Engineering
Services Programming Language yes Python

Computer-Aided Software
Engineering (CASE) Environment

and Tools
yes Geany (IDE)

Software library yes PyTorch, Scikit-learn, TensorRT,
Neural Network Distiller

Figure 9. SOAP exchange messages.
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Figure 10. Machine-learning-based attack detection for DDoS, XSS, SQL injection [79].

4. Discussion
The aim of the research is to integrate the standards management module (own Sys-

TanD module) into the MES-ERP system at the architectural level according to Figure 11.
The role of this module is to provide the system with up-to-date recommendations for man-
ufacturing compliance. The application supporting the developed model will subsequently
be analyzed in the discussion section. This analysis will focus on a critical evaluation
of the literature reviewed and on the application of research methods to design science
and software case studies, i.e., research methods. The process development methodology
employed is the UML activity diagram and BPMN 2.0.

Figure 11. MES components with SysTanD module add-on.
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4.1. Applied Research Methodologies

The solution to our research problem is based on the general design practice of
experimental software development. An important aspect of module development is its
applicability to cyber-physical systems. Accordingly, the research will follow the guidelines
of the Frascati and OECD (Organization for Economic Co-Operation and Development)
methodological manuals for development guidelines. Our development complies with the
principles that promote the implementation of the Economic Co-operation Treaty of 1961,
i.e., the steps taken by the member countries concerned to promote sustainable economic
growth. At the same time, considerable industrial experience and, in fact, the expectations
of the industrial stakeholders, are leading us in the direction of making the most efficient
use of the complexity of the whole system by developing additional modules of information
systems in order to achieve full-scale digital production.

In line with design science research, a system design activity was conducted [80,81]
(see Table 4). The components that make up the system and software architecture were
meticulously crafted, using a design-pattern-based method. Furthermore, workflow pat-
terns were utilized to specify the intricacies of the business processes [82]. The proto-
type demonstration was assessed by prospective users using the software case study
approach [83]. In the following section, the evaluation series of questions is presented in
tabular form Table 5 to determine the appropriate architecture. The above list of questions
is often used in software, but also in any process development. If a scoring system can be
attached to the questions, then the development points can be precisely defined and scaled.

Table 4. Criteria for evaluation of the design work by the design science research methodology:
research activities [80].

Research Activities

Design Science Research
(Information Technology
/Information Systems/ Informatics)

Natural Science/
Behavior Science

Activities

/Artifacts

Build
(How It Was
Created,
Elaborated,
Used, Utilized,
Realized,
Implemented)

Evaluate
(The Component
Whether
Achieved
the Goals,
Fits the Purpose,
Worked Properly).

Theorize
(Generalize
Experiences,
Experiment,
Conclude
Discerned Facts)

Justify
(Underpin,
Buttress,
Support Your Ideas
and

Experiment)

Research
Outputs

Constructs

Model

Method

Instantiation

4.2. UML Activity Diagrams and a Process

A UML diagram of the integration of the Systand module into the system has also been
created according to the suggestion of [84,85]. Figure 12 shows our vision for this development.
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Table 5. Evaluation criteria and list of questions from the viewpoint of the software case study
research methodology [83].

Case Study Design
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D
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a
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1. What is the object of study?

2. Is a clear purpose/objective/research question/hypothesis/proposition defined upfront?

3. Is the theoretical basis—relation to existing literature and other cases—defined?

4. Are the authors’ intentions with the research made clear?

5. Is the case adequately defined (size, domain, process, etc.)?

6. Is a cause-effect relation under study? If yes, is the cause distinguished from other factors?

7. Will data be collected from multiple sources? Using multiple methods?

8. Is there a rationale behind the selection of roles, artefacts, viewpoints, etc.?

9. Are the case study settings relevant to validly address for the research question?

10. Is the integrity of individuals/organizations taken into account?

Preparation for Data Collection

11. Is a protocol for data collection and analysis derived (what, why, how)?

12. Are multiple data sources and collection methods planned?

13. For quantitative data, are the measurements well defined?

14. Are the planned methods and measurements sufficient to fulfil the objective of the study?

15. Is the study design approved by a review board and has informed consent obtained from individuals and
organizations?

Case Study Design

C
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ed
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16. Are data collected according to the protocol?

17. Is the observed phenomenon correctly implemented (e.g., to what extent is a design method under study actually
used)?

18. Are data recorded to enable further analysis?

19. Are sensitive results identified (for individuals, organization, or project)?

20. Are the data collection procedures well traceable?

21. Do the collected data provide the ability to address the research question?

Analysis of Collected Data

22. Is the analysis methodology defined, including roles and review procedures?

23. Is a chain of evidence shown with traceable inferences from data to research questions and existing theory?

24. Are alternative perspectives and explanations used in the analysis?

25. Is a cause-effect relation under study? If yes, is the cause distinguished from other factors?

R
ep

or
ti

ng

Reporting

28. Are the case and its context adequately reported?

29. Are the research questions and corresponding answers reported?

30. Are related theory, hypotheses, and propositions clearly reported?

31. Are the data collection procedures presented, with relevant motivation?

32. Are sufficient raw data presented?

33. Are the analysis procedures clearly reported.

34. Are threats to validity analyses reported?

35. Are ethical issues reported openly (personal intentions, integrity issues)

36. Does the report contain conclusions, implications for practice and future research?

37. Does the report give a realistic and credible impression?

38. Is the report suitable for its audience, easy to read and well structured?
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In this part of the research, the main goal is to plan the process of welding which
controlled by standards. To reach this result, we made an activity UML diagram to this ETL
(Extract, Transform, Load) and data collecting and analyzing process. Unfortunately, the
available industrial standard documentation data are not in structured form. Therefore,
we need to read the industrial standards and interpret their data. After that, the data
transformation process will be started by our web application. During the transformation,
we are able to define data variables and initialize their value and measurements. The ERP
system’s related data (e.g., HR—Human Resource data) are used to this transformation
process as another input. The mentioned HR data are important because the industrial
standards determine expectations that someone should be able to solder. To get these data,
the web application can reach ERP’s API (Application Programming Interface) via web
services. The joint and structured data will be loaded into the MES database or a connected
database. In this way, a system integration problem has been solved at the database level.

Thus, the welding process can be started by the industrial standard’s interpreted data
and ERP’s selected data. During the welding, the data collecting process is working by
the web application continually. These data will be stored in the MES (or the connected)
database management system for the further analysis process. Our data analysis tool will
be a BI (business intelligence) tool, e.g., Microsoft PowerBI software or a self-developed
web solution. With this tool, the analysis (e.g., time series forecasting) results can be shown
to the engineers and experts, who can make decisions based on welding process data. For
better understanding, we can define KPI’s (e.g., waste rates) that describe the parts of
the welding process. In this way, we can make better decisions about welding over time.
Validation of the UML conceptual diagram was performed in accordance with [86].

Figure 12. UML activity diagram for industrial standard.

The processes and the application were designed using BPMN, shown in Figure 13.
As can be seen in the diagram, business processes need to consider component availability
across the entire vertical. As soon as the process starts, the availability of production com-
ponents is checked. In case a component is missing, the MES resource request transaction is
initiated towards the ERP. The request is sent to the relevant ERP module, where it awaits
ERP action and confirmation. It is very important that production that has not started due
to lack of resources is rescheduled in such cases. Experience has shown that in a company
with a wide range of products, it is no longer possible to reschedule production on paper
when production events occur. In this case, FMSs (Flexible Manufacturing Systems) use
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either fine programming or KANBAN, as this is the only way to ensure efficient manufac-
turing tool capacity. The fine programming of production is a very complex process. As it
involves the organization of complex activities for a small number of products, this process
can only be handled by a software back-end solution, as the scheduling priorities have to
be taken into account during the programming process.

Figure 13. Preparation of manufacturing processes with a focus on component availability using the
BPMN 2.0 modeling environment [87].

4.3. Technical Solutions for Software Integration

The architecture diagrams for this task were designed according to the TOGAF ADM
(Architecture Development Method). Figure 14 below shows the development points of the
ADM software development. The TOGAF ADM chart shows the design steps iteratively
from phase to phase. The method is highly adaptable to the Zachman framework, but also to
other frameworks (e.g., specific government administration). The TOGAF ADM has a well-
applied, visually intuitive process based on project implementation steps. In the diagram,
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the phases in the strategy planning–implementation area are clearly separated. Our task at
this point was to design the architecture diagrams for points B, C, D (business-application-
technology). Very often, these phases are accompanied by gap analysis, showing the
gaps and missing components in the system. The TOGAF methodology has already been
discussed in the subsection on frameworks. What made us choose this methodology for
the architecture design in any case were the following:

• It is ideal in cases where the goal is to design an enterprise architecture, or a part of it,
that spans all business functions.

• The framework contains all the building blocks, roles, skills, and responsibilities
necessary to make the system work. These are the artifacts, or ABBs (Architecture
Building Blocks).

• It is based on the scenarios of a real organization, on which templates are built, which
speed up the design process.

• Guidelines and technical solutions that may be encountered by the whole organization.
• It provides guidelines during the design of a highly complex architecture, showing

what the gaps in the system are and what should be created in a chronological order
of development activities.

• The reason for the enterprise continuum is that it uses a repository of objects, artifacts,
that provide the same interpretation across designs.

• The TOGAF library contains reference architectures.

Figure 14. TOGAF architecture process.

Figure 15 below shows a simple block diagram of the main business components of
preproduction and production management.
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Figure 15. Business architecture according to the TOGAF ADM business layer, which uses the gap
analysis method.

The following figures show the most relevant architectures. Figure 16 shows a part of
the architecture for the information system and the application development layer. Three
levels are distinguished, i.e., the provider level with the web application, the workstation
level, and the documentation management level. The figure does not show the interface
with ERP; rather, the figure shows the software architecture of the SysTanD component.

Figure 16. Information system architecture according to the TOGAF ADM application layer.

In Figure 17 below, we have depicted the process level architecture, where it was nec-
essary to depict the complete MES activity, since we need to know all components from the
data query to each process workflow as a condition for correct production preparation [88].
The figure shows the complete MES query-interaction environment, i.e., the Rule-engine
and the cache components on separate levels. The DACQ (DataACQuisiton) and DCU
(Data Collection Unit) components process the field data of the different equipment at the
local level, while the connectivity of the operational, configuration, and office clients should
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be prepared as a cloud architecture, since the management of the MES is also heavily based
on cloud technology.

Figure 17. Technology architecture according to the TOGAF ADM technology layer [88].

5. Conclusions
More and more advanced digital tools are and will become available in the industry

and in all areas of our lives. The use of all these tools is aimed at reducing our daily losses,
and thus, reducing the lead times of processes. Operators in all sectors of industry are
also trying to make the most of this principle in order to remain competitive. All of the
above forward-looking research reminds us that simply having the data is not enough to
carry out I4.0 development tasks. In all cases, it is necessary to use modern IT tools and
important IT disciplines. After the design of the architecture, we aim at the actual creation
of the SysTanD module and its implementation. Below is an example of our evaluation,
and we have included an example of an application of the way forward.

5.1. Example of a Design Concept

A visual interface has been created that displays the manufacturing parameters of
the physical equipment (Yaskawa AR 1440 robotic welding cell) in real time [89]. This
required complex software components that manage windows and graphical user interfaces,
while displaying 3D models and communicating via sockets. The design of the interface
required the creation of two applications that interface with the framework. These are
called RobotComm and RobotVis. It was necessary to create as simple an architecture as
possible because communication between the software components was lengthy in the first
phase. The RobotVis program retrieves position data, aggregates it in records and displays
it on visual interfaces. The data are saved in .cvs files for later analysis. The RobotComm
program establishes the link between the robot and the RobotVis application. The system
has a dynamic library .dll loader module, a python interpreter package linked through it,
and a communication software library built with the .NET framework.

An example of our ideas is shown in Figure 18 below. The figure shows the visual
platform above, with the important identification options on the screen, which can be
used to manage several manufactured types and parts separately. Today, there is a clear
demand from customers for a unique identifier to be assigned to the product to enable
correct production traceability. In the future, the various modules of the MES, which in
many cases will be databases of some kind, will run in the background and the records
they contain will be retrievable in real time. The latter development is still in the planning
stage and has not yet been the subject of any construction work. The data recorded in real
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time are displayed on the right-hand side of the screen, i.e., instantaneous current, voltage,
and motion parameters. The ultimate goal is to be able to feed back production data in
this developed digital twin application environment, and thus, to enable a kind of optimal
production [90–93].

Figure 18. Using MES components running in the background in the digital twin manufacturing
support system [89].

5.2. Ways Forward in the Near Future

Finally, our study concludes with a development roadmap (Table 6), in which the
development points are announced. The first milestone among the points is the creation of
MES status levels, i.e., master data. It is important to select the standards with which the
standard components can be developed, and it is advisable to select standards that contain a
wide variety of information (text, technical parameters, images, etc.). The main components
of complex information systems have been reviewed, with a particular focus on data flow
issues, where it can be seen that the use of cloud technology is essential. The Zachman
and TOGAF frameworks used to define the architecture have been studied. The latter was
used to create business-application-technology architectures. One of the main chapters of
the study was the issue of cybersecurity considerations, which was only touched upon in
broad terms, as the procedures related to these issues are basically taken into account in
the design of the software components to be deployed (e.g., cloud technology). One of the
most relevant topics of this paper is the emergence of service-oriented architectures in the
development of software components. In terms of implementation, it will take a year to
develop the right MES connections and the standard component, so it is necessary to set
deadlines as soon as the number of project participants is known and the development
team is formed.

In our study, we searched the literature for the above implementation tasks. For
any manufacturing process that follows the standards (e.g., electronic component manu-
facturing, soldering, CNC manufacturing, military industry—environmental stress tests;
component cleanliness tests—VDA 19.1, ISO 16232...), the system can be applied. A closed
system is needed that overrides manufacturing specifications and alerts to manufacturing
deviations by monitoring standards. In the future, it will be essential that cyber-physical
systems are structured in such a way that the applicable guidelines are already available in
a digitally processable form as part of the preproduction process, where the information
contained in the standard recommendations is not optional, but compliance is mandatory
for manufacturers with certificates. The result of our study is an architecture design that
provides a basis for the future development of a complex software component. In the near
future, the boundary between human and machine manufacturing activities needs to be
defined. The human–AI interaction will simplify the process while making it safer; for
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example, quality control will be facilitated by the availability of the latest artificial intelli-
gence applications. This will result in a faster process, but also warns system developers
that preproduction process elements must be capable of being processed by algorithms in
the future.

Table 6. Development roadmap for the future of working on SysTanD components.

No. Milestones of Main Activities/Details

1. MES components and business function definition

1.1 Definition of machine environment involving 1st CNC machine

1.2 Creating business workflows

1.2.1 Definition of services: DCU-DACQ modules, Rule-engine for intelligent
integration capability

1.2.2 Definition of machine workstation master data: equipment workplace,
machine state, downtime reasons, physical signals, number of items
ordered,

1.3 Workflow management involving 2nd CNC machine and welding
robot cell

1.4 B2B relationship definition in MES

1.5 Create a system connection between ERP-MES

2. Designation of pilot standards

2.1 Definition of workpieces and sample drawing for customer expectations

2.1.1 Technologization of the chosen workpiece (process, manufacturing en-
vironment, raw material, welding consumables, shielding gas, WPQR
process test)

2.1.2 Selection of related standards and directives

2.2 Definition of standard object classes for pilot standards

3. SQL database development

3.1 Defining the database structure

3.1.1 Database implementation

3.1.2 SQL-MES software integration

3.2 Database upload—data migration

4. 1st Testing Phase (pilot standards implementing)

4.1 Summary of software run experiences

4.1.1 Collection of functional gaps

4.1.2 Identification of improvement steps

5. 2nd Testing Phase (main standards and directives—project extension)

5.1 Summary of software run experiences

5.1.1 Collection of functional gaps

5.1.2 Identification of improvement steps
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