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Abstract: In wireless sensor networks (WSNs), users can use broadcast authentication mechanisms
to connect to the target network and disseminate their messages within the network. Since data
transfer for sensor networks is wireless, as a result, attackers can easily eavesdrop deployed sensor
nodes and the data sent between them or modify the content of eavesdropped data and inject false
data into the sensor network. Hence, the implementation of the message authentication mechanisms
(in order to avoid changes and injecting messages into the network) of wireless sensor networks
is essential. In this paper, we present an improved protocol based on elliptic curve cryptography
(ECC) to accelerate authentication of multi-user message broadcasting. In comparison with previous
ECC-based schemes, complexity and computational overhead of proposed scheme is significantly
decreased. Also, the proposed scheme supports user anonymity, which is an important property in
broadcast authentication schemes for WSNs to preserve user privacy and user untracking.

Keywords: wireless sensor networks (WSNs);, broadcast authentication; elliptic curve
cryptography (ECC)

1. Introduction

Wireless sensor networks (WSNs) are composed of a few number of sensor nodes (SNs) which
are named as sink or base station, and they have higher computing and processing power, but they
need more energy consumption [1]. In addition, WSNs have a great number of resource-constrained
SNs which are named as typical nodes [1]. WSNs are used in many industrial and critical applications
such as monitoring in hospitals, national and international security centers, medical monitoring
systems, electrical power plants, and environmental monitoring [2-5]. In most cases, the SN are
deployed in hostile environments and the data transmission between them takes place in wireless
form. A hostile node can be deployed between nodes and easily take two different actions: (I) sniff
and modify data packets and (II) inject bogus data packets into the sensor network [6]. Because of this
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reason, using a broadcast authentication mechanism in WSNs is very important and vital. In addition,
another important factor in the multi-user broadcast authentication mechanism for sensor networks is
scalability. In broadcast authentication process, which is multi-user-based, a large number of users join
a WSN and, in order to obtain the required information, disseminate their requests in the SN [6-8].

Based on the cryptographic methods and techniques, proposed solutions for broadcast
authentication in WSNs are distinguished in three different categories. WSNs in the first category
use broadcast authentication process by the symmetric key cryptography [9-12]. The approaches of
this category suffer from poor scalability and various breaches of the security [6,8,13,14]. WSNs in
the second category use broadcast authentication process by one-time signature methods [15-17].
These methods provide high-speed, acceptable performance and high scalability architecture.
However, the methods in this category have a series of limitations that cannot be ignored. For example,
the security of data packages will be weak when a large number of signatures are generated
to accomplish the authentication process [18]. WSNs in the third category use schemes based
on asymmetric keys [6,8,18,19]. SNs are resource-constraint, and also public key cryptography
(PKC) operations are very costly. Thus, if we employ the PKC method in WSNs, then extra
computational overhead can be imposed on the SNs. As a consequence, many researchers and
practitioners were following other techniques to deploy the multi-user broadcast authentication
schemes. Nevertheless, the current significant progress in sensor technology showed that using the
PKC method in WSNs is possible. Also, recent researches in various PKC methods have shown that
Elliptic Curve Cryptography (ECC) is a suitable authentication method for WSNs [20,21]. In addition,
ECC compared with the other PKC methods has smaller key size and lower time complexity.
Because of this reason, we use the ECC method to secure multi-user broadcast authentication process
in sensor networks.

Compared to symmetric-key-cryptography-based solutions, using solutions based on PKC
for achieving broadcast authentication process in WSNs provides straightforward solutions, high
scalability, and security. Nevertheless, PKC-based solutions to the broadcast authentication process in
sensor networks have a common drawback: the signature verification phase in public-key-based digital
signature is much slower than the signature verification phase of message authentication code (MAC)
in symmetric-key-based solutions. As a consequence, a large number of packets may be waiting in the
message queue of each SN in the signature verification phase when many users (or SNs) broadcast
their requests into the WSNs simultaneously [22]. In order to solve this problem, we improve the time
complexity of the signature verification phase in the ECC digital signature protocol.

The remainder of this paper is organized as follows: In Section 2, we review related works on
broadcast authentication schemes for WSNs. In Section 3, an introduction about ECC is presented.
In Section 4, the adversary model is explained. Then, in Section 5 we propose an efficient protocol with
minimal time complexity for digital signature based on the elliptic curve discrete logarithm (ECDLP).
In Section 6, the proposed protocol is used in broadcast authentication in WSN. In Section 7, security
analysis of the proposed protocol is presented. In Section 8, the performance evaluation of our scheme
compared to other schemes is presented. Finally, Section 9 concludes the paper.

2. Related Works

The first solution for multi-user broadcast authentication was proposed by Benenson et al. [23].
When the attacker through Node Capture Attack obtains full control of sensor nodes, she/he can send
the authenticated query to other sensor networks. Their scheme was resistant and robust against these
security problems. However, Benenson’s method was inefficient in terms of communication costs
and energy consumption. In fact, Benenson’s method was ineffective because sensors, in addition to
transfer of data, should also verify the user’s public key certificate, which is an expensive option in
terms of energy consumption. After a while, Jiang et al. [24] improved Benenson’s method by using
self-certified PKC. Since this method is based on symmetric key cryptography (SKC), it is very efficient
in terms of energy and computing speed. On the other hand, in this way, each sensor node is forced to
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keep a private-key and public-key pair in the memory. If any sensor node is seized by an attacker all
classified information within the embedded sensor nodes can be disclosed. As a result, this security
problem in Jiang’s method led the sensor nodes to be vulnerable against capture attack. Hence, this
method is not secure. Ren et al. suggested IDS, an ID-based scheme which is highly scalable and has
robust security [6]. This scheme, by using an effective plan based on several PKC, provides quick
authentication broadcast. Also, this scheme has removed the security issues of schemes belonging to
the pTESLA family. In addition, scheme-based IDS are bilinear pairings. Since the cost of any action in
bilinear pairing is about 20 times more than a scalar multiplication, therefore energy consumption in
IDS is much higher compared to ECC-based schemes, in which scalar multiplication is one of the main
operations [22]. Ren et al. [8] offered a strong multi-user broadcast authentication method that is called
the hybrid authentication scheme (HAS), based on ECC. This method uses a hybrid encryption for
broadcast authentication. In order to remove the transfer process of a user’s public key certificate in
sensor nodes, in the HAS scheme, each sensor node initializes the public key information in advance
by using the Bloom filter and Merkel hash tree. Due to the use of the Merkel hash tree, the total number
of users must be fixed, thus HAS does not provide user scalability and a new user can be added to
WOSN only after the removal of an old user.

Cao et al. [18] have proposed an IMBAS scheme to a multi-user broadcast authentication method,
which was based on IDs. IMBAS provides strong security, high scalability, and acceptable performance
in terms of energy consumption at the same time, for wireless sensor networks. To secure multi-user
broadcast authentication in WSNs with high scalability, IMBAS has employed public key cryptography
(PKC). The performance analysis showed that IMBAS provides much better scalability and lower
energy consumption compared to IDS [6] and HAS [8].

Design Goal

Most of the previous works which are mentioned above do not provide new protocols for
broadcast authentication and only employ the traditional ECDLP in their schemes. In this paper,
instead of proposing a new algorithm for broadcast authentication similar to other schemes, we
focus on improving the digital signature for broadcast authentication in WSN using Elliptic Curve
Cryptography. The main goal of this paper is to propose a protocol for broadcast authentication
in WSN with strong security and efficiency. In the proposed protocol, we can easily broadcast an
authenticated message, add a user, and revoke a compromised user. Also, the proposed protocol
supports user anonymity, which is an important property in broadcast authentication schemes for
WSNSs in order to preserve the user privacy and the user untracking.

3. Preliminary Material

In this section, an introduction to elliptic curve cryptography is described briefly.

Binary Elliptic Curve Cryptography

Elliptic curve cryptography (ECC) is a type of public key encryption method. This encryption
mechanism is based on elliptic curve discrete logarithm problem solving (ECDLP). Elliptic binary
curves is defined over the Galois field GF(2™) by two parameters, b # 0 and 4, b € GF(2™), where m is
a positive integer. An elliptic curve over GF(2™) is the point at infinity, denoted as O, as well as all
points (x, y) with the proviso that x, y € GF(2™) and also satisfies Equation (1).

V4xy=x>+ax® +b 1)

If the symbol Z denotes an elliptic curve over GF(2™), then the main points, in the encryption
system, are the following:

e O+0=0.
e O+ P=Pforall valuesof P = (x,y) € Z.
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¢ P+Q=Oforallvaluesof P=(x,y) € Zand Q = (x,—x —y) € Z.

e Point addition operation in an Elliptic Curve

e Point Addition Operation uses two points P = (x1, y1) and Q = (xp, y») on the elliptic curve, in order
to obtain another point is L = (x3, ¥3) = P + Q on the same elliptic curve [25,26].

Forall P = (x1,y1) € Zand Q = (x2,¥2) € Z where x1 # x2, (x3,y3) = P + Q perform as follows:

_ 32
X3=A+A+x1+x+a where/\:y1+y2 @)
Y3 = A(x1+x3) +x3+y1 X1+ X2

. Point doubling operation in an Elliptic Curve

Point Doubling Operation uses a point P = (x1, y1) on the elliptic curve to obtain another point
L = (x, 1) = 2P on the same elliptic curve [27,28].
For any P = (x1,y1) € Z, where y; # 0, (x2,y2) = 2P it is performed as follows:

_ )2
¥ =A+Ata where/\:xl—i—ﬂ 3)
Y2 = A(x1 +x3) +x3+ 1 1

. Point Multiplication Operation in an Elliptic Curve

By using the two basic elliptic curve operations, the point multiplication can be performed as
follows: Point Addition Operation and Point Doubling Operation. For example, the scalar point
multiplication method for calculating the point is kP = P + P + ... + P (k time), where n is a positive
integer that is called scalar, and the P is the point on the elliptic curve.

We can compute Q = kP through k — 1 iterative point additions. For example, If k = 23; then
kG = 23%xP = 2(2(2(2P) + P) + P) + P. For more details about ECC, see [27].

4. Adversary Model

Many attacks have been proposed for WSNs as an adversary model in the
literature [6,8,18,25,29,30]. However, only a few are about signature-based broadcast authentication
schemes for WSNs. In this paper, we assume that the adversaries are able to launch various attacks
on WSN against broadcast authentication schemes that have been proposed in the literature [6,8,18].
These attacks can be categorized as follows:

° Active Attack

The attacker simply sends captured data which was previously sent by some authenticated
network users for deceiving sensor nodes to produce an unauthorized effect such as executing specific
commands. In addition to packet eavesdropping, attackers can also modify or directly create forged
messages and disseminate them into the network that leads to damage to the sensor network.

. Compromise Attack

Since WSN users usually are equipped with portable devices such as a smart card, this makes
them vulnerable to a compromise attack. An attacker can compromise both the user devices and the
sensor nodes in a WSN. However, we assume that the attackers cannot compromise all of the user
devices and sensor nodes. When network users or sensor nodes are compromised, all embedded secret
data such as the private keys can be stolen by the attacker.
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° Denial-of-Service Attack (DoS)

An attacker can easily disseminate bogus messages into the WSN. This will waste the energy of
sensor nodes and will also fill the buffer of sensor nodes. Since the adversaries can easily inject bogus
messages into sensor networks, these two DoS attacks are very destructive in multi-user schemes.

. User Anonymity

User anonymity is an important property in broadcast authentication schemes for WSNs to
preserve user privacy and user untracking. In other words, user anonymity involves two aspects:
identity protection and user un-traceability [31,32]. Both of these aspects are needed to hide from
attackers (e.g., eavesdropping attackers) rather than the sink, because the sink needs the real identity
in order to evict and revoke a malicious user or add him/her. So, if any scheme does not provide
this property, the attacker can easily find privacy information of each user, such as identity, and track
them [29,31].

5. An Improved Proposed Protocol Based on Elliptic Curve Cryptography

According to other digital signature protocols based on the elliptic curve discrete logarithm
problem (ECDLP), our proposed digital signature protocol consists of four phases. In the following
section, we review each phase separately.

5.1. Pre-Distribution Phase

Suppose E is an elliptic curve defined over a finite field [F; and the number of points on E is equal
to q. Also, P is on E(F;) and also suppose that P has prime order n and a point Q is a multiple of P.
The point Q = kP where k <n — 1. Given the point P and Q, estimating the value of k is computationally
infeasible. A private key is an integer k that is selected uniformly at random from the interval [1, n — 1],
and the corresponding public key is Q = k P [27].

Specify a suitable elliptic curve by selecting two parameters a and b of the elliptic curve E over
finite field F, : y> + xy = x® +ax> + b.

Choose a base point G = (Gy,Gy) on the elliptic curve with the proviso that G is a finite point on
the elliptic curve and also has the largest order n.

The order 7 of base point G is a large prime number in E over finite field F, : y* + xy = x> + ax? + b.

5.2. Key Generation Phase

In this phase, signer A provides public and private key by performing the following steps:
d, an integer in the range [1, n — 1], is selected as her/his private key.
Q =dG is calculated, and is considered as the public key.

5.3. Signed Production Phase

In this phase, signer A generates a signed message m as follows:

First, a random integer k in the interval [1, n — 1] is generated with the proviso that k # d.

The F = kG = (xp,y0) and r = xp mod n is calculated with the proviso r # 0

Through hash function e = Hash(m), abstract of message m is gained and it is named by the
symbol e.

The expression s = (kre + d) mod n is calculated.

X = rF is calculated, where r is the x-coordinate of F.

Finally, (s,F, X), in signed formed, is produced by the signatories of A for message .

5.4. Signature Verification Phase

In this phase, confirming the signature, as follows, admits the validity of signature for message m:
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First, through the hash function Hash (1m*), the abstract of message m* is obtained and named
with the symbol e*.

Then, v = s*G and u = ¢*X* 4 Q are calculated. If v = u, the sign is approved, otherwise it
is denied.

Note: We assumed that the received message and signature for the verification phase is m* and
(s*, X*). Use of this new symbol (*) denotes that message and signature may have been altered by
an attacker.

6. Proposed Scheme for Broadcast Authentication in Wireless Sensor Network

Our scheme consists of four parts: (1) System initialization, in which sensor nodes are initialized
by the base station or sink; (2) User addition, in which the sink generates a public/private key pair
for a user joining the sensor network; (3) Multi-user broadcast authentication, in which the users or
the sink sign the message and broadcast it to the sensor network; (4) User revocation, in which the
compromised users are revoked by the sink.

Our proposed scheme is explained as follows:

(1) System initialization phase: Before deploying sensor nodes, each of them is preloaded with
system parameters such as elliptic curve parameters and public key of sink and also < Q;, ID; >
for all users. ID denotes the identity and Q denotes the public key of a user.

(2) User addition: A user chooses a unique identifier ID and sends it to the sink. Next, the sink
generates a public key and private key < Q;,d; > in the key generation phase of the proposed
protocol for user;. The sink delivers < Q;, d; > for user; and also broadcasts < Q;, ID; > to sensor
networks using secure channel.

(3) Broadcast authentication message: In order to broadcast an authenticated message to the sensor
networks, the user; with identifier ID; sends the following message:

< M,T,;,Sig(M,T;,ID;),Q; >, where M denotes the message, T; denotes the timestamp,
and Sig(M, T;, ID;) is the signature generation phase of proposed protocol over (M, T;, ID;).
When the message is received, the sensor node takes the following action:

(a) Check whether the timestamp T; is fresh.

(b)  Verify the received signature using the proposed protocol if T; is fresh, otherwise drop
the message.

(c) If the signature verification on the received message succeeds, then disseminate the
authenticated message to the adjacent sensor nodes, otherwise reject the message and
report the potential attack to the sink immediately.

(4) User revocation: When a user is compromised by an attacker, the sink may revoke her/him from
the WSN. As a result, in order to revoke a user, the sink broadcasts a revoke message to the sensor
network. Sensor nodes listen to the sink’s broadcast and remove the ID and the public key of the
compromised user. After that, if each sensor node that received the broadcast message is from
the same user, it will drop it and report the potential attack to the sink.

Let us consider a multi-user wireless sensor network. First, in order to allow the users to connect
to the network, they must register. Thus, the target users through registration gain necessary validity in
order to connect to a WSN. Sensor nodes that are located in their neighborhood run an authentication
procedure to authenticate each other. Then, registered users start sending their requests (in order
to obtain the required information from the network) into wireless sensor networks. As shown in
Figure 1, the first user signs her/his request and sends it to the sensor nodes (e.g., Nodes A, B, and C).
Then, nodes A, B, and C verify the signing of the first user. If the authentication is approved, they
send out user requests locally. This process continues until all available nodes have received the
user’s broadcast package. If during the broadcast process, one of the verification operations fails,
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sensor nodes drop the packet and will report to the base station. It should be noted that in the signature
verification phase, all sensor nodes require the public key of registered users. Since the base station in
sensor networks have more energy and are very powerful, they can easily broadcast the public key of
users to sensor network and then they can fetch this public key from the base station. Also, the public
key of registered users can be preloaded in sensor nodes at the initialization phase. For example,
according to Figure 1, we assume that user 1 wants to send requests into the network. We also
assume that the user has already registered in a WSN. The user generates the request m and signs it as
s = kre +d with the condition that the d is private key and e is the abstract of the desired message.

It should be noted that in the process of broadcast authentication in WSNs, each user signs their
messages only once. On the other hand, the user signature may be verified a thousand times by sensor
nodes. Thus, by reducing the cost of operations (in terms of energy consumption) in the signature
verification phase, the computational cost of each node will be reduced significantly. Consequently,
the total energy consumption of the WSN will be reduced. As a result, in this paper, to reduce the
computational cost of WSN, we focused more on the improvement of the signature verification phase.

Sink
(Base
station)

Figure 1. Dissemination of a user message in wireless sensor networks.

However, our proposed scheme is very simple and efficient, but it is still vulnerable against the
following attacks:

1. First, the attacker creates a fake message 7.
In this step, the potential attacker calculates R,,s,;; = hash(m) <+ hash(iit) (if hash(m) can be
divided by hash(ii)).

3. Also, the attacker calculates the X’ = R,,¢,1; X X.

4.  Finally, the attacker uses (X, s) as the signature of the message iz and broadcasts the fake package
(X',s, 1) into wireless sensor networks.

5. Finally, the intended victim receives the fake package (X', s, 1) and calculates and compares
the values u = ¢*X'+ Qand v = s x G to each other. Since v and u are equal, as a result,
the intended victim approves the fake message iz as a valid message.

It is obvious that the above attack occurs when hash(m) is divisible (with zero remainder) by
hash(rh) and also hash(m) > hash().

In other words, these attacks occur when hash(m) mod hash(i#) = 0 and also hash(m) > hash(ii).
It should be noted that e = hash(m) and e* = hash(s1). In order to clarify the issue, consider the
following four modes:
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6.1. When Output e mod e* = 0 with the Condition that e > e*

When the attacker intends to change message m (the generated message 1), where e is bigger than
e* and is also divisible into e*, then he/she can easily divide e = hash(m) by e* = hash(ii1). The result
obtained (here R,,s,;) is a positive integer. Then, multiplied by the value of X (a point on the elliptic
curve), performing a scalar multiplication will obtain X’.

When (X', F, s, 1) is sent to the network by an attacker, each node receives it separately and u
and v are calculated as follows:

uZE*X/+Q: e XRresultXX+Q
v =5xG=(kre+d)xG=erF+Q=exX+Q 4)
Because e* X R,eq; = € then (€* X Rype; X X+ Q) = (e x X+ Q)

Since Ry,sy¢ is exactly the quotient of e on e* (with remainder zero), therefore, it is possible to
calculate the amount of e* * R,,,;;. Hence, the intended victim with the calculation of u and v can
check their equality and verify the authenticity of the fake message.

6.2. When Output e* mod e = 0 with the Condition that e < e*

In this case, e* is also divisible by e. Since e < ¢*, the attacker, in order to forge the message, should
perform R,y = €* + e and then try to compute R,.,;; = X. X is a point on the elliptic curve and in
the elliptic curve the operations = is an undefined action. Therefore, an attacker cannot set the value
X’ in such a way that the intended victim would not be able to recognize the forgery of the message.

6.3. When Output e mod e* # 0 with the Condition that e > e*

In this case, ¢ is not divisible by e* and the quotient is not an integer (since e > e* the result of the
division, will be a floating-point number). Since e > ¢*, the attacker, in order to the forge a message,
has to multiply X by a floating-point number. Since X is a point on elliptic curves and in elliptic
curve, multiplying a floating-point number by a point on the elliptic curve is an undefined operation.
Therefore, an attacker cannot set the value X’ in such a way that the intended victim is unable to
recognize the forgery of the message.

6.4. When Output e* mod e # 0 with the Condition that e < e*

In this case, e* is also not divisible by e and since e < e¢* the quotient is not an integer (the result of
the division, will be a floating-point number). Since e < ¢*, the attacker, in order to forge the message,
has to divide X by a floating-point number. X is a point on elliptic curves, and in elliptic curve, dividing
a point by a floating-point number is an undefined operation. Therefore, an attacker could not set
value X’ in such a way that the intended victim is unable to recognize the forgery of the message.

With the improvement of the proposed protocol as above, we can guarantee that hash(m) may
not be divided by hash(11) (assuming secure hash functions). Thus, security problems related to the
proposed protocol will be resolved and the attacker will not be able to forge or inject messages into the
wireless sensor network.

It is obvious that the above attack occurs when hash(m). is divisible (with zero remainder) by
hash(ri1). Since the nature of cryptographic hash function is one-way, in the most optimistic state,
the attacker can hardly generate a bogus message 71 that hash(m) can be divisible by hash(s). As a
result, the probability of occurrence of the above attack is very low, if not impossible. Nevertheless, we
will solve this problem even if the probability of its occurrence is negligible. If we can prevent the
divisibility of hash(m) by hash(7), then the mentioned attack is thwarted. To thwart the mentioned
attack in our main protocol, we amend the signature generation phase and signature verification phase
as follows:
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. Signature Generation
In this phase, the signature s for message m is generated by signer A, as follows:

1. Selects an integer number k randomly in the range of 1 to n — 1, where k # d.
Computes F = kG.

3. Extracts the integer e from the message m using a hash-function operation, e = hash(m) and sets
the most significant bit (MSB) of e to 1.

4.  Computes s = (kre + d) mod n.

5. Finally, the generated signature for the message m by the signer A is (s, F, X).

. Signature Verification

After the signature (s, F, X) is received, the verifier B confirms the validity of the signature
(s, F, X) for message m, as follows:

1. Computes e* = hash(m) and sets the most significant bit (MSB) of ¢* to 1.
2. Computesv = s x Gand u=e*X + Q.

If v equals u, then the verifier B will validate the signature s; otherwise, she/he rejects it.

By altering our protocol, we can guarantee that hash(m) will not be divisible by hash(s). As a
result, the security problem of our proposed protocol will be solved. Moreover, for the sake of
simplicity for our proposed protocol, we assume that the binary numbers are unsigned.

The following example clearly describes our solution.

Suppose hash(m) = 8 bits and also hash(1) = 8 bits.

Txxxxxxx mod 1xxxxxxx # 0 5)

The largest binary integer of 8 bits is 22 — 1 = 255. The smallest binary integer of 8 bits is

281 = 128. As a result, 255 mod (128 to 254) is always nonzero, as shown in Figure 2 below.

MSB MSB

’\l/ ,hasi‘l(m)’l/ \ ‘hash(r’fz)

Case 1: 11111111 mod 10000000 # 0
Case 2:11111111 mod 10000001 # 0
Case 3:11111111 mod 10000010 # 0
case 4:11111111 mod 10000011 # 0

Case 253:11111111 mod 11111100 +# 0
Case 253: 11111111 mod 11111101 # 0
Case 254: 11111111 mod 11111110 # 0
Case 255:11111111 mod 11111111 =0

Figure 2. Proof that 255 mod (128 to 254) is always nonzero.

It is noted that in the case of 255, 11111111 mod 11111111 is 0. It means that the content of message
m is not altered. Moreover, this example can be extended to N-bits. As a result, we can easily prevent
the mentioned attack.
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7. Security Analysis

7.1. Security Analysis of Proposed Protocol

Here, we demonstrate the impossibility of message forging in our proposed protocol. First, we
suppose that the attacker easily forges the signature of message m. For example, the attacker alters the
message and then the epsilon value will be added to the signature s: s + £ and then (s, X) is changed to
(s*, X*) subsequently. We demonstrate that the attacker cannot find any value for ¢ and X* in such a
way that satisfies Equation (6).

(kre + d + &)G = &*X* + (dG) (6)

When the attacker alters the message m, the hash (m) is changed subsequently. Also, the signature
s is changed too. Normally, when the sensor node computes Equation (6), it can easily detect the bogus
message and it would reports the potential attack to the sink. The value of s and X are dependent
on each other. So, when the attacker alters the message m, then she/he tries to change the value of
X in such a way that the sensor node does not detect the bogus message. However, even when the
attacker selects the value of ¢ arbitrarily, based on ECDLP, he/she cannot find any valid value for X*
that satisfies the Equation (6).

Since the value of X* is not available by the attacker, then r* and k will be unknown. As a result,
after that the signature s is altered by the attacker, the attacker cannot find a valid value for X* in such
a way that the two sides of the Equation (6) are equal.

From Equation (6) the relation Equation (7) can be obtained.

(kre + )G — e*X* — dG = ¢G @)

The parameter on the left side of Equation (7) is available to the attacker, in other words,
the attacker has the value of the product (¢G) and he/she doesn’'t know the value of ¢ itself.
However, based on ECDLDP, the attacker cannot estimate the value of ¢ correctly. Hence, even with an
arbitrary value of X*, the value of € cannot be estimated by the attacker.

Also, in rare circumstances, it is possible that the attacker can forge the message in the proposed
protocol. We finally resolve this vulnerability as mentioned in Section 6.

7.2. Security Strength of Proposed Scheme

In this subsection, we investigate the security strength of proposed scheme as follows:
. Active Attack

Our scheme uses a proposed digital signature protocol for message broadcast authentication
such that the forging message is not possible, and the attacker cannot modify or directly create
forged messages and disseminate them into the sensor network as a real message. Also, the replay
attack in multi-user broadcast authentication can be prevented by adding a time-stamp in the
broadcast messages.

° Compromise Attack

Our scheme supports user revocation property, thus, when a user is compromised by an attacker,
the sink will revoke the user by broadcasting a revocation message into the sensor network. On the
other hand, an attacker can compromise both the user devices and the sensor nodes in WSN. To cope
with a compromise attack for user device, we can use a password-based user private key protection
and user revocation in our scheme, similar to the one in IMBAS literature [18].
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° Denial-of-Service Attack (DoS)

In the DoS attack, the attackers try to waste energy on sensor nodes by disseminating bogus
messages to the WSN. In our scheme the DoS attack are mitigated as follows:

Each sensor node is able to authenticate a broadcast message by executing signature verification
phase immediately after receiving it. If the signature verification failed, the sensor node will be
dropped rather than the forged message be stored or forwarded to the next hop. Then, it will report
the potential attack to the sink immediately. After that, the sink will take further actions to limit the
adversary from performing DoS attack and investigate any access to the WSN again.

) User Anonymity

User anonymity is an important property in broadcast authentication schemes for WSNs to
preserve the user privacy. Thus, we have added the user anonymity property to the proposed
scheme. Many types of techniques have been investigated in literature [31], such as the Pre-loading a
pseudo-IDs pool method, Group and ring signatures method, and IND-CCA2 public-key encryption.
However, none of them are for multi-user broadcast authentication in WSN. Nevertheless, we have
added the user anonymity to our scheme. So, the proposed scheme achieves user anonymity and
un-traceability as follows.

First, the user; with identifier ID;, concatenates (M||T;||ID;) and then executes signature
generation phase on it. After that, he/she broadcasts < M, T;, Sig(M, T;, ID;), Q; > into the sensor
networks. Since the user only sends Hash(M]||T;||ID;) and not the identity itself in message
broadcasting, as a result his/her ID always remains anonymous and the attacker cannot find the
user identity. On the other side, when the sensor node receives the message, it verifies it by executing
the signature verification phase. If the verification phase fails, it will report the potential attack to
the sink.

8. Results and Evaluations

To demonstrate that our proposed scheme is better (as compared to other proposed schemes) in
terms of computational cost, we first give some definitions and then, based on these definitions, we
present the comparison.

Naturally, by reducing the cost of computing nodes, each node life increases and prolonging
the life of nodes the entire lifetime of wireless sensor network also becomes longer. In most cases,
the researchers, in order to prove the efficiency of their method, first express the cost of all scalar
operations based on modular multiplication and then, based on the number of multiplications, they
evaluate their schemes against others.

For convenience, the following notation will be used for the complexity analysis and evaluation
of proposed schemes:

Tymur: time complexity of implementing a modular multiplication.

Taqq: time complexity for implementing a modular add operation.

Tgc Mul: time complexity for implementation of multiplying points in an elliptic curve.
Tgc Aqq: time complexity to implement the sum of two points of the elliptic curves.

T 1yt time complexity for executing a reverse acting modular.

THash: time complexity to run a one-way hash function.

Also, we can demonstrate the scalar multiplication operation based on modular multiplication.
Koblitz et al. have shown the time complexity of each elliptic curve cryptography operator based on
modular multiplication [33]. In Table 1 below, we can observe the time complexity of elliptic curve
cryptography operators based on modular multiplication.
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Table 1. Unit conversion of various operations based on modular multiplication.

Time Complexity of an Operation Unit Time Complexity Based on Modular Multiplication

Tec_mu 29Ty
Tec_ada 0.12T gy
Tro 0.073T vy
Tada Negligible
ThMinus Negligible
THash Negligible

As shown in Table 2 below, the computation complexity of the signature generation phase in our
proposed protocol is higher than other protocols. On the other hand, the computational complexity
of the signature verification phase in our proposed protocol is less than other mentioned protocols
in Table 2. As already mentioned, in WSNs the signature generation phase can be executed only
once for each user at each communication round. However, the signature verification phase can
possibly be executed more than 1000 times by the sensor network at each communication round. As a
result, in special application of WSNs such as multi-user broadcast authentication schemes, the impact
of reducing the computational complexity in the signature verification phase is far more than the
signature generation phase. Consequently, compared with the previous proposed protocols [34—40],
the time complexity of our proposed schemes is more efficient.

After that, the proposed protocol is evaluated in terms of broadcast authentication in WSNs and is
compared with other schemes. The results obtained from Table 3 below clearly show that our proposed

scheme outperforms other schemes in terms of computational cost.

Table 2. Comparing various protocols in term of time complexity.

Various Protocols

Signature
Generation Phase

Computation
Complexity Based
on TMUL

Signature
Verification Phase

Computation
Complexity Based
on TMUL

Rabah, 2005, [37]

TECfMul + 2TMul +
THash + Tino

31.073T g1 + Trash

3Tec—mut + Tec—Ada +
THash

87.12Tmut, + THash

ECDSA
Johnson et al., 2001, ;EC*I‘/j’r"T+ 2T + 31.073T gt + Trash ;;EC*T’; Tff;;}”’d t 60.193Tyur + Tash
[34] Hash Inv Mul Hash Inv
Chung etal., 2007, 2Tec—mul + Tec—Add + 3Tec—Mul +
60.12T; + T 87.24T, + T
[38] 2Tyt + Thash MUL 7 = Hash 2Tgc—add + Thash Mul 7 % hash
Nikooghadam etal., TEC*Mul + ZTMul + ZTchMul + TEC*Add +
31T, T, T, 59.12T, T;
2008, [35] Tadgd + Thash Mul + Lada + Thash - Mut + Thash

Hu Junru, 2011, [39]

Tec—mut + 2Tyur +
THash + Tino + Taaa

31.073Tpp1 + THash +
Tada

2Tec—mut + Tec—aaa +
2TMuI + THush

60.12Trur + Trash

TRO0311, 2012, [40]

Tec—mut + Thur +
Thash + Tiinus

3OTMul + THush +
Thinus

2Tec—mut + Tec—add +
2Tpmut + THash + Tino

60.193Tpur + THash

Our proposed Tec—mut + Tvur + 2Tgc—mut + Tpc—aad +
protocol Tadd + Thash 30wt + Tada + Thash 58.12Tnput + Thash
Table 3. The Time Complexity of Schemes in Unit of T,
Schemes Signature Time Complexity Signature Time Complexity
Generation Phase in Tap Verification Phase in Tap

Cao et al.”s scheme
[18]

Tec—mut + T

+Tada + Thash

30Tpu1 + Tagd + Thash

3Tec—mut + 2TEc—Add +
ZThaSh

87.24T g1 + 2Thasn

Ren et al.’s scheme

[8]

Tec—mut + 2Tnur +
2T pdd + 2Thash + Tino

31.073T a1 + 2T agq +
2Thash

2Tec—mut + Tec-Add

+2Tpmut + Thash + Tino

60.193T g1 + Thasn

Our proposed
scheme

2Tec—Mut + 2T

+Tada + Thasn

60T 1,1 + Tagd + Thash

2Tec—Mul +

Tec—adat+Thash

58.12T viu1 + Thash
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Based on the above results, we demonstrate that the time complexity of our scheme is less than
Cao et al.’s scheme and Ren et al.’s scheme. For example, let the symbol P,. denote the number of
executions for signature generation phase, symbol P,. denote the number of executions for signature
verification phase, and Texcyute denote the time complexity of broadcast authentication in WSN. Now, if
Pg =1and P, = 1000, then Texcute is calculated next is less than both schemes.

e  The Cao et al.’s time complexity scheme equals Texcute = 30Tay,; + 1000(87.24Tp1,1) = 87270Tnyyy;.
e  The Ren et al’s time complexity scheme equals Toxcute = 31Ty, + 1000(60.12T ;) = 60151 Ty,
e  Time complexity of our proposed scheme equals Texcute = 60Ty, + 1000(58.12Tpy,,1) = 58180T p sy

9. Conclusions

In this paper, we presented an efficient protocol-based ECDLP. Compared with previous protocols,
the complexity of our protocol is very efficient. Finally, we applied the proposed protocol authentication
on wireless sensor network broadcast. By using the proposed protocol in wireless sensor networks,
the authentication of wireless sensor networks broadcast is shown to be accelerated.

Finally, we evaluate the proposed scheme with other schemes previously presented in the field of
broadcast authentication, and we have shown that our proposed scheme’s computational overhead is
less than the rest of other schemes. Also, our proposed scheme has the user anonymity property that
preserves user privacy and thus it prevents user untracking.
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directing the research and in writing the paper.
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