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Abstract: In order to solve the problem of traditional risk rating methods without considering
the cost of risk maintenance resources and ignoring the low risk of “High Loss Severity (HLS)
with low probability” and the low risk of “High Failure Probability (HFP) with low loss severity”,
a node disconnection risk rating method (NDRRM) is proposed. This method considers the severity
probability risk valuation (SPRV) and reserve risk maintenance resource cost (RRMRC). The risk rating
method based on SPRV developed from the traditional risk valuation method can simultaneously
identify the nodes with the highest severity values, the nodes with the highest probability of failure,
and the nodes with the largest risk valuation. On the basis of the above model, we consider the cost
constraints of the reserve risk maintenance resource and put forward a risk rating method based on
SPRV and RRMRC. The risk rating results of this model are suitable for guiding risk maintenance in
practice. Simulations are carried out on the modified IEEE RTS-79 system to illustrate the effectiveness
of the proposed models, and the simulation results show that the model is reasonable and effective.

Keywords: Risk Rating Model (RRM); reserve risk maintenance resource cost (RRMRC); severity
probability risk valuation (SPRV)

1. Introduction

The introduction and application of risk theory in power systems has always been a pertinent
research topic [1–3], which is an important part of risk theory in risk rating. In the traditional Risk
Rating Model (RRM) of the power system, which gives the product of probability and severity, the rating
criteria are generally based on the size of the risk value. However, the traditional risk rating methods
has the following problems:

(1) In the actual risk maintenance of the power grid, in addition to paying attention to the risk of
failure with high risk values, this method is concerned about the risk of failure from the low risk
of “High Loss Severity (HLS) with low probability” and the low risk of “High Failure Probability
(HFP) with low loss severity”. The latter two kinds of fault risks are classified as low risk in the
traditional risk rating method, resulting in the development of the “Hidden Phenomenon (HP)”,
which is then ignored.

(2) As a result of the risk rating of the power system, the power grid needs to arrange the risk
maintenance resources to address areas with a high level of fault risk. The traditional risk rating
method does not consider the risk maintenance resources, that is, the reserved risk maintenance
resources are considered unlimited. However, in the actual power grid, the risk maintenance
resources are limited, so the risk rating method of the power system needs to consider the risk
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maintenance resource constraints. So, the traditional RRM does not represent the actual risk
maintenance resources of the power grid.

Some scholars and experts have conducted research in this area, such as the development of
risk assessment models and calculation methods [4,5], the construction and improvement of risk
assessment index systems [6–9], risk-based control decision-making [10–13], and risk control system
construction and engineering applications [14–18]. Studies in the literature [19] have used feature
analysis and data clustering methods to realize data prediction in operational risk assessment on the
basis of transmission absorption road running data and large data mining. Previous studies [20,21]
have also made risk assessment decisions based on prior statistics of the automatic service dimension
risk assessment of transmission lines. Another study [22] summarized research results related to
the network operation risk and pointed out the characteristics and requirements of risk rating in
engineering practice. With the development of engineering applications, some defects in the risk rating
system have gradually been revealed, and these have mainly manifested in the non-recognition of
high severity, low risk events and high probability, low risk events. Previous studies [23–25] have
established a risk rating system for transmission lines. However, due to the fact that the costs of risk
maintenance resources are not considered in the actual application, these results are not mature enough
for the application of the system.

In response to the above problems, this paper proposes “The Risk Rating Method for Considering
the Severity and Probability and Risk Value of the Node Disconnection of the Power system”. This article
makes the following contributions:

(1) This paper proposes the Risk Maintenance Resource Cost Model (RMRCM). The RMRCM is an
integral part of the Risk Rating Model (RRM).

(2) The Risk Rating Model (RRM) presented in this paper can identify fault risks with high risk
values, fault risks with high loss severity, and fault risks with high fault probability. It can also
realize the network’s concern about the type of failure risk.

(3) A Risk Rating Model (RRM) for power systems that considers the constraints of reserved risk
maintenance resources is proposed. The RRM makes full use of limited reserved risk maintenance
resources and combines the severity probability and risk value ranking. The risk rating results
produced with this model are thus more meaningful.

The rest of this paper is organized as follows: in Section 2, we introduce the Risk Maintenance
Resource Cost Model (RMRCM). In Section 3, we discuss the risk rating method which considers the
severity probability and risk value ranking (SPRV). In Section 4, we discuss the risk rating method
which considers the constraints of reserved risk maintenance resources (RMRC) and SPRV. In Section 5,
we detail the risk rating assessment process. In Section 6, we introduce the case study results. Finally,
in Section 7, we present our conclusions and future work.

2. Risk Maintenance Resource Cost Method

In this area, we propose the RMRCM. The RMRCM is an integral part of the RRM. The research
object of this paper is the disconnection of nodes from the system due to a fault in the transmission
line. Other situations are beyond the scope of this paper, such as generator and bus failures, load and
bus failures, and bus failures.

The power system node connection diagram is shown in Figure 1. The node diagram shows
that a node-oriented risk maintenance cost model can be established as follows: the risk maintenance
resource costs CRMRC,i of the disconnection of node i in the power system include the sum of the ith
nodal connection transmission line equipment risk maintenance resource costs, CERMRC,I and the cost
of the ith node disconnection risk maintenance resulting in power outage, CRMPOC,i. The specific model
is as follows:
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CRMRC,i = CERMRC,i + CRMPOC,i

=
n∑
j

p jc jl j + (1 + Wi)
n∑
j

p jC jT je0
(1)

Wi =
|PGi − PLi|

m∑
i
|PGi − PLi|

(2)

where pj is the probability of failure in the jth transmission line; cj is the risk maintenance resource cost
per km of the jth transmission line; lj is the length of the jth transmission line; Cj is the transmission
capacity of the jth transmission line; Tj is the breakdown time of the jth transmission line; e0 is the
electricity unit price; Wi is the ith node disconnection power outage of the power system impact weight,
PGi is the ith node’s access generator capacity, PLi is the ith node’s load capacity; n is the number of the
transmission line connections to the ith node; and m is the number of the power system.
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3. Node Disconnection Risk Rating Method (NDRRM) Considering the Severity Probability
Risk Value (SPRV)

3.1. Node Disconnection Severity (NDS)

In this paper, the load loss after node disconnection is used to characterize the node disconnection
severity (NDS). Since this paper does not consider the failure of the generator access node, the node
disconnection severity adopts the generalized load, that is, the generalized load is equal to the difference
between the node access generator capacity and the node access load capacity. The specific model is
as follows:

SNDS,i = |PGi − PLi| (3)

where SNDS,i is the disconnection severity of the ith node; PGi is the access generator capacity of the ith
node; and PLi is the access load capacity of the ith node.

The node disconnection severity matrix is:

SNDS =
[
· · · SNDS,i · · ·

]T
1×m

. (4)

3.2. Node Disconnection Probability (NDP)

The node disconnection probability (NDP) is related to the connections between transmission
lines and bus nodes in the power system. The node disconnection probability (NDP) is characterized
by association matrix A and device fault probability R. The specific model is expressed as follows:

The association matrix A is:
A =

[
a jk
]
m×n

(5)

where

a jk =

{
1 i f kth branch connected to jth node
0 other

(6)

where m is the matrix line number and also the number of nodes; n is the matrix column number and
also the number of branches.
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The device fault probability P is:

P =
[
· · · ri · · ·

]T
1×n

(7)

where ri is the ith transmission line device fault probability.
The probability of node disconnection is:

PrNDP,i =
i∏
k

a jkrk a jk , 1. (8)

The node disconnection probability matrix is:

PrNDP =
[
· · · PrNDP,i · · ·

]T
1×m

. (9)

3.3. Node Disconnection Risk Valuation (NDRV)

Node disconnection risk valuation (NDRV) uses the traditional risk assessment model. The traditional
model is as follows:

RNDRV,i = PrNDP,i × SNDS,i (10)

where RNDRV,i is the disconnection risk valuation of the ith node; PrNDP,i is the disconnection probability
of the ith node; and SNDS,i is the disconnection severity of the ith node.

The node disconnection risk valuation matrix is:

RNDRV =
[
· · · RNDRV,i · · ·

]T
1×m

. (11)

3.4. NDRRM Consideration of the Severity Probability Risk Value (SPRV)

In order to reflect the high risk value events in addition to the low risk value events, it is also
necessary to reflect the high severity low risk events and high probability low risk events. This paper
proposes a “Node Disconnection Risk Rating Method that comprehensively considers the severity
probability risk value”. The NDRRM which considers SPRV can identify fault risks with high risk
values, fault risks with high loss severity, and fault risks with high fault probability. It can also
determine the network’s concern about the type of failure risk. The specific evolution process is
described below.

To determine the node disconnection risk rating based on the severity of node disconnection,
the elements in the Node Disconnection Severity matrix are sorted from large to small.

If
SNDS,1 ≥ SNDS,2 ≥ SNDS,3 ≥ · · · , (12)

then
LevelRR,1 = SNDS,1,
LevelRR,2 = SNDS,2,
LevelRR,3 = SNDS,3,
· · ·

(13)

To determine the node disconnection risk rating based on the probability of a node disconnecting,
the elements in the Node Disconnection Probability matrix are sorted from large to small.

If
PrNDP,1 ≥ PrNDP,2 ≥ PrNDP,3 ≥ · · · , (14)
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then
LevelRR,1 = PrNDP,1,
LevelRR,2 = PrNDP,2,
LevelRR,3 = PrNDP,3,
· · ·

(15)

To determine the node disconnection risk rating based on the node risk valuation of disconnection,
the elements in the Node Disconnection Risk Valuation matrix are sorted from large to small.

If
RNDRV,1 ≥ RNDRV,2 ≥ RNDRV,3 ≥ · · · , (16)

then
LevelRR,1 = RNDRV,1,
LevelRR,2 = RNDRV,2,
LevelRR,3 = RNDRV,3,
· · ·

(17)

The risk rating method of this paper is obtained by combining the above three ranking criteria.
The NDRRM is as follows:

LevelNDRRM =
[
· · · LevelNDRRM,i · · ·

]T
1×m

(18)

LevelNDRRM,i =
{
( j)NDS,i, (k)NDP,i, (t)NDRV,i

}
(19)

where LevelNDRRM,i is the ith level of the node disconnection risk rating method and also an element of
the NDRRM. The ith level of node disconnection risk rating method includes three nodes. One node
j is selected according to severity, one node k is selected according to probability, and one node t is
selected according to risk valuation.

The node disconnection risk rating criterion is:

LevelNDRRM,i ≥ LevelNDRRM,i+1, (20)

that is,
SNDS( j)i ≥ SNDS( j)i+1,
PrNDP(k)i ≥ PrNDP(k)i+1,
RNDRV(t)i ≥ RNDRV(t)i+1

(21)

In order to prevent a node from having a repeated risk rating and causing a waste of risk maintenance
resources, the following constraints are added to the node disconnect risk rating criterion:

( j)i+1 , (t)i , (k)i , ( j)i
, (t)i−1 , (k)i−1 , ( j)i−1 , · · ·

, (t)1 , (k)1 , ( j)1

(22)

(k)i+1 , ( j)i+1
, (t)i , (k)i , ( j)i
, (t)i−1 , (k)i−1 , ( j)i−1 , · · ·

, (t)1 , (k)1 , ( j)1

(23)

(t)i+1 , (k)i+1 , ( j)i+1
, (t)i , (k)i , ( j)i
, (t)i−1 , (k)i−1 , ( j)i−1 , · · ·

, (t)1 , (k)1 , ( j)1

(24)
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4. Node Disconnection Risk Rating Method (NDRRM) Consideration of SPRV and RMRC

The Node Disconnection Risk Rating Model (NDRRM) that considers SPRV and the reserved risk
maintenance resources (RMRC) is proposed in this area. The model makes full use of limited reserved
risk maintenance resources and combines severity probability and risk value rankings. The Risk Rating
results have greater guiding value. The specific evolution process is described below.

Suppose the power system reserves nL levels of reserved risk maintenance resources, as shown in
Table 1 below:

Table 1. The reserved risk maintenance resources (RRMR).

Risk Rating 1 2 . . . i . . . nL

RRMR RRMR1 RRMR2 . . . RRMRi . . . RRMRnL

As shown in Formula (25), the objective function is the maximum sum of the risk maintenance
resource costs of the corresponding nodes of the ith level risk rating. The corresponding nodes include
the node that represents severity, the node that represents probability, and the node that represents
risk valuation. Formula (26) in the objection is the output of the risk rating result. The equation
constraint is the risk maintenance resource costs (RMRC) of node disconnection, which come from the
RMRCM presented in Section 2, including Formulas (27)–(29). Formula (27) is the RMRC of node j
which represents the severity; if Formula (27) is equal to 0, then Formula (26) does not contain node
j. Formula (28) is the RMRC of node k which represents probability; if Formula (28) is equal to 0,
then Formula (26) does not contain node k. Formula (29) is the RMRC of node t which represents risk
valuation; if Formula (29) is equal to 0, then Formula (26) does not contain the node that represents risk
valuation. The inequality constraint generally comprises the constraint of reserved risk maintenance
resources (RRMR) and the upper and lower constraints of node disconnection risk rating (NDRM),
as shown in Formulas (30)–(32). Formula (30) is the RRMR constraint, that is, the RMRC of the ith level
NDRRM must be less than or equal to the RRMR of the ith level NDRRM. Formula (31) and Formula (32)
are the upper and lower constraints of NDRM; the values of lower level severity, probability, and risk
must be less than or equal to the upper levels.

Objective function:
max CRMRC(i)NDRRM =

CRMRC( j)NDS,i + CRMRC(k)NDP,i
+CRMRC(t)NDRV,i

(25)

LevelNDRRM,i =
{
( j)NDS,i, (k)NDP,i, (t)NDRV,i

}
. (26)

Equal constraint:

CRMRC( j)NDS,i =

{
CERMRC, j + CRMPOC, j j ∈ NDS
0 j < NDS

(27)

CRMRC(k)NDS,i =

{
CERMRC,k + CRMPOC,k k ∈ NDP
0 k < NDP

(28)

CRMRC(t)NDS,i =

{
CERMRC,t + CRMPOC,t t ∈ NDRV
0 t < NDRV

. (29)

Inequality constraint:
0 ≤ CRMRC(i)NDRRM ≤ RRMRi (32)

LevelNDRRM,i ≥ LevelNDRRM,i+1 (31)
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SNDS( j)i ≥ SNDS( j)i+1,
PrNDP(k)i ≥ PrNDP(k)i+1,
RNDRV(t)i ≥ RNDRV(t)i+1

(32)

The inequality constraint also includes inequality constraint formula, which are equivalent to
Formulas (22)–(24).

5. The Process of Risk Rating

According to the node disconnection risk rating method (NDRRM) presented in this paper,
the process of the node disconnection risk rating method diagram is shown in Figure 2. The following
flow chart can be used to obtain the node disconnection risk rating results.Processes 2019, 7, x FOR PEER REVIEW 8 of 14 
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Step 1: Input initial system data, such as branch data, generator data, load data, etc.
Step 2: Input electrovalence and equipment RMRC data, such as transmission lines and cable lines.
Step 3: Calculate the RMRC valuation of each node disconnection according to Formulas (1) and (2).
Step 4: Output the NDRMRC valuation and the corresponding node numbers from large to small.
Step 5: Using the data from Step 1, calculate the NDS according Formulas (3) and (4), calculate the

NDP according to Formulas (5) through (9), and calculate the NDRV according to Formulas (10) and
(11). Then separately output the NDS/NDP/NDRV results and corresponding node numbers from large
to small according to Formulas (12) through (17). Lastly, output the NDRRM based on the SPRV result
and the corresponding node numbers from large to small according to Formulas (18) through (24).

Step 6: Input the reserved risk maintenance resources data of the system.
Step 7: Output NDRRM based on the SPRV and RRMRC results and the corresponding node

numbers from large to small according to Formulas (25)–(32).

6. Case Study

The IEEE RTS-79 standard system was used to verify the correctness and applicability of the
proposed model. For this reason, three case studies were designed in this study. First, the basic
situation of IEEE RTS-79 standard system is introduced. The system includes 24 bus nodes, 38 branches,
10 generator access nodes, and 17 load access nodes.

6.1. Case I: Validation of the RMRC

Reference is made to the transmission line and cable line risk maintenance resource costs (RMRC)
of the “Standard for Electricity Power Grid and Operation Maintenance and Operation Management
Costs in a Provincial Power Company”. The transmission line of the RMRC is shown in Table 2.
The cable line of the RMRC is shown in Table 3. The electrovalence (e0) is 5.25 ¥/MWh.
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Table 2. Transmission Line of the risk maintenance resource costs (RMRC).

Line Voltage Level Unit Cost Value

35 kV ¥/km 3637
110 kV ¥/km 4704
220 kV ¥/km 5406
500 kV ¥/km 5472
750 kV ¥/km 6001

Table 3. Cable Line of the RMRC.

Cable Line Voltage Level Unit Cost Value

35 kV ¥/km 1393
110 kV ¥/km 2417
220 kV ¥/km 3044

The cost of risk maintenance resources for the node disconnection of the RTS-79 system is
calculated based on the RMRC model presented in Formula (1) and Formula (2). The calculation results
are shown in Figure 3.
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Figure 3. Diagram of the RMRC of the node disconnection in RTS-79 system.

From Figure 3, it can be seen that in the power system, the cost of risk maintenance resources is
different for the 24 nodes, of which the RMRC value of node 23 is the largest and the RMRC value of
node 7 is the smallest. The trend of the RMRC value in Figure 3 decreases from left to right. Compared
with the system structure diagram, the connection modes of the corresponding nodes, from left to
right, go from complex to simple, but the connection complexity is not a one-to-one correspondence.
The generalized load of the corresponding node on the left is relatively large, the influence of the node
on the system is relatively large, and the generalized load of the corresponding node on the right is
relatively small, but the generalized load of the node is not a one-to-one correspondence.

Therefore, the cost of risk maintenance resources is not only related to the system network
connection structure, but is also related to the node generalized load size. The cost of risk maintenance
resources is a comprehensive reflection of the node connection relationship and the connected
generalized load volume, which is consistent with the actual risk maintenance.

In summary, the RMRC model represents the network topology of the node and the node risk
maintenance cost value. The rationality of the RMRC model is verified. The RMRC value is very
meaningful as an indicator of the risk rating, and it is reasonable to include the RMRC model as part of
the risk classification model.

6.2. Case II: Validation of the NDRRM Considering SPRV

The risk rating of the 24 nodes of the RTS-79 system is determined based on the criterion of the
node disconnection severity (NDS). The risk rating results are shown in Figure 4.



Processes 2019, 7, 307 9 of 13

Processes 2019, 7, x FOR PEER REVIEW 9 of 14 

 

0

0.5

1

1.5

2

2.5

3

3.5

4

4.5

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

The RMRC of Node Disconnection
RMRC Value/￥100000

Risk Rating

Node Number23

21 22
13

17 12 15

8 9 3 2 20 1
19 16 6 10 11

14 4
18 24

5
7

 

Figure 3. Diagram of the RMRC of the node disconnection in RTS-79 system. 

From Figure 3, it can be seen that in the power system, the cost of risk maintenance resources is 
different for the 24 nodes, of which the RMRC value of node 23 is the largest and the RMRC value of 
node 7 is the smallest. The trend of the RMRC value in Figure 3 decreases from left to right. Compared 
with the system structure diagram, the connection modes of the corresponding nodes, from left to 
right, go from complex to simple, but the connection complexity is not a one-to-one correspondence. 
The generalized load of the corresponding node on the left is relatively large, the influence of the 
node on the system is relatively large, and the generalized load of the corresponding node on the 
right is relatively small, but the generalized load of the node is not a one-to-one correspondence. 

Therefore, the cost of risk maintenance resources is not only related to the system network 
connection structure, but is also related to the node generalized load size. The cost of risk 
maintenance resources is a comprehensive reflection of the node connection relationship and the 
connected generalized load volume, which is consistent with the actual risk maintenance.  

In summary, the RMRC model represents the network topology of the node and the node risk 
maintenance cost value. The rationality of the RMRC model is verified. The RMRC value is very 
meaningful as an indicator of the risk rating, and it is reasonable to include the RMRC model as part 
of the risk classification model. 

6.2. Case II: Validation of the NDRRM Considering SPRV 

The risk rating of the 24 nodes of the RTS-79 system is determined based on the criterion of the 
node disconnection severity (NDS). The risk rating results are shown in Figure 4. 

0

100

200

300

400

500

600

700

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

Risk Rating Base on NDS
NDS Value/MW

Risk Rating

23

21

13
22

10 14 19 3 9 7 8
6 20

15 2 1 4 5 18 16

11 12 17 24

23

21

13
22

10 14 19 3 9 7 8
6 20

15 2 1 4 5 18 16

11 12 17 24

Node Number

 
Figure 4. Diagram of risk rating based on the node disconnection severity (NDS) in the RTS-79 

system. 

Figure 4 shows that the node disconnection severity (NDS) value decreases from left to right, the 
corresponding node is disconnected, and the generalized load loss of the system goes from large to 
small. In this power system, the node at the first risk rating level based on NDS is node 23, which has 
the largest NDS value. The NDS values of node 11, node 12, node 17 and node 24 are equal to 0 
because these nodes have no access to the generator or load. 

The risk ratings of the 24 nodes of the RTS-79 system are based on the criterion of the node 
disconnection probability (NDP). The risk rating results are shown in Figure 5. 

Figure 4. Diagram of risk rating based on the node disconnection severity (NDS) in the RTS-79 system.

Figure 4 shows that the node disconnection severity (NDS) value decreases from left to right,
the corresponding node is disconnected, and the generalized load loss of the system goes from large to
small. In this power system, the node at the first risk rating level based on NDS is node 23, which
has the largest NDS value. The NDS values of node 11, node 12, node 17 and node 24 are equal to 0
because these nodes have no access to the generator or load.

The risk ratings of the 24 nodes of the RTS-79 system are based on the criterion of the node
disconnection probability (NDP). The risk rating results are shown in Figure 5.Processes 2019, 7, x FOR PEER REVIEW 10 of 14 
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From Figure 5, it can be seen that the node disconnection probability (NDP) value decreases from
left to right; the higher the NDP is, the greater the probability that the corresponding node will be
disconnected from the system. In this power system, the node at the first risk rating level based on
NDP is node 7, which has the largest NDP value.

The risk ratings of the 24 nodes of the RTS-79 system are based on the criterion of the node
disconnection risk valuation (NDRV). The risk rating results are shown in Figure 6.
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Figure 6 shows that, using traditional risk model to calculate the results, the node disconnection
risk valuation (NDRV), decreases from left to right. In this power system, the node at the first risk
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rating level based on NDRV is node 22, which has the largest NDRV value. The risk valuation is also
the standard used for risk rating in the traditional model.

The risk ratings of the 24 nodes of the RTS-79 system are based on three factors, severity probability
risk valuation (SPRV) of node disconnection. The risk rating results are shown in Figure 7.
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In Figure 7, the dotted red line boxes indicate the node disconnection risk rating level, the blue
columns indicate the node disconnection severity (NDS) value, the red columns indicate the node
disconnection probability (NDP) value, and the green column indicates the node disconnection risk
valuation (NDRV).

In Figure 7, from left to right, the risk rating goes from a high level to a low level. Each level of
node rating based on SPRV includes three types of node, for example, the first level includes severity
node 23, probability node 7, and risk valuation node 22. Compared with the upper and lower levels of
risk rating, such as the comparison of the first and second levels of the risk rating, the severity value
of node 23 in the first level is larger than that of node 21 in the second level, the probability value
of node 7 in the first level is larger than that of node 6 in the second level, and the risk valuation of
node 22 in the first level is larger than that of node 14 in the second level. The first level risk rating
is the highest risk rating level of the RTS-79 system, and the first level node 23 is the node with the
highest severity value in the system. Node 7 has the highest probability value in the system and node
22 has the largest risk evaluation in the system. This shows that the higher the risk rating level is,
the higher the severity value, probability value, and risk valuation of the corresponding nodes are.
Furthermore, the risk rating method proposed in this paper can identify the nodes with high severity,
high probability, and high risk valuation.

In summary, according to the experimental results, node 23 has “High Loss Severity (HLS) with
low probability” and, node 7 has “High Failure Probability (HFP) with low loss severity”. Using the
traditional risk rating method based on the risk value as the only indicator, only node 22 with high risk
value can be identified, and node 23 with “High Loss Severity (HLS) with low probability” is ignored.
At the same time, node 7 with “High Failure Probability (HFP) with low loss severity” is also easy
to ignore. Thus, there is a “Hidden Phenomenon (HP)”. By using the risk rating model presented
in this paper, we can identify node 22 with a high risk value, node 23 with high severity, and node 7
with high probability, and thus, we can suppress the “Hidden Phenomenon (HP)” to a certain extent.
The NDRRM based on SPRV has thus been proven to be reasonable and effective.

6.3. Case III: Validation of the NDRRM Considering SPRV and RMRC

On the basis of Case I, the correctness and rationality of the risk maintenance resource cost (RMRC)
model, and Case II, the correctness and rationality of the risk rating model (RRM) that comprehensively
considers the node disconnection severity probability and risk valuation (SPRV), and then introduces
the factors that the system to reserve risk maintenance resource costs (RRMRC), the model presented
in this paper is verified in Case III.
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Assume that this power system requires the classification of nL risk rating levels and the reserve
risk maintenance resource costs (RRMRC) corresponding to risk rating levels. See Table 4 below
for details.

Table 4. The reserve risk maintenance resource costs (RRMRC) in the RTS-79 system.

RRL 1 2 3 4 5 6 7 8 9 10

RRMRC/¥10,000 100 90 80 70 60 50 40 40 40 40

The results of the node disconnection risk rating combined with the RRMRC constraint are shown
in Figure 8.
Processes 2019, 7, x FOR PEER REVIEW 12 of 14 

 

0

20

40

60

80

100

120

1 2 3 4 5 6 7 8 9 10

Severity Value/10MW

Probability Value/0.00001

Risk Value/MW

Risk Rating Base on SPRV and RRMRC

Risk Rating

Actual Risk Maintenance Resource Cost/￥10000

Reserve Risk Maintenance Resource Cost/￥10000

Node Number

23

21

13

10 3 9

16
11

7

6 4
5

17
1 15 24

22

14

8 19
2 18 20 12

 
Figure 8. Diagram of the risk rating based on SPRV and RRMRC in the RTS-79 system. 

Figure 8, the red dotted frame indicates the reserve risk maintenance resource cost (RRMRC) 
value in the system for each level of risk rating. The black wireframe indicates the actual risk 
maintenance resource cost (ARMRC) value of each risk rating level. The nodes included in the black 
wireframe are the nodes with a risk rating level. The actual risk maintenance resource cost value is 
equal to the sum of the risk maintenance resource costs of all nodes included in the risk rating level. 
The blue column indicates the node disconnection severity (NDS) value, the red column indicates the 
node disconnection probability (NDP) value, and the green column indicates the node disconnection 
risk valuation (NDRV). 

As can be seen from the figure, in each level of risk rating, the ARMRC value is less than or equal 
to the RRMRC value, and the type and number of nodes included in each level is not the same. For 
example, levels 1–4, 7, and 9 all include three nodes. The node, include the severity nodes, the 
probability nodes, and the risk valuation nodes. Levels 5 and 6 include two nodes each, of which 
level 5 includes a representative severity node and a representative probability node, and level 6 
includes a representative severity node and a representative risk valuation node. Levels 8 and 10 
include one node each, where level 8 includes a probability node and level 10 includes a risk valuation 
node. This is due to the RRMRC constraint of each risk rating level of the system.  

Compared with the traditional risk rating model, the risk rating model proposed in this section 
can simultaneously identify the nodes with high risk values and high severity probability, and can 
suppress the “Hidden Phenomenon (HP)” to a certain extent. Compared with the NDRRM 
considering SPRV, the NDRRM considering SPRV and RRMRC proposed in this section, which is 
more reasonable than the actual risk maintenance cost. At the same time, the results of this model 
give more guidance for risk maintenance. 

In the figure, from left to right, the risk rating goes from a high level to a low level. Setting aside 
the constraints of risk maintenance resource costs, it is still possible to ensure that the severity, 
probability, and risk valuation of the senior level are greater than or equal to the lower level risk 
rating level. As shown in the figure, from left to right, the severity, probability, and risk valuation of 
the corresponding node are reduced, and the corresponding risk rating level of the nodes is not 
included. The NDRRM based on SPRV and RRMRC has thus been proven to be reasonable and 
effective. 

7. Conclusions 

In this paper, a node disconnection risk rating method (NDRRM) is proposed that considers the 
severity probability risk valuation (SPRV) and reserve risk maintenance resource costs (RRMRC). The 
risk maintenance resource cost model includes the costs of the nodal connection transmission line 
equipment risk maintenance resources and the node disconnection risk maintenance resulting in 
power outage, which reflects the cost of each disconnected node. The risk rating method based on 
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Figure 8, the red dotted frame indicates the reserve risk maintenance resource cost (RRMRC) value
in the system for each level of risk rating. The black wireframe indicates the actual risk maintenance
resource cost (ARMRC) value of each risk rating level. The nodes included in the black wireframe
are the nodes with a risk rating level. The actual risk maintenance resource cost value is equal to the
sum of the risk maintenance resource costs of all nodes included in the risk rating level. The blue
column indicates the node disconnection severity (NDS) value, the red column indicates the node
disconnection probability (NDP) value, and the green column indicates the node disconnection risk
valuation (NDRV).

As can be seen from the figure, in each level of risk rating, the ARMRC value is less than or
equal to the RRMRC value, and the type and number of nodes included in each level is not the
same. For example, levels 1–4, 7, and 9 all include three nodes. The node, include the severity nodes,
the probability nodes, and the risk valuation nodes. Levels 5 and 6 include two nodes each, of which
level 5 includes a representative severity node and a representative probability node, and level 6
includes a representative severity node and a representative risk valuation node. Levels 8 and 10
include one node each, where level 8 includes a probability node and level 10 includes a risk valuation
node. This is due to the RRMRC constraint of each risk rating level of the system.

Compared with the traditional risk rating model, the risk rating model proposed in this section
can simultaneously identify the nodes with high risk values and high severity probability, and can
suppress the “Hidden Phenomenon (HP)” to a certain extent. Compared with the NDRRM considering
SPRV, the NDRRM considering SPRV and RRMRC proposed in this section, which is more reasonable
than the actual risk maintenance cost. At the same time, the results of this model give more guidance
for risk maintenance.

In the figure, from left to right, the risk rating goes from a high level to a low level. Setting
aside the constraints of risk maintenance resource costs, it is still possible to ensure that the severity,
probability, and risk valuation of the senior level are greater than or equal to the lower level risk rating
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level. As shown in the figure, from left to right, the severity, probability, and risk valuation of the
corresponding node are reduced, and the corresponding risk rating level of the nodes is not included.
The NDRRM based on SPRV and RRMRC has thus been proven to be reasonable and effective.

7. Conclusions

In this paper, a node disconnection risk rating method (NDRRM) is proposed that considers
the severity probability risk valuation (SPRV) and reserve risk maintenance resource costs (RRMRC).
The risk maintenance resource cost model includes the costs of the nodal connection transmission
line equipment risk maintenance resources and the node disconnection risk maintenance resulting in
power outage, which reflects the cost of each disconnected node. The risk rating method based on
SPRV developed from the traditional risk valuation method can simultaneously identify the node
with the highest severity value, the node with the highest probability of failure, and the node with
the largest risk valuation. On the basis of the above model, we considered the cost constraints of the
reserve risk maintenance resource costs, and put forward a risk rating method based on SPRV and
RRMRC. The risk rating results of this model is more suitable for guiding risk maintenance in practice.
Simulations were carried out on the modified IEEE RTS-79 system to illustrate the effectiveness of the
proposed models, and the simulation results showed that the model is reasonable and effective.

The risk rating method proposed in this paper can make the risk rating level more consistent
with the actual risk maintenance requirements, and it can identify the nodes that are connected to the
severity value and probability risk. However, the algorithm to solve the model requires further study.
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