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Abstract: This paper provides a comprehensive and systematic review of fault diagnosis
methods based on artificial intelligence (AI) in smart distribution networks described in
the literature. For the first time, it systematically combs through the main fault diagnosis
objectives and corresponding fault diagnosis methods for a smart distribution network
from the perspective of combined signal processing and artificial intelligence algorithms.
The paper provides an in-depth analysis of the advantages and disadvantages of various
signal processing techniques and intelligent algorithms in different fault diagnosis tasks,
focusing on the impact of different data dimensions on the effect of fault diagnosis. This
paper points out that data security issues and the question of how to combine expert
domain knowledge with artificial intelligence technology are essential directions for the
future development of fault diagnosis in smart distribution network.

Keywords: distribution network fault diagnosis; artificial intelligence-based techniques;
signal processing-based techniques; hybrid models

1. Introduction
The electrical distribution network is the core component connecting the transmission

system and electricity consumers in the power system; its stable and reliable operation
is not only the basis for guaranteeing the stability of the power supply but is also closely
related to the regular operation of the national economy. However, with the increasing
scales of the renewable energy resources of the distribution network, power system faults
present diverse characteristics, of which distribution network faults comprise a large
proportion. After the occurrence of faults, it is usually necessary to perform operations
such as fault location, fault isolation, and network reconfiguration based on the fault
diagnosis results [1]. According to the different objectives and tasks in the fault diagnosis
process, fault diagnosis can be divided into four stages, including fault detection, fault
classification, fault localization (faulty feeder identification, fault section location, and fault
position location), and fault reason determination.

There are many types of distribution network faults, the most common of which in-
clude three-phase short-circuit faults, single phase-to-ground faults, phase-to-phase faults,
and phase-to-phase-to-ground faults. Among these, single phase-to-ground faults are the
most common type of distribution network fault, accounting for about 70% or more of
the total number of faults. According to the characteristics of fault signals manifested

Processes 2025, 13, 48 https://doi.org/10.3390/pr13010048

https://doi.org/10.3390/pr13010048
https://doi.org/10.3390/pr13010048
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/processes
https://www.mdpi.com
https://orcid.org/0000-0001-5148-340X
https://doi.org/10.3390/pr13010048
https://www.mdpi.com/article/10.3390/pr13010048?type=check_update&version=1


Processes 2025, 13, 48 2 of 32

in different periods, distribution network fault diagnosis methods are usually divided
into diagnosis methods based on steady-state characteristics and transient characteristics.
The steady-state characteristics diagnostic method mainly analyzes the electrical quantity
characteristics when the system reaches a steady state after the fault occurs. The commonly
used techniques include the harmonic analysis method, symmetrical component method,
impedance method, and power direction method. In [2], fault classification is accomplished
by analyzing the harmonic components in the current and voltage and by utilizing the
law that states that different types of faults cause other changes in the harmonic compo-
nents. Studies have [3,4] analyzed the shift in power direction before and after a fault to
achieve fault location. Other studies [5–7] have determined the location and type of faults
based on the change of line impedance during their occurrence. The analysis process of
this type of method is relatively simple and is not easily affected by system noise and
transient disturbances, making it suitable for stable traditional distribution network fault
analysis. However, fault diagnosis methods based on steady-state characteristics still have
limitations, such as long considerable fault processing time and difficulty when capturing
the steady-state characteristics of unstable faults, especially for a single phase-to-ground
fault in non-effectively grounded distribution networks. These limitations are becoming
increasingly highlighted with access to distributed renewable sources and the broad appli-
cation of power electronic devices, significantly reducing the power–frequency fault current.
Hence, fault diagnosis methods based on transient characteristics have gradually gained
the attention of scholars. These methods can quickly capture and analyze the transient
changes of signals at the instant of fault occurrence, thus realizing faster and more accurate
fault diagnosis based on the multi-dimensional signals [8], and mainly include wavelet
transform, modal decomposition, principal component analysis algorithms, etc.

In recent years, the rapid development of communication, signal processing, and
artificial intelligence technology have promoted both each other and the intelligent process
of power system fault diagnosis technology, as shown in Figure 1. Among these, the
rapid improvement of communication technology provides a solid data foundation for
the comprehensive monitoring and fault diagnosis of power systems. For example, the
widespread deployment of 5G networks has brought about a high-bandwidth, low-latency,
and highly reliable communication platform, making real-time data transmission and
processing possible. The development of technology around the internet of things (loT)
has enabled the efficient collection and transmission of large amounts of sensor data [9].
In addition, advances in artificial intelligence technology have led to the widespread ap-
plication of data-driven approaches in various fields. Since Hinton proposed the concept
of deep learning in 2006 [10], AI has witnessed a transformative third wave. The classifi-
cation and prediction performance of complex data has been significantly improved by
automatic feature extraction and learning through multi-layer neural networks. With the
continuous optimization of deep learning models such as convolutional neural networks
(CNNs) and recurrent neural networks (RNNs), breakthroughs in power system fault
diagnosis have also been achieved. In this process, signal processing techniques play a
crucial role. Advanced signal processing methods such as variational modal decomposition
(VMD) and empirical modal decomposition (EMD) can decompose complex power signals
into multiple intrinsic modal functions, thus capturing the transient characteristics of the
signals more effectively [11]. Combined with the application of deep learning models, these
techniques provide more efficient and accurate power system fault diagnosis solutions.

The development of intelligent AI technology in distribution networks has concomi-
tantly promoted the continuous progress of AI-based fault diagnosis methods for distri-
bution networks, and many scholars have reviewed and analyzed the techniques in fault
diagnosis for distribution networks in this context. For example, Rezapour et al. discussed,
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in detail, the advantages and disadvantages of artificial intelligence techniques such as
neural networks, fuzzy logic, and reinforcement learning in fault localization and briefly
analyzed the question of how to select appropriate fault localization methods according
to the type of fault and the number of distributed power supplies [12]. However, there
is less discussion in the literature about new AI techniques, such as deep learning and
transfer learning, which have developed rapidly in recent years and cannot reflect the latest
progress in AI techniques. Ref. [13] reviewed the commonly used techniques to locate and
detect faults in distribution grids containing distributed power sources and focused on
the working principles, advantages, and disadvantages of the existing traditional fault
localization and AI techniques, but did not cover the analysis related to new types of faults
brought by new energies. Ref. [14] focuses more on a comparison of fault classification
algorithms in distribution grids but lacks an in-depth discussion of new faults in innovative
grid environments. Ref. [15] focuses on fault detection, isolation, and service restoration
processes in modern distribution grids. The limitation of this literature is that it fails to
offer an in-depth analysis of the processing of the multi-source data present in modern
distribution grids. Unlike previous studies, this paper reviews the combined application of
signal processing techniques and AI algorithms in distribution network fault diagnosis,
focuses on the synergistic effect of the two in fault diagnosis, and emphasizes the innova-
tiveness and development potential of multi-source data fusion as well as the combination
of signal processing and AI techniques.
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In this paper, we review the application of AI techniques in fault diagnosis techniques
for an electrical distribution network. The article is organized into six sections. The
introduction section describes the challenges faced by traditional distribution network
fault diagnosis methods and smart distribution network fault diagnosis, and proposes new
solutions by developing AI techniques and signal processing technologies to cope with these
challenges. Section 2 categorizes fault diagnosis tasks in electrical distribution networks
according to the purpose of fault diagnosis and analyzes the differences between fault
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diagnosis tasks in traditional and smart distribution networks. Section 3 summarizes the
feature extraction methods in power system fault diagnosis from the perspective of signal
processing techniques by placing them into three categories—digital signal processing,
modal transformation, and data dimensionality reduction. Based on this, the applications of
traditional artificial intelligence methods and shallow machine learning methods in power
system fault diagnosis are introduced. Section 4 divides deep learning-based fault diagnosis
methods into fault diagnosis methods that utilize 1D data and fault diagnosis methods
that utilize 2D data from the perspective of data dimensionality. Section 5 compares the
advantages and disadvantages of algorithms based on the fusion of shallow machine
learning and deep learning for power system fault diagnosis applications. Section 6
summarizes the main conclusions of this paper.

2. Overview of Fault Diagnosis in an Electrical Distribution Network
2.1. Classification of Fault Diagnosis Tasks in an Electrical Distribution Network

Fault diagnosis tasks in the distribution network can be categorized according to
different principles, such as fault types, diagnostic objectives, and system size. In this
paper, according to the diagnostic objectives, the fault diagnosis tasks of the distribution
network are divided into several key aspects, such as fault detection, fault classification,
fault localization (faulty feeder identification, fault section location, fault position location),
and fault reason determination.

(1) The main task of fault detection is to identify abnormal operating conditions in the
distribution network and to trigger the action of protection equipment. The detection
method can either determine the fault threshold through mechanism analysis or
consider the fault and normal operation as a binary classification problem and utilize
classifiers to realize fault detection. The accuracy of detection directly affects the
accuracy of the subsequent links. In addition, the speed of detection also directly
affects the efficiency of the subsequent links. Some fault detection methods can
complete fault detection within 2 ms, which greatly improves the efficiency of the
entire fault diagnosis process [16].

(2) Fault classification aims to identify fault types, such as short-circuit faults (line to
line (LL), triple line (LLL)) and grounding faults [17] (line to ground (LG), double
line to ground (LLG)), and the correct classification helps to select appropriate fault
handling measures. Therefore, it is necessary to determine the phase of the fault
to know whether it is a single phase-to-ground fault, a phase-to-phase fault, or a
three-phase short-circuit fault.

(3) Fault localization includes faulty feeder identification, fault section location, and
fault position location, which sequentially realize the detection of the fault line, fault
section, and the specific location of the fault, respectively. Fault localization is currently
receiving the most attention from scholars, and the accuracy of localization determines
the efficiency and cost of fault repair.

(4) Fault reason determination is used to obtain the cause of the feeder failure in depth.
Causes might include insulator flashover, feeder breakage and grounding, bird dam-
age, etc. This provides clear guidance for the subsequent maintenance program
and helps develop targeted preventive measures to reduce the recurrence of simi-
lar failures.

2.2. Fault Diagnosis Methods for an Electrical Distribution Network

Due to the limitations of device sampling rate and computational power, the early
fault diagnosis of a traditional distribution network mainly focuses on fault detection tasks.
Its fault diagnosis methods rely mainly on rules and electrical characterization, usually
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through the preset logic of the protection device and the electrical quantity measurement
data, to identify the abnormal operation in the system. The commonly used methods
include rule-based fault detection, waveform analysis, and transient analysis methods.
These methods can effectively identify and respond to faults by analyzing changes in
current and voltage waveforms, combined with information on circuit breaker operation
and overcurrent or overvoltage protection.

Fault diagnosis methods for smart distribution networks combine data-driven smart
technologies and distributed monitoring methods to meet the development needs of mod-
ernized and complex power systems. These methods exhibit greater adaptive capabilities
in fault classification and fault localization. The system can automatically recognize fault
patterns from historical data by employing shallow machine learning and deep learning
techniques. Various techniques can achieve fault classification, including rule-based expert
systems [18], shallow machine learning algorithms [19], and deep learning algorithms [20].
Shallow machine learning algorithms such as support vector machines (SVMs), decision
trees, and random forests construct classification models by learning many fault data
samples. Deep learning models, such as convolutional neural networks (CNNs) and long
short-term memory networks (LSTMs), on the other hand, have more robust feature ex-
traction and classification capabilities and are especially suitable for processing complex,
high-dimensional fault data and can effectively handle large amounts of sensor data and
multi-dimensional fault information. In addition, smart sensors and IoT technologies make
real-time monitoring of the distribution network possible, supporting the accuracy and
efficiency of fault localization tasks. As for the fault reason determination task, the novel
AI approach extracts key features from massive operational data through big data analytics
to help determine the root cause of a fault occurrence.

In this paper, AI-based fault diagnosis techniques for distribution networks are catego-
rized according to the classification shown in Figure 2 into traditional AI methods and deep
learning methods based on whether or not they require hand-designed features. Rule-based
and shallow machine-learning-based AI are collectively called traditional AI methods. Tra-
ditional AI methods rely on manually designed feature extraction and rule-based models
such as decision trees and support vector machines. These methods require manually
selecting and processing features to help the model learn for classification. On the other
hand, deep learning utilizes neural networks to automatically learn features from large
amounts of data, avoiding human intervention. Deep learning models can automatically
extract hierarchical features from raw data and thus usually show significant advantages
when dealing with complex tasks.
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3. Fault Diagnosis Method for an Electrical Distribution Network Based
on Traditional Artificial Intelligence Methods
3.1. Signal Processing-Based Fault Feature Extraction Methods

Affected by environmental factors and power electronics, the current and voltage
signals obtained by the signal acquisition device are often mixed with a large amount of
noise and irrelevant information. These interferences not only increase the complexity
of signal processing but also directly affect the accuracy and reliability of fault diagnosis.
Therefore, the preprocessing and feature extraction of fault signals become the first step
in fault diagnosis, which is also a crucial link. The quality of feature extraction largely
determines the accuracy of fault diagnosis results. There are various standard fault signal
feature extraction methods and these can be divided into three categories: digital signal
processing (DSP)-based feature extraction methods, modal transformation-based feature
extraction methods, and data dimensionality reduction-based feature extraction methods.

3.1.1. DSP-Based Feature Extraction Methods

Currently, the signal processing and feature extraction methods commonly used in dis-
tribution network fault diagnoses include Fourier transform (FT), wavelet transform (WT),
S transform, empirical modal decomposition (EMD), Hilbert–Huang transform (HHT), and
variational modal decomposition (VMD). The advantages and disadvantages of these signal-
processing techniques are derived from their theoretical backgrounds and implementations.

The Fourier transform is a mathematical method to convert time series signals into
frequency domain signals. It can reveal the frequency components in the signals and
effectively process and analyze periodic oscillatory signals. Therefore, it is often used
to process periodic or steady-state signals with relatively stable frequency components.
However, the Fourier transform does not contain time information and only reflects the
overall distribution of the frequency components. It cannot characterize the dynamic
change of frequency over time, so it is unsuitable for dealing with non-stationary signals
whose statistical characteristics change over time.

WT analyzes signals through a series of wavelet functions with different scales (fre-
quencies) and positions (times), where high-frequency wavelet coefficients highlight the
detailed features of signals and low-frequency wavelet coefficients portray the overall
trend of signals. Compared with FT, WT is more suitable for dealing with non-stationary
signals, especially in local mutation or anomaly detection, with significant advantages [21].
However, in the signal decomposition process, the WT must preset the appropriate wavelet
basis function and the number of decomposition layers according to the actual needs. If not
correctly preset, it may be unable to capture the critical information in the signal effectively.
This is shown in Figure 3, where the horizontal axis shows the sample points and the
vertical axis the amplitude in A. In the figure, s denotes the original current signal, a5

is the low-frequency approximation component obtained from wavelet decomposition,
which indicates the overall trend of the signal, and d1–d5 is the high-frequency detail
component obtained from wavelet decomposition. When the signal is decomposed using
the haar wavelet and sym wavelet basis functions, the decomposition results show that the
different wavelet basis functions significantly affect the analysis results. However, selecting
appropriate wavelet basis functions usually depends on experience and specific application
scenarios, and there is no uniform standard. In addition, compared with the Fourier trans-
form, the wavelet transform has a higher computational complexity and requires more
computational resources and time when dealing with large-scale data.
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The S transform combines the global properties of the FT and the local properties of
the WT to become an effective tool for time–frequency analysis. It can provide detailed
information on the frequency change over time without pre-setting the wavelet basis func-
tions. However, due to the S transform’s high computational cost and strong dependence
on the window function parameter, its applicability and efficiency in practical applications
are usually not as good as those of the fast Fourier transform (FFT) or WT.

EMD is an adaptive analytical method suitable for nonlinear and unsmoothed signals.
Instead of relying on predefined bases or window functions, EMD adaptively determines
the frequency and time scales of the decomposition based on the data. This adaptivity
gives EMD a unique advantage when analyzing complex signals but also suffers from
limitations such as mode mixing and endpoint effects [22]. The HHT is a signal analysis
method further developed based on EMD, one which provides a richer dimension of signal
analysis and deeper time–frequency information by combining the Hilbert transform with
the output of EMD. However, this method does not solve the modal aliasing problem
induced by EMD but further affects the accuracy of time–frequency representations due
to the accumulation of errors. VMD provides an important addition and improvement to
EMD regarding methodology, and its objective function is shown in Equation (1). VMD
effectively controls the phenomenon of modal aliasing by decomposing the signal into a
preset number of band-limited modal components. However, the method relies on setting
a preset parameter, i.e., the number of decomposition layers, K. If the value of K is too
small, it may easily lead to modal aliasing, which is against the original design intention of
VMD. At the same time, a too significant value of K may introduce unnecessary, redundant
modes [23–25].
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where uk is the kth modal function, wk is its corresponding center frequency, δ(t) is the
dirichlet function, and K is the number of modes.

3.1.2. Feature Extraction Method Based on Modal Transformation

Clarke transformation is a mathematical method widely used in power systems to
convert voltage and current signals in a three-phase coordinate system to signals in a
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two-phase stationary coordinate system, as given in Equation (2). This transformation
simplifies the analysis and processing of three-phase signals. It plays a vital role in the fault
diagnosis and data processing of new power systems where power electronics are widely
used. The principle is to convert the voltages and currents in the three-phase coordinate
system to the αβ coordinate system through the Clarke transformation, where the α axis
is in phase with the A phase voltages or currents while the β axis is in phase with the A
phase with a difference of 120 degrees.

(
iα
iβ

)
=

2
3

(
1 − 1

2 − 1
2

0
√

3
2 −

√
3

2

)ia

ib

ic

 (2)

where ia, ib, and ic are the three-phase currents, iα, and iβ are the quantities of the α and β

axes obtained by the Clark transformation.
Ref. [26] proposed a line fault classification and detection method combining discrete

wavelet transform (DWT) and back propagation (BP) neural networks, and the experimental
results were found to show that the training data obtained by decoupling the three-phase
currents using the Clarke transformation significantly reduces the mean-square error in
the model training. Ref. [27] proposed a fault classification method based on WT and
an artificial neural network, using Clarke transformation to obtain the α, β, and zero
components of the fault signal and extract the magnitude of the space vector from the α

and β components, followed by WT to extract the energy features. Ref. [28] proposed two
parallel schemes for fault phase detection and classification of radial distribution systems.
Clarke extracts significant features of fault voltage signals to identify ground and unground
faults successfully. The Clarke transform is mainly used as a data preprocessing tool in
power system fault diagnosis. It is usually used with other techniques or algorithms to
achieve specific diagnostic tasks. For example, when combined with the FT or WT, the
transformed signal is subjected to spectral analysis to detect the frequency components
of fault signals; when combined with model identification methods, the transformed
signal is fitted to identify abnormalities in the power system; and when combined with
machine learning algorithms, the transformed data are subjected to feature extraction and
classification to realize fault diagnosis and prediction.

3.1.3. A Feature Extraction Method Based on Data Dimensionality Reduction

In power system fault diagnosis, dealing with massive data in multiple dimensions
is often necessary. These data are usually mixed with noise and redundant information,
which will increase the complexity and computational burden of the diagnostic process
if such data are directly processed. Therefore, data dimensionality reduction techniques
are widely used to extract features from high-dimensional data as the basis for fault
detection and classification. Principal component analysis (PCA), linear discriminant
analysis (LDA), and t-distributed stochastic neighbor embedding (t-SNE) are commonly
used dimensionality reduction techniques and have significant application value in power
system fault diagnosis.

Principal component analysis (PCA) is a linear dimensionality reduction technique
that can project high-dimensional data into a low-dimensional space while retaining the
main features of the data. This method of analysis simplifies data processing and analysis,
effectively reducing computational volume and dimensional complexity. In power system
fault diagnosis, PCA can extract the data’s main features and group the data to distinguish
different fault types [29,30]. In [31], the researchers first used the wavelet packet transform
(WPT) technique to analyze the three-phase voltages and currents in the grid, extracted
the wavelet packet energy entropy as the original feature parameters, and then used the
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dynamic principal component analysis (DPCA) technique to perform sensitivity analysis
and dimensionality reduction of these feature parameters, thus highlighting the critical
fault characteristics while reducing the complexity of data processing. Ref. [32] combines
the SVM classifier with the PCA technique to process the extracted features and then
implement the classification to differentiate the fault states.

t-SNE is a nonlinear dimensionality reduction technique that maps high-dimensional
data into 2D or 3D space by maintaining the relative distance between the original data
points while preserving the local structure and features of the data. In [33], researchers
used the t-SNE technique for feature extraction. They input the extracted features into
the RSLVQ classifier for fault detection and localization, which successfully overcame the
problems of traditional protection in terms of response speed and over-reliance on high-end
equipment, thus improving the reliability and response speed of the system. In addition
to being directly used for the dimensionality reduction of fault signals, t-SNE can also be
used for power data visualization to intuitively present the distribution and differences
between different fault types, helping engineers better understand the fault mechanisms.
Ref. [34], on the other hand, uses the t-SNE technique for visualization clustering and the
clustering results to evaluate the network’s performance and the model’s effectiveness and
prediction ability through the compactness and separation of the clusters.

LDA is a supervised learning-based dimensionality reduction technique that aims
to find a projection surface that maximizes the inter-class distance and minimizes the
intra-class distance [35]. In [36], researchers used the LDA technique for line fault fea-
ture extraction, which guarantees the algorithm’s detection accuracy and significantly
reduces the time required for fault diagnosis. Ref. [37], on the other hand, eliminates redun-
dant features in the fused features by LDA, thus improving the accuracy of transformer
fault diagnosis.

In power system fault diagnosis, PCA and t-SNE are often used in combination with
other techniques and algorithms, e.g., they can be combined with clustering algorithms
to cluster the dimensionality-reduced data for fault diagnosis; they can be combined with
deep learning algorithms to extract and classify features of the dimensionality-reduced data
for fault diagnosis and prediction; and they can also be combined with time series analysis
and predictive algorithms to predict and warn the data after dimensionality reduction to
improve the reliability and safety of the system.

3.2. Fault Diagnosis Method for Electrical Distribution Network Based on Rules

Currently commonly used fault diagnosis methods include expert systems (ES), fuzzy
logic (FL), rough set (RS), Bayesian networks, Petri nets, and data-driven analysis methods.
When the data collected by the SCADA system have a high degree of accuracy and com-
pleteness, these methods can usually allow for a more accurate judgment of power system
faults. However, rule-based methods, such as diagnostic methods based on ES, Bayesian
networks, and FL, show significant advantages in the case of missing fault information,
incorrect information from mis-activation or refusal of circuit breakers or relay protection
devices, or large-scale faults that make it difficult to obtain complete fault information.

3.2.1. Fault Diagnosis Methods Based on Expert System

Expert system, a knowledge-based system, is one of the earliest artificial intelligence
techniques applied to power system fault diagnosis. Its core architecture usually consists
of three main components: a knowledge base, a database, and a reasoner [38], and the
interrelationship among the three is shown in Figure 4.
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The concept of ES has been widely recognized since the 1970s, and the exploration
of its application to power system fault diagnosis started in the early 1980s. Refs. [39–42]
analyzed faults and operational problems in power systems by constructing a reasoning
system containing a rich database of rules and facts, effectively simulating the decision-
making process of power system experts, thus significantly improving the efficiency and
accuracy of fault diagnosis.

Aiming at the problem that traditional power system fault diagnosis methods are
often limited by incomplete fault data and processing delay, Ma D et al. proposed an expert
system based on a multilevel BP neural network for power system fault diagnosis [43].
The system fully utilizes the advantages of expert systems in dealing with uncertain in-
formation, especially in coping with data incompleteness, which is common in power
systems. Compared with traditional specialist systems, this system not only optimizes the
performance of the diagnostic model by integrating multiple BP networks but also learns
historical data autonomously and dynamically updates the expert library, thus reducing
the model construction and maintenance costs. Amaya et al. introduced hierarchical meta-
rules to cope with the complex and changing power system fault diagnosis scenarios [44].
Introducing a multi-layer rule framework based on the traditional rule system allows the
system to handle typical and simple faults at the first layer. For more complex scenarios,
the system will undertake an in-depth, layer-by-layer analysis until a solution is found.
This approach enhances the flexibility and adaptability of the expert system, enabling it to
dynamically adjust the application of inference rules according to different fault scenarios,
thus effectively responding to complex or unconventional faults. In addition, to comprehen-
sively assessing transformers’ health status and improving fault diagnosis accuracy, Xu et al.
proposed an expert system based on multidimensional data fusion technology [45]. The
system combines information integration and processing capabilities, calculates the fusion
coefficients between fault characteristics by factor analysis, and considers the complex
interactions between different data types. The system integrates multiple data streams,
such as online monitoring data, operating conditions, and geographic information. It
transforms them into a knowledge base available to the expert system, thus improving the
accuracy and speed of diagnosis.

Expert systems express the subjective experience of experts through rules, and their
knowledge base cannot be automatically updated. Although the knowledge base, con-
sisting of protection devices and circuit breaker action logic, is highly interpretable, the
knowledge acquisition process is complex and the realization of automatic updating is
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challenging. When a fault occurs, the inference engine will match the fault information
with all the rules in the knowledge base one by one in order to determine the faulty compo-
nent. This rule-based fault diagnosis system shows strong reasoning when dealing with
deterministic information. The system is more effective in diagnosing within the coverage
of the knowledge base, and the diagnostic results have good interpretability. However, with
the complexity of the model structure and the increasing number of rules, the reasoning
speed of the inference engine will be slowed down as a result, thus affecting the diagnostic
efficiency. To overcome the above defects, many expert systems have begun to combine
with other algorithms to form various combinations, commonly including fuzzy expert
systems and artificial neural network expert systems. Among these, the artificial neural
network-based diagnosis method overcomes the limitations of traditional expert systems
regarding knowledge base construction and inference mechanisms through sample training.
It thus improves the automation and flexibility of fault diagnosis.

3.2.2. Fault Diagnosis Methods Based on Bayesian Network

Bayesian networks, also known as belief networks or directed acyclic graph models,
were first proposed by Turing Award winner Judea Pearl in 1986 to describe uncertain
information [46]. Bayesian networks express knowledge graphically and use conditional
probabilities to represent the probability of interactions between random variables. They
are, therefore, well suited to deal with the problem of expressing and reasoning about
uncertain knowledge and are more tolerant of strange information (e.g., missing or incorrect
information). A Bayesian network consists of a series of nodes and edges, where the nodes
represent random variables and the edges represent dependencies between variables. In a
Bayesian network, the nodes can be described by probability distributions, while the arrows
represent conditional dependencies. Each node is connected to its parent node through an
edge, indicating that the value of that node depends on the value of its parent node.

Bayesian networks are often used for load forecasting in power systems [47–50] and
can also be used to build power system fault diagnosis models. The power system fault
diagnosis method based on the traditional Bayesian network mainly includes three steps:
first, based on expert analysis and experimental validation, the variables that are highly
relevant to power system fault diagnosis and can provide sufficient information are selected
as the nodes of the Bayesian network. Then, the conditional probability table is created
according to the conditional dependency relationship between the nodes and the structure
of the Bayesian network that is being constructed. Finally, the collected on-site fault data
information is fed into the trained Bayesian network, and the most likely cause of the fault
is determined by the probability distribution results [51]. Some core challenges exist in
applying Bayesian algorithms, especially in Bayesian fault diagnosis models for component-
oriented modeling. First, obtaining sufficient statistical samples for complex systems is
often difficult, making it difficult to obtain accurate prior probabilities, directly affecting
the model inference’s accuracy and reliability. Second, the structure of traditional Bayesian
networks is relatively fixed, and the connections between nodes may not be reasonable
enough, limiting the ability of the model to express the dynamics of complex systems. In
addition, the computational process of Bayesian networks is also highly dependent on the
protection nodes, making the information processing and updating complex and inefficient.
Finally, a vital issue to be addressed in current Bayesian models is the question of how to
effectively fuse different information sources to enhance the model’s ability to describe and
predict complex phenomena.

Koraz Y et al. combined a Bayesian network with an adaptive neuro-fuzzy inference
system [52]. They utilized the Bayesian network to deal with the uncertainty and incomplete
information in the fault data of the power system, which improved the system’s adaptability.
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Refs. [53,54], on the other hand, combine traditional Bayesian networks with Noisy-OR and
Noisy-AND nodes to construct object-oriented Bayesian network models. The model in [53]
designs specialized Bayesian networks for different fault scenarios, uses Noisy-OR and
Noisy-AND nodes to deal with specific protective relay and circuit breaker operations, and
expresses the cause and effect of faults through a small number of conditional probability
tables, which reduces the storage requirements and improves the processing speed. In
contrast, the model in [54] emphasizes the combination of fault diagnosis with the specific
states of protection devices and circuit breakers and constructs a network based on the a
priori knowledge of domain experts, which enhances the generality and adaptability of the
model in dealing with the uncertainty and complexity in power system fault diagnosis.

3.2.3. Fault Diagnosis Methods Based on Rough Set Theory

Rough set theory was proposed by Polish mathematician Pawlak in 1982. It has
gradually been demonstrated to have an essential role in power system fault diagnosis
because it effectively deals with incomplete and uncertain information. The core idea of
the theory is to describe the uncertainty of fault information through the boundary region
of lower and upper approximation, which provides an effective method for analyzing
and reasoning about the implicit knowledge in fault data without relying on any a priori
knowledge or external information sources.

Although the research on RST in power system fault diagnosis started relatively late,
the number of related studies has gradually increased since 1997, when Brazilian scholar
Lambert published the first article applying RST to the field of power systems, relying
on [44]. Ref. [55] proposed a new method for grid fault diagnosis based on incomplete alarm
information using RST, aiming at the challenge of uncertainty information of fault types in
distribution network fault diagnosis. The method first takes the signals of relay protection
devices and circuit breakers as the set of conditional attributes for fault classification,
builds a decision table based on various possible single fault scenarios, and subsequently
searches the decision table by simplifying and approximating it to extract diagnostic rules.
This method can effectively distinguish between critical and non-critical signals, and
the system can still make correct fault diagnoses when the lost or erroneous signals are
non-critical signals. However, as fault scenarios become more complex, the size of the
decision table may expand rapidly, and the problem of “combinatorial explosion” may
even occur. In addition, when critical information is missing, the accuracy of the diagnosis
decreases dramatically.

This section introduces the power system fault diagnosis scheme based on traditional
intelligent methods, detailed in Table 1. To help readers understand the basic principles
of these methods faster, the previous section simplifies the related formulas and explains
the core ideas in layperson’s terms. Most distribution network fault diagnosis research
has concentrated on medium- and low-voltage distribution networks. Studies have shown
that combining multiple diagnostic methods can significantly improve the accuracy and
reliability of fault diagnosis in a distribution network. This is because it is often difficult for
a single method to capture fault characteristics comprehensively. In contrast, combining
multiple methods can compensate for their deficiencies, thus realizing more accurate fault
detection and diagnosis. However, traditional AI methods have some limitations in dealing
with the complexity of a smart distribution network. With the continuous development
of AI and communication technologies, fault diagnosis methods are gradually evolving
towards machine learning to cope with the increasingly complex fault diagnosis challenges.
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Table 1. Fault diagnosis (fault detection, fault classification, fault localization, fault reason determina-
tion) based on feature extraction and traditional AI methods.

Task
Performed Ref Method Grid DG

Title 2
Task Branch

Low MediumHigh

Fault
detection and
classification

[55] EWT+DFE IEEE1547 MS and 25 kV
DN

√ √ √
× HIF detection

[56] TE+CS IEEE 34-bus DN
√

×
√

× SLG detection
[57] DTVCC 10 kV DN

√
×

√
× AHFI detection

[58] DWT 10 kV DN × ×
√

× AHFI detection
[59] DWT Island

√ √
× × Island detection

[60] iteration-based Island
√ √

× × LV-DCMG SC
classification

[61] Fuzzy logic Model power system × ×
√

× LG, LL, LLG
classification

[62] variation rules 10.5 kV DN × ×
√

× SLG fault phrase
selection
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n [63] ELFC a simple 10 kV power
DN × ×

√
× SLG faulty feeder

identification

[64] HHT+ MEEM IEEE-34-node
√

×
√

× SLG faulty feeder
identification

[65] VMD IEEE-13 node and
IEEE-34 node DN

√
×

√
× HIF-LGDN faulty

feeder identification

Fa
ul

t
se

ct
io

n
lo

ca
ti

on

[66] Bayesian network 33-node and 123-node
DN

√
×

√
× Under wind disasters

Fa
ul

t
po

si
ti

on
lo

ca
ti

on [67] Traveling wave
theory

UKGDS “Rural” type
network and IEEE
13-feeder system

× ×
√

× Multi-branch DN fault
location

[68] Impedance method IEEE-34 node DN
√

×
√

× High resistance ground
fault location

Fault reason
determination [69] SSM EPRI DoE power

quality data set - - - - Tree, animal, lighting,
equipment, and vehicle

MS: microgrid; DN: distribution network; EWT: empirical wavelet transform; DFE: differential faulty energy;
HIF: high-impedance fault; SLG: single line-to-ground fault; TE: transient energy; CS: cosine similarity; AHIF: arc
high-impedance faults; DTVCC: dynamic trajectory of the volt–ampere characteristic curve; LV-DCMG SC: low-
voltage dc microgrid short circuit; LL: line-to-line fault; LG: line-to-ground fault; LLG: line-to-line-to-ground
fault; MEEM: multiple evidence estimation method; ELFC: shallow frequency current based; HIF-LGDN faulty
feeder identification: high impedance faulty feeder identification in resonant grounded distribution network;
SSM: structural similarity metric.

3.3. Fault Diagnosis Method for Electrical Distribution Network Based on Shallow Machine
Learning Methods

Shallow machine learning-based fault diagnosis methods for power systems are usu-
ally divided into two main phases: fault feature extraction and classifier training, as shown
in Figure 5.

The accuracy of the subsequent classification can be significantly improved by charac-
terizing the signal in the time and frequency domains and combining domain knowledge
for feature selection. The core of feature extraction lies in distilling key features from power
system data that can effectively characterize faults, with the aim of providing high-quality
inputs for machine learning algorithms in order to understand and distinguish between
different types of faults more accurately. Based on these extracted features, appropriate
shallow machine learning algorithms are selected to build classification models that can
accurately recognize faults.

Traditional intelligent methods such as expert systems and Bayesian networks have
unique advantages in terms of explanatory ability and transparency of decision logic [70,71].
With this advantage, such methods have been widely used in many areas of fault diagnosis,
such as fault diagnosis in nuclear power plants [72], satellite anomaly detection [73], fault
diagnosis in electric servo mechanisms [74], and other areas, and significant research
progress has been made. However, with the advancement of technology and the increase of
data volume, shallow machine learning algorithms (e.g., support vector machine, random
forest, decision tree, etc.) have gradually replaced traditional methods as essential tools
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in the field of power system fault diagnosis and decision analysis due to their strong
generalization ability and adaptivity.
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A support vector machine (SVM) is a supervised learning algorithm for classification
and regression and is mainly applied to solve binary classification problems. Its core
idea is to find an optimal hyperplane in the feature space to divide the dataset into two
categories and maximize the interval between the data points of the two categories. The
training dataset is assumed to be where the input features and the category labels are. The
optimization objective of an SVM is to find a hyperplane that satisfies Equation (3). For the
linearly indivisible case, SVM introduces a kernel function that maps the original data to
a high-dimensional feature space, thus being able to find a linearly divisible hyperplane
in the high-dimensional space. Commonly used kernel functions include linear kernel
function, polynomial kernel function, Gaussian kernel function, etc.

min
1
2
∥w∥2 subject to yi(w · xi + b) ≥ 1, ∀i (3)

where w and b are the parameters defining the hyperplane, xi denotes the feature vector of
the input sample, and yi represents the sample’s label.
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A decision tree is a tree-structured model used for classification and regression tasks.
The basic idea is to divide the dataset by calculating the information gained to realize
the classification and prediction of data. The information gain measures the change in
uncertainty of the dataset’s information before and after the division. It is usually used to
select the optimal splitting attribute, calculated as shown in Equation (4).

IG(D, A) = Entropy(D)− ∑
v∈Values(A)

|Dv|
|D| Entropy(Dv) (4)

where Entropy(D) (Equation (5)) denotes the classification uncertainty, |Dv| refers to the
number of subsets of samples that take the value of v in feature A, and |D| refers to the
number of samples in dataset D.

Entropy(D) = −
m

∑
k=1

pk log2 pk (5)

where k denotes the number of classes in the dataset and pk denotes the proportion of the
kth class of samples in the dataset.

Random forest is an integrated learning algorithm based on decision trees, which im-
proves the stability and accuracy of the model by constructing multiple decision trees and
combining the prediction results of each tree. Each decision tree makes independent pre-
dictions based on Equation (6), and the final model output usually combines the prediction
results of each tree by majority voting or averaging to obtain a more robust conclusion.

f̂ (x) =
1
T

T

∑
t=1

ft(x) (6)

where T is the number of decision trees, and ft(x) is the decision tree’s prediction result.
Support vector machines (SVMs) have significant advantages in processing high-

dimensional spatial data and finding optimal segmentation hyperplanes [75–78]. Ref. [79]
applied an SVM to electrical fault classification in radial distribution network. Here, the
author proposed a particle swarm optimization (PSO)-based support vector machine classi-
fier, which successfully identified ten types of short-circuit faults in a radial distribution
network. Ref. [80] proposed an SVM-based microgrid protection scheme to achieve fault
classification and fault section location by training classifiers for grid-connected and is-
landed operation modes, respectively. Random forest (RF), as an integrated learning
method, effectively improves the performance of the classification task by combining the
prediction results of multiple decision trees [81]. Ref. [76] realized feature extraction by
performing a wavelet transform on current and voltage data to address the difficulty of fault
localization in distribution networks due to complex line structures and high impedance
faults. The author used random forest to perform classification and regression analyses
to determine the fault segments and specific locations. A decision tree (DT) is an intuitive
machine-learning method commonly used in power system fault diagnosis. DT realizes
fault category judgment by gradually dividing the fault data set and making decisions at
each node. Ref. [82] proposed a discrete wavelet transform and rule-based decision tree
method for fault line detection and classification. The technique accurately detects and
classifies different types of faults in transmission lines by multilevel wavelet decomposition
of current signals and calculation of fault indices. With the introduction of distributed
power sources, the operation and control of power systems have become more complex,
which brings new challenges to fault identification. To cope with this challenge, a fault
classification method based on the combination of SVM and decision tree was proposed
in [83]. The process extracts the critical information of fault signals through discrete cosine
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transform, which effectively improves the recognition accuracy of the detection model for
two-phase ground faults in microgrids.

In addition to the impact of the AI algorithms themselves on the diagnostic effective-
ness of fault diagnostic models for distribution networks, the reliability of measurement
equipment under extreme weather conditions is an issue that needs to be emphasized,
including the impacts of magnetic storms, temperature and humidity, and wind variations
on the operation of networks and measurement equipment [84]. It has been found that
geomagnetic disturbances due to magnetic storms can affect the normal operation of trans-
formers, distribution equipment, and measurement instruments, especially by inducing
currents that threaten the grid equipment’s safety [85]. In addition, ambient temperature
and humidity changes can negatively affect the accuracy and responsiveness of sensors
and measurement equipment. Especially in extreme climatic conditions, drastic changes
in temperature and humidity make equipment performance unpredictable, which poses
a challenge to the reliability of power systems [86]. However, extreme weather condi-
tions have not been adequately considered in existing studies related to shallow machine
learning-based fault diagnosis in distribution networks. This is shown in Table 2, where
most of these studies are found to focus on tasks such as fault detection, classification,
and localization but do not incorporate the effects of external environmental changes on
equipment into fault diagnosis models.

Table 2. Power system fault diagnosis (fault detection, fault classification, fault localization, fault
reason determination) based on feature extraction and shallow machine learning.

Ref Devices or Data Sources Task Performed Method Features
FTU/FI/PMU SM SS FD FC FL FRD I II III IV

[87] -
√

-
√

- - - EML -
√

- -
[88] -

√
-

√
-

√
- SVM + DE

√
-

√
-

[89] -
√

-
√ √

- - SVM + DWT - - - -
[90]

√
- -

√
-

√
- CWT + BPNN - - - -

[91] - -
√ √ √ √

- CWT + CNN
√ √ √ √

[92] -
√ √

-
√

-
√

KNN + Bayesian - - -
√

[93] -
√

-
√ √

- - DT + KNN
√

-
√

-
[94]

√ √
-

√ √ √
- EMD + DT

√
- - -

[95] -
√

-
√ √ √

- HMM + MPD - - - -

PMU: phasor measurement unit; SS: smart sensor; SM: smart meter; EML: ensemble machine learning;
MPD: matching pursuit decomposition; DE: differential entropy; FD: fault detection; FC: fault classification;
FL: fault location; FRD: fault reason determination; HMM: hidden Markov model; MPD: matching pursuit
decomposition; MC: Monte Carlo. I: adapted to networks with DG connection. II: competent for detecting simul-
taneous multiple faults on different laterals. III: providing multiple candidate hypotheses and their credibility.
IV: considers extreme weather conditions.

4. Fault Diagnosis Method for an Electrical Distribution Network Based
on Deep Learning Methods

In AI-based power system fault diagnosis techniques, the main difference between
shallow machine learning and deep learning is the way the features of fault information
are acquired. Shallow machine learning relies on manually designed features, i.e., users
must manually extract features based on experience. On the other hand, deep learning can
autonomously learn advanced features from data and automatically create new features
without relying on manual expertise. This avoids accuracy errors due to poor design or
subjective factors.

Deep learning-based power system fault diagnosis can fully utilize large-scale data
in power systems. In power system fault diagnosis, data can be categorized into 1D raw
sequences and into 2D sequences obtained by signal processing according to their structure
and usage. One-dimensional sequence data are usually measured values such as voltage
and current collected along the time axis, which are simple in form and easy to collect and
analyze initially. On the other hand, 2D data are converted from 1D data by mapping, such
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as by converting time series data into image format. The introduction of 2D data aims
to utilize modern deep learning techniques, especially image processing techniques, to
improve the accuracy of power system fault diagnosis.

4.1. Fault Diagnosis Method Based on Deep Learning and 1D Data

Shallow machine learning techniques usually focus only on the features of the cur-
rently specified data, while deep learning techniques have the advantage of constructing
spatiotemporal relationships between data [96]. Standard deep learning techniques include
convolutional neural networks (CNNs), recurrent neural networks (RNNs), long short-term
memory (LSTM), stacked self-encoders (SAEs), etc. CNN processes sequentially process
data through sliding convolutional filters and offer local solid feature extraction capabil-
ity [97,98]. LSTM was first proposed by Hutcher et al. [99], which is good at capturing
long-term dependencies in time series and is widely used in time series modeling and
forecasting [100–102]. Some studies have combined CNN with LSTM to deal with power
fault data with both spatial and temporal features. On the other hand, SAE is commonly
used for data compression and feature extraction, which helps identify anomalous patterns
in sequence data [103]. Ref. [104] used CNN for the automatic feature extraction of voltage
dips in order to achieve the classification of voltage dips and multiple power quality dis-
turbances. Ref. [101] used LSTM to model spatiotemporal sequences of high-dimensional
multivariate features and constructed three models for fault detection, classification, and
location. Ref. [99] proposed a transmission line fault classification method based on LSTM
combined with corrective training filters and tested it on a 300 km-long double-bus single-
line test system. Ref. [105] constructed a hybrid model for line fault classification and
location identification by adding an LSTM layer before the fully connected layer of CNN
to alleviate the overfitting phenomenon of CNN when processing high-dimensional data.
Ref. [96] used a stacked self-encoder (SAE) to solve the local optimum and gradient diffu-
sion problems in traditional neural networks, providing new ideas and methods for power
system fault diagnosis.

The 1D time series data method based on deep learning has made significant progress
in power system fault diagnosis, effectively filling the technical gap of the traditional
model-driven method, which cannot deal with massive data, and thus marking the critical
transition from model-driven to data-driven methods. Data-driven methods optimize the
power system fault diagnosis process, improve the detection accuracy, and reduce the
dependence on traditional models. However, 1D time series data essentially comprise a
linear sequence of time points, which makes it challenging to capture multidimensional
correlations and complex dynamic interactions among the data. In power systems, faults
involve the interaction of multiple variables, and these complex relationships are often
challenging to recognize accurately with 1D time series data. In addition, when the signal
is weak or the data are interfered with by noise, it is often difficult to distinguish the
noise from the actual signal in 1D time series analysis methods, affecting the accuracy and
reliability of diagnosis. Therefore, the 1D time series method still has certain limitations in
dealing with complex patterns and weak signals.

4.2. Fault Diagnosis Method Based on Deep Learning and 2D Data

The rapid development of deep learning in image processing has brought new tools
and methods for power system fault diagnosis. To fully utilize the advantages of deep
learning in 2D data analysis, researchers have explored the conversion technology of 1D
time series data to 2D image data. This conversion not only enriches the data representation
but also enables the analysis of time series data with the help of mature algorithms in
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the field of image recognition, which improves the interpretability of the model and the
accuracy of diagnosis.

The conversion of 1D time series data to 2D image data is an innovative data processing
method that can analyze data that initially belonged to the time series category using image
processing techniques. This approach avoids the sample length limitation and ensures
no signal information is lost. Researchers have developed a variety of transformation
techniques to achieve this goal. For example, the method of generating time–frequency
diagrams can present the signal’s time and frequency information, which is suitable for
analyzing the dynamic characteristics of non-stationary signals. The reconstructed image
method rearranges the time series data points into a 2D matrix according to a specific logic,
reflecting the data’s dynamic changes and periodic characteristics. The Gramian angular
field (GAF), on the other hand, generates images by calculating the relative angles between
data points and is particularly suitable for application scenarios in which changes in angles
have an essential effect on the state of the system.

Ref. [106] compared the effects of two data transformation methods, wavelet transform
and signal superposition, on the training effect of grid fault classification models. The
researcher used wavelet transform and signal superposition methods to process the signal
into time–frequency images and 2D grayscale images (as shown in Figures A1–A3) and
fed the obtained datasets into the AlexNet network for model training. The average fault
recognition rates obtained were 80.31% and 92.87%, respectively. The results show that
the distribution of features after time–frequency processing is more concentrated, which
increases the difficulty of image recognition. Ref. [107] proposed a distribution network
faulty feeder identification method based on improved CEEMDAN and convolutional
neural networks. The method first decomposes the zero-sequence current signal into a series
of intrinsic modal functions by the improved MCEEMDAN. The method maps the sampled
values to a gray interval of 0–255 to obtain a grayscale image. Then, a pseudo-color-coding
method converts the grayscale image into an RGB image with three channels (as shown in
Figure A4). Finally, the RGB images obtained from the zero-sequence currents of different
lines are fused by pixel-weighted averaging fusion to form the dataset used for model
training and are fed into the Google neural network, which ultimately obtains up to 99.33%
accuracy in line selection. Ref. [108] utilized the Hilbert–Yellow transform to construct the
time–frequency energy matrix (as shown in Figures A5 and A6). It used this matrix as the
pixel matrix of the digital image to classify faults using the image similarity recognition
method based on convolutional neural networks to verify its accuracy and adaptability.
Ref. [109] used continuous wavelet transform to encode three-phase voltage and current
signals as time–frequency images (as shown in Figures A7 and A8) and introduced the SA
module in MobileNetV3 to capture feature dependencies in spatial and channel dimensions
to improve fault classification accuracy. Ref. [110], on the other hand, mapped zero-
sequence currents into colorful wreath images via symmetric Hilbert transform (as shown
in Figure A9), compared the detection results of five deep learning models and four kernel
functions, including AlexNet, VGG16, and ResNet50, and proposed that ResNet50-SVM-
Polynomial is the optimal fault diagnosis model in this scenario. Methods that directly
extract features from 1D data often fail to effectively express the interrelationships between
data corresponding to different points in time, and methods that encode 1D data into
2D images to extract features may also lose part of the information due to differences in
encoding methods. Aiming at the above problems, [111] proposes a fault classification
model that integrates 1D time-series data and 2D image data, fusing 1D time series features
extracted based on convolutional neural network and 2D image features extracted based
on Gramian angle field and other coding methods through weight settings, and finally
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obtaining an accuracy improvement of 3.35%. The results corresponding to the conversion
methods mentioned in [106–110] are shown in Table 3.

Table 3. Comparison of results of different signal conversion methods.

Ref Method Data Conversion

[106] WT + grayscale
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The conversion from 1D time series data to 2D data is not only a simple transformation
of the data format but also an expansion of the depth and breadth of the data processing
capability. Through this mapping, the signal can show more hidden information about
itself in two-dimensional space, thus enhancing the overall performance of the power
system fault diagnosis. However, standardized conversion method evaluation indexes
applicable to different scenarios have not yet been formed. Overall, the conversion effect
is mainly evaluated by relying on the detection accuracy of the model, and there is a
lack of authoritative and compelling indicators by which to measure the effectiveness of
the conversion method itself. This limitation makes the signal conversion process lack
theoretical guidance and increases the blindness of method selection. There are various
sources of measurement data in distribution networks, and factors such as differences in
data dimensions and types, different sensor models, and extreme environments all impact
the fault diagnosis effect of distribution networks. Related research has proposed multi-
sensor fusion technology to fully explore the information of various types of measurement
data. The technology applied in the distribution network should mainly include real-time
monitoring, fault diagnosis, load forecasting, and so on [112]. The system can provide a
more accurate analysis of grid operation status by fusing data from different sensors, such
as temperature sensors, meteorological data, current sensors, and equipment health status
monitoring, thus improving the grid’s adaptability to environmental changes.
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5. Fault Diagnosis Method for an Electrical Distribution Network Based
on Fusion Algorithm

Deep learning methods are widely used in power system fault diagnosis because of
their powerful feature extraction capability. Nevertheless, model training often requires
a large amount of data and a long training time, and the interpretability of the model
is poor. In contrast, although not as good as deep learning regarding feature extraction
capability, shallow machine learning algorithms, such as DT and SVM, are more efficient in
classification, have good interpretability, and can achieve effective fault classification with
less data support. The strengths and limitations of deep learning and machine learning
have motivated researchers to explore models that combine the two to fully utilize the
advantages of deep learning in processing complex data and the excellent interpretability
of machine learning. Studying such fusion models will provide more efficient and accurate
power system fault diagnosis solutions.

Zhang et al. combined a long short-term memory (LSTM) network for feature extrac-
tion from power system time series fault data and random forest (RF) for fault prediction
classification [113]. The method was validated on actual power line fault data, successfully
extracted time series features, and accurately predicted the occurrence of fault events.
Zheng [114] combined deep neural networks (DNNs) with traditional machine learning
methods (e.g., decision trees) for the prediction of the mechanical state of high-voltage
equipment. This was validated with a high-voltage equipment dataset, and the failure
events of the equipment were successfully predicted. Ref. [115] utilized a 2D CNN to
extract fault feature vectors autonomously and realized fault classification in distribution
network by classification algorithms such as SVM and RF. Ref. [116] proposed a cable fault
classification and localization model based on a CNN-LSTM structure for a distribution
network. It extended the proposed method with the help of migration learning to different
systems with similar configurations. Ref. [117] considered the effects of the changes in the
location and number of distributed power sources to extract fault features. It used LSTM
as a classifier to build a fault detection, classification, and localization model. In addition,
such fusion algorithms have made significant progress in the fault diagnosis of industrial
pumps [118] and bearings [119] (Table 4).

Table 4. Advantages and disadvantages of power system fault diagnosis methods based on deep
learning and a combination of deep learning and shallow machine learning.

Method Advantages Limitations

Deep
learning

One-dimensional
sequential

The data are easily accessible and models, such as
LSTM, that deal with one-dimensional time series
can effectively capture time-dependent features.

Ignores spatial information in the
data and poor model

interpretability.

Two-dimensional image

The data transformation method integrates the
temporal and spatial information of the data and

fully utilizes the advantages of convolutional
neural networks in processing image data.

The data transformation process
increases the complexity of data

processing and poor model
interpretability.

Hybrid deep and shallow learning

Deep learning has a robust feature extraction
capability, and shallow machine learning has an

efficient classification capability. Fusing the
advantages of both improves overall diagnostic

accuracy and interpretability.

The model structure of the fusion
method is more complex and

challenging to debug and
optimize.

6. Conclusions and Discussion
Distribution network fault diagnosis has important socio-economic significance. This

paper outlines the main fault types of traditional and smart distribution networks and their
corresponding fault detection, fault classification, fault location (fault feeder identification,
fault section localization, fault position location), and fault reason determination techniques
from the perspective of the combination of signal processing and artificial intelligence.
The article compares the performance of fusion algorithms combining different signal
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processing techniques with intelligent algorithms in various fault diagnosis tasks. It
analyzes the impact of multiple data types obtained by signal processing on the diagnostic
effect. Traditional fault diagnosis methods for power grids rely mainly on rule- and model-
based diagnoses, expert systems, and statistical methods. Rule- and model-based diagnosis
methods are highly interpretable due to their explicit rules and transparent diagnostic
process. They are particularly suitable for diagnosing common line faults and equipment
faults. Expert systems can formalize expert experience and are ideal for diagnosing complex
equipment faults and power system protection. Statistical methods, however, are good
at dealing with large amounts of historical data and are suitable for early warning and
diagnosis of faults such as overload and overcurrent. Deep learning techniques are widely
used in smart distribution networks. Among these, the deep learning method based on
1D time series data can effectively deal with complex time series data, meet real-time
diagnosis requirements and is especially suitable for diagnosing time-varying faults such as
distributed power supply access and electronic device faults. Combining the advantages of
deep learning and shallow machine learning, both the strong feature extraction capability
of deep learning and the efficient classification capability of shallow machine learning can
be utilized to improve overall diagnostic accuracy and efficiency, which is suitable for fault
diagnosis in complex scenarios such as bidirectional current flow.

In summary, artificial intelligence methods have been widely used in power system
fault diagnosis but still face great challenges. (1) Fewer faults occur in the actual power
system operation, which leads to difficulty in acquiring fault data, so fault samples can
only be obtained through simulation modelling. When the simulation run time is short, we
can obtain enough fault samples by batching the simulation. However, when the model
has a high proportion of renewable energy resources, the simulation runtime increases
dramatically, and a single simulation may be several hours long. In this case, obtaining
sufficient samples through batch simulation becomes very difficult. To address this problem,
the sample generation method based on generative adversarial networks has excellent
potential for development. This method has been studied in the fields of power system
load forecasting and medical diagnosis with good results, and it is expected to provide
an effective solution for distribution network fault diagnosis in the future. (2) Due to
the distribution network structure diversity and parameter configuration differences, a
unified standard model can be challenging to apply to all application scenarios. Thus,
fault diagnosis models need to have strong generalization capabilities. However, it is often
too difficult to apply AI models trained on one distribution network’s fault data sample
sets to other distribution network scenarios with different structures or configurations.
Transfer learning reduces the need for large amounts of new data by enabling the migration
of models pre-trained on large-scale and well-labelled datasets to fewer data or domain-
specific datasets, which have great potential to improve scalability and generalization
capabilities under different grid configurations. (3) Industrial data often contains the
core information of an enterprise, with strong privacy and security. Techniques such
as federal learning or encrypted computing have become an effective means of coping
with such problems. However, the high computational complexity of these techniques
remains a major challenge for practical deployment. Many researchers have proposed
reducing computational complexity while maintaining the accuracy and performance of the
model through optimization algorithms, hardware acceleration, and model compression.
These strategies effectively combine AI models with practical deployment requirements,
providing a viable solution for deploying fault diagnostic models in distribution networks.
(4) The power system domain has a complex mechanistic background, and purely data-
driven AI methods may not be able to capture the deeper features of it. Combining
domain expert knowledge with AI techniques is an important idea by which to solve this
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problem, one which not only helps AI algorithms to tap into the underlying laws but also
improves the interpretability of the AI models, thus increasing the acceptance of such
techniques in the industrial field. (5) The impact of extreme weather, such as lightning, on
the effectiveness of fault diagnosis in distribution networks cannot be ignored. Therefore,
the combination of meteorological data with distribution network sensor data for lightning
strike prediction and fault diagnosis, together with the optimization of lightning protection
design and fault diagnosis strategies according to the climatic characteristics of different
regions, form an important research direction upon which to improve the accuracy of
distribution network fault diagnosis under lightning weather conditions.
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