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Abstract

:

The aim of this work is to study the causes of accidents in chemical processes, develop a methodology for accident prevention via control, and illustrat its realization by examples using a variety of strategies. The general concept of critical situations was introduced systematically covering both emergency and pre-emergency situations. In large-scale chemical plants, examples of accidents are presented. Accident causes as a result of disturbances and control faults in technological processes are analyzed. Approaches for preventing accidents are considered. The revealing of critical situations is presented as a problem of pattern recognition, and the subtasks of the recognition are analyzed. An emergency scale based on the assessment of various states of the chemico-technological process is introduced and applied for distinguishing the different levels of accident. The real obstacles in the prevention of accidents via control are shown and analyzed. Matrices of critical situations with corresponding characteristics are given. The main tasks for the prevention and elimination of critical situations are highlighted and characterized, and our methodology for the realization of these tasks is presented. Practical examples of the prevention of accidents in the industrial ammonia synthesis processes (including approaches and strategies) are demonstrated based on the real-time control of autothermal reactors.
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1. Introduction


The topicality of accident prevention in chemico-technological systems is obvious. Accidents in the chemical industry occur rather frequently, despite the efficient equipment, modern control instruments, and regular safety measures [1,2,3,4,5,6,7,8]. They take place at the leading chemical enterprises of Europe, America, and Asia. Technical equipment works better and better, but its failures become more and more dramatic [1,4,6,7,9,10,11,12].



The reasons for accidents can be very different: (1) faults in the technological process during control; (2) damage of the technological equipment caused by a variety of factors (corrosion, vibrations, control faults), etc.



In the general literature on the technology, the term “accident” is well known. Typically, the term “accident” is identical to the term “emergency”.



Accidents in the chemical industry are accompanied by huge losses [2,4,6,7,12,13,14,15,16,17,18,19,20,21,22].



Some facts on accidents



The Chernobyl nuclear accident that occurred on 26 April, 1986, was the world’s worst-ever technological disaster.



In chemical industry, the most well-known accidents are described in detail. See [4,7,10,11,15,17,18,19,20,23,24,25]. Apparently, the Bhopal disaster on 3 December 1984 at the Union Carbide Corporation (UCC) was the biggest catastrophe in the history of the industrial chemistry with terrible consequences [23]:




	
8000 people died at once;



	
Over the next 20 years, more than 20,000 people died, and hundreds of thousands suffered from complications;



	
The Union Carbide Corporation could not regain its original market position.








A well-known accident with fire and explosion occurred on 1 June 1974 at the chemical company NYPRO in Flixborough, United Kingdom [25]:




	
28 people died;



	
There was an explosion with a magnitude between 15 and 45 TNT;



	
The whole plant was damaged;








In Germany, the explosion catastrophe took place on 28 July 1948 at the company BASF, Ludwigshafen [24]:




	
207 people died, about 3800 people were injured;



	
7350 houses in Ludwigshafen and Mannheim were damaged;



	
Property damage was about 80 million German marks.








Also in Germany, there was the big accident on 8 June 1999 at the BAYER company in Wuppertal [10]:




	
Over 100 people were injured;



	
The estimated property damage exceeded some millions of German marks, including the territory of the factory, surrounding residential buildings, and the whole landscape.








Other examples of accidents at leading enterprises in America and Europe:




	
Explosion at Houston Chemical Complex, Phillips 66 (23 October 1989) [17];



	
The fire at Allied Colloids Limited, Low Moor, Bradford (21 July 1992) [18];



	
Accident in Dormagen, BAYER-Werk (30 June 1997) [15];



	
West Fertilizer explosion and fire, West, Texas (17 April 2013) [19];



	
Accident with an explosion at the company BASF Ludwigshafen (17 October 2016) [11,20];



	
Explosion at Chempark Leverkusen (27 July 2021) [7].








Since 1991, in Germany, all notifiable events in industrial plants are registered by the Central Report and Evaluation Center for accidents and malfunctions in process engineering plants (ZEMA) at Federal Environment Agency (Germany). In 2018 and 2019, 50 accidents and malfunctions in German industrial plants have been registered, mostly in chemical plants. In total, 4 deaths were reported and 75 people were injured. Environmental damage was reported within the operational area for seven events and environmental damage outside of the operational area for one event [4]. Until today, it is not known what caused the accident at BAYER-Werk Dormagen on 30 June 1997.



Prevention of accidents. Approaches and topics



In the analysis of accidents, three statements can be formulated:




	
One of main causes of known accidents was human error;



	
For some accidents, the real cause cannot be determined;



	
For many accidents, the consequences are difficult to predict.








Generally, the prevention of accidents highly depends on the safety culture, and the formation of this culture is Problem 1.



Studies on troubleshooting in chemico-technological processes are subjects of considerable interest.



In the literature, due attention is devoted to solving the problem of emergency prevention: [3,8,12,14,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,45,46,47,48,49,50,51,52,53,54,55,56,57,58,59,60,61,62].



Different approaches in technical diagnostics and fault detection have been formulated [33,48,49,50,51,52,54,55,56,57] with great attention to equipment diagnostics using nonlinear models. There are various techniques for the risk assessment of enterprises in the chemical industry [8,30,31,32,60,63,64]. In the USA and Germany, risk identification is carried out for both personnel and equipment and performed using the standard techniques of hazard and operability (HAZOP), Fehlermöglichkeits und Einflussanalyse (FMEA), what-if analyses, and checklists [65,66,67].



E.g., in the HAZOP technique, the conceptual scheme is the following one:



“Engineers/modelliers simulate reactor circuit in two steady states, start-of-run and end-of-run and think through the various operational and safety issues between these two states. They will also look at the startup/shutdown procedure. Operators, design engineers and technology specialists, then, identify hazards, characterize their causes and suggest solutions in terms of measurable process variables like temperature, pressure, level and their control, while also reviewing safety devices such as Pressure Relief Valves.”



FMEA is an engineering method that provides qualitative statements.



All of these techniques are used for the process design and certification of new products or processes, etc. [67].



In [41,42], the development of expert systems for assessing the accident risk is considered. Such systems can be used both for analyzing the state of equipment and for developing the technological processes as well.



In [62], a methodology was described on how to use the data obtained by historians for the verification of safety assumption.



Tasks related to accidents can be divided in two categories:




	
Aimed at analyzing and eliminating the consequences of accidents;



	
Aimed at the prevention of accidents.








There are different modes of control of technological objects: manual, automatic, and automated.



With manual control of the system, control actions are formed and realized by a person (technologist, operator).



Some causes of accidents are analyzed in [4,12,14,26,68]. It is pointed out that, generally, the insufficiency of manual control is generated due to the high risk of dangerous situations (operating modes) because of the long reaction time of operators.



Automatic control of the system is control without the direct participation of a person in the control loop.



In the case of automated control of the system, the control actions generated by the computer can be realized via the closed loop (automatically) and manually, by the operator.



For technological processes, the development of automated control systems is one of the most efficient ways of preventing accidents.



In the known automated control systems, two approaches are outlined. The first approach is the recognition of arising dangerous technological situations, i.e., technical diagnosis. Then, the process operator must be informed about these situations [53,54,55,56,57,69,70]. The second approach involves the technical diagnosis of the control object and the automatic regulation of key variables with increased reliability [14,36,38,68].



In [14], three main tasks for the avoidance of accidents in control are listed: prevention, diagnosis, and elimination. This work presents a methodology for solving these tasks based on the concretization, development, and generalization of the concept of failure-free control. The tasks are considered and realized as complementary ones. When eliminating dangerous situations, subtasks of decision-making and implementation of corresponding control actions are also solved.



Accident-free operation should be considered as one of the obligatory conditions for the achievement of high economic and ecological efficiency of chemico-technological systems.



In this work, the control of chemico-technological systems in real time will be discussed aiming at the prevention of accidents. It will be illustrated by practical examples of ammonia production which is one of the cornerstones of industrial chemistry. Recently, ammonia has also been viewed as an interesting energy storage candidate. The chemical method for the industrial ammonia synthesis process was developed in 1905–1913 by the chemist Fritz Haber and the chemical engineer Karl Bosch (Germany). The method was already being used in industrial scale operations in 1913 [71,72,73]. The synthesis of ammonia is associated with the realization of many typical processes of chemical technology (heterogeneous catalysis, compression of gases to high pressures, purification and separation of gases, heat processes, combustion, condensation, evaporation).



The ammonia synthesis plant is a complex nonlinear system with different strong feedbacks. In Europe and the USA, the main feedstock for ammonia production isnatural gas as a source of hydrogen [74]. In China, which is the world’s largest producer of ammonia, the feedstock for ammonia synthesis is coke oven gas [74,75,76].



Due to the high pressure in the synthesis system and the high temperature in the reactor, as well as the use of combustible and explosive gases (CH4, H2), ammonia synthesis belongs to a class of processes which are potentially hazardous.




2. Background of Analysis


In the literature, the different definitions of accidents have been formulated. Some of them are similar, stressing the “unintended”, “unplanned”, or “sudden” scenarios of accidents.



Table 1 shows the examples of accident definitions.



In this paper, the accidents in chemico-technological systems are defined and described as unplanned technological incidents which are characterized by considerable economic and/or ecological losses and/or by the human toll. Concepts of emergency and pre-emergency situations are used.



Sometimes, an emergency situation is identified with an accident. Here, an emergency situation (ES) is defined as a situation which corresponds to dangerous technological breakdowns. The term ”dangerous” means that this situation will be followed by an accident if the appropriate and urgent control measures are not taken.



In emergency situations, signalization systems are, as a rule, activated. Then, protective interlocks and emergency and gate valves start to work. If emergency situations are not eliminated within a limited time, then they are followed by accidents.



Pre-emergency situations (PS) are characterized by breakdowns which can lead to emergency situations in the absence of proper control measures. By analyzing these breakdowns and/or their dynamics, accidents can be predicted.



In many cases, emergency and pre-emergency situations are combined. These two situations can be generalized by the concept of critical situations (CS).



In the exploitation of chemical plants, some planned measures are possible, when economical and/or ecological losses are big, e.g., planned shutdowns aiming at plant maintenance, the repair and replacement of the equipment, reloading of catalysts, and so on. The planned shutdowns are scheduled by a separate technological document.



Some shutdowns are unplanned, and so-called ‘false shutdowns’ may occur as well. Within our methodology, all unplanned shutdowns are considered as accidents.



Both the planned shutdowns and unplanned ones are accompanied by significant economic and ecological losses, especially because of a long-term equipment downtime.



In Figure 1, the categories of the accident losses are presented. Losses can occur both during an accident (e.g., due to a shutdown of the plant, a decrease in the productivity, destruction of equipment and buildings, and environmental pollution as well) and after an accident (production downtime, death of people or damage to their health). Finally, accidents cause irreparable damage to the image of enterprises.



Some losses can be compensated (’reversible’ losses), while others, for example, losses of life, are ‘irreversible’.



The problem of accident prevention is interdisciplinary (Figure 2), and it creates additional obstacles for its solving.




3. Materials and Methods


The efficient prevention of accidents depends to a large extent on the correct recognition of critical situations (CS). Algorithms for eliminating emergency and pre-emergency situations may differ significantly.



In most cases, it is much more difficult to eliminate an emergency situation than the corresponding pre-emergency one. Typically, this is caused by the higher losses which correspond to the emergency situation.



As is known, the behavior of a technological process depends on input variables (including control actions), as well as on external and internal disturbances. In critical situations, many differences in the behavior of the technological process take place. Analyzing these differences, the decision about the presence of certain CS can be made.



We consider the problem of revealing the critical situations as a problem of pattern recognition, consisting of the following subtasks:




	
Splitting a set of situations into classes depending on their properties;



	
Finding features of recognition under constraints;



	
Descriptions of different classes via the language of recognition features.








All of these subtasks are developed for a concrete chemico-technological plant based on technological regulations and practical experience. Also, some subtasks are formed based on a thorough theoretical study of the technological process and its static and dynamic mathematical models. In some cases, methods of artificial intelligence are applied, e.g., automated recognition of patterns and regularities in data [40,81]. Based on the current technological data, it is determined whether the situation which arises belongs to a certain class.



Developing the features of recognition, it is very important to take into consideration not only static but dynamic characteristics of the technological object as well, in particular, the rate of change in variables. In some cases, requirements/for transient processes must be considered, e.g., the absence of oscillations for certain variables. It should be considered as well that:




	
The characteristics of nonlinear technological process can depend on input variables and disturbances;



	
Measurement errors of technological variables can be significant.








As the features of recognition, the following can be used:




	
The output and input variables of the technological process, as well as their derivatives;



	
Additional functions of output and input variables including their derivatives.








Some illustrations will be presented below.



The normal technological mode, that is the guidance for the operator, is described by the technological regulation. For the computer, the mode of normal operating is the mode that corresponds to the two conditions, i.e.,




	(1)

	
The requirements of the technological regulation;




	(2)

	
The additional requirements of pattern recognition.









Therefore, the normal mode for the operator is generally not the same as the normal mode for the computer. The operator may not recognize some pre-emergency situations identified by a computer that uses additional calculated features of recognition.



In the literature, different scales for accident characterization are known, e.g., the Heinrich ratio [82], Rohn emergency scale [83]. These scales characterize the losses and damages of accidents, as well as the consequences of accidents. However, these scales do not consider different regimes and states of objects. Also, different scenarios of accidents, especially the pre-emergency situation, which is a subject of this paper, are not considered either.



Our scale is based on the assessment of various states of a chemico-technological object. The state of the object is characterized using a special scale, emergency degree (ED) that includes the following ranges (Figure 3):




	(1)

	
Mode of normal operating (ED = 0); qualitatively, ED = 0 corresponds to requirements of technical regulations and to additional requirements in some cases;




	(2)

	
Mode of pre-emergency breakdowns, i.e., a pre-emergency situation or a combination of pre-emergency situations (ED = 1);




	(3)

	
Mode of emergency breakdowns, i.e., an emergency situation or a combination of critical situations with one emergency situation at least (ED = 2);




	(4)

	
Accidents (ED = 3).









The optimal and nominal modes are different types of Mode 1.



The nominal mode means a special case of the normal mode recommended to the operator by the technologist. The modes of startups and scheduled shutdowns also refer to Range 1. Emergency shutdowns refer to Range 4.



What is a meaning of emergency degree? It can be defined as a reserve in time (TK), a period, during which an accident can be prevented.



Obviously,


T1 > T2 > T3 > T4,








k is the number of the range of the emergency scale; k = 1, …, 4, T4 = 0.



Qualitatively, this dependence is a decay of Tk from infinity (Range 1) to the zeroth value (Range 4).



In Figure 4, the comparative characteristics of losses corresponding to critical situations and accidents are shown (Ranges 2–4 on the emergency scale). The expenditures on the elimination of emergency situations are included into the losses.




4. Results


4.1. General Results


An analysis of control means for the normal operating mode shows that they, generally, do not provide efficient prevention and elimination of CS [14]. This can be explained as follows:



Cause 1. Difference in control strategies for the normal operating mode and critical situations



Control objectives in the normal operating mode and in critical situations can differ significantly [14] (Figure 5).



In critical situations, the “expensive” control actions must be used sometimes, and the “expensive” action is one for which the cost is much higher than the cost of the control in the normal operation.



Thus, in critical situations some inevitable losses must be accepted in order to prevent much bigger losses due to an accident.



Cause 2. Essential nonlinearity



Generally, the characteristics of many chemical processes are nonlinear and even essentially nonlinear [84,85]. As an essential nonlinearity, we mean the nonlinearity that can lead to qualitative changes in the operation mode, first of all to the loss of stability. This kind of nonlinearity occurs in a number of chemical systems containing reactors.



The kinetics of catalytic reactions depends nonlinearly on many factors, i.e., temperature, pressure, concentration of reactants, and catalyst state. In critical situations, the variation in these parameters can provoke dramatic and fast changes in the dynamic characteristics of the control and disturbance channels.



Cause 3. Deficit of control actions in critical situations



The appearance of CS is often associated with a deficit of control actions. A deficit of control actions is understood as a phenomenon in which the number of controlled variables is greater than the number of control actions. Such situations may occur, when final control elements are blocked or are at the limits, i.e., the resources of control actions have been exhausted [14].



Cause 4. Change in characteristics of control objects over time



Typical examples of phenomena that lead to a change in the characteristics of an object over time can be:




	
Loss of activity of catalysts in industrial chemical reactors, i.e., catalyst deactivation, as a complex non-steady-state process influenced by many physicochemical factors including chemical “poisoning”, coking, thermal deactivation, sintering, and mechanical degradation [86]. Also, the different primary categories of catalyst deactivation can be distinguished [87,88]:



	○

	
Reversible and irreversible deactivation;




	○

	
Chemical and physical deactivation;




	○

	
‘Intrinsic’ and ‘extrinsic’ deactivation.







	
Change in the heat transfer coefficient due to the formation of scale on the heat-exchange surface.








The change in characteristics over time essentially complicates ensuring accident-free control.



Cause 5. Increasing the sensitivity of objects to disturbances



This cause is one of consequences of the nonlinearity that complicates the task of preventing accidents. In critical situations, the increase in the sensitivity to disturbances is exhibited to the greatest extent when a change in the object characteristics leads to the loss of stability.



When using the control means for working in the normal operating mode, the accidents can still occur in the following cases [14]:




	(a)

	
Errors of process operators.









The percentage of such accidents is quite high. It can be explained by different factors, i.e., the long reaction time of operators, a big number of controlled variables, complexity of the situations, etc. In some critical situations, the process productivity may not be less and even more than in normal operating. One of the dangerous operator errors is the attempt to increase the process efficiency with no attention to the proximity of a critical situation.



	(b)

	
Unreliability of information on object variables;




	(c)

	
Failure of control means in normal operating mode;




	(d)

	
Turning on improperly programmed control systems in critical situations;




	(e)

	
Action of strong disturbances on the control object.







Such disturbances can lead to rapid and essential deviations of the object’s variables, as well as to the fast change in the characteristics of control and disturbance channels.



	(f)

	
Combinations of factors listed above.







In critical situations, switching on some control means oriented on normal operating can aggravate the dangerous situation. Finally, the working recommendation is switching off such means.



As for the presented emergency scale (Figure 3), Ranges 2 and 3 correspond to critical situations. We characterize each situation answering the three questions:




	
Are the considered critical situation and the normal operating mode different in the properties of the control object, i.e., stability, the control model, etc.?



	
Are the critical situation and the normal operating mode different in control strategies (algorithms)?



	
Is the deficit of control actions arising even in the case where all final control elements (actuators and valves) are intact?








In this paper, the answers to Questions 1–3 (“yes” = 1 or “no” = 0) are used for compiling the vector of the characteristics of the situation (VCS). This vector has the structure:


Vr = [g, s, d],








where r is the number of the critical situation; r = 1, …, N; g, s, and d are the answers (“yes”—1 or “no”—0) to Questions 1–3.



Characteristics of critical situations are used for the compilation of the so-called matrix of critical situations (MCS). Some examples of VCS and an example of an MCS will be given for preventing accidents in ammonia synthesis control (P. 4.2.11).



The control strategies in critical situations and in normal operating can be different.



In the general case, the prevention and elimination of critical situations should be ensured by the realization of three complementary tasks (Figure 6):




	
Prevention of arising pre-emergency situations (Range 2) while solving control tasks in the normal operating mode;



	
Recognition of critical situations of the technological process;



	
Elimination of critical situations.








Our methodology for the realization of the three tasks is given below.



For the prevention and elimination of simple critical situations, the analysis of all three tasks is not obligatorily required. However, for complicated critical situations the analysis of all of these tasks is preferrable.



Task 1. Prevention of arising pre-emergency situations in the normal operating mode



When controlling a technological object, this task is especially important. It presents the development of both control strategies and means for preventing the object transition from normal operating to the pre-emergency mode. In this case, real practical difficulties should be considered, i.e., the unreliability of some technological variables, failures of final control elements, errors in realizations of control actions, etc. Within Task 1, these difficulties are overcome using special procedures (see below).



Task 2. Recognition of pre-emergency and emergency situations



This task presents timely recognition of the CS, revealing the causes of their occurrence, and preparing the information for Task 3. Since the algorithm for eliminating the PS can be simpler and more efficient than the algorithm for eliminating the corresponding ES, it is desirable to identify the PS as early as possible. The most difficult situations arise when several breakdowns in the technological process occur simultaneously.



Task 3. Elimination of critical situations



This task consists of decision-making procedures based on the Task 2 information, computing, and realizing the control actions for the transition of the object from the current state (Ranges 2–3 on the scale) to the state of normal operating. When making decisions, mathematical methods of the system analysis are used, e.g., the principle of a guaranteed result [89].



The causes of critical situations are not always identified. In some cases, the elimination of identified causes is impossible. Moreover, eliminating some causes does not always guarantee the prevention of an accident. When eliminating critical situations, the following strategy is employed:



If it is managed to identify the cause of the CS, and if it is possible to prevent the accident by eliminating the cause, then it is removed. Otherwise, the elimination of critical situations is organized via the transition of the system from the current state to the normal operation mode using appropriate control actions. If it is possible and reasonable, then the identified cause of the CS is eliminated as well.



In some cases, it is not managed to determine the pre-emergency situation. Nevertheless, the typical procedures for preventing and eliminating the emergency situations must be considered and performed.



Solving only Task 1 is not enough to ensure accident-free operation. But the renunciation of this task can lead, e.g., to temperature oscillations in the system, which in its turn can often provoke accidents. Below, all three mentioned tasks will be presented for the prevention of accidents in ammonia synthesis control.




4.2. Prevention of Accidents in Ammonia Synthesis Control (Examples, Methodology, and Solutions)


4.2.1. Technological Schemes of Ammonia Production


In this work, the methodology given above will be illustrated by examples taken from the practice of control of the ammonia production from natural and coke oven gases.



A detailed description of typical processes of ammonia synthesis is given, in particular, in [8,35,43,44,45,60,71]. The main difference in the realization of the technological schemes is caused by the different feedstocks.



In Figure 7, Figure 8 and Figure 9, the simplified technological schemes are shown. In ammonia production from natural gas, the hydrogen required for the synthesis is obtained via catalytic reforming of natural gas with water steam. In ammonia production from coke oven gas, the necessary nitrogen is produced by a low-temperature air separation process.



The synthesis of ammonia is carried out in a synthesis column which is a typical catalytic autothermal reactor. There are various types of synthesis columns, i.e., tubular reactors, multiple-shell reactors, and reactors of a combined type.



In this work, we consider the tubular reactor and the reactor of the combined type for ammonia production from the coke oven gas and from the natural gas, respectively.



The control of synthesis columns is determined by the essential physico-chemical properties and technological peculiarities of the process:




	
The reaction of the ammonia production from nitrogen and hydrogen occurs with the volume decrease; this reaction is reversible and exothermic. As a consequence, both the equilibrium and optimal temperature will decrease with the conversion [86,90];



	
The heat of the reaction is used for heating the input gas mixture;



	
A part of the cold reactive mixture is supplied directly into the reaction zone of the column to control the temperature.








The temperature decrease in the reaction zone can be a result of different factors:




	
The increase in the ratio between the flows of the cold and heated mixtures;



	
The increase in the concentrations of ammonia and/or non-reacting gases at the column inlet;



	
Decrease inpressure in the ammonia synthesis loop.









4.2.2. Critical Situations Caused by Breakdowns in the Technological Process during Control


Examples of such situations in the production of ammonia can be:




	
Breakdowns in the composition of the nitrogen–hydrogen mixture;



	
Loss of thermal stability of the ammonia synthesis reactor (the reaction extinguishing);



	
Excessive increase in the pressure in the ammonia synthesis loop;



	
Temperature fluctuations in the ammonia synthesis reactor, which lead to the occurrence of thermal stresses in the connecting elements of the apparatus and, as a result, to the decompression of the system. This can cause leaks, fires, and explosions of the gas mixture.









4.2.3. Accidents Caused by the Damage of the Technological Equipment


As an example of such an accident in the production of ammonia from natural gas, the burnout of the reactor tubes or the damage of the connection elements in the tubular methane reformer can be presented. This can lead to an explosion of the reaction mixture.




4.2.4. Differences in Control Strategies of the Ammonia Production in Normal Operating Mode and in Critical Situations


The phenomenon described above can be caused by a significant increase in temperature at the outlet of the methane reformer.



If this temperature rises dangerously, it must be reduced much faster than in normal operating mode, and a possible drop in the plant productivity should be neglected.




4.2.5. Different Strategies for Eliminating Critical Situations Caused by Technological Violations


In coke gas-based ammonia production, the main final control element for the temperature in the ammonia synthesis column is the cold bypass which includes the actuator and the valve of the supply of the gas mixture to the reaction zone without preheating. If the loss of thermal stability of the reactor is monitored, and the cold bypass is closed, the supply of liquid ammonia to the ammonia evaporator is often increased. As a result, the temperature of the mixture after the evaporator (secondary condensation temperature) decreases. Then, the degree of separation of the ammonia condensed increases. This leads to a decrease in the ammonia concentration at the column inlet accompanied by the following changes: a shift in the reaction equilibrium to the right, an increase in the heat generation, an increase in the reaction zone temperature, and, finally, the re-establishing of thermal equilibrium [35].



In a special case where the loss of stability is caused by the breakthrough of liquid ammonia into the reactor, it is not permissible to reduce the temperature of secondary condensation since it would exacerbate the development of a dangerous mode. In such a situation, other measures are used, such as opening the long bypass (diverting gas bypassing the column) for reducing the gas flow rate to the reactor and increasing the system pressure. It is essential to restore the operability of the evaporator by reducing the supply of liquid ammonia to this unit.




4.2.6. “Expensive” Control Actions


In the case of the reaction extinguishing when the cold bypass is closed and the level of liquid ammonia in the evaporator is at the upper limit, it is necessary to open the long bypass. Such a control action is associated with significantly higher costs of ammonia production compared with the control implemented by the cold bypass.




4.2.7. Essential Nonlinearity of Ammonia Synthesis Processes


When the input gas flow, pressure, and mixture composition change in the ammonia synthesis system, characteristics of the control and disturbance channels change as well in a rapid and significant manner. This complicates the prevention and elimination of critical situations [68].



In many cases, there is a significant non-linear change in the characteristics of the control object. As mentioned above, increasing the supply of liquid ammonia to the normally functioning ammonia evaporator leads to a decrease in the ammonia concentration at the reactor inlet and the temperature increase in the reaction zone. However, in the pre-emergency situation caused by the overfilling of the evaporator (Range 2 on the emergency scale), the boiling of liquid ammonia in the apparatus is stopped. As a result, increasing the supply of liquid ammonia does not lead to the following phenomena, i.e., a decrease in the temperature of secondary condensation, a decrease in the ammonia concentration at the reactor inlet, and a temperature increase within the reaction zone.



In the case of small temperature deviations, the ammonia synthesis reactor behaves in normal operation mode as an object with self-balancing (stable object). The control channel of the object can be approximately described by the first-order aperiodic link with variable coefficients and variable delay time [14,68]. After the loss of thermal stability, the reactor characteristics change dramatically. In this case, the control channel of the object must be approximated by the link without self-balancing, i.e., the unstable object [68].




4.2.8. Deficit of Control Actions in Critical Situations


In ammonia production from coke oven gas, the situation is possible when the reaction in the synthesis column starts to “die out”, the cold bypass valve is completely closed, and the level of liquid ammonia in the evaporator is at the upper limit. The situation becomes even more complicated if the long bypass cannot be opened due to the high pressure in the circulation system, as such a control action would lead to an additional pressure increase.



In ammonia production from natural gas, air is used as the nitrogen source for ammonia synthesis. The air flow rate not only affects the ratio of hydrogen to nitrogen but also the temperature of the gas mixture after the second stage of the methane converter.



In the case of a deviation from the hydrogen-to-nitrogen ratio with the dangerous rise of the hydrogen concentration, increasing the air supply for restoring the ratio is sometimes unacceptable. This occurs when the resources of the air compressor are at their limit or when the temperature after the second stage of the methane converter is too high. If the air supply is increased, converter destruction, fire and, finally, explosion can be the consequences.




4.2.9. Change in the Characteristics of the Synthesis Reactors over Time


Characteristics of the ammonia synthesis reactor can change in time. The reason for this is the loss of activity of the catalyst during the catalytic process which occurs as a result of “poisoning” by some substances, thermal deactivation, and mechanical destruction, etc.



As a consequence of chemical, thermal, and mechanical treatments, structural changes in the catalyst (sintering) occur, which result in an increase in the catalyst non-uniformity. The catalyst activity and its non-uniformity can be different in different sections of the apparatus. Due to the noted phenomena, the characteristics of the column change significantly during its operation, which complicates the modeling of this object and its control in real time.



When controlling the column, it is necessary to consider the upper and lower temperature limits in the reaction zone. Compliance with these limits is necessary to ensure the thermal stability of the reactor. Also, accounting for the upper limit aims at the prevention of the catalyst sintering. Changes in the object characteristics necessitate adjustments in the temperature limits in the reaction zone and the optimal temperature as well.




4.2.10. Increase in the Sensitivity of the Control Objects in Critical Situations


If a pre-emergency situation arises due to the loss of the thermal stability of the reactor, even a slight breakdown of the supply or composition of the input gas mixture can considerably accelerate the dangerous temperature drop, and the emergency shutdown of the column can occur.




4.2.11. Matrices of Critical Situations for Ammonia Production


Table 2 shows an example of matrices of critical situations (MCS) for several pre-emergency situations (Range 2 on the accident scale) that occur in ammonia production.



The MCS is compiled on the basis of characteristics of critical situations which are described by the vector of the characteristics of the situation (P.4.1). Thus, for the second situation V2 = [1, 1, 1], and for the fifth situation V5 = [0, 0, 0], respectively.



The MCS represents the visual generalized characteristics of critical situations. It is essential for preventing and eliminating dangerous breakdowns. The analysis of MCS allows the estimation and comparison of the elimination of various critical situations based on their complexity. Thus, in terms of elimination, it is obvious that Situation 5 is noticeably simpler than Situation 3 or Situation 2.



Development and analysis of the MCS creates a foundation for goal-oriented studies for designing control systems focused on the prevention of accidents.




4.2.12. Prevention and Elimination of Critical Situations in Ammonia Synthesis Reactors


As practical examples of the prevention and elimination of a CS, subsystems for the control of autothermal reactors can be considered. These subsystems are parts of the control system for ammonia synthesis units [14,35,36,38,68]. In this section, the prevention of the loss of thermal stability for ammonia synthesis reactors is treated in more detail. It is one of the key tasks for the subsystems. For the control of the thermal regime of reactors, the following tasks are solved:




	I.

	
Optimal control of reactors in normal operating mode (Range 1 on the emergency scale) which consists of two basic sub-tasks, i.e., temperature stabilization in the catalytic reaction zones and determination of the optimal temperature in these zones;




	II.

	
Diagnosis of reactors, i.e., recognition of the loss of the thermal stability of the reactors (Ranges 1–3 on the emergency scale);




	III.

	
Elimination of critical situations which have arisen via the transition of the control object from the unstable current state (Ranges 2–3) to the stable one (Range 1).









Task I is integrated into a set of tasks for the control of the synthesis units in the mode of normal operating. Tasks II and III are integrated into the set of tasks for the diagnosis of technological process, recognition, prevention, and elimination of critical situations for synthesis units. All tasks are realized using the program modules which are implemented into the control system.



While solving Tasks I–III, the prevention of pre-emergency situations is ensured by the realization of the procedures shown in Figure 10.



The logico-technological checks of the process variables in Task I consist of verifying the reliability of information on the technological variables. In this case, constraints are used on possible values of the variables and the rate of their change as well as models. Also, possible relationships between the variables are used [35,39].



When solving Task I, control actions produced by the system are computed considering the principle of the guaranteed result. In this case, the last one consists of the admissibility of the realization of all of the control vector components and any combinations of these components. The object state and the computed control actions are checked at each control step before and after the realization. The autonomous control of autothermal synthesis reactors is also ensured. It additionally increases the control reliability.



For increasing the operation speed of the system and stability of the technological process, the compensation of measured disturbances is realized. For the purpose of the timely detection of critical situations, the values of key variables are predicted and analyzed. While computing the control actions, aperiodic transient processes must be ensured for preventing thermal stresses in the connecting elements of the units.



The system ensures a high adaptation speed of control models. For this purpose, real-time dynamic models have been developed in which parameters are expressed as functions of the input variables [14].



When diagnosing the reactors (Task II), the technological constraints on the temperature in the reaction zone and the prognostic temperature are considered, and the rate of the temperature change as well as the limits of these values. The constraints on the rate and the prognostic temperature are calculated as functions of the input variables.



The detection of critical situations is implemented using artificial intelligence methods, including image and pattern recognition techniques [35,40,81]. During the diagnosis process, the causes that led to the dangerous temperature changes are also identified.



Based on the solution of Task II, Task III is solved, the decision for elimination of a critical situations is made, and an algorithm for eliminating the situation is selected. In case of uncertainty in certain parameters of the system, simplified algorithms are used.



The system also accounts for the possibility of the simultaneous occurrence of multiple critical situations, i.e., complex critical situations (CCS). In this case, a control strategy is implemented in which the elimination of one critical situation does not render the elimination of another critical situation impossible.



The following control actions are used in the elimination of critical situations:




	-

	
Supplying the cooling bypass flows regulated by the cold bypass valves (Wc,ij);




	-

	
Changing the temperature of secondary condensation regulated by the valves (Wa,i) which supply the liquid ammonia to the ammonia evaporators;




	-

	
Using the long bypasses regulated by the valves (Wl,i) which divert the gas bypassing the column.









In the production of ammonia from natural gas, purge gas valves (Wp,i) are also used. In the production of ammonia from coke gas, purge gas valves are rarely used due to the high purity of the incoming nitrogen–hydrogen mixture (NHM).



A dangerous decrease in the temperature at the i-th reactor is eliminated primarily by the valve Wc,ij. If this does not lead to the required results, then the temperature t2k,i is decreased using the valve Wa,i, if it is possible. Otherwise, control actions for opening the long bypass (valve Wl,i) or the purge gas valve Wp,i are produced.



In relation to the process under consideration, our approach of eliminating the critical situations is the following one.



The more accurate the technical diagnosis performed and the greater the opportunities to select the most suitable control actions, the more effective the elimination of the hazardous situation, and the lower the costs of the elimination. In parallel with the elimination of critical situations, the causes of their occurrence (breakdown in the composition of the input NHM, operator errors, etc.) are removed if it is possible.



In the case of the prevention and elimination of critical situations due to breakdowns in NHM composition, additional software tools are included into the synthesis control system. These tools were developed considering the dominant dead time in the control channel for the composition of NHM [35,36,43,44,45].



Specialized controllers have been developed to stabilize the temperature in the reaction zones, ensuring stability and high operating speed even when the object characteristics change in a wide range. One of the nonlinear controllers for temperature control in the reactors is described in [14]. This controller realizes the strategies used by experienced operators to control the column temperature in the normal operating mode and in critical situations as well. It is termed as the best operator strategy. In [68], the developed controller with a variable structure is presented. With the appropriate modification, it can also be used to solve the discussed problem.



Thus, due to the rapid adaptation of the models and the use of specialized controllers, the system’s operability is ensured with a quick change in the object characteristics in a wide range.



When eliminating critical situations in the case of a deficit of control actions, the principle of selective control is used. For example, the concentration of inert gases, the ratio between nitrogen and hydrogen in the NHM, the pressure in the ammonia synthesis loop, and the temperature in the ammonia synthesis reactor are adjusted using the valve Wp,i, [36].



Automatic diagnosis of the state of the final control elements is also performed.



In any situation, devices of higher and lower priority are distinguished. If the device of higher priority fails, a lower-priority control element is used.



It should be stressed that the program tasks for the recognition, prevention, and elimination of critical situations are initiated in the control system much more frequently than the tasks offinding the optimal temperature in the catalytic reaction zones.



The considered Tasks I, II, and III can be operated autonomously. In the separate realization of Tasks II and III, the additional execution of Procedure 1 from Task I (Figure 10) is organized in them.



As mentioned in the introduction, there are many methods for preventing accidents, and these methods can be categorized in different ways. Within our paper, our approach, which can be termed as the “Rational Control Methodology (RCM)”, is compared with some other methods for preventing accidents via control known from the literature. This is collated in Table 3 which includes some compared characteristics based on the chosen concepts and corresponding key terms, i.e., reaction time in recognition of complex critical situations (CCS) and their elimination, respectively; the probability of errors in the recognition of CCS, in decision-making for their elimination, and in control actions, respectively; and the possibility of optimal CCS elimination. Optimal CCS elimination is considered to be an elimination which corresponds to the chosen optimal control law.






5. Discussion


Accident prevention in the industry is carried out through the application of complementary methods and approaches, including various technical and organizational measures, training, and personnel drills. Our solutions complement existing ones.



The area of our work is interdisciplinary. Currently, such concepts as accidents, emergencies, malfunctions, and breakdowns are used differently in different organizations and countries. This is why a lot of attention was paid to definitions. In some cases, emergency situations and accidents are defined identically. In Germany, there are the concepts of Störfall, Notfall, Notfallsituation, which are defined in a different way. For the forced shutdown, it is debated whether it is an accident or not.



According to the meaning of our article, we tried to present its concepts for a wide audience as simply and accessibly as possible.



Accident prevention is a complex scientific and technical problem with a practical orientation. In many cases, the proper prevention of accidents also provides possibilities for increasing the efficiency of the chemico-technological processes in the normal operation mode.



It must be stressed that most industrial chemico-technological processes belong to the class of potentially highly hazardous processes. The modern chemical plant is a complex non-linear control object with uncertainty.



The aim of our article was writing the review on accident prevention combined with our original results. There are the typical difficulties of chemical-technological control objects that should be considered when preventing and eliminating the technological breakdowns. The focus of the article was on the development of the “Rational Control Methodology” for solving the problem considered.



In recent years and decades, enormous strides have been made in the development of computing technology. But, despite this, accidents often occur at the leading chemical companies worldwide.



Our paper is not about hardware or system-wide software. Primarily, it is about specialized solutions in the field of chemical engineering; automatic control, the theory of decision-making under conditions of uncertainty, etc.



Within our methodology (RCM), the prevention of accidents can be solved by implementing the particular complementary practice-oriented tasks.



Both classical and contemporary methods of control, pattern recognition and decision-making are used. In addition to unified problems, it is also necessary to solve problems specific to each chemico-technological control object. The choice of method is determined by the characteristics of the object and the problem formulation. Often, when solving a specific problem, existing methods are modified and/or new methods and approaches are developed.



The main prerequisites for implementing the proposed methodology include the ability to access the required technological parameters (pressure, temperature, chemical compositions, etc.) measured in real time.



When preventing accidents, the following tasks are topical:




	
Design of dynamic mathematical models focused on practical applications;



	
Tasks of the control of systems with uncertainty;



	
Tasks related to the implementation of artificial intelligence.









6. Conclusions


The paper introduces the concept of critical situations as a combination of emergency and pre-emergency situations arising during the operation of chemico-technological objects. Examples of accidents and corresponding losses in the leading chemical plants of Europe, America, and Asia are described.



The methodology of the recognition of critical situations is presented.



It is shown that in the general case, the normal modes of the technological process for the operator and for the computer are different.



Based on the assessment of various states of the chemico-technological object (emergency degree), the emergency scale is developed.



The comparative characteristics of losses corresponding to different emergency degrees are given, and the schematic diagram for preventing accidents is constructed.



The practical control difficulties in preventing accidents are distinguished. It was shown that in the general case, the control means for the normal operating mode do not provide the efficient prevention and elimination of critical situations, and the reasons for this were found.



It was demonstrated that sometimes in critical situations, inevitable losses must be accepted in order to prevent much bigger losses due to an accident.



Matrices of critical situations are presented, visualizing the generalized characteristics of both critical situations and their combinations. These matrices can be used for the prevention and elimination of technological breakdowns.



Three main tasks are highlighted and characterized, aiming at the prevention of accidents via the control of complex chemico-technological objects: (1) prevention of pre-emergency situations while solving control tasks in the normal operating mode; (2) recognition of critical situations in the technological process; (3) elimination of critical situations.



Examples are given from the practice of the control of typical potentially hazardous processes, i.e., industrial ammonia production processes. Subsystems were considered for the control of typical autothermal reactors, which are parts of the control system for ammonia synthesis units.



Within the three main tasks of the automated control of reactors, the complementary measures aimed at preventing and eliminating the critical situations are described. The recognition and elimination of critical situations in the system is fulfilled considering the specific physico-chemical properties and technological peculiarities of the process.



The high operability of the control system with the fast change in the object characteristics in a wide range is ensured by quick adaptation of the special dynamic models and corresponding nonlinear controllers.



The real-time realization of the tasks for the prevention and elimination of critical situations significantly increases the economic and ecological efficiency of the chemico-technological system. The results of the work can be used for both goal-oriented investigation of objects of the chemical process industry and developing the means for the prevention of accidents via control.




7. Future Directions


Currently, we are working on new mathematical models and systems for the prevention and elimination of critical situations, as well as on generalizing the principles and strategies for preventing accidents in the control of complex technological objects. It appears that among the methods of preventing accidents, two categories should be distinguished, i.e., common-sense methods and non-trivial methods in which physico-chemical understanding needs to be developed. This is a subject of our special interest.







Author Contributions


Conceptualization, A.F. and G.Y.; methodology, A.F. and G.Y.; formal analysis, A.F. and G.Y. All authors have read and agreed to the published version of the manuscript.




Funding


This research received no external funding.




Data Availability Statement


Not applicable.




Conflicts of Interest


The authors declare no conflicts of interest.




Nomenclature








	Latin letters
	



	Fa,i
	supply of the liquid ammonia in the ammonia evaporators (Nm3//h)



	Fc,ij
	gas supply in the reaction zones by the cold bypasses (Nm3//h)



	Fl,ij
	gas supply by the long bypass (Nm3//h)



	m
	number of the cold bypass valves at the reactor



	n
	number of the reactors



	t2k,i
	temperature of the secondary condensation (°C)



	Tk
	time reserve for accident prevention (s)



	Vr
	VCS



	Wa,i
	opening degree of the liquid ammonia supply in the ammonia evaporators (%)



	Wc,ij
	opening degree of the cold bypass valves (%)



	Wl,i
	opening degree of the long bypass valves (%)



	Wp,i
	opening degree of the purge gas valve (%)



	Subscripts
	



	i
	number of the reactor, i = 1, …, n



	j
	number of the cold bypass at the reactor, j = 1, …, m



	k
	number of the range on the emergency scale, k = 1, …, 4



	r
	number of the critical situation, r = 1,…, N



	Abbreviations
	



	CCS
	complex critical situation



	CS
	critical situation



	ED
	emergency degree



	ES
	emergency situation



	MCS
	matrix of critical situations



	NHM
	nitrogen–hydrogen mixture



	PS
	pre-emergency situation



	RCM
	rational control methodology



	VCS
	vector of characteristics of the situation







References


	



Landesamt für Umweltschutz: Aktualität der Notfallvorbeugung. Available online: https://lau.sachsen-anhalt.de/luft-klima-laerm/immissionsschutz-luftqualitaet-physikalische-einwirkungen/luftqualitaet/industrieanlagen/anlagensicherheit (accessed on 25 November 2023).

	



Emergency. Available online: https://ptm01.ru/avariya,-opredelenie-termina-po-normativnyim-dokumentam,-zakonu,-gost,-npb,-pravilam (accessed on 25 November 2023).

	



Jofriet, P. Alarm Management. Chem. Eng. 2005, 112, 36–41. [Google Scholar]

	



Störfälle 2018 und 2019: Chemieindustrie am Häufigsten Betroffen. Available online: www.umweltbundesamt.de/themen/stoerfaelle-2018-2019-chemieindustrie-am (accessed on 24 October 2023).

	



Worst Texas Plant Explosions. Available online: https://www.juanlaw.com/work-injury/worst-chemical-plant-accidents/ (accessed on 25 November 2023).

	



Unfaelle bei BAYER AG. Available online: http://www.cbgnetwork.org/476.html (accessed on 25 October 2023).

	



Explosion at a Chemical Plant in Leverkusen. 25 November 2023. Available online: https://www.hazardexonthenet.net/article/186949/First-interim-report-into-July-chemical-explosion-that-killed-seven-in-Leverkusen-reveals-likely-cause.aspx (accessed on 25 October 2023).

	



Madhusoodan, O.; Dhiman, A.K. Problem, Failure and Safety Analysis of Ammonia Plant: A Review. Int. Rev. Chem. Eng. (IRECHE) 2010, 2, 631–646. [Google Scholar]

	



Hartwig, S.; Korbmann, R.; Sicherheit. Leben wir in unserer mobilen Welt lebensgefährlich? DB Mobil. 2004, 5, 60–63. [Google Scholar]

	



Hörster Udo. Beinahe-Katastrophe bei BAYER Versetzt Stadt Wuppertal in Panik. „Das war wie im Krieg“. Available online: http://www.cbgnetwork.org/Ubersicht/Zeitschrift_SWB/SWB_1999/SWB03_99/_Storfall__Wuppertal/_storfall__wuppertal.html (accessed on 25 October 2023).

	



Störfall mit der Explosion in Ludwigshafen. Available online: https://docplayer.org/73622707-Presse-information-aktueller-stand-unglueck-im-landeshafen-nord.html (accessed on 25 November 2023).

	



Research Report. What Has the Industry Experience Been with Ammonia Manufacturing Plants? What Is Their Track Record for Having Serious Process Safety Incidents? What Root Causes Have Typically Led to Them? 3 December 2019, Palak Jain and Dhruv Patel. Available online: https://engineering.purdue.edu/P2SAC/presentations/documents/Industry-Experience-With-Ammonia-Manufacturing-Plants-Fall-2019.pdf (accessed on 18 October 2023).

	



Verletzte bei Chemie-Unfall in Wiesbaden (15 August 2023), 120 Einsatzkräfte vor Ort. Available online: https://www.hessenschau.de/panorama/chemie-unfall-in-papierfabrik-gefahrstoffaustritt-und-13-verletzte-in-wiesbaden-v9,warnmeldung-mainz-kostheim-100.html (accessed on 27 November 2023).

	



Fedorov, A.; Stefan, T.; Noisser, R.; Weinmann, A. Vermeidung und Beseitigung von Notfallsituationen mit regelungstechnischen Lösungen. Int. J. Autom. Austria 1999, 7, 2–17. [Google Scholar]

	



Störfall Dormagen. Ein Jahr nach dem Großunfall im BAYER-Werk Dormagen: Fragen bleiben bis Heute Offen. CBG. Pressemitteilung vom 29.6.1998. Available online: http://www.cbgnetwork.org/735.html (accessed on 27 October 2023).

	



Unfall in Einem Chemiepark in Krefeld. Available online: https://www.wz.de/nrw/krefeld/unfall-in-krefelder-chempark-mitarbeiter-mit-chlorgas-in-kontakt-gekommen_aid-86261091 (accessed on 25 November 2023).

	



Explosion at Houston Chemical Complex, Fa. Phillips 66 (23 October 1989). Available online: https://www.hse.gov.uk/comah/sragtech/casepasadena89.htm (accessed on 27 October 2023).

	



The Fire at Allied Colloids Limited, Low Moor, Bradford. 21 July 1992. Available online: https://www.hse.gov.uk/comah/sragtech/casealliedcol92.htm (accessed on 27 October 2023).

	



West Fertilizer Explosion and Fire, West, Texas (17 April 2013). Available online: https://www.csb.gov/west-fertilizer-explosion-and-fire-/ (accessed on 27 October 2023).

	



Explosion at BASF in Ludwigshafen, Germany. 2016. Available online: https://www.dw.com/en/explosion-at-basf-plant-in-ludwigshafen/video-36062364 (accessed on 27 October 2023).

	



Kralupy: Explosion in tschechischer Petrochemiefabrik (Unipetrol, 22. March 2018). Available online: https://www.sueddeutsche.de/panorama/kralupy-explosion-in-tschechischem-chemiewerk-1.3916771 (accessed on 27 October 2023).

	



Störfall bei BAYER- Werk am 28. September 2020. Available online: http://www.cbgnetwork.org/476.html (accessed on 27 October 2023).

	



Katastrophe von Bhopal. Available online: https://www.risikomanagement.info/Der-Fall-Bhopal-von-Union-Carbide.359.0.html?&no_cache=1&sword_list%5B%5D=Bhopal (accessed on 24 November 2023).

	



BASF Explosion Disaster. Available online: https://www.alexautographs.com/auction-lot/1948-ig-farben-ludwigshafen-explosion-memorial-al_B69432DA7A (accessed on 25 November 2023).

	



Krisenmanagement, Störfall von NYPRO in Flixborough (England). Available online: https://docplayer.org/166016902-Risknews-krisenmanagement-das-magazin-fuer-risk-management-ausgabe-kommunikation-in-krisensituationen.html#google_vignette (accessed on 27 October 2023).

	



Lee, T.H.; Adams, G.E.; Gaines, W.M. Computer Process Control: Modeling and Optimization; John Wiley & Sons: New York, NY, USA; London, UK; Sydney, Australia, 1968. [Google Scholar]

	



Jasniecki, R. Emergency planning: Expect the Unexpected (Environmental Manager). Chem. Eng. 2003, 110, 63–67. [Google Scholar]

	



Sharland, J. Process safety management: Minimizing the Need for Shutdown. Chem. Eng. 2002, 109, 68–70. [Google Scholar]

	



Schmitz, P.; Swuste, P.; Reniers, G.; van Nunen, K. Mechanical integrity of process installations: Barrier alarm management based on bowties. Process Saf. Environ. Protect. 2020, 138, 139–147. [Google Scholar] [CrossRef]

	



Arendt, J.S. Management of quantitative risk assessment in the chemical process industry. Process Saf. Progress 1990, 9, 262–268. [Google Scholar] [CrossRef]

	



Achour, M.H.; Haroun, A.E.; Schult, C.J.; Gasem, K.A.M. A new method to assess the environmental risk of a chemical process. Chem. Eng. Process. 2005, 44, 901–909. [Google Scholar] [CrossRef]

	



Khan, F.I.; Iqbal, A.; Abbasi, S.A. Risk analysis of a petrochemical industry using ORA (Optimal risk analysis) procedure. Process Safety Progress 2001, 20, 95–110. [Google Scholar] [CrossRef]

	



Himmelblau, D.M. Fault Detection and Diagnosis in Chemical and Petrochemical Processes; Elsevier Scientific Publishing Company: Amsterdam, The Netherlands; Oxford, UK; New York, NY, USA, 1978. [Google Scholar]

	



Beschatov, M.V.; Sokolov, V.M.; Kaz, M.I. Accidents in Chemical Production and Measures to Prevent Them; Chimija: Moscow, Russia, 1976. (In Russian) [Google Scholar]

	



Fedorov, A. Control system for ammonia units. Int. J. Control. Syst. Comput. 1991, 113, 120–124. [Google Scholar]

	



Fedorov, A.V.; Korchaka, N.I.; Plotnickij, I.G.; Piskun, J.V.; Andrianov, V.V. Method of Ammonia Production Control. In Patent N3914, MKI C01C 1/04, G 05 D 27/00, Industrial Property. Official Bulletin; State Patent Department of Ukraine: Kiev, Ukraine, 1994; Volume 6, pp. 3138–3139. [Google Scholar]

	



Beschatov, M.V.; Sokolov, V.M. Prevention of Accidents in Chemical Production; Chimija: Moscow, Russia, 1979. (In Russian) [Google Scholar]

	



Statyukha, G.A.; Fedorov, A.V.; Kisil, I.M.; Verigin, S.I. Device for Automatic Control of the Ammonia Synthesis Process. In Inventor’s Certificate No. 1281515 MKI C01C 1/04, G05 D 27/00, Discoveries. Inventions. Official Bulletin of the State Committee for Inventions and Discoveries; All-Union Research Institute of Patent Information: Moscow, Russia, 1987; Volume 1, pp. 74–75. [Google Scholar]

	



Medvedev, R.B.; Muravjev, A.I.; Fedorov, A.V.; Shljachanov, A.N. Algorithms for checking the reliability of parameter values in the information subsystem of the system for computer process control. Chem. Technol. 1977, 94, 51–52. (In Russian) [Google Scholar]

	



Fedorov, A.V. On the solution of the problem of recognition and elimination of emergency modes of the ammonia synthesis unit in the conditions of the operating process control system. Chem. Plant Eng. 1981, 33, 89–91. (In Russian) [Google Scholar]

	



Leimer, E.; Kiese, G.; Muschelknautz, S.; Schecker, H.G. Sicherheitstechnische Auslegung und Absicherung von verfahrenstechnischen Anlagen mit Hilfe eines wissensbasierten Systems. Chemie-Ing. Techn. 1996, 68, 1142–1143. [Google Scholar] [CrossRef]

	



Schecker, H.G. Stabilitaet und Induktionszeit von Feststoffschuettungen. VDI–Berichte 1996, 1272, 203–213. [Google Scholar]

	



Fedorov, A.V.; Korchaka, N.I.; Kisil, I.M.; Kotovenko, E.A.; Shablij, A.G.; Andrianov, V.V.; Krot, V.G. Method of Ammonia Production Control. In Patent No. 9449, MKI C01C 1/04, G05 D27/00, Industrial Property. Official Bulletin; State Patent Department of Ukraine: Kiev, Ukraine, 1996; pp. 3.1201–3.1202. [Google Scholar]

	



Statyukha, G.A.; Fedorov, A.V.; Kisil, I.M.; Korchaka, N.I.; Podlipnjak, A.F.; Andrianov, V.V.; Piskun, J.V.; Kuchtinov, J.V. Method of Ammonia Production Control. In Inventor’s Certificate No. 1432006 MKI C01C 1/04, G05 D 27/00, Discoveries. Inventions. Official Bulletin of the State Committee for Inventions and Discoveries; All-Union Research Institute of Patent Information: Moscow, Russia, 1988; Volume 39, pp. 69–70. [Google Scholar]

	



Statyukha, G.A.; Fedorov, A.V.; Kisil, I.M.; Korchaka, N.I.; Shablij, A.G.; Podlipnjak, A.F.; Andrianov, V.V.; Krot, V.G.; Goldshtein, E.V. Method for Control of the Ammonia Synthesis Process. In Inventor’s Certificate No. 1527156 MKI C01C 1/04, G05 D 27/00, Discoveries. Inventions. Official Bulletin of the State Committee for Inventions and Discoveries; All-Union Research Institute of Patent Information: Moscow, Russia, 1989; Volume 45, pp. 123–124. [Google Scholar]

	



Woodhouse, J. Optimization Program: Shutdown What, Why and When. Chem. Eng. 2002, 109, 71–73. [Google Scholar]

	



Isermann, R. Model-based fault detection and diagnosis-status and applications. Annu. Rev. Control. 2005, 29, 71–85. [Google Scholar] [CrossRef]

	



Tan, W.L.; Nor, N.M.; Bakar, M.Z.A.; Ahmad, Z.; Sata, S.A. Optimum parameters for fault detection and diagnosis system of batch reaction using multiple neural networks. J. Loss Prev. Process Ind. 2012, 25, 138–141. [Google Scholar] [CrossRef]

	



Jiang, Q.; Yan, X.; Zhao, W. Fault detection and diagnosis in chemical processes using sensitive principal component analysis. Ind. Eng. Chem. Res. 2013, 52, 1635–1644. [Google Scholar] [CrossRef]

	



Yuan, Z.; Qin, W.; Zhao, J. Smart manufacturing for the oil refining and petrochemical industry. Engineering 2017, 3, 179–182. [Google Scholar] [CrossRef]

	



Amin, M.T.; Imtiaz, S.; Khan, F. Process system fault detection and diagnosis using a hybrid technique. Chem. Eng. Sci. 2018, 189, 191–211. [Google Scholar] [CrossRef]

	



Amin, M.T.; Khan, F.; Imtiaz, S.; Ahmed, S. Robust process monitoring methodology for detection and diagnosis of unobservable faults. Ind. Eng. Chem. Res. 2019, 58, 19149–19165. [Google Scholar] [CrossRef]

	



Tu, Y.; Wang, D.; Ding, S.X.; Fu, F.; Li, W. A Reconfiguration-Based Fault-Tolerant Control Method for Nonlinear Uncertain Systems. IEEE Trans. Autom. Control. 2022, 67, 6060–6067. [Google Scholar] [CrossRef]

	



Chen, D.; Liu, R.; Hu, Q.; Ding, S.X. Interaction-Aware Graph Neural Networks for Fault Diagnosis of Complex Industrial Processes. IEEE Trans. Neural Netw. Learn. Syst. 2023, 34, 6015–6028. [Google Scholar] [CrossRef]

	



Li, L.; Ding, S.X. Gap metric techniques and their application to fault detection performance analysis and fault isolation schemes. Automatica 2020, 118, 109029. [Google Scholar] [CrossRef]

	



Sun, W.; Paiva, A.R.C.; Xu, P.; Sundaram, A.; Braatz, R.D. Fault detection and identification using Bayesian recurrent neural networks. Comput. Chem. Eng. 2020, 141, 106991. [Google Scholar] [CrossRef]

	



Wu, H.; Zhao, J. Fault detection and diagnosis based on transfer learning for multimode chemical processes. Comput. Chem. Eng. 2020, 135, 106731. Available online: https://www.x-mol.net/paper/article/1217336703553654784 (accessed on 24 November 2023). [CrossRef]

	



Bothe, M.; Fedorov, A.; Frei, H.; Lutters, N.; Kenig, E.Y. Untersuchung des dynamischen Prozessverhaltens bei Betriebsstörungen im Bereich der chemischen Absorption. Chem. Ing. Tech. 2020, 92, 299–304. [Google Scholar] [CrossRef]

	



Fedorov, A.; Frei, H.; Bothe, M.; Lutters, N.; Kenig, E.Y. Entwicklung von Echtzeitmodellen für Kreislaufprozesse der chemischen Absorption. Chem. Ing. Tech. 2020, 92, 1962–1967. [Google Scholar] [CrossRef]

	



Schmitz, P.; Reniers, G.; Swuste, P. Determining a realistic ranking of the most dangerous process equipment of the ammonia production process: A practical approach. J. Loss Prev. Process Ind. 2021, 70, 104395. [Google Scholar] [CrossRef]

	



Bracey, J. Chronic Unease—The Missing Ingredient in Safety Leadership; CEP, American Institute of Chemical Engineers: New York, NY, USA, 2023; pp. 42–45. [Google Scholar]

	



Downes, A.M.; Prasad Goteti, P.E.; Lindsay, S.; Loseto, M. Use Process Historian Data to Verify Safeguards; CEP, American Institute of Chemical Engineers: New York, NY, USA, 2023; pp. 26–33. [Google Scholar]

	



Risk Identification. Available online: https://www.mitre.org/publications/systems-engineering-guide/acquisition-systems-engineering/risk-management/risk-identification (accessed on 27 October 2023).

	



Risk Identification. Available online: https://blog.softexpert.com/en/risk-identification/ (accessed on 27 October 2023).

	



Sommer, J.; Arend, M.; Boßler, G.; Bronner, W.; Buhn, J.; Diehl, F.; Fiedler, A.-K.; Hahn, M.; Kappelmaier, R.; Klein, T.; et al. Risikobeurteilung in der Anlagensicherheit: Das PAAG-/HAZOP-Verfahren und Weitere Praxisbewährte Methoden; Jedermann-Verlag: Heidelberg, Germany, 2020. [Google Scholar]

	



Cottin, C.; Döhler, S. Risikoanalyse; Springer: Wiesbaden, Germany, 2013. [Google Scholar]

	



FMEA. Available online: https://quality-one.com/fmea/ (accessed on 25 November 2023).

	



Utkin, V.; Fedorov, A. Prevention of emergency situations with sliding mode control. In Proceedings of the 11th IEEE International Workshop on Variable Structure Systems (VSS), Mexico City, Mexico, 26–28 June 2010; pp. 136–141. [Google Scholar] [CrossRef]

	



Bao, S.; Luo, L.; Mao, J.; Tang, D. Improved fault detection and diagnosis using sparse global-local preserving projections. J. Process Control. 2016, 47, 121–135. [Google Scholar] [CrossRef]

	



Araujo, A.; Skogestad, S. Control structure design for the ammonia synthesis process. Comput. Chem. Eng. 2008, 32, 2920–2932. [Google Scholar] [CrossRef]

	



Appl, M. Ammonia. In Principles and Industrial Practice; Wiley-VCH: Weinheim, Germany, 1999. [Google Scholar]

	



Ammonia Production. Available online: https://encyclopedia.pub/entry/1129 (accessed on 25 November 2023).

	



Haber-Bosch-Verfahren. Available online: https://www.umweltbundesamt.de/umweltatlas/reaktiver-stickstoff/verursacher/energiewirtschaft-industrie/was-ist-das-haber-bosch-verfahren (accessed on 25 November 2023).

	



Energy-Efficiency and Air-Pollutant Emissions-Reduction Opportunities for the Ammonia Industry in China. Available online: https://www.osti.gov/servlets/purl/1236781 (accessed on 27 October 2023).

	



World’s Largest Producer of Ammonia. Available online: https://www.mordorintelligence.com/de/industry-reports/ammonia-market (accessed on 24 November 2023).

	



Wasserstoff im Kokereigas. Available online: https://www.home-of-foundry.de/news/wasserstoffreiches-kokereigas-heizt-schmelzofen-1429 (accessed on 25 November 2023).

	



Accident (Heinrich definition). Available online: https://oshwiki.osha.europa.eu/en/themes/accidents-and-incidents (accessed on 4 March 2023).

	



Małysa, T.; Gajdzik, B. Predictive Models of Accidents at Work in the Steel Sector as a Framework for Sustainable Safety. Energies 2021, 14, 129. [Google Scholar] [CrossRef]

	



Małysa, T.; Nowacki, K.; Lis, T. The correlation between structure of employment and accident at work in metallurgical enterprises. 26th International Conference on Metallurgy and Materials. Metal 2017, 2017, 2244–2249. [Google Scholar]

	



Accident (Definition). Available online: https://www.safeopedia.com/definition/204/accident (accessed on 4 March 2023).

	



Russell, S.; Norvig, P. Künstliche Intelligenz: Ein moderner Ansatz; Pearson: München, Germany, 2004. [Google Scholar]

	



Heinrich Ratio, Heinrich Pyramid. Available online: https://skybrary.aero/articles/heinrich-pyramid (accessed on 27 October 2023).

	



Rohn, E.; Blackmore, D. A Unified Localizable Emergency Events Scale. Int. J. Inf. Syst. Crisis Response Manag. 2009, 1, 14. [Google Scholar] [CrossRef]

	



Marin, G.B.; Yablonsky, G.S. Kinetics of Chemical Reactions. Decoding Complexity; Wiley-VCH Verlag GmbH & Co. KGaA: Weinheim, Germany, 2011. [Google Scholar]

	



Yablonsky, G. Kinetic Models of Catalytic Reactions, V. 32. In Comprehensive Chemical Kinetics; Elsevier: Amsterdam, The Netherlands, 1991. [Google Scholar]

	



Szépe, S.; Levenspiel, O. Optimal temperature policies for reactors subject to catalyst deactivation—I Batch reactor. Chem. Eng. Sci. 1968, 23, 881–894. [Google Scholar] [CrossRef]

	



Gromotka, Z.; Yablonsky, G.; Ostrovskii, N.; Constales, D. Three-Factor Kinetic Equation of Catalyst Deactivation. Entropy 2021, 23, 818. [Google Scholar] [CrossRef]

	



Gromotka, Z.; Yablonsky, G.; Ostrovskii, N.; Constales, D. Integral Characteristic of Complex Catalytic Reaction Accompanied by Deactivation. Catalysts 2022, 12, 1283. [Google Scholar] [CrossRef]

	



Moiseev, N.N. Problèmes Mathématiques D’analyse des Systèmes; Mir: Moscow, Russia, 1985. (In French) [Google Scholar]

	



Yablonsky, G.; Ray, A. Equilibrium and Optimum: How to Kill Two Birds with One Stone? Int. J. Chem Cal React. Eng. 2008, 6, 36–48. [Google Scholar] [CrossRef]








[image: Processes 12 00161 g001] 





Figure 1. Accident losses in chemical plants. 
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Figure 2. Prevention of accidents as an interdisciplinary problem. 
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Figure 3. Emergency scale. 
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Figure 4. Prevention and elimination of critical situations in accordance with the emergency scale. 
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Figure 5. Difference and overlapping in control objectives for normal operation and critical situations. 
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Figure 6. Tasks of the prevention of accidents. 
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Figure 7. Ammonia production using natural gas. 1.1 and 1.2—Catalytic reforming of natural gas (primary and secondary reformers). 2—Purification of synthesis gas (shift conversion, CO2 removal and methanation). 3—Compression of the synthesis gas up to the required pressure. 4—Ammonia synthesis loop (conversion, separation, and recycling). 
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Figure 8. Ammonia production using coke oven gas. 1—Purification of coke oven gas. 2—Separation of coke oven gas. 3—Compression of hydrogen–nitrogen mixture up to the required pressure. 4—Ammonia synthesis loop (conversion, separation, and recycling). 
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Figure 9. Ammonia synthesis loop. 1—Preparation of nitrogen and hydrogen mixture for ammonia synthesis. 2—Ammonia reactor. 3—Ammonia separation. 
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Figure 10. Prevention and elimination of critical situations. 






Figure 10. Prevention and elimination of critical situations.



[image: Processes 12 00161 g010]







 





Table 1. Definitions of accidents.
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	No
	Definition
	Source (References)





	1
	An accident involves the destruction of buildings and (or) technical devices used at a hazardous production facility, uncontrolled explosion, and (or) release of hazardous substances
	[2]



	2
	An accident is an unplanned and uncontrolled event in which the action or reaction of an object, substance, person, or radiation results in personal injury or the probability thereof
	[77]



	3
	An occupational accident shall mean a sudden externally caused event related to the performed work resulting in injury or death of a worker
	[78]



	4
	The workplace accident is understood as a sudden, impossible-to-predict incident which results in injuries, deaths, or damages
	[79]



	5
	An accident is an unintentionally caused event. In most cases, the term is used specifically in reference to unintentionally caused negative events
	[80]










 





Table 2. Matrix of critical situations for ammonia production (“yes”—1, “no”—0).
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	Number of CS
	Critical Situations
	Is the Difference in Object Characteristics?
	Is the Difference in Control Strategies?
	Is the Deficit of Control Actions Possible?





	1
	Breakdowns in the ratio between the supply of natural gas and air (the air compressor resources are at the limit)
	0
	1
	1



	2
	Loss of the thermal stability of the ammonia synthesis reactor (the reaction extinguishing)
	1
	1
	1



	3
	Overflow of ammonia evaporator (the level of liquid ammonia in the evaporator is at the upper limit)
	1
	1
	0



	4
	Dangerous rise in the temperature at the outlet of the tube methane reformer
	0
	1
	0



	5
	Temperature increase in the catalytic zone of the ammonia synthesis reactor above the permissible level
	0
	0
	0










 





Table 3. Comparison of accident prevention approaches via control.
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Modes of Control

	
Compared Characteristics




	
Reaction Time in Recognition of Complex Critical Situations (CCS)

	
Reaction Time in Elimination of CCS

	
Probability of Errors in Recognition of CCS

	
Probability of Errors in Decision Making for Elimination of CCS

	
Probability of Errors in Control Actions

	
Optimal Elimination of CCS






	
Manual control

	
long

	
long

	
relatively large

	
relatively large

	
relatively large

	
impossible




	
Manual control with automated diagnosis

	
short

	
long

	
very small

	
relatively large

	
relatively large

	
impossible




	
Rational Control Methodology (RCM)

	
short

	
very short

	
very small

	
very small

	
very small

	
possible
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