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Abstract: Internet of Health Things plays a vital role in day-to-day life by providing electronic health-
care services and has the capacity to increase the quality of patient care. Internet of Health Things
(IoHT) devices and applications have been growing rapidly in recent years, becoming extensively
vulnerable to cyber-attacks since the devices are small and heterogeneous. In addition, it is doubly
significant when IoHT involves devices used in healthcare domain. Consequently, it is essential to
develop a resilient cyber-attack detection system in the Internet of Health Things environment for
mitigating the security risks and preventing Internet of Health Things devices from becoming exposed
to cyber-attacks. Artificial intelligence plays a primary role in anomaly detection. In this paper, a
deep neural network-based cyber-attack detection system is built by employing artificial intelligence
on latest ECU-IoHT dataset to uncover cyber-attacks in Internet of Health Things environment. The
proposed deep neural network system achieves average higher performance accuracy of 99.85%, an
average area under receiver operator characteristic curve 0.99 and the false positive rate is 0.01. It is
evident from the experimental result that the proposed system attains higher detection rate than the
existing methods.

Keywords: cyber-attack; deep learning; IoHT

1. Introduction

Internet of Things (IoT) is an evolving paradigm that facilitates communication be-
tween sensors and electronic devices over the Internet [1]. IoT is applied in various applica-
tions such as smart home [2,3], smart industries [4], smart cities [5], transportation [6], smart
healthcare [7] and satellites [8]. Internet of Health Things (IoHT) is essentially an IoT-based
solution that permits the connection between a patient and health care amenities such
as electrocardiography [9], heart rate [10], electroencephalogram [11], diabetes [12] and
various sensors which comprises of airflow (breathing), pulse, body temperature, oxygen
in blood (SPO2), glucometer, blood pressure, galvanic skin response, electromyography
and patient position (accelerometer), and [13,14].

IoT is widely implemented in several health care fields. Most of the devices in IoT
use wireless communication for transmission and reception of data that leads to risk of
wireless sensor network (WSN) security violations in IoHT [15]. In addition, the Internet is
the primary source of security threats and is vulnerable to various kinds of cyber-attacks
such as Denial-of-Service attack [16], network sniffing, theft of medical record [17] and
treatment manipulation in IoHT environments.

The intention of cyber-attack is to ruin and disturb the operation of a computer
network [18]. Cyber-attacks can be categorized into Denial-of-Service (DoS), logical bomb,
Sniffer, Trojan horse, Virus, Worm, Send spam, and Botnet. DoS attack precludes the system
from using the internet or communicating with other systems. Attacks may be launched
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from either single source or multiple distributed sources instantaneously. Logic bomb
attacks carry out destructive activity by using a malicious program. Sniffer overhears
transmission of data and obtains specific data such as a password.

Cyber security plays a vital role in protecting information and network from various
cyber-attacks. Consequently, it is essential to devise an approach for detecting various types
of attacks in IoHT. Aside from safety risks, the datasets associated with the cyber-attacks
are publicly not available in the medical field due to sensitive data at risk since it can harm
and lead to the death of the patients [19]. In order to address the above risks, we use the
novel ECU-IoHT dataset [20] that reflects various cyber-attacks.

There exists a variety of intrusions detection approaches that are relying on cluster
analytics, statistical analytics and artificial neural network or deep learning [21]. Among
these approaches, the intrusion detection approach relying on deep learning achieves
greater performance compared to other various approaches since deep learning has an
elevated capability for self-learning and adaption, generalization and detection of behavior
of unknown attack.

Researchers discovered numerous intrusion detection systems (IDS) for preventing
network from various assaults. Albeit an enormous exertion by the researchers, IDS still
struggles in identifying new assaults and rising detection accuracy while reducing false
detection rate [22]. To address this issue, many researchers are turning to artificial intelli-
gence [23], machine learning and deep learning approaches [24] for detecting cyber assaults
in IoT environment. The deep learning method has proved its ability to learn valuable
features from the dataset since it has deep architecture devoid of human involvement [1].
Deep neural network (DNN) approach is extensively applied in various domains such
as network security, natural language processing, computer vision, cancer detection [25],
speech recognition, and robotics [26].

Bearing the above issues in mind, this paper presents the cyber-attack detection system
using deep learning approach for detecting various types of cyber-attacks such as ARP
Spoofing, DoS attacks, Nmap Port Scan and Smurf attacks in IoHT, unlike the existing
approach [19]. To the best of our knowledge, the proposed system using deep learning
approach is novel, classifying various types of attacks and elevating the performance in
terms of accuracy in multiclass classification in [oHT environment.

The primary innovations and contributions of this paper are as follows:

e  Detection of various types of attacks by applying deep learning approach rather than
detection of specific type of attacks [19] in IoHT environment.

e  The proposed method uses a new dataset ECU-IoHT in the domain of health care [20]
to train and evaluate the model. The reason behind selection of the ECU-IoHT dataset
is the fact that many datasets are publicly available, such as, for example, DARPA 98,
KDD Cup 99, NSL-KDD, Morre, UNSW-NB15, BOT-IoT, ToN-IoT, ISCX, Kyoto and
SCADA, which are inappropriate in the domain of health care.

e  The proposed system achieves higher detection accuracy by analyzing an enormous
amount of data (ECU-IoHT dataset consist of 111,207 numbers of samples).

The rest of the paper is organized as follows: Literature survey is presented in Section 2.
Proposed system is described in Section 3. Result and discussions are explained in Section 4.
The conclusion of this paper is provided in Section 5.

2. The Literature Survey

The datasets associated with the cyber-attacks are publicly not available in the medical
field due to sensitive data at risk since it can harm and lead to the death of the patients.
Thus, the authors of [19] developed new dataset ECU-IoHT [20] that reflects various cyber-
attacks such as ARP Spoofing, DoS attacks, Nmap PortScan and Smurf attacks in IoHT.
Four kinds of approaches such as K-Nearest Neighbor, clustering, statistical and one class
support vector machine were implemented using Rapid Miner tool. In clustering category,
K-Nearest Neighbor (KNN), Local Outline Factor (LOF), Connectivity-based Outline Factor
(COF), approximate Local Correlation Integral (aLOCI), Local Outlier Probability (LoOP)
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and Influenced Outlierness (INFLO) were considered. In clustering, Cluster-based Local
Outlier Factor (CBLOF), Clustering-based Multivariate Gaussian Outlier Score (CMGOS),
Local Density Cluster-based Outlier Factor (LDCOF) were considered. In statistical category,
Robust Principal Component Analysis (RPCA) and Histogram-based Outlier Score (HBOS)
were considered. The evaluation exhibited that INFLO and LOF algorithms was superior
in detecting ARP Spoofing, Nmap PortScan, Smurf attacks and DoS attacks, respectively.

The machine learning methods (decision tree (DT), naive Bayes (NB), linear regression
(LR), random forest (RF), K-Nearest Neighbor (KNN), and support vector machines (SVM)
were applied for IoT anomaly intrusion detection using six different datasets [21]. The
assessment results exhibited that the DT, RF and KNN methods provided higher detection
rate compared to other algorithms used. These algorithms have the ability to ascertain
whether there is an attack or not since this study considered only binary classification.

The deep belief neural network models were used to detect various attacks, namely
botnet, brute force, DoS, infiltration and ports using CICIDS 2017 dataset [27]. This dataset
was obtained for five continuous days between Monday and Friday with normal class and
various attacks such as botnet, brute force, DDoS, Infiltration, PortScan, and web attack
which may cause IoT system failure. The proposed approach in [27] achieved accuracy of
99.37%, 99.93%, 97.71%, 96.67%, 96.37%, 97.71% and 98.37% for normal class, botnet, brute
force, DDoS, infiltration, PortScan and web attack, respectively.

This model achieved better accuracy in detecting various attacks, and was unable to
be used in classification and recognition. The studies were conducted on deep and swallow
neural network utilizing publicly available dataset and exhibited the performance of
98.27% and 96.75%, respectively, in terms of accuracy [28]. Intrusion detection system using
machine learning approach was implemented in Weka tool to recognize DoS attacks [29].
Intrusion detection system devised by employing machine learning methods in [30] used
mobile and cluster head agent technologies to safeguard network and find anomalies.
The intention of the paper in [31] is to detect substantial solutions to secure, forecast
and improve vaccine productions and supply chains. Various collections of algorithmic
solutions provided a possibility of predicting risks during a Disease X event. The purpose
of the study in [32] is to create an autonomous heath care system for prognostic cyber
risk analysis and forecasting medical production and supply chain bottlenecks during
future pandemics.

Intensive care unit (ICU) is committed for patient caring. The ICU medical devices are
typically utilized for monitoring the present condition of patients for those who are admit-
ted in the ICU [33]. There are several medical devices broadly used as ICU medical devices
such as ECG, glucose meter, syringe pump, etc. These devices are easily susceptible to many
attacks such as DoS attacks, man-in-the middle attack, ransomware, etc. The study shows
that many researchers employed machine learning approaches on medical information
mart for intensive care (MIMIC) dataset [34], which consists of discrete structured clinical
data, physiological waveforms data, free text documents, and radiology imaging reports.

From the above studies, some of the issues identified are: (i) anomaly detection
using statistical methods needs significant amount of repetitions for training the model; in
addition, the threshold used to detect anomalies may not suitable for real time scenario,
(ii) cluster-based methods lead to time consumption and are inappropriate for anomaly
detection, (iii) lack of openly accessible datasets that reflects cyber assaults in the Internet of
Medical Things. To fulfill this research gap, this paper presents (i) the cyber-attack detection
system using deep learning approach for detecting various types of cyber-attacks such as
ARP Spoofing, DoS attacks, Nmap PortScan and Smurf attacks in IoHT and (ii) supports
multi-class classification by assimilating the ability of discriminating which type of attack
corresponds to a particular malicious incident.
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3. Proposed System

This section provides the various cyber-attacks considered in the proposed system.
The concept of the deep neural network and the methodology of the proposed system are
described in this section.

3.1. Anomaly Detection

Detection of anomaly is an essential cyber safety analysis process for detecting unusual
information from a dataset [35]. Anomaly is classified into point, collective and contextual
anomaly based on its nature [36]. Novel anomaly or transformation of ancient anomaly
is created in IoT environment due to immersion of enormous amount of data [1]. The
proposed model considers four types of attacks such as ARP Spoofing, DoS attacks, Nmap
PortScan and Smurf attacks.

Address Resolution Protocol (ARP) provides the association between IP address and
a MAC address to evade the IP conflict in the network. ARP Spoofing is also referred to
as ARP Poisoning; it transmits the fake data over the local area network [37] as well as
forwards the data flow the envisioned host to the attackers. Denial-of-Service (DoS) attack
proscribes to access the authorized resources [38]. Network mapper (Nmap) is the scanning
tool to detect Nmap scanning activities for identifying vulnerabilities [39]. Smurf attack
is a kind of distributed DoS attack; it behaves similarly to ping floods and exploits the
behaviors of broadcast networks to magnify the attack traffic considerably.

3.2. Deep Nerual Network

Deep Neural Network (DNN) is referred to as deep learning; it is a part of artificial
intelligence (AI) [26] and belongs to the family of supervised techniques for training the
model through multiple layers. The structure of DNN includes input layer, multiple hidden
layers and an output layer. Consider X = {x1, X2, ..., xn} is the input vector withn =5
features and Y = {y1, y2, ..., yn} is the output vector consisting the probability values in
the range of [0,1] and values add to 1 to classify normal (no attack) and abnormal (ARP
Spoofing, DoS attack, Nmap PortScan and Smurf attack) attacks. The output estimation of
each hidden layer (HL) is given in Equation (1):

HLi= A (wTi + bi), )

where A(.) denotes nonlinear activation function, (w;) and bi denote the hidden layer (i)’s
weight and bias. “ReLU” and “softmax” activation functions are applied in hidden layer
and output layer, respectively. The ReLU activation function is accomplished by using
Equation (2):

ReLU(x) = max(0, x). (2)

Softmax contains a vector in the range of (0, 1) that is applied to the result scores
(rs). Each element denotes a class and has the ability to understand the class probabilities.
The softmax function is applied on all elements of rs. For any given class rs;, the softmax
function is computed as given in Equation (3):

f(rsi) = exp rsl-/zqc.j exprs;, 3)

where rs; are the result scores inferred by the net for each class in C. The softmax activation
function for a class rs; is relying on all the scores in 7s.

The structure of the DNN employed in the proposed system comprising of input
layer with five neurons denoting the feature set; two dense layers are applied with eight
neurons followed by softmax classification layer consisting of five outputs to denote the
normal and abnormal attacks (ARP Spoofing, DoS attack, Nmap attack and Smurf attack)
as shown in Figure 1. In the experimentation, only numerical features are considered,
whereas the categorical features are transformed into numerical features using one-hot
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encoding. The model is built with input layer, which entails five neurons, followed by two
dense layers (each with eight neurons) and output layer with softmax activation function
to categorize into normal or abnormal attacks (ARP Spoofing, DoS attack, Nmap attack and
Smurf attack).

Figure 1. System Model.

3.3. Methodology

The proposed system consists of two phases for detecting the various types of cyber-
attacks such as ARP Spoofing, DoS attacks, Nmap attacks and Smurf attacks in IoHT as
shown in Figure 2. The two phases are (i) data preparation phase and (ii) DNN-based
attack detection phase. The various stages followed to implement and assess DNN model
are described as follows: (i) the ECU IoHT dataset [20] is used for analyzing various
cyber-attacks; (ii) five features are extracted from this dataset and one-hot encoding is
used for encoding categorical features; (iii) the dataset is labeled as Normal, ARP Spoofing,
DoS attack, Nmap attack and Smurf attack for preparing for the multi-class classification;
(iv) the dataset is split into training and testing dataset of 80% and 20%, respectively; (v) the
DNN is trained on the training dataset by choosing these labels as target features using
multiclass classification, and it provides a trained model; (vi) the trained DNN model is
tested by using testing dataset for predicting normal or other types of attacks.

3. Training > Deep Neural ’ Normal
80% Network .
ARP Spoofing
1. ECU-IoHT 2. P
Dataset Preprocessing DoS Attack
© . Nmap Attack
Testing Trained N
20% Model " . Smurf Attack
Data Preparation DNN based attack detection

Figure 2. Proposed System.
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3.3.1. Description of Dataset

There are many datasets, namely DARPA, KDD Cup 99, NSL-KDD, Moore, UNSW-NB 15,
BOT-IoT, ToN-IoT, ISCX, Kyoto and SCADA which were used by many researchers for
designing and evaluating the network intrusion detection. However, none of the abovemen-
tioned datasets was used for evaluation of device security in the healthcare domain [19].
Therefore, a novel dataset ECU-IOHT [20] in health care domain is used for evaluating the
proposed deep learning approach in this paper. The dataset consists of 111,207 samples,
including normal and various other types of attacks. The detailed description of the number
of counts for normal and other attack labels such as ARP Spoofing, DoS attacks, Nmap Port
Scan and Smurf attacks in the original dataset is given in Table 1.

Table 1. Description of ECU-IoHT dataset.

Category ECU-IoHT ECU-IoHT in Proposed System
Counts Counts Training (80%) Training (20%)
No Attack/Normal 23,453 23,453 18,780 4673
ARP Spoofing 2359 2359 18,780 4673
DoS Attack 639 639 525 114
Nmap PortScan 6836 6836 5510 1326
Smurf Attack 77,920 77,920 62,218 15,642

3.3.2. Data Preprocessing

The original dataset consists of a total of 11 features. Among these features, five
features (type, source packets, destination packets, type of protocol, length) are extracted
and used to explore the performance of the proposed system. The extracted features are
in the form of numerical and categorical. The categorical features are transformed into
numerical features using one-hot encoding as shown in Algorithm 1 since merely numerical
features are considered in the experimentation. In Algorithm 1, the dataset is denoted
by D(f1, £2, ..., fn), 1 <n < N, where N is the total number of features considered (five
features) in the dataset.

Algorithm 1: One-hot encoding for encoding categorical data

Input: D(f1,£2, ..., fn)
IOutput: Dencoded(flencoded, ... , fn encoded)
Fori from 1 to N do

If (fi is a categorical input)

Encode using one hot encode method
End if
End for

3.3.3. Proposed DNN Structure

The proposed structure of the DNN employed in the proposed system is comprised
of input layer with five neurons denoting the feature set; two dense layers are applied
with eight neurons followed by softmax classification layer consisting of five outputs to
denote the normal and abnormal attacks (ARP Spoofing, DoS attacks, Nmap attacks and
Smurf attacks) as shown in Figure 3. In the experimentation, only numerical features are
considered, whereas the categorical features are transformed into numerical features using
one-hot encoding. The model which is built with the input layer entails five neurons,
followed by two dense layers (each with eight neurons) with ReLU activation function
and output layer with softmax activation function to categorize into normal or abnormal
attacks (ARP Spoofing, DoS attacks, Nmap attacks and Smurf attacks).
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Figure 3. Proposed DNN structure.
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4. Results and Discussions

The evaluation metrics, environmental setup and the result of proposed system to
detect cyber-attacks in IoHT are presented in this section.

4.1. Evaluation Metrics

The proposed system’s performance is evaluated by using Accuracy, Precision, Recall,
F1-Score, True Positive Rate and False Positive Rate parameters. Accuracy is estimated
as the ratio of accurately classified records to the total number of records or counts as in
Equation (4):

Accuracy = (TP +TN)/(TP+ TN + FP + EN). 4)

Precision is the ratio of accurately predicted abnormal instances to all the instances
predicted as abnormal as given in Equation (5):

Precision = TP/TP + FP. 5)

Recall is the ratio of all the accurately predicted abnormal instances to the entire actual
abnormal instance as given in Equation (6):

Recall = TP/TP + FN. 6)

F1 Score offers the harmonic mean of the Precision and Recall for examining the
system’s accuracy as given in Equation (7):

F1Score = 2((Precision * Recall) / (Precision + Recall)). (7)

The accuracy is also measured by Receiver Operating Characteristics (ROC) curve
and Area Under the ROC curve (AUC). This metric denotes the likelihood of a randomly
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selected positive test point having a higher possibility of being predicted more positive
than a randomly selected negative test point [40].

4.2. Environmental Setup

To implement and evaluate the proposed approach on the ECU-IoHT dataset, the ex-
periment is conducted on the DELL laptop installed with Windows 10 OS, 16 GB RAM with
Intel Core 15-10210U processor. Spyder Python (version 3.8) is used as an implementation
tool with some libraries such as matplotlib (version 3.3.2), Numpy (version 1.19.2), Pandas
(1.1.3), Scikit-learn (version 0.23.2), Keras (version 2.6.0) and Tensor flow (version 2.6.0).

4.3. Discussion

The proposed approach is applied on a dataset which consists of normal instances as
well as abnormal instances for detecting various types of attacks in IoHT. In the proposed
DL approach, ReLU and softmax are used as activation functions, and we selected the batch
size of 64, with Optimizer as Adam and loss function as categorical cross entropy.

The model is trained with different epoch values between 100 and 500. The training
time of the proposed model with 100 and 500 epochs is 2482 and 5459 s, respectively. The
model with 500 epochs provided the maximum validation accuracy and minimum loss.
The proposed model’s performance in terms of accuracy and loss with 100 epochs is given
in Figures 4 and 5.

Training and Validation accuracy

oo J‘WVM
099

Training accuracy
094 — validation accuracy

o 20 40 60 80 100
Epochs

Figure 4. Training and validation accuracy with 100 epochs.

Training and Validation loss

06 Taining loss

—— validation loss
0.5

0.4

02

N LL‘_AHWW

0.0

o 20 40 ] 80 100
Epochs

Figure 5. Training and validation loss with 100 epochs.

The proposed model’s performance in terms of accuracy and loss with 500 epochs is
given in Figures 6 and 7.
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Figure 6. Training and validation accuracy with 500 epochs.
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Figure 7. Training and validation loss with 500 epochs.

From Figures 6 and 7, the proposed system with 500 epochs substantially enhances
the detection accuracy to 100%. Thus, from the experimental result, it is evident that the
proposed system with DNN performs well for detecting various attacks compared to the
existing system [19].

Figures 8 and 9 illustrate the ROC curve for detecting various classes. Numbers 0, 1,
2,3, and 4 denote ARP Spoofing, DoS attacks, Nmap attacks, normal behavior and Smurf
attacks, respectively. This model ran for 50 iterations, and it is evident from the ROC curve
that the TDR achieves highest accuracy and negligible FDR in identifying the presence of
cyber-attacks with 500 epochs. From Figures 8 and 9, it can be observed that the ROC curve
is on the top left corner of the image, which is an indicator of good classification of results.

Figure 10 shows the comparison of performance of the proposed model with 100 and
500 epochs using Accuracy, average Precision, Recall and F1 Score. The result shows that
the model with 500 epochs is superior to others using Accuracy, average Precision, Recall
and F1 Score parameters.

Figure 11 shows the performance of the proposed model with 500 epochs using
Precision, Recall and F1 Score for various types of attacks (ARP Spoofing, DoS attacks,
Nmap Port Scan, Smurf attacks). Thus, the proposed approach is superior and most
suitable for detecting normal class and various attacks such as ARP spoofing, Nmap and
Smurf attacks.
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Figure 9. Receiver operating characteristics curve for 500 epochs.
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Figure 10. Comparison of performance of the proposed model with 100 and 500 epochs.
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Figure 11. Performance of the proposed model on various attacks.

The deep belief neural network models were used to detect various attacks, namely bot-
net, brute force, DDoS, infiltration, PortScan and web attack using CICIDS 2017 dataset [27].
The performance evaluation of the deep belief network is modeled for detection of various
other types of attacks compared to the attacks considered in our proposed system. However,
the overall performance of proposed system is compared with the deep belief network as
shown in Table 2. From Table 2, it is apparent that the proposed system performs better for
detection of normal class and Nmap PortScan attack compared to the existing system.

Table 2. Comparison of performance of proposed with existing system.

Systems/
Attacks ARP DoS Nmap Normal  Smurf
Pr d Svstem Precision 99.3 99.1 99.5 99.4 99.2
Opos'(i " yste Recall 93 93 99.4 99.2 99.4
? F1 Score 97 60 96 99.5 99
Precision 96.12 96.21
Existing System [27] % Recall 96.24 98.34
F1 Score 97 97
.. Precision 97 98.56 99.52
E"lsm‘%zg]l\f/sysmm Recall 99.5 99 97.43
? F1 Score 98.47 98.78 98.47
.. Precision 96.55 87.44 99.35
EXlStmf[gzg?/f, /SYStem Recall 99 99.48 95
© F1 Score 93
.. Precision 97.7
Ex1st1nigzg§\/[0/8ystem Recall 977
© F1 Score 97.7

Serena Nicolazzo et.al. [41] proposed privacy preserving methods for preventing
feature disclosure in the development of the Internet of Things. The proposed method
focused on protecting sensitive information as well as user privacy by hiding features of
objects. In [42], the authors proposed a framework for detecting various anomalies in the
scenario of multiple Internet of Things (MIoT). In future, in our proposed approach, the
aspect of privacy management and handling the anomalies in MIoT will be the main focus.
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5. Conclusions

This work presents a DNN-based approach that enhances the process of detecting and
mitigating cyber-attacks in IoHT devices, thereby ensuring the safety of healthcare devices
using IoT. The proposed system is designed to focus on multi-class classification to detect
ARP Spoofing, DoS attacks, Nmap attacks and Smurf attacks as well as the work assessed
by considering health care domain (ECU-IoHT) dataset unlike the existing system built
on binary class classification to detect various types of attacks. The experimental result
highlights that the proposed DNN-based process attains significantly high true detection
rate and negligible false detection rate compared to the existing system. An accuracy of over
99% was obtained when the proposed system was trained with 500 epochs. In addition, the
Precision, Recall and F1 Scores were significantly high. The average precision, Recall and F1
Score values for the proposed system were 99.3%, 96.8 and 90.3%, respectively. This clearly
underlines that the proposed system evidently outperforms the contemporary works. In
the future, the proposed system can be applied for testing its efficiency in the real-time
IoHT environment, and the focus will also be directed towards increasing the scalability of
this work for detecting other types of attacks in IoHT devices.
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