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Abstract

Personal health management and clinical health systems are increasingly being transformed
by data-driven smart technologies that enable remote monitoring, predictive analytics,
and digitally mediated care. Wearable technologies contribute to this transformation
by continuously generating wearable health data (WHD), but integrating such data into
routine and clinical health management raises governance requirements beyond those
for traditional health data. This study examines perceptions of WHD governance among
wearable users and health professionals in South Africa. A mixed-methods approach
was adopted, with quantitative and qualitative data collected through questionnaires
and interviews. The findings show that wearable users are generally confident in WHD
governance regarding access, reliability, trust, accuracy, and sharing. Privacy and third-
party data practices raised comparatively less concern, though with less certainty, while
perceptions of security and the adequacy of current South African laws were less definite
and marked more by uncertainty. Health professionals viewed WHD governance more
cautiously, emphasising regulatory adequacy, data quality, security, accountability, and
the conditions required for meaningful use of WHD in health management. The study
concludes that effective WHD governance requires more than formal regulation and must
also support intelligibility, credibility, quality assurance, and practical oversight to support
the responsible integration of WHD into health management.

Keywords: wearable health data; data governance; governance perceptions; data privacy;
data quality; data security; accountability; health management

1. Introduction
As wearable technologies, or wearables, are increasingly valued for their role in sup-

porting health management through the generation of wearable health data (WHD), the
governance of such data, and how that governance is perceived, become equally impor-
tant [1–5]. Wearables refer to electronic devices worn on the body that collect, transmit,
and display data in real time, including fitness trackers, smartwatches, smart glasses, and
wearable electroencephalography devices [6]. Advancements in technology have led to a
progressive increase in the number of wearables available and in the complexity of their
functions and roles [7]. This has, consequently, contributed to the expansion of digital
health technologies that enable the continuous, real-time collection of health-related data
outside traditional clinical settings, thereby creating new opportunities for preventive care,
patient monitoring, personalised health management, and clinical decision-making [8–12].
Within this broader digital health innovation, wearables also contribute to smart health
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monitoring and healthcare, as they enable more continuous and connected forms of health
observation and management [9,13]. In contexts characterised by strained healthcare
systems and rising burdens of chronic conditions, such as in South Africa and other low-
income countries [14–16], these developments present meaningful opportunities to extend
care beyond institutional clinical settings [17,18]. Even more so, some studies have reported
the potential of wearables through WHD to support chronic disease management [19,20]
and a broader global health goal [21].

On the other hand, integrating WHD into health management introduces unique data
management (DM) concerns that fuel complex governance requirements and shape percep-
tions of governance among key stakeholders [5]. WHD management refers to the processes
involved in acquiring, transferring, storing, processing, analysing, and disseminating wear-
able health data across its lifecycle [22–24]. DM concerns related to data quality, security,
and privacy challenges are reported as major concerns regarding the use of wearables for
collecting and analysing unique and sensitive data such as WHD [25–29]. Particularly for
healthcare professionals and users, privacy and security concerns are at the forefront of
their considerations when integrating WHD into clinical and self-health management, and
these concerns are further compounded by governance mechanisms and policies lagging
behind rapidly emerging technological innovations [5,30]. Unlike conventional clinical data,
WHD is continuously generated, often processed across multiple platforms, and may be
shared with a range of actors, including technology providers, third-party applications, and
healthcare professionals [31]. This raises concerns about data access, ownership, consent,
transparency, and accountability, all of which are key governance aspects [1,32–34]. Thus,
although wearables are useful because they can collect routine health-related data over
extended periods and in largely unobtrusive ways, the same characteristics also increase
the governance requirements and complexity of WHD [2,35,36].

According to [31], WHD governance primarily aims to ensure effective data access, pro-
mote data-driven engagement, and foster trust in data stewardship in line with established
privacy policies. More broadly, data governance (DG), as a subset of data management,
concerns the exercise of authority, control, decision rights, and accountability over data-
related matters [37,38]. Existing legal and regulatory instruments, such as the Health
Insurance Portability and Accountability Act (HIPAA), the General Data Protection Regula-
tion (GDPR), and the Protection of Personal Information (POPI) Act, provide important
governance foundations [35,36,39–42]. However, the novel, dynamic, and distributed na-
ture of WHD raises questions about whether such instruments adequately address the
practical realities associated with it. Winter and Davidson [42] further show that patient-
generated health data operate across overlapping regulatory regimes, creating uncertainty
about what rules apply and where governance gaps may remain. Relatedly, Ref. [43]
argue that, as the evidence base for the use of wearables in chronic disease management
is strengthened, several challenges still need to be overcome before widespread adoption
can occur in healthcare settings, including stringent regulatory approval, data privacy and
confidentiality, and software accuracy. To this end, there are calls for the development of
context-relevant, stakeholder-aligned and collaboratively informed new guidelines and
rules to support effective governance of WHD [35].

Building on [30], understanding perceptions of WHD governance is therefore consid-
ered important not only for identifying gaps or concerns with such governance but also for
informing the development and implementation of appropriate governance mechanisms
and requirements. Perceptions of WHD governance reflect how governance arrangements
surrounding WHD are interpreted, evaluated, and judged. They reveal concerns about
the management of WHD while also helping to establish what is considered appropriate
governance for such data. Drawing on [44], such perceptions are shaped not only by
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observed practices but also by context, personal experience, and expectations. Particularly,
privacy perceptions around WHD are highly context-dependent, influenced by personal
and technological factors such as trust, attitudes towards innovations, users’ health status,
familiarity with the device, device type, the nature of the data collected, and the parties
with whom the data may be shared, and therefore often differ across users [45]. Gov-
ernance arrangements that are misaligned with these perceptions may undermine trust,
constrain adoption, and limit the meaningful integration of WHD into health management,
since, according to [34,46,47], DG is central to defining access rights, ownership, sharing
modalities, transparency, and the effectiveness of WHD use in clinical and non-clinical
contexts. Deliberate and appropriate governance measures can enhance confidence in
WHD, support its legitimacy, and enable its benefits to be more fully harnessed, whereas
inadequate governance may leave WHD underused, siloed, or regarded as illegitimate,
particularly in clinical contexts [23,34,48–50].

Previous studies on wearables have examined issues such as wearable adoption
in healthcare [51–53], attitudes and perceptions towards the use of wearables in health
management, as it relates to the potential benefits and associated concerns of the
health data they generate, including calls for effective WHD management and gover-
nance [1,5,8,35,36,54–56]. Less attention has, however, been paid to how key WHD stake-
holders, such as wearable users and health professionals, perceive WHD governance.
WHD governance involves multiple WHD stakeholders, broadly understood as persons or
groups with a stake in the potential value of WHD and who are affected by the practices
and policies relating to its access and use [31]. Among these, wearable users and health
professionals are closely implicated in the generation, use, and health-related application
of WHD [31,57], and are thus particularly important to this study.

With the limited attention given to how wearable users and health professionals
perceive the governance of WHD itself, there is therefore an important empirical gap in
achieving the much-needed effective WHD governance, particularly in settings such as
South Africa, where digital health opportunities coexist with a regulatory gap in WHD
governance and healthcare system constraints. This study, therefore, examines perceptions
of WHD governance among wearable users and health professionals, with a limited geo-
graphical scope in South Africa. The study considered wearable use broadly in relation
to health-related data collection and management and was not restricted to particular
diseases, wearable types, or contexts of use. In the bigger picture, it seeks to contribute to
the development of governance approaches that are contextually relevant and responsive
to the realities of data-driven health environments and key stakeholders. Insights into
perceptions of governance are therefore relevant not only to wearable users and health
professionals but also to broader actors involved in WHD governance. This is especially
so for data governance authorities, wearable manufacturers, and technology policymak-
ers, whose decisions determine how WHD is accessed, shared, protected, and used in
practice [31,34,58–60]. Accordingly, the study addresses the following main research ques-
tion: What are the perceptions of WHD governance among wearable users and health
professionals in South Africa?

The remainder of this paper is structured as follows. Section 2 discusses related
literature. Section 3 explains the research methodology. The results and findings are
presented and discussed in Sections 4 and 5, respectively, while Section 6 presents the study
limitations, and Section 7 concludes the paper.
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2. Literature Review
2.1. WHD in Health Management and WHD Management Concerns

Wearables’ usefulness in health management is realised through the data they collect;
therefore, WHD constitute a central data asset and informational resource through which
much of the value of wearables is realised in health management [31,40,61,62]. Wearables
are products of technological advancements in sensors, artificial intelligence (AI), and the
Internet of Things (IoT), which collect and analyse vast amounts of essential data [48,63–66].
The ability to continuously collect physiological, behavioural, and activity-related data out-
side traditional clinical environments has made wearables increasingly important in health
management [40]. Literature shows that wearables through WHD are relevant across a
wide range of health-related contexts, including monitoring, prevention, diagnosis support,
treatment support, and broader health research [61,62]. Their value in health management
is closely linked to their ability to support more continuous and contextually rich under-
standings of health. Unlike episodic data gathered during consultations, WHD can extend
health observation into everyday life and provide ongoing insight that may support preven-
tive care, self-monitoring, patient engagement, and chronic disease management [5,7,61].
In this way, WHD contributes to a more continuous model of health management in which
health data can be generated, accessed and used beyond the boundaries of traditional
clinical encounters.

The potential of wearables and WHD in chronic disease management has been em-
phasised and reported in several studies. Asif and Gaur [54], for example, posit that
advances in digital health technologies such as wearables may reform the management
of chronic diseases, especially diabetes and cardiovascular diseases, in ways that support
more personalised and equitable healthcare. In the South African context, where chronic
diseases form part of the broader burden weighing on the healthcare system, wearables
through WHD may also support preventive health management by encouraging healthier
lifestyles, improving physical activity, and enabling users to monitor indicators such as
steps taken, calories burnt, heart rate, blood pressure, food intake, and water intake [67].
These possibilities suggest that wearables and WHD can support health management
through both direct health monitoring and the promotion of healthier behaviours.

According to Alaboud et al. [8], clinicians viewed patient-generated health data such
as WHD as potentially valuable for improving ischaemic heart disease management. Their
study showed that home-based tracking of blood pressure, weight, physical activity, and
blood glucose was regarded as especially useful, particularly because such data could
extend clinicians’ visibility into patients’ health status between visits, support earlier
intervention and out-of-hospital care. Importantly, the study also showed that the value of
these data did not lie in raw data capture alone, but in their accessibility, integration into
electronic health records, meaningful visualisation, and clinical actionability. Clinicians
prefer the standardised collection of WHD, which can be easily and ethically integrated
into existing health care systems, together with visualisations such as dashboards, trend
graphs, and automated alerts that could help identify health deterioration quickly, while
avoiding burdensome raw data streams that increase workload [8]. These perspectives
from [8] reinforce the point that WHD is most useful in health management when it is
accessible, interpretable, and supports decision-making in practice.

As wearable use expands, so too does the importance of understanding how WHD
is collected, handled, interpreted, and used, which creates a necessary transition from the
value of wearables and WHD in health management to the management of WHD itself.
WHD management encompasses the handling of WHD from acquisition to dissemination,
with its lifecycle typically beginning at sensor-based data collection and extending through
pre-processing, transfer, storage, and analysis [22,23]. After collection, WHD is commonly
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transmitted, either directly or through installed applications, to designated servers or
cloud-based platforms for storage and analysis, with computers and smartphones often
serving as middleware that support intermediate storage, feedback, and onward transfer
within the wearable data ecosystem [23,24,47]. As a result, WHD typically moves through
a broader data ecosystem rather than remaining confined to a device, which means that its
management is not simply a technical matter, but part of a wider environment in which
questions of control, responsibility, and appropriate use arise [1,42,68].

Concerns surrounding the use of wearables for WHD arise largely from the data-
related risks associated with how these data are managed rather than from the devices
alone. These concerns, which are interconnected and often overlap, relate to data storage,
privacy, ownership, use, sharing, security, access, quality, and governance [32,64]. The
overlapping nature of WHD management concerns and their driving factors, such as the
data sensitivity and complex management ecosystem, indicate that managing WHD is not
merely about moving data through a technical lifecycle, but also about managing sensitive
data in ways that preserve control, protection, and acceptable use across a broader digital
ecosystem and among stakeholders. Furthermore, the literature demonstrates that the
interrelated concerns of WHD management return attention to WHD governance, which is
regarded not only as a concern in itself but also as a necessary means of addressing other
WHD management concerns by defining standards, responsibilities, access conditions, and
broader rules for the appropriate handling of WHD [32,46,58,64,65,69–72].

2.2. WHD Governance

DG, as a subset of data management, concerns the exercise of authority, control,
decision rights, and accountability over data-related matters [37,38]. By contrast, DM
refers to the broader processes involved in handling data across its lifecycle, including
its planning, creation, storage, use, maintenance, and disposal [37]. In this sense, DG
provides the rules, responsibilities, and oversight through which DM is directed and
controlled. WHD governance emerges within the broader governance of health data,
but it must also respond to WHD’s distinctive characteristics as well as management
mechanisms and expectations. Although the governance of traditional and other electronic
health data has long focused on issues such as privacy, confidentiality, access, stewardship,
accountability, and compliance, WHD introduces additional complexity to its governance
requirements [31,34]. Due to its unique and multi-stakeholder management mechanisms,
WHD presents a new and complex DG paradigm that draws together the health, technology,
public, and commercial sectors, while also requiring governance arrangements capable
of evolving alongside emerging opportunities associated with the data and management
requirements [31,73,74]. Drawing on DG definitions from [37,72,75], WHD governance
may be understood as the exercise of authority, control, decision rights, and accountability
over WHD and its management, through the policies, roles, responsibilities, and oversight
mechanisms that determine how WHD is accessed, used, shared, protected, and otherwise
handled across its lifecycle.

The complexity of WHD governance is compounded by the fact that current regulatory
and governance arrangements do not always align with the realities of WHD. WHD is not
automatically governed in the same way as traditional personal health data, but is instead
often mediated by the private policies and technical architectures of wearable manufac-
turers and their partners [73,74]. To this end, Refs. [36,41] note that WHD remains largely
unregulated. The literature suggests that existing personal and health data regulations re-
main limited in adequately governing WHD, even in jurisdictions with relatively advanced
data protection regimes [2,36,41,73,74]. In particular, DG measures such as the POPI Act
in South Africa and the GDPR in the European Union are intended to govern personal
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data, including health data, yet their application and adequacy in the context of WHD
remain constrained [2,41,73,74]. This constraint stems in part from the emergent nature of
the WHD management model and the continually changing capabilities of wearables in
collecting and analysing health data [2].

The governance of WHD is unavoidably multi-stakeholder in nature. These stake-
holders include wearable users, health professionals, manufacturers and their partners,
information technology vendors, and technology and data regulators, with uneven and
often undefined authorities, roles, and responsibilities [31,73,74]. There is, therefore, a gov-
ernance challenge that is not merely technical or regulatory, but also relational, since these
stakeholders do not occupy equal positions of power, control, or benefit within the WHD
management and governance ecosystems [42,73]. For instance, although wearable users
generate the health data, the data themselves often reside within manufacturer-controlled
or partner-controlled cloud infrastructures, with these users ceding, willingly or otherwise,
significant governance rights and responsibilities in the course of using their devices and
the associated services [24,73]. The governance imbalance among stakeholders, drawing
on [76], extends beyond concerns about safeguarding WHD privacy and governance rights
to include the exclusive proprietary rights that manufacturers and their partners exert
over the WHD generated and managed through their wearable products. Such exclusivity
can hinder purpose-driven WHD sharing for broader societal benefits, including research
and improvements to inter-organisational systems [76]. As a result, the opportunities
offered by wearables through WHD in health management remain closely tied to how
effectively concerns surrounding WHD management are addressed. To this end, effective
management of WHD is closely linked to the extent to which users feel empowered to
manage privacy, trust, and acceptable risk [68]. According to the literature, this is where
WHD governance becomes important in driving and directing the course of effective WHD
management, in ways that help allay concerns, build confidence and sustain meaningful
use [31,32,34,77,78].

The unevenness in stakeholders’ positions within the WHD use and management
ecosystem, and the broader governance imbalance in the distribution of authority, responsi-
bility, power, control, and benefit, also means that stakeholders approach WHD governance
with conflicting interests and values for the data. Manufacturers of wearables and their
partners are often positioned as more powerful stakeholders within WHD governance, with
stronger stakes in the data and with norms, values, and interests that can differ significantly
from those of other actors [73] (47–48). For wearable users, WHD represents a source
of health monitoring and management, whereas for wearable manufacturers and their
partners, the same data may also signify commercial value through data analytics, adver-
tising access, or other forms of monetisation [73,79]. The conflicting interests and values
complicate achieving governance goals as well as intensify concerns about privacy, security,
ownership, and the fair distribution of benefits from WHD, especially in the absence of
harmonised regulatory requirements and clear governance expectations [31,42,73,80].

The goals of WHD governance remain broadly aligned with those of traditional and
electronic health data governance, but with more dynamic and complex implications. Win-
ter and Davidson [31] posit that the governance of health data generally aims to support
compliance, efficiency, innovation, data-driven engagement, quality care, and trust. The
authors similarly explain that in the specific context of WHD, the more immediate gover-
nance goals centre on enabling effective data access, fostering data-driven engagement,
and building trust in the stewardship of WHD under appropriate privacy and access con-
ditions. Protecting WHD remains a primary objective, and this is closely tied to access
control, which is critical for safeguarding the data from unauthorised access while enabling
appropriate use by authorised stakeholders [31,73]. Beyond protection, WHD governance
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also seeks to maximise the value WHD provides to relevant stakeholders through effective,
responsible, and trustworthy use [31,73].

On the technological front, WHD governance can advance the implementation of
more interoperable and standardised tools that are easier to integrate into healthcare
systems [78], while on the non-technological front, it can also drive the regulatory and
governance changes needed to address existing concerns surrounding WHD [32,47,64,78].
Deliberate governance measures can therefore help define ownership and access conditions,
reduce siloed use of WHD, improve transparency, and support the confidence necessary
for the benefits of wearables to be more fully realised [23,34,49,58,60]. For this reason,
several studies have called for more explicit governance responses to WHD. Existing work
has recommended the formulation and implementation of regulations and governance
measures as part of WHD governance strategies that clarify privacy, quality, ownership,
use, and sharing, while also addressing the lack of harmonised and widely accepted
governance approaches for WHD [31,32,34,42,45,47,58,64,73,74,77,78]. The suggestion is
that WHD governance strategies should promote standardisation, quality, privacy, security,
interoperability, and stakeholder-centred governance, while balancing innovation with the
protection of data subjects and broader social value [31,34,42,80].

A conclusion that can be drawn from the literature is that DG plays a central role in
defining data access, ownership, sharing modalities, transparency, and the effective use
of WHD [34,46,47]. Furthermore, the literature indicates that WHD governance is both
distinct and evolving, influenced by the characteristics of WHD itself, the multiplicity
of stakeholders involved, and the uneven fit of existing governance arrangements. In
this regard, the literature suggests that understanding perceptions of WHD governance
among key stakeholders, such as wearable users and health professionals, may serve as
an important starting point for advancing more effective and contextually appropriate
governance, especially since such perceptions can illuminate how current arrangements
are interpreted, where concerns remain unresolved, and what may be regarded as appro-
priate governance in practice [5,30,31,57]. Moreover, governance arrangements that are
misaligned with stakeholders’ perceptions may undermine trust, constrain adoption, and
limit the meaningful integration of WHD into health management, especially in contexts
where users may not have sufficient information to make privacy-sensitive decisions and
where concerns about wearable use and integration remain visible in practice [5,30,57].

3. Research Methodology
3.1. Research Approach and Design

This study adopted a mixed methods research approach to examine perceptions of
WHD governance in South Africa from the perspectives of wearable users and health
professionals. A mixed methods approach was appropriate because the study sought
both breadth and depth in understanding the phenomenon being studied, enabling the
identification of broad patterns in governance perceptions among wearable users as well
as contextual and practice-based insights from health professionals. In this regard, the
study followed a convergent research design, in which quantitative and qualitative data
were collected and analysed separately and then brought together in the interpretation to
draw an evidential conclusion. The convergent design was suitable because, as posited by
Creswell and Creswell [81], it supports a more comprehensive understanding of a research
problem and enables the corroboration of views derived from different data sources.

3.2. Target Population and Sample

The target population for this study is aligned with the two components of the mixed
methods approach and design adopted. For the quantitative component, the target pop-
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ulation comprised wearable users in South Africa. For the qualitative component, the
target population comprised health professionals in South Africa. Voluntary sampling
was used to select the sample for the quantitative component. Voluntary sampling, also
referred to as volunteer sampling, is a non-probability sampling technique in which in-
dividuals self-select to participate in a study by responding to a call for participation or
advertisement [82,83]. The literature recognises voluntary sampling as a feasible and prac-
tical approach for identifying and accessing participants who may be difficult to locate
through an available sampling frame [82,83]. The technique may, however, be susceptible
to self-selection bias and may limit the statistical representativeness of the resulting sample.
These limitations, according to [83,84], can be mitigated through measures such as prede-
fined sampling criteria aligned with the research aim, broad and sustained recruitment, and
attainment of an adequate sample size. Voluntary sampling was considered appropriate
for this study because wearable users in South Africa were not easily identifiable, and no
accessible sampling frame was available for probability sampling. To strengthen the rele-
vance and reach of the sample, predefined inclusion criteria were applied, and recruitment
was conducted both online and in person over approximately five months, from January
to May 2024. For online recruitment, participation was advertised via social media and
social network platforms such as LinkedIn, Facebook, X (formerly Twitter), WhatsApp,
and Telegram, as well as online wearable technology forums. Respondents who met the
study criteria and volunteered completed the online questionnaires. The inclusion criteria
required respondents to reside in South Africa, be at least 18 years old, and have used or
currently be using wearables for health-related data collection.

Purposive sampling was adopted for the qualitative component of the study because it
enabled the deliberate selection of health professionals knowledgeable about WHD applica-
tions in health settings and able to provide relevant perspectives on its governance within
such settings. According to [83,84], purposive sampling is a non-probability sampling
technique in which participants are selected using the researcher’s judgement to identify
those considered most informative and best able to contribute to answering the research
question(s) and meeting the research objectives. Apart from their inherent professional
experience and knowledge of health data and health management, participants in the study
were selected based on criteria related to their engagement with WHD in practice in South
Africa. Thus, the criteria required them to be practising medical doctors in South Africa
working with patients or individuals who use wearables to collect health data, seeing
patients or individuals who have used WHD to manage their health, and having experience
with the integration or use of WHD in health management. The resulting sample comprised
six practising medical doctors, including three general practitioners, two cardiologists, and
one general surgeon, all with more than 10 years of professional experience.

The qualitative component of the study was intended to provide in-depth professional
perspectives, not to achieve statistical representation or numerical equivalence with the
quantitative component. Accordingly, a sample size of six was considered appropriate and
sufficient for the qualitative component, as Saunders et al. [83] indicate that qualitative
studies involving in-depth interviews may comprise between five and 25 participants. The
determination of the sample size also considered the feasibility of conducting in-depth
interviews, since, as explained by Walliman [85], an appropriate qualitative sample size
should be balanced against available research resources, including time, cost, and effort.
The six purposively selected health professionals, therefore, constituted a manageable
sample from which the in-depth professional perspectives required for this component
could be obtained.
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3.3. Data Collection and Analysis

Quantitative data were collected from a sample of wearable users in South Africa
through an online questionnaire. The questionnaire included items on respondents’ demo-
graphic and user profiles; general perceptions of WHD governance; reasons for trusting
WHD; familiarity with South African laws/Acts and their goals; perceptions of the South
African laws/Acts applicable to WHD regulation; and engagements with wearable privacy
and data sharing policy statements. It also contained specific WHD governance-related
items, including access, sharing, trust, reliability, accuracy, privacy, security, and the per-
ceived adequacy of relevant laws and regulations. Five-point and three-point Likert scales
were used for WHD governance-related items that required respondents to indicate the
extent of their perceptions or agreement, while binary categorical measures were used
for items that did not require rating. A total of 204 questionnaires were completed and
included in the analysis. Responses to individual questionnaire items were not mandatory,
and respondents could skip items where necessary; consequently, the number of valid
responses varied across some items and analyses.

The quantitative data were analysed using descriptive and inferential statistics. De-
scriptive statistics were used to summarise data on respondents’ profiles and governance-
related perceptions in frequencies and percentages. The inferential analysis focused on
the combined items within four of the aspects or factors relating to WHD governance,
namely general perceptions regarding WHD governance, trust regarding WHD, famil-
iarity regarding WHD-related laws/acts, and perceptions of laws/acts regulating WHD.
The internal consistency of these factors was assessed using Cronbach’s alpha, yielding
coefficients of 0.72, 0.71, 0.75, and 0.71, respectively. Where applicable, items originally
measured on a three-point Likert scale were transformed to a five-point scale using the
transformation formula (2x − 1) to enable meaningful comparability and interpretation
across the measured factors. Additionally, negatively worded items within the “general
perceptions on WHD governance” factor were reverse-coded to maintain a consistent scor-
ing direction. To determine the mean score, composite mean scores were calculated for each
respondent by averaging their scores on the questionnaire items within each factor. These
scores were then used to calculate the mean and standard deviation for the overall sample
and for the demographic and user profile groups. Given the sample sizes applicable to the
quantitative analysis of the study and specifically the parametric tests, formal normality
testing was not considered necessary, as the t-test and F-test are robust to departures from
normality with sufficiently large samples. According to Cohen et al. and Gravetter and
Wallnau [86,87], normality is generally not a concern for parametric tests such as t-tests
and ANOVA with large samples, as large samples tend to produce approximately normal
sampling distributions of means, while these tests are robust to departures from normality
under such conditions.

Univariate Analysis of Variance (ANOVA) was used to determine whether the mean
scores of the four governance-related factors differed significantly across gender, age,
technological capability, and wearable use experience. The ANOVA included only cases
with complete data for the demographic variables and governance-related factors, resulting
in an analysis sample of 198 respondents. All inferential analyses were conducted at a 95%
confidence level, with statistical significance determined at p < 0.05. The F-value was used
to assess the ratio of between-group to within-group variance, drawing on Cohen et al. and
Gravetter and Wallnau [86,87]. Where statistically significant differences involved variables
with three or more group levels, Scheffé post hoc tests were conducted to identify the
specific groups between which differences occurred. For comparisons involving two groups,
a t-test was used. Cohen’s d was calculated for pairwise comparisons to assess the practical
magnitude of statistically significant differences. Values from 0.20 to 0.49 were interpreted
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as small effects, values from 0.50 to 0.79 as medium effects, and values of 0.80 and above
as large effects, following recommendations in [86,87]. The chi-square test was applied
to examine the associations between wearable use experience and familiarity with WHD-
related laws/acts, as well as perceptions of laws/acts regulating WHD. Cramér’s V was
used to assess the strength of statistically significant chi-square associations. Pearson
correlation analysis was used to examine the direction and strength of relationships among
the governance-related factors. Microsoft Excel 365 and Statistica Version 14.0.0.15 were
used for the quantitative data analyses.

The qualitative component of the study employed semi-structured interviews with the
six purposively sampled health professionals identified in the qualitative findings section
of the paper (Section 4.2), using the unique codes HP1-HP6. The interviews explored
perceptions of existing WHD governance, governance concerns in the management and
use of WHD, and possible governance responses. To analyse the qualitative data, thematic
analysis was adopted, drawing on the processes outlined by [88–90]. The data were coded
and organised into thematic categories relevant to the paper’s focus, supported by the
Atlas.ti software version 24.1.1.

Results and findings from the quantitative and qualitative data were integrated in the
discussion to provide a fuller understanding of how WHD governance is perceived and
what those perceptions imply for strengthening governance in South Africa.

3.4. Ethical Considerations

Ethical principles relating to informed consent, confidentiality, and anonymity were
observed throughout the study. Before the study’s commencement, applicable institutional
ethics approval was sought and obtained with ethics Approval number 2023-SCI-0233. Par-
ticipation in both components of the study was voluntary. For the quantitative component,
a recruitment information sheet and an electronic informed consent form were included
with the online questionnaire, and participants could not proceed to complete the ques-
tionnaire without providing consent. These informed respondents about the nature and
purpose of the study, voluntary participation, and their right to discontinue participation
before submitting their responses. For the qualitative component, participants received
an information sheet explaining the study aim, their role in the research, and the potential
benefits and risks of participation. Participants who agreed to participate completed and
returned a consent form before being interviewed. The consent form also explained their
right to withdraw without any implications and the researcher’s commitment to confiden-
tiality. Questionnaire responses were collected anonymously. No identifiable information
that could be used to trace responses to individual respondents was requested through
the questionnaire or its online properties. The identities of the interview participants were
known to the researcher and therefore could not be anonymous; however, these were kept
confidential and were not disclosed in the analysis or reporting. Pseudonymous partic-
ipant codes (HP1–HP6) were used to anonymise the interview data, and no identifiable
information was included in the reported findings.

4. Results
This section presents the quantitative results and qualitative findings of the study on

perceptions of WHD governance among wearable users and health professionals in South
Africa. It is organised into two subsections. The first presents the quantitative results on
wearable users’ perceptions of WHD governance, while the second presents the qualitative
findings on health professionals’ perceptions of WHD governance.
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4.1. Quantitative Results on Wearable Users’ Perceptions of WHD Governance in South Africa

This subsection presents the quantitative results on wearable users’ perceptions of
WHD governance in South Africa. It begins with respondents’ demographics and user
profiles, followed by the main results on governance-related perceptions and familiarity
with relevant laws, and an inferential analysis of governance-related factors.

4.1.1. Respondents’ Demographic and User Profile

A total of 204 responses were received. Data on gender were provided by
203 respondents, of whom 131 (64.5%) were female, and 71 (35.0%) were male, while
one respondent preferred not to disclose gender. Data on age were provided by 202 re-
spondents. The largest age group was 18–29 years (n = 71, 35.0%), followed by 30–39 years
(n = 46, 23.0%), while respondents aged 40–49 and 50–59 each accounted for 34 (16.8%).
Smaller proportions were aged 60–69 (n = 14, 6.9%) and above 70 (n = 3, 1.5%). In terms
of technological capability, 115 respondents (56.4%) rated themselves at a high level and
71 (34.8%) at a satisfactory level. Wearable use experience showed a similar pattern, with
89 respondents (43.6%) rating their experience as satisfactory and 79 (38.7%) as high. Over-
all, the sample was largely female, relatively young, and generally confident in both digital
technology use and the experience of using wearables.

4.1.2. General Perceptions of WHD Governance

The general perception results shown in Table 1 are based on respondents’ ratings of
the governance-related items on a five-point Likert scale, ranging from strongly disagree
to strongly agree. The results indicate that respondents viewed several aspects of WHD
governance favourably, especially access, reliability, trust, accuracy, and sharing. Relevant
keywords are bolded to highlight items related to each of these aspects. Access received the
strongest positive rating, with 119 respondents (58.3%) agreeing and 46 (22.5%) strongly
agreeing that they had access to the health data collected by their wearable, yielding a
combined positive rating of 80.8%.

A related pattern emerged regarding users’ perceived ability to grant access to their
WHD, where 76 respondents (37.3%) agreed and 29 (14.2%) strongly agreed that they could
grant access to the health data collected by their wearable to anyone as they deemed fit,
yielding a combined positive rating of 51.5%, although 43 respondents (21.1%) remained
neutral. Reliability was also rated highly, with 130 respondents (63.7%) agreeing and
28 (13.7%) strongly agreeing that their WHD was reliable, yielding a combined positive
rating of 77.4%. Trust in WHD was similarly positive, with 116 respondents (56.9%)
agreeing and 24 (11.8%) strongly agreeing to trusting the health data collected by their
wearables. Data accuracy also received a high positive rating, with 113 respondents (55.4%)
agreeing and 23 (11.3%) strongly agreeing. Sharing also received a high positive rating,
where the majority of the respondents provided a combined positive rating of 125 (61.3%),
with 92 respondents (45.1%) agreeing and 33 (16.2%) strongly agreeing that they could share
the health data collected by their wearable, while 44 respondents (21.6%) remained neutral.
These findings suggest that respondents generally perceived their WHD as accessible,
usable, and reasonably dependable.

The results of the follow-up item on why respondents trust their WHD in Table 2 help
shed more light on what underpins some of the positive patterns reported in Table 1. The
strongest reason for trusting WHD was their perceived reliability, with 114 respondents
(56%) agreeing and 30 (15%) strongly agreeing, yielding a combined positive rating of 71%.
Accuracy and accessibility followed with equal combined positive ratings of 63%, while
validity was positively rated by 61% of respondents. By contrast, shareability elicited a
much weaker positive response, where only 28% agreed that they trusted WHD because it
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was easily shareable, while 46% remained neutral. These results suggest that trust in WHD
was grounded primarily in respondents’ views of the data as reliable, accurate, accessible,
and valid, rather than in its portability or exchangeability.

Table 1. General Perceptions of WHD Governance (n = 204).

Statements on WHD Governance Strongly
Disagree Disagree Neutral Agree Strongly

Agree Total

I have access to the health data collected by
my wearable 4 (2.0%) 9 (4.4%) 26 (12.7%) 119 (58.3%) 46 (22.5%) 204 (100.0%)

I can share the health data collected by my
wearable 8 (3.9%) 27 (13.2%) 44 (21.6%) 92 (45.1%) 33 (16.2%) 204 (100.0%)

South Africa requires increased regulations
to protect data collected by wearables 6 (2.9%) 11 (5.4%) 89 (43.6%) 65 (31.9%) 33 (16.2%) 204 (100.0%)

I am concerned about the privacy of the data
collected by my wearable 22 (10.8%) 60 (29.6%) 44 (21.7%) 47 (23.2%) 30 (14.8%) 203 (100.0%)

I can grant access to the health data collected
by my wearable to anyone as I deem fit 11 (5.4%) 45 (22.1%) 43 (21.1%) 76 (37.3%) 29 (14.2%) 204 (100.0%)

I consider the health data generated by my
wearable reliable 1 (0.5%) 9 (4.4%) 36 (17.6%) 130 (63.7%) 28 (13.7%) 204 (100.0%)

I trust the health data collected by my
wearable 1 (0.5%) 8 (3.9%) 55 (27.0%) 116 (56.9%) 24 (11.8%) 204 (100.0%)

I am concerned that a wearable device
manufacturer, company or one of their
partners may analyse or track my health

data analytics

21 (10.3%) 65 (31.9%) 54 (26.5%) 40 (19.6%) 24 (11.8%) 204 (100.0%)

I consider the health data collected by my
wearable to be accurate 1 (0.5%) 11 (5.4%) 56 (27.5%) 113 (55.4%) 23 (11.3%) 204 (100.0%)

My wearable health data is adequately
secured by the manufacturers of my wearable 5 (2.5%) 12 (5.9%) 96 (47.1%) 76 (37.3%) 15 (7.4%) 204 (100.0%)

In South Africa, there are adequate laws
protecting the privacy of health data gathered

through wearables
10 (4.9%) 31 (15.2%) 111 (54.4%) 43 (21.1%) 9 (4.4%) 204 (100.0%)

Note: The calculated percentages in Table 1 are based on the valid row total and rounded to one
decimal place; therefore, some rows may not total 100.0% due to rounding. Bold values indicate the
highest response category for each item on this table and other tables where such formatting is used.

Table 2. Reasons for Trusting WHD (n = 204).

Statements on Trust Reasons Strongly
Disagree Disagree Neutral Agree Strongly

Agree Total

Because they are reliable, i.e., data is consistent
over time and across other device

measurements
2 (1%) 13 (6%) 45 (22%) 114 (56%) 30 (15%) 204 (100%)

Because they are accurate, i.e., they
correspond with actual reality 3 (1%) 14 (7%) 59 (29%) 102 (50%) 26 (13%) 204 (100%)

Because they are readily accessible 9 (4%) 24 (12%) 43 (21%) 106 (52%) 22 (11%) 204 (100%)

Because they are valid, i.e., they correspond
with the measured attributes 2 (1%) 14 (7%) 64 (32%) 105 (52%) 18 (9%) 203 (100%)

Because they are easily shareable 19 (9%) 34 (17%) 94 (46%) 49 (24%) 8 (4%) 204 (100%)

Other reasons 85 (45%) 50 (26%) 43 (23%) 6 (3%) 6 (3%) 190 (100%)

Table 1 shows that perceptions regarding privacy, third-party analytics, security, and
regulation exhibit more variations. In relation to WHD privacy, the concern is less but
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reflects non-negligible uncertainty, with 82 respondents (40.4%) disagreeing, 77 (38.0%)
agreeing, and 44 (21.7%) remaining neutral that they are concerned about the privacy of
their WHD. The concern that wearable manufacturers, companies, or their partners may
analyse or track WHD attracted the highest overall negative response, with 86 respondents
(42.2%) disagreeing, 64 (31.4%) agreeing, and 54 (26.5%) remaining neutral, which likewise
reflects a comparatively lower concern in this aspect, though again with non-negligible
uncertainty. Security reflected a somewhat different pattern with greater uncertainty, as
96 respondents (47.1%) remained neutral on whether wearable manufacturers adequately
secured their WHD. In contrast, 91 (44.7%) agreed that manufacturers adequately secured
their WHD, and 17 (8.4%) disagreed, showing a pattern of lower concern for WHD security
but greater uncertainty than present for access, trust, reliability, and accuracy.

Regulatory perceptions were similarly tentative, as shown also in Table 1. Nearly half
of the respondents, 98 (48.1%), agreed that South Africa requires increased regulation to
protect WHD, while 89 (43.6%) remained neutral and only 17 (8.3%) disagreed. Likewise,
only 52 respondents (25.5%) agreed that there are adequate laws in South Africa protecting
the privacy of WHD gathered through wearables, whereas 111 (54.4%) remained neutral
and 41 (20.1%) disagreed.

4.1.3. Familiarity with Relevant South African Laws and Their Perceived Applicability
to WHD

The purpose of this item was to assess respondents’ familiarity with selected South
African legal instruments that may be relevant to WHD governance through their protec-
tion of rights relating to privacy, access to information, consumer protection, and health
information. At this stage, respondents were asked about their familiarity with the legal
instruments and their goals, rather than to assess their applicability to WHD. The South
African Constitution was included because its protections of the rights to privacy and access
to information provide an overarching rights basis relevant to the collection, use, sharing,
and protection of personal and health-related data, including WHD. Respondents showed
uneven familiarity with South African laws and acts that could potentially influence WHD
governance. As shown in Table 3, the POPI Act had the highest level of familiarity, with
115 respondents (56%) indicating partial familiarity and 74 (36%) indicating complete
familiarity. The Consumer Protection Act (CPA) and the South African Constitution (SAC)
showed similar patterns of stronger partial familiarity rather than complete familiarity. By
contrast, the Promotion of Access to Information (PAI) Act and the National Health Act
(NHA) were less familiar, with 45% and 41% of respondents, respectively, indicating no
familiarity at all. These results suggest that respondents’ awareness of legal frameworks
potentially relevant to WHD governance was uneven and strongest around the more visible
and widely discussed instruments, especially the POPI Act.

Table 3. Familiarity with South African Laws/Acts and their Goals (n = 204).

Familiarity with South African Laws/Acts No Yes, but Not Completely Yes, Completely

Protection of Personal Information (POPI) Act 15 (7%) 115 (56%) 74 (36%)

Consumer Protection Act (CPA) 29 (14%) 140 (69%) 35 (17%)

The South African Constitution (SAC) 33 (16%) 131 (64%) 40 (20%)

Promotion of Access to Information (PAI) Act 91 (45%) 84 (41%) 29 (14%)

National Health Act (NHA) 84 (41%) 103 (50%) 17 (8%)

When asked whether these laws and acts regulate WHD, the POPI Act emerged
as the framework most strongly considered as applicable to WHD regulation, with
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148 respondents (73%) believing that it completely regulates WHD, as shown in Table 4.
Views on the other laws and acts were more divided. PAI Act and the CPA were each seen
by roughly two-fifths of respondents as completely regulating WHD, while the SAC and
the NHA were more often regarded as only partially relevant. These results indicate that
respondents most strongly associated WHD regulation with data protection law, while the
role of broader legal instruments remained less settled.

Table 4. Applicable South African Laws or Acts for WHD Regulation (n = 204).

Potential South African Laws or Acts for
WHD Regulation No Yes, but Not Completely Yes, Completely

Protection of Personal Information (POPI) Act 19 (9%) 37 (18%) 148 (73%)

Promotion of Access to Information (PAI) Act 29 (14%) 88 (43%) 87 (42.6%)

Consumer Protection Act (CPA) 39 (19%) 79 (39%) 86 (42%)

The South African Constitution (SAC) 52 (25.5%) 85 (41.7%) 67 (32.8%)

National Health Act (NHA) 40 (20%) 113 (55%) 51 (25%)

The uneven regulatory awareness and applicability perceptions reflected in Tables 3 and 4
should also be read alongside the results on respondents’ engagement with wearable pri-
vacy and policy statements displayed in Table 5. The item in the questionnaire for which
the data are presented in Table 5 referred to privacy statements or policies linked to the
wearable or its associated application. More than half of respondents (113, 55%) reported
not reading the privacy statements or policies of their wearables or wearable apps, while
75 (37%) read them only sometimes, and only 16 (8%) always read them.

Table 5. Reading Wearable Privacy Statements (n = 204).

Response to Reading Privacy Statement or Policy Frequency Percentage

No. 113 55%

Yes, but not always. 75 37%

Yes, always. 16 8%

Total 204 100%

As shown in Table 6 among the 188 respondents who did not read privacy policies and
statements consistently, 146 (78%) said the policies were too long, 96 (51%) believed there
was no point in reading them because they could not change any privacy settings, 52 (28%)
found the wording difficult to understand, and 29 (15%) did not care how the company
uses their data. These results show that limited legal and policy engagement may not be
driven solely by familiarity with formal laws, but also by low confidence in the usefulness
and accessibility of the policy documents through which data practices are communicated.

Respondents’ interpretations of sample data use and sharing policy statements further
reveal uncertainty and ambivalence in policy engagement and understanding, as shown in
Tables 7 and 8. Table 7 presents respondents’ reactions to a sample data usage and privacy
statement, while Table 8 presents their interpretations of a sample data-sharing statement.
When presented with a data usage statement indicating that collected information may
be used for service provision, user interaction analysis, trend tracking, customer support,
data analysis, research, and the development of new features, respondents were asked to
indicate how the statement made them feel. The largest group, 105 respondents (51%),
reported indifference. In contrast, 39 (19%) felt happy, 36 (18%) felt concerned, 23 (11%) felt
safe, and 12 (6%) felt confused.
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Table 6. Reasons for not Reading Privacy Statements or Policies (n = 188).

Reasons for Not Reading Privacy Statements or Policies Frequency Percentage

The privacy statement/policy is too long 146 78%

There is no point in reading the privacy statement/policy
because I do not believe I can change any privacy settings 96 51%

The wording of the privacy statement/policy is difficult
to understand 52 28%

I do not care how the company uses my data 29 15%

Other reasons for not always reading the privacy
statement/policy 5 3%

Table 7. Respondents’ Reactions to a Sample Data Usage and Privacy Statement (n = 204).

Perception of Data Usage and Privacy Statement Frequency Percentage

Indifferent 105 51%

Happy 39 19%

Concerned 36 18%

Safe 23 11%

Confused 12 6%

Surprised 7 3%

Other feelings 8 4%

Table 8. Respondents’ Interpretations of a Sample Data Sharing Policy Statement (n = 204).

Perceptions of Data Sharing Policy Statement Frequency Percentage

Some information about me can be shared if personal
identifiers, such as my name, have been removed 166 81%

My data may only be shared with those with whom I
request it to be shared 34 17%

Any information about me, including my name, may
be shared with third parties, such as advertisers 26 13%

Any data about me, including my name, may be
shared with the public 21 10%

Other meaning 3 1%

Similarly, when presented with a data-sharing statement indicating that aggregated or
de-identified information may be disclosed publicly or to third parties, 166 respondents
(81%) understood it to mean that some information about them could still be shared once
personal identifiers had been removed. However, 34 (17%) interpreted it to mean that data
would only be shared with those they personally authorised, while 26 (13%) understood
the statement to mean that any information about them, including their names, could be
shared with third parties such as advertisers, and 21 (10%) interpreted it to mean that any
data about them, including their names, could be shared with the public. These results
suggest that not only awareness of formal laws, but also limited engagement with privacy
statements and mixed interpretations of policy language in practice, impact respondents’
governance-related legal and policy perceptions.
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4.1.4. Demographic and Experiential Differences and Associations Across
Governance-Related Factors

This section examines how the four governance-related factors included in the infer-
ential analysis, namely general perceptions regarding WHD governance, trust regarding
WHD, familiarity regarding WHD-related laws/acts, and perceptions of laws/acts regulat-
ing WHD, differ across gender, age, technological capability, and wearable use experience.
It also presents the associations identified between wearable use experience and familiarity
with WHD-related laws/acts, as well as perceptions of laws/acts regulating WHD. The
tables showing the descriptive means and standard deviations for these governance-related
factors across the demographic and experiential variables, as well as the inferential analysis
results, are presented in Appendix A as Tables A1–A9.

As shown in Table A1, the descriptive mean scores were highest for trust regarding
WHD (M = 3.50), followed by perceptions of laws and acts regulating WHD (M = 3.49),
compared to general perceptions regarding WHD governance (M = 3.38). Familiarity
with WHD-related laws and acts recorded the lowest mean score (M = 2.85). Across
the demographic and experiential groups, the observed differences in mean scores were
generally small for general perceptions regarding WHD governance and trust, but some-
what more noticeable for familiarity regarding laws/acts and perceptions of laws/acts
regulating WHD.

Univariate ANOVA was then conducted to examine whether governance-related per-
ceptions differed across gender, age, technological capability, and wearable use experience.
The results showed no statistically significant differences in general perceptions of WHD
governance across these variables. Similarly, no statistically significant effects were found
for trust regarding WHD across the demographic and experiential variables, although age
approached significance (F(3, 190) = 2.49, p = 0.061). These results suggest that core gover-
nance perceptions and trust were relatively stable across the demographic and experiential
variables examined.

Significant differences emerged, however, in familiarity with WHD-related laws and
acts. Familiarity with these laws and acts was higher among respondents aged 30–39 than
among those in the younger group (aged 18–29), and it was also higher among respon-
dents with high technological capability than among those with not-high capability. The
differences are statistically significant for age, F(3, 190) = 4.16, p = 0.007, and technological
capability, F(1, 190) = 10.39, p = 0.001, with the latter also showing moderate practical
significance (d = 0.60). Post hoc analysis showed that respondents aged 30–39 reported
higher familiarity with WHD-related laws and acts than those aged 18–29 (M = 3.20 versus
M = 2.61, p = 0.003, d = 0.68), while respondents with high technological capability likewise
reported higher familiarity than those with not-high capability (M = 3.08 versus M = 2.58,
p = 0.001, d = 0.60). These results indicate that familiarity with WHD-related laws and acts
varied meaningfully by age and digital capability.

Perceptions of laws and acts regulating WHD also differed significantly by age
and by experience with using wearables. Age showed a statistically significant effect,
F(3, 190) = 3.36, p = 0.020, and experience using wearables also showed a significant effect,
F(2, 190) = 4.20, p = 0.016. Post hoc analysis showed that respondents aged 30–39 had signifi-
cantly stronger perceptions of regulatory applicability than those above 50 (M = 3.88 versus
M = 3.32, p = 0.039, d = 0.60). A significant difference also emerged between respondents
with a satisfactory wearable use experience and those with a not-satisfactory experience
(M = 3.67 versus M = 3.17, p = 0.027, d = 0.62). These results suggest that perceptions
of regulatory fit were more sensitive to age and wearable use experience than broader
governance perceptions or trust.
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Chi-square analysis provided additional support for this pattern. Experience using
wearables was significantly associated with familiarity with WHD-related laws and acts,
χ2(4, n = 204) = 23.27, p < 0.0005, with a medium association (Cramér’s V = 0.24). However,
experience using wearables was not significantly associated with perceptions of laws
regulating WHD, χ2(4, n = 204) = 6.98, p = 0.137. These association results indicate that the
wearable use experience was more closely related to legal familiarity than to perceptions of
regulatory applicability.

4.1.5. Relationships Among Governance-Related Factors

Correlation analysis among the four governance-related factors showed several mean-
ingful relationships, as displayed in Table 9. General perceptions regarding WHD gov-
ernance and trust regarding WHD were moderately and positively correlated (r = 0.450),
indicating that respondents who reported stronger trust in WHD also tended to report more
positive perceptions of WHD governance. Familiarity regarding WHD-related laws/acts
and perceptions of laws/acts regulating WHD were also moderately and positively corre-
lated (r = 0.355), suggesting that respondents who were more familiar with relevant laws
and acts also tended to perceive those laws and acts as more applicable to regulating WHD.

Table 9. Pearson Correlations Among WHD Governance-Related Factors.

Factors/Variables
General Perceptions

Regarding WHD
Governance

Trust
Regarding

WHD

Familiarity Regarding
WHD Related Laws/Acts

Laws/Acts
Regulating WHD

General perceptions of WHD governance 0.450 −0.083 0.089

Trust regarding WHD 0.450 −0.031 0.164

Familiarity regarding WHD-related Laws/Acts −0.083 −0.031 0.355

Laws/Acts regulating WHD 0.089 0.164 0.355

Note: Values shown in red text indicate statistically and practically significant results. Bolded values
represent statistically significant but not practically significant results.

A weaker positive correlation was observed between trust regarding WHD and percep-
tions of laws and acts regulating WHD (r = 0.164), indicating a slight tendency for stronger
trust in WHD to coincide with more positive perceptions of the regulatory relevance of
these laws and acts. The negative correlations between familiarity regarding WHD-related
laws/acts and general perceptions regarding WHD governance (r = −0.083) and between
familiarity regarding WHD-related laws/acts and trust regarding WHD (r = −0.031) were
very weak and not statistically significant. Although the negative direction indicates a
slight tendency for greater legal familiarity to coincide with lower general governance
perceptions or trust, the small coefficients provide no evidence of a meaningful inverse
relationship between these factors.

4.2. Qualitative Findings on Health Professionals’ Perceptions of WHD Governance in
South Africa

This subsection presents the qualitative findings on health professionals’ perceptions
of WHD governance in South Africa, beginning with the participant profile and followed by
the three themes derived from the coded interview data. The data were coded into 10 codes
and are presented in the subsequent sections under these themes, namely, Perceptions
of Existing WHD Governance and Regulatory Adequacy, Governance Concerns in the
Management and Use of WHD, and Proposed Governance Responses for WHD. The table
containing the codes and complete corresponding quotes is presented in Appendix A as
Table A10.
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4.2.1. Participants Profile

The qualitative findings are based on interviews with six health professionals, identi-
fied by the unique codes HP1–HP6. The group comprised three females and three males, all
with at least a first degree in Medicine and more than 10 years of professional experience.
Their areas of practice included general practice and specialist fields such as cardiology,
general surgery, family medicine, and chronic disease management. HP1, HP2 and HP3 are
general practitioners with interests in chronic disease management, family medicine and
primary healthcare. HP4, HP5, and HP6 are specialists in cardiovascular health and gen-
eral surgery. These profiles collectively indicate that the perspectives reported in this
paper are grounded in sustained clinical experience and professional engagement with
health-related data.

4.2.2. Perceptions of Existing WHD Governance and Regulatory Adequacy

A prominent perspective that emerged from the qualitative data is the perceived
inadequacy of, and uncertainty about, existing regulations in fully governing WHD, as
expressed by all six participants. HP5 clearly reflects this uncertainty and perceived
inadequacy, stating that:

“I’m not entirely sure about the specific regulations regarding wearables and their impact
on the sensitivity and privacy of health data. While there are general data protection and
privacy laws in place, it’s unclear whether they fully address the unique challenges posed
by wearable technology.”

Other participants’ perspectives indicate a more explicit uncertainty, particularly re-
garding the POPI Act, where HP1 and HP3 expressed uncertainty about the Act’s adequacy,
as reflected in their quotes below.

“I don’t know whether there are regulations available to ensure wearables do not play
negative, disruptive roles, such as undermining the sensitivity and privacy of health data.
I don’t know of it. I didn’t think that there were. The POPI Act doesn’t do much unless
there’s somebody that you can nail, you see? Like a professional. But there are lots of
people that don’t even know what’s going on” (HP1)

“Wearable health data is not specifically covered by the POPI Act. Yeah, it is grey. Do I
think there are regulations? I don’t think there are regulations to ensure that wearables
do not play negative, disruptive roles, like undermining the sensitivity and privacy of
health data”. (HP3)

Further reflecting the regulatory uncertainty based on the undefined nature of WHD,
HP3 questioned whether WHD are considered personal health data and suggested that, in
such a context, the POPI Act might provide coverage for sharing such data, stating that

“When it comes to data sharing of information. Yeah, I think the POPI Act is specific to
wearable health data. Isn’t your heart rate or personal information?”. (HP3)

4.2.3. Governance Concerns in the Management and Use of WHD

The participants’ accounts further show that regulatory uncertainty was closely tied
to concerns about WHD sharing and security governance. Their reflections reveal that
uncertainty extended beyond whether regulation exists to include how permissions for
sharing are managed, how secure WHD remains once collected and transmitted, and how
far such data may ultimately circulate. HP5 strongly reflects this concern, noting that:

“The proliferation of wearable devices and the data they generate also raises questions about
how well this data is safeguarded and managed. Wearables often collect and transmit
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sensitive health information, and if not properly protected, this data can be vulnerable to
breaches or unauthorised access.”

Similarly, HP1 expressed uncertainty about the parameters and the scope of WHD
sharing, stating, “I don’t really know how far wearable health data could go.” In the face of
such data-sharing uncertainty, there was also uncertainty about how unauthorised access
could be prevented, as expressed by HP2, who stated that “I am not sure what regulations are
actually in place, and data can be breached very easily.” Moreover, there is concern that, even
where patient-doctor agreements may guide WHD sharing, there remain practical and
regulatory uncertainties, especially regarding permissions and how they are granted for
data sharing. This view is clearly shared by HP3, who explained that:

“Yes, the patient-doctor service agreement already includes that. But also, sharing and
access can be difficult because there are so many devices out there. . . .then they say,
with the POPI Act, do we need permission, and how do they grant it on both sides for
data sharing?”

Accessibility was also presented as a governance-related concern, both in terms of who
may access WHD and the difficulty of retrieving and using such data in practice. On the
one hand, HP6’s reflections show concern that manufacturers and other actors within the
data ecosystem may have more access to WHD than users initially realise. This is evident
in HP6’s expression of surprise and concern:

“I didn’t think the manufacturers can see the data and access them, because it is their
sensor that is collecting the data and the data is being stored in their storage facilities. So it
means they can sell their data if they like. That can be a problem. “Can the manufacturers
actually see the data? Oh, I never thought about the potential many third-party access
and many people involved in the ecosystem of the data storage, eh.”

On the other hand, HP3 highlighted the practical difficulty clinicians may face in
accessing WHD across different devices, platforms, websites, and software requirements,
especially in the absence of interoperability, stating that:

“A lot of people and companies say that it is easy to access, but it is never really easy to
access. It could be a lot easier if you have someone dedicated in your practice to do that,
but you as a doctor to now say, let’s find a patient and let’s download their data, makes
it very difficult. So, at places like Intercare, where they do have a nurse, they do have
someone who is dedicated to this, which makes it a lot easier, but for me, it’s very difficult.
But then you have to have the programme to enable direct access. So, now you have to
have five different cables for five different machines. Or this website for that one, that one
for this one. Instead of everyone integrating it. And now a patient comes to me, and I
am like, what was the name of your machine again? Well, I don’t remember which brand
I have. And I’m like, now, which one of the five do I look at? They should all interlink.
Should all interlink”.

The commodification and monetisation of WHD in ways that do not primarily benefit
the wearer also emerged as a concern requiring governance. HP2 raised this most directly,
stating that:

“. . .the companies that provide these things, specifically the watches, the Apple iWatch,
and everything else. . . .as part of the vitality programme, they give you this watch for free.
So they are able to collect your data. For marketing. For marketing and for restratifying
the individual to whom the data is concerned. And to know how to adjust your premium.
They are using the data for their own personal gain and not necessarily for the patient’s
well-being. And then surely they can use the data on their work analytics, or however
they are using.”

https://doi.org/10.3390/informatics13090141

https://doi.org/10.3390/informatics13090141


Informatics 2026, 13, 141 20 of 36

The perspective of HP2 reflects on how insurance companies may collect WHD
through wearable-linked programmes and then commercialise the data for marketing,
re-stratification, or premium adjustment. Related to this, participants also raised concerns
about the impact that privacy risks may have on wearable users, particularly where data
use may result in financial or other forms of disadvantage rather than patient benefit.

Trust in WHD remained qualified and defined by concerns about data quality, as
the findings revealed, and this was a prominent point of reflection that emerged among
almost all participants. For example, HP4 stated plainly that “I do not trust the data collected
through wearables as it concerns their reliability, validity and accuracy,” while HP6 similarly
linked incomplete trust to the quality of the data, stating “. . .I do not trust the data completely.
No, I don’t. I don’t. The quality is why I do not completely trust the data from the wearables.”
Furthermore, repeated doubts were raised about the reliability, validity, and accuracy
of WHD, with HP6 describing the quality more broadly as “still a concern,” and others
indicating that many wearables are simply not very accurate. Specifically, HP5 stated that
“Although these devices can provide useful supplementary information, several concerns impact
their trustworthiness. As a health professional, I am quite sceptical about the reliability, validity,
and accuracy of data collected through wearables.” HP3 warned that it must be taken into
consideration that “not all of them are very accurate”, and HP4 similarly emphasised that
“The majority of them are inaccurate. It is a compromise of functionality and aesthetic/practicality.”

4.2.4. Proposed Governance Responses for WHD

Advocacy for stronger regulations and standards to govern WHD and address WHD
management concerns emerged amid perceived inadequacies in existing regulations and
uncertainty about whether they provide sufficient coverage for WHD governance. The
advocacy was expressed most clearly by HP5, who stated that:

“There is a need for more robust regulations and standards to ensure that wearable health
data meets high-quality standards and can be reliably used in clinical settings. In my
opinion, wearables can pose risks to the sensitivity and privacy of health data. While they
offer valuable insights and enhance health monitoring, they also introduce concerns about
data security and patient privacy. Privacy and data security are also crucial concerns
that need to be addressed to ensure that wearable health data are used responsibly. More
detailed and targeted regulations might be needed to ensure comprehensive protection for
health data collected by these devices. . . .strict data security and quality measures are
vital to protect patient information and build trust in the use of these technologies”.

The findings further show that this advocacy extended beyond calls for stronger laws
to include proposals for stakeholder collaboration in governing WHD, the classification of
wearables as medical devices, and the standardisation of wearables and WHD as practical
governance responses. For instance, pointing to collaboration between clinicians and
technologists in setting and implementing quality standards, HP6 explained that:

“Regulating the quality of wearable health data might need technologists and health
professionals working hand in hand. The doctors saying what the standard of quality
health data should be in this regard and the technologists taking the recommendations
and infusing it into the design. So, I think it’s got to be regulated in the medical fraternity.
So we as cardiologists and clinicians, will see the data and we will decide if it is accurate
or not.”

HP3 advocated that, where appropriate, wearables should be classified and treated
more like medical devices, so that they do not simply circulate without clear standards but
instead fall under the recognised oversight and standardisation of the South African Health
Products Regulatory Authority (SAHPRA). Subsequently, HP3 emphasised the possible

https://doi.org/10.3390/informatics13090141

https://doi.org/10.3390/informatics13090141


Informatics 2026, 13, 141 21 of 36

role of SAHPRA in regulating wearables through branding, explaining that wearables
should have appropriate branding to show which of the devices can be integrated into
health management and to encourage medical aid companies to support their use among
clients. Their views are evident in the quote from their response below.

“. . .then they don’t get to just sell them if they are classified as medical devices. So, have
like a branding on the box that speaks to SAHPRA or relevant agency standardisation and
regulation. . . one cannot just buy medical devices from anywhere, just as one cannot just
buy any medication from anywhere. I do think this is clever because then we know what
we can and can’t use. Then, medical aids can start giving some money towards that.”

Overall, the participants’ accounts from the interviews provide insights into governance-
related perceptions pertaining to regulatory adequacy, WHD sharing and security, acces-
sibility, commodification, trust, and quality, alongside proposals for stronger regulation,
collaboration, classification, and standardisation.

5. Discussion
The perceptions of WHD governance in South Africa among wearable users and health

professionals in the study were neither uniformly assured nor uniformly sceptical but rather
reflected selective confidence, depending on the perspective from which it was viewed and
who was viewing it. Thus, the overall perceptions reflected a governance environment
regarded as relevant to the use and value of WHD across the two stakeholder groups, but
not yet considered fully clear, established, or adequate. This recognition of governance
relevance amid varying levels of confidence is an important insight because it establishes
that perceptions of WHD governance do not rest on a single, clear judgment about whether
governance is present or absent but instead reflect varying levels of confidence in its
usability, protection, legal adequacy, and practical oversight.

5.1. Governance Perceptions Among Wearable Users

The perceptions of wearable users in the study regarding the accessibility, reliability,
accuracy, sharing, and trustworthiness of WHD were generally favourable and more
clearly formed, and these aspects are not experienced as major governance concerns in the
practical use of WHD. These users perceive their WHD as generally accessible, reliable,
accurate, shareable and relatively trustworthy. Similarly, privacy and third-party data
practices appear to elicit positive perceptions, with relatively lower concern among these
users, albeit less decisive and clearly formed confidence than was evident for access, trust,
reliability, and accuracy. In essence, wearable users did not generally perceive the privacy
of their WHD and the possibility of third-party analysis of these data as strongly concerning
aspects of WHD governance, even though these perceptions were not as firmly established
or widely shared. In contrast, security, the adequacy of current South African laws, and the
need for additional regulations to govern WHD were perceived with greater uncertainty,
indicating weaker confidence in the broader governance conditions surrounding WHD.
Specifically, regarding WHD security, users did not generally perceive it as a strongly
problematic aspect or as something to be outright distrusted, but neither did they express
clear, firm confidence in its adequacy.

Positive perceptions are stronger where WHD governance is encountered and viewed
through immediate use of the data and weaker where governance is hinged on or viewed
through less visible legal, organisational, and technical safeguards. Governance appears to
have been perceived more readily through the apparent functionality and availability of
WHD than through informed confidence in the systems and rules that protect and regulate
it. In practical terms, the positive wearable users’ perceptions, therefore, should not be
taken as evidence of a fully understood, trusted and established governance environment,
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but rather as evidence that the benefits and usability of WHD were more readily perceived
than the adequacy of its governance arrangements. For WHD governance to be strength-
ened in South Africa, governance efforts will need to address not only the availability
and apparent usefulness of WHD but also the weaker areas of confidence surrounding
protection, oversight, and regulatory adequacy.

This interpretation becomes even more valid and clearer in the relatively low level of
privacy concern expressed by these users, yet their much greater uncertainty on whether
manufacturers and their partners adequately secure WHD. The study by [91] similarly
reported lower privacy concerns among wearable users. However, one must consider that
upholding WHD privacy largely depends on the security measures that govern access.
According to [69,92,93], upholding data privacy means that data is collected, processed,
and shared in a manner that respects the rights of the data subject, supported by secu-
rity measures such as anonymisation, pseudonymisation, and access control to protect
data from unauthorised access, modification, or loss to avoid harming the owner. The
ongoing collection of personal health data and its transmission through networks to third
parties for storage and analysis can heighten wearable users’ exposure to victimisation and
misuse [94].

The privacy control of wearable users weakens when they are less able to determine the
extent of access to WHD, as may be the case with remote, third-party storage architectures
that are prone to inadequate security mechanisms. Thus, the insight that wearable users
in the study are less concerned about privacy but not confident in the adequacy of their
WHD security indicates that privacy may not always be understood in close relation to the
technical and organisational conditions that sustain it. Instead, privacy may be perceived
as a general expectation that data should not be misused, while security is treated as a
more specialised or less visible aspect. The implication is that wearers’ confidence in WHD
governance may rest partly on incomplete understandings of how privacy compromises
occur and how they are prevented. Cilliers [91] and Els and Cilliers [95] clarify this
implication, stating that in most instances, wearable users are unaware of the storage
mechanisms adopted by their wearable manufacturers and only trust that appropriate
regulations are in place and followed to ensure secure storage and, consequently, the privacy
compliance of their data. Hence, a possible gap exists between governance confidence and
governance understanding, and it is not simply a matter of wearable users’ indifference
to privacy. Given the study’s focus on governance, this insight matters because it points
to a practical starting point for strengthening WHD governance in South Africa, where
governance improvement may need to begin with greater awareness and governance
literacy regarding how privacy is actually protected, compromised, and managed. In that
sense, wearers’ roles in governance cannot be limited to being data subjects only, but they
also need some understanding of permissions, access conditions, sharing implications,
and the safeguards that underpin responsible WHD use. Without such foundational
understanding, confidence in governance may remain partial and fragile, even where
WHD use itself is viewed positively.

The POPI Act is the law most strongly associated with WHD regulation, yet this
did not translate into equivalent confidence that current regulations in South Africa are
adequate for protecting WHD privacy. Wearable users generally recognise that WHD
is associated with risks that require stronger safeguards, yet they perceive the available
governance regulatory frameworks as partial and inadequate, with calls for more adequate
regulation to be in place in South Africa. The key insight here is that legal familiarity
and legal assurance are not the same. Wearable users may recognise the POPI Act as the
most visible and relevant law in the data protection environment, while still remaining
uncertain about whether it sufficiently addresses the distinctive realities of WHD, including
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continuous generation, platform dependence, multi-actor access, and wearable-specific
privacy risks. Moreover, the uneven familiarity of wearable users with other existing
laws, together with the widespread undecided stance on legal adequacy, suggests that
the regulatory environment is perceived more as a general framework than as a clearly
understood system of governance specifically tailored to WHD. In this sense, the visibility
of existing governance instruments appears to have outpaced their clarity on relevance and
fitness for purpose.

Limited clarity in existing governance regulations is also reflected in how wearable
users engaged with privacy policy statements and in their interpretations of the language
used. The fact that many did not read privacy statements, or did so only inconsistently,
while also viewing them as overly long, difficult to understand, or practically unhelpful,
suggests that formal governance communication was not serving as an effective basis for
governance understanding. Similarly, their interpretations of the provided sample data
usage and sharing statements point in the same direction. Indifference to the usage state-
ment and mixed interpretations of the data-sharing statement indicate that the governance
implications of data processing, disclosure, and de-identification were not always clearly
understood. This insight is important because it suggests that wearable users’ perceptions
of WHD governance were actively informed and shaped not only by the visibility and
awareness of governance instruments, but also by weak engagement with the very policy
texts meant to communicate data governance practices. Similar reports exist in the liter-
ature on the unfamiliarity with the WHD privacy protection policies among users [91],
the complexity of the language used in these policies [96] and the lack of user agency and
autonomy in WHD privacy protection [97].

In this regard, perceptions of governance among wearable users seem to rest partly on
a fragile informational base, in which familiarity with policy statements or their terminology
does not necessarily translate into a clear understanding of what those statements permit
or protect. For effective WHD governance, the implications of such inadequately formed
perceptions are that informed consent, which is one way of ensuring privacy, can no longer
be said to be effective if wearable users are truly not informed or capacitated to make
informed decisions about consent. Indications from [1,49,98,99], show that, as a mechanism
for ensuring privacy, consent must be informed; otherwise, privacy violations become
imminent. Similarly, Ref. [96], beyond describing the language of privacy statements as
complex, opined that most privacy statements for IoTs are generic and often lack adequate
information to provide assurance of privacy protection. According to [1], wearable users
expect wearable manufacturers and their partners to provide clear, easy-to-read privacy
policies to better support informed consent, although this expectation remains elusive in
practice. In practice, wearable users may be pressured, persuaded, or effectively compelled
to give up privacy rights in exchange for personalised wearable services [97]. The legitimacy
of consent as a privacy mechanism is undermined if users cannot adequately interpret or
evaluate the meaning of related policy statements, and the consent provided therefore risks
being symbolic rather than substantive.

A further look at how perceptions are formed and differ among wearable users
reveals that general impressions of WHD governance may be more easily shared across
wearable user groups than the more specific legal and regulatory dimensions of governance
perception. General perceptions of governance and trust are relatively similar across
gender, age, technological capability, and wearable use experience. However, familiarity
with WHD-related laws and perceptions of laws regulating WHD vary by age, technological
capability, and wearable use experience. Put differently, broad confidence in WHD and
more precise awareness of regulations and their relevance do not appear to operate in
the same way. General governance sentiment may be informed by everyday use and
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perceived value, whereas regulatory familiarity and perceptions of regulatory fit depend
more on experience, capability, and exposure. Understanding this distinction is important
because it shows that explicating perceptions of governance requires attention to both broad
evaluative sentiment and specific awareness of governance and regulatory instruments,
rather than assuming that one naturally implies the other. This broader differentiation in
how perceptions are formed aligns with [45] view that privacy and governance-related
perceptions around wearables are context-dependent and shaped by a range of personal
and technological factors.

5.2. WHD Governance Perception Among Health Professionals

The perceptions of WHD governance among health professionals in the study bring
an important dimension to understanding WHD governance in South Africa, albeit in
contrast to those expressed by wearable users. However, the point here is not primarily
one of mere comparison but to adequately understand how perceptions are formed, the
different dimensions that may exist, and the implications for effective WHD governance,
ensuring that multiple perspectives and views are recognised in working towards it.

Health professionals were more cautious in their perceptions and placed greater em-
phasis on regulatory adequacy, data quality, security, and oversight. Their accounts suggest
that WHD governance is viewed not simply as underdeveloped in a regulatory sense, but
as uncertain in the practical and professional conditions required for WHD to be meaning-
fully used in health-related contexts, especially clinical settings. Godfrey et al. [2] convey
a similar sense of restraint, cautioning that although wearables may support innovative
approaches to patient treatment and management, their growing use in healthcare also
exposes users and clinicians to devices that may lack robust design, pragmatic utility, pa-
tient or clinician engagement, and, importantly, adequate validation or verification. Unlike
wearable users, whose governance perceptions were more often informed by perceived
everyday value of the WHD, health professionals emphasised the governance conditions
under which such data would need to be shared, secured, interpreted, trusted, and po-
tentially integrated into care. Their concerns, therefore, extended beyond whether WHD
is available or useful and centred more on whether it is governed in a manner consis-
tent with quality, accountability, and safe use. Similar concerns are indicated by [2], who
note that the deployment of wearables in clinical settings remains contentious, partly
because it is often unclear what governance regulatory framework applies and whether
such devices fall within medical device regulatory frameworks, while no clear regulatory
requirements exist for robust capture, quantification, validation, or verification of many
of their generated health data or outputs. The difference in standpoints between health
professionals and wearable users in this study is a significant insight, as it shows that
perceptions of governance vary not only by attitude but also by the purpose for which
WHD is being imagined.

One of the clearest contributions of the health professionals’ accounts is their connec-
tion of governance to quality and trust. Their repeated concern with reliability, validity,
and accuracy indicates that trust in WHD was not treated as an abstract disposition but as
contingent on whether the data could be regarded as dependable for clinical purposes and
other health routine management. This concern closely mirrors the observation in [2] that
wearables adopted in healthcare may bypass robust validation and verification procedures,
typically conducted through clinical trials, even though these procedures are essential for
determining whether devices perform as intended for relevant stakeholders. In this regard,
the health professionals’ caution in the present study reflects a wider concern that trust in
WHD cannot be separated from the extent to which the devices and their outputs have been
transparently and rigorously assessed. Moreover, when the health professionals’ cautious
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perceptions are considered alongside the more favourable and unguarded trust perceptions
among wearable users, it implies that trust in WHD is not uniform across stakeholder
groups because the standards against which it is assessed differ. For wearable users, trust
may reflect confidence that the data are personally useful, plausible, or sufficiently consis-
tent for everyday purposes. For health professionals, trust is more conditional and closely
tied to whether WHD meets the quality thresholds required for clinical reliance. In that
sense, the indication is that trust and quality are inseparable from the clinical perspective
of WHD governance. Trust is not simply about believing the data; it is about whether the
quality of the data is adequately governed to be fit for purpose.

Furthermore, the health professionals’ perceptions of WHD governance raise concerns
about sharing, security, access, commodification, and monetisation, thereby broadening the
cautious view of governance. Such concern reflecting perceptions implies that governance
is not only about protecting WHD from breach or unauthorised access, but also about
managing the broader data ecosystem within which WHD moves and accumulates value.
Questions raised by health professionals about who can access the data, how permissions
are granted, how fragmented systems hinder retrieval, and how data may be used for
marketing, profiling, or premium adjustments all point to governance as a matter of
authority, accountability, purpose, and benefit, not only privacy. These concerns also
align with Sankin’s [79] observation that wearable manufacturers and their partners may
treat WHD as a lucrative commodity, whether through selling advertising access, trading
personal health data, or advancing analytics capabilities for profit, thereby reinforcing the
governance importance of questions of benefit, control, and accountability.

According to the health professionals, privacy risks are associated with potential
financial or other disadvantages for wearable users when adequate governance is not in
place in programmes presented by health insurance providers as beneficial for promoting
healthy lifestyles. In this regard, such practices may expose wearers to harm, such as
the misuse of their health data to adjust health insurance premiums or policies on the
basis of pre-existing medical conditions [94]. These concerns, as reflected in the health
professionals’ perceptions, resonate with global critiques of the commodification of personal
behavioural data, treated as tradable assets in what Zuboff [100] termed “surveillance
capitalism”. Similar concerns have also been raised in the South African context regarding
the commercialisation of health data from digital health technologies, with a warning that
if left unregulated, it risks undermining public trust in digital health innovations [101].
Specifically pertaining to WHD, Refs. [97,99,102,103] all criticised the practice of selling
WHD to third parties for financial gain without the consent of wearable users. These
concerns are particularly significant in a context such as South Africa, where access to
formal healthcare and insurance remains socially and economically stratified [16]. The
discussion, therefore, points beyond a narrow protection model towards a broader account
of governance in which control over data flows, the purposes of data use, and the prevention
of exploitative or asymmetrical benefit become central.

The health professionals’ perceptions of WHD governance in South Africa extended
beyond identifying gaps or risks to also encompass what stronger governance might en-
tail to effectively respond to them. The emphasis on, and recommendation for, more
robust regulation and standards, collaboration between health professionals and technolo-
gists, classification of wearables as medical devices where appropriate, SAHPRA-linked
oversight, standardisation, and stricter data security and quality measures indicate that
governance was also imagined in practical and institutional terms. Such emphasis and rec-
ommendations are important to avoid situations that [2] warned about in which healthcare
professionals rely on WHD and wearable outputs that “conceal hidden barriers to robust
patient assessment” because they lack sufficient transparency, validation, or verification
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for health-related use. The health professionals’ perceptions were not simply critical, but
constructive, pointing to a governance model that would do more than protect WHD as an
abstract function. Such an envisaged governance model would also clarify responsibility,
improve data quality expectations, strengthen oversight, and support greater confidence in
the use of WHD within health-related contexts, especially clinical settings. In this respect,
the health professionals’ accounts help move the discussion from what is perceived as
lacking towards what can be regarded as practical pathways for improving WHD gov-
ernance, as well as what governance would need to provide in order to be regarded as
adequate. Strengthening WHD governance in South Africa will likely require a combina-
tion of clearer legal articulation, stronger standardisation, quality-focused oversight, and
more coordinated institutional roles. Theoretically, this interpretation supports the view
that governance is not perceived only as a legal framework, but as a broader arrangement
of oversight, responsibility, standards, and operational safeguards [72–74,104–107]. In prac-
tical terms, it implies that the efficient and sustained use of WHD in health management
will depend on governance efforts that are visible enough for wearers to understand, robust
enough for health professionals to trust, and coordinated enough to manage quality, access,
security, and accountability in tandem.

6. Limitations of the Study
The study that underpins this paper is not without limitations that warrant caution

when interpreting the generalisability of its findings. The quantitative component was
limited to wearable users and therefore reflects only the perceptions of a sample of those
already engaged with wearable use at the time of the study’s data collection. Similarly, the
use of voluntary sampling may introduce self-selection bias because participation depends
on individuals’ willingness to respond, and the resulting sample may not be statistically
representative of all wearable users in South Africa.

The qualitative component, while valuable for adding professional insight, was limited
to six practising medical doctors purposively selected for their professional experience and
relevant engagement with WHD and health data in practice. Although the sample was
sufficient for obtaining the in-depth professional perspectives required for this component,
its size and composition limit the breadth of health professional perspectives represented,
and it is not intended to be statistically representative. The findings should therefore not be
regarded as representative of the WHD governance perceptions of health professionals in
South Africa generally, particularly among other health professional groups and in clinical
settings not included in the study. These limitations affect the scope and generalisability
of the findings but do not detract from the study’s contribution or diminish its value
within the context and stakeholder groups investigated. The findings should therefore be
understood as providing contextual, specific, key stakeholder-based insight rather than a
comprehensive representation of WHD governance perceptions across all stakeholders and
settings in South Africa.

7. Conclusions
The perceptions of WHD governance among wearable users and health professionals

in South Africa are significant not only because they reveal where confidence and concern
lie, but also because they point to what must be addressed if WHD governance is to be
meaningfully strengthened. This paper contributes to understanding WHD governance in
South Africa by showing that governance is perceived not only through formal regulation
but also through the everyday conditions under which WHD is accessed, interpreted,
trusted, protected, and used. Its main contribution lies in demonstrating that perceptions
of WHD governance are stakeholder-dependent and reveal different governance priorities.
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For wearable users, the key issue is not simply whether governance exists, but whether
it is sufficiently intelligible to support informed and confident use of WHD. For health
professionals, the issue extends further to whether governance is credible enough to support
quality, accountability, and meaningful use of WHD in health management.

In explicating the perceptions of WHD governance among the studied key stakehold-
ers, the paper further demonstrates that WHD governance is understood not only as a
matter of law, policy or regulatory framework, but also through access, usability, trust,
quality, control, and the practical conditions under which WHD circulates and becomes
valuable. In this sense, the paper establishes that governance of WHD is perceived as nec-
essary by these stakeholders but differently experienced, weighted, and judged according
to their position in relation to the data. These insights also highlight what matters for
advancing WHD governance in practice.

The practical implication is that WHD governance in South Africa cannot be strength-
ened solely through regulation in principle, and this understanding is highly relevant to
WHD governance role-players in the country. WHD governance role-players must consider
WHD governance as both a legal and a socio-technical matter, requiring not only rules and
protections but also awareness, credibility, and workable oversight. More is required in
the form of clearer legal communication, stronger governance literacy among wearable
users, better alignment between privacy protection and security practices, and governance
arrangements that are practical to health professionals in responding to issues of data
quality, interoperability, access, security and accountability. Thus, sustaining the effective
use of WHD in health management will depend on governance arrangements that are
visible enough for users to understand and robust enough for health professionals to trust.

The paper also contributes theoretically by showing that perceptions of WHD gov-
ernance are not reducible to a single judgement of confidence or concern. Instead, they
are formed through different encounters with WHD and different expectations of what
governance should provide. This supports an understanding of governance as a broader
arrangement of rules, responsibilities, standards, safeguards, and practical oversight, rather
than as law or compliance alone.

Future research can build on this study in several ways. There is scope for more
focused work on governance literacy among wearable users, particularly regarding privacy,
security, and the application of the relevant regulatory framework to WHD. Further re-
search could also investigate the practical implementation of governance arrangements by
manufacturers, health insurers, technology policymakers, data regulators, and healthcare
institutions. Future studies could also include a larger and more diverse range of health
professionals and healthcare settings to examine whether similar governance perceptions
are evident across professional groups and contexts. More work is also needed on data
quality, interoperability, accountability, and the forms of governance most likely to support
trustworthy and sustainable use of WHD in health management. In addition, compara-
tive work across broader stakeholder groups and contexts would help clarify how WHD
governance expectations differ and what forms of governance are most likely to support
trustworthy, quality-oriented, and sustainable use of WHD in health management.
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Appendix A. Inferential Analysis Results Tables and Qualitative
Data Table

Appendix A contains the 10 supplementary tables referenced and reported on in the
paper but not presented, which support the quantitative and qualitative findings. These
include the inferential analysis results tables and the qualitative data table showing the
codes and corresponding example quotes from the health professionals’ interviews.

Table A1. Demographic Variables and WHD Governance Perceptions Factors for the ANOVA.

Groups Level
General Perceptions

Regarding WHD
Governance

Trust
Regarding

WHD

Familiarity Regarding
WHD-Related

Laws/Acts

Laws/Acts
Regulating

WHD

n Mean Mean Mean Mean

Percentage SD SD SD SD

Total 198 3.38 3.50 2.85 3.49

100% 0.49 0.60 0.86 0.96

Gender Female 128 3.39 3.52 2.87 3.53

65% 0.48 0.60 0.86 0.93

Male 70 3.36 3.45 2.83 3.44

35% 0.53 0.59 0.85 1.02

Age 18–29 70 3.46 3.65 2.61 3.46

35% 0.50 0.57 0.85 0.79

30–39 45 3.35 3.43 3.20 3.88

23% 0.50 0.68 0.88 0.80

40–49 33 3.26 3.38 2.83 3.32

17% 0.44 0.38 0.89 1.23

Above 50 50 3.36 3.42 2.90 3.32

25% 0.52 0.65 0.73 1.05
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Table A1. Cont.

Groups Level
General Perceptions

Regarding WHD
Governance

Trust
Regarding

WHD

Familiarity Regarding
WHD-Related

Laws/Acts

Laws/Acts
Regulating

WHD

Capability
using digital

technologies in
general

Not high-level 89 3.32 3.41 2.58 3.41

45% 0.48 0.56 0.78 0.94

High level 109 3.43 3.57 3.08 3.57

55% 0.50 0.62 0.85 0.98

Experience
using wearables

Satisfactory 86 3.36 3.48 2.81 3.67

43% 0.46 0.55 0.80 0.77

Note: ANOVA results are based on complete cases only (n = 198).

Table A2. Univariate ANOVA Results for General Perceptions Regarding WHD Governance (n = 198).

Demographic Variables F-Value df p Cohen’s d

Gender 0.10 1, 190 0.747 n/a

Age 1.53 3, 190 0.209 n/a

Capability using digital technologies in general 0.36 1, 190 0.549 n/a

Experience using wearables 1.70 2, 190 0.185 n/a

Table A3. Univariate ANOVA Results for Trust Regarding WHD (n = 198).

Demographic Variables F-Value df p Cohen’s d

Gender 0.50 1, 190 0.480 n/a

Age 2.49 3, 190 0.061 n/a

Capability using digital technologies in general 1.50 1, 190 0.222 n/a

Experience using wearables 0.96 2, 190 0.383 n/a

Table A4. Univariate ANOVA Results for Familiarity Regarding WHD-related Laws/Acts (n = 198).

Demographic Variables F-Value df p Cohen’s d

Gender 1.50 1, 190 0.222 n/a

Age 4.16 3, 190 0.007 n/a

Capability using digital technologies in general 10.39 1, 190 0.001 0.60

Experience using wearables 2.17 2, 190 0.117 n/a

Note: Values shown in red text indicate statistically significant results.

Table A5. Post Hoc Results for Familiarity Regarding WHD-related Laws/Acts (n = 198).

Demographic Variables Level 1 Level 2 M1 M2 p Cohen’s d

Age 18–29 30–39 2.61 3.20 0.003 0.68

18–29 40–49 2.61 2.83 0.639 0.25

18–29 Above 50 2.61 2.90 0.271 0.37

30–39 40–49 3.20 2.83 0.264 0.41

30–39 Above 50 3.20 2.90 0.368 0.36

40–49 Above 50 2.83 2.90 0.982 0.09

Capability using digital technologies in general Not high level High level 2.58 3.08 0.001 0.60

Note: Values shown in red text indicate statistically significant results.
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Table A6. Univariate ANOVA Results for Laws/Acts Regulating WHD (n = 198).

Demographic Variables F-Value df p Cohen’s d

Gender 0.46 1, 190 0.498 n/a

Age 3.36 3, 190 0.020 n/a

Capability using digital technologies in general 0.81 1, 190 0.369 n/a

Experience using wearables 4.20 2, 190 0.016 n/a

Note: Values shown in red text indicate statistically significant results.

Table A7. Post Hoc Results for Laws/Acts Regulating WHD (n = 198).

Demographic Variables Level 1 Level 2 M1 M2 p Cohen’s d

Age 18–29 30–39 3.46 3.88 0.136 0.53

18–29 40–49 3.46 3.32 0.915 0.15

18–29 Above 50 3.46 3.32 0.890 0.15

30–39 40–49 3.88 3.32 0.076 0.56

30–39 Above 50 3.88 3.32 0.039 0.60

40–49 Above 50 3.32 3.32 1.000 0.00

Experience using wearables Satisfactory Not satisfactory 3.67 3.17 0.027 0.62

Satisfactory High 3.67 3.45 0.338 0.23

Not satisfactory High 3.17 3.45 0.320 0.27

Note: Values shown in red text indicate statistically significant results.

Table A8. Experience Using Wearables by Familiarity with WHD-Related Laws/Acts (n = 204).

Familiarity with WHD-Related Laws/Acts
Experience Using Wearables

Not Satisfactory Satisfactory High Total

Lower (≤Q1) 20 35% 27 47% 10 18% 57 100%

Middle (Q1–Q3) 12 11% 47 43% 50 46% 109 100%

Higher (>Q3) 4 11% 15 39% 19 50% 38 100%

Total 36 17.7% 89 43.6% 79 38.7% 204 100%

Chi2(df = 4, n = 204) = 23.27; p < 0.0005; V = 0.24 Medium

Note: Chi-square results are based on the full valid sample for the variables included (n = 204).

Table A9. Experience Using Wearables by Perceptions of Laws/Acts Regulating WHD (n-204).

Laws/Acts Regulating WHD
Experience Using Wearables

Not Satisfactory Satisfactory High Total

Lower (<Q1) 9 26% 13 37% 13 37% 35 100%

Middle (Q1–Q3) 22 21% 44 42% 38 37% 104 100%

Higher (≥Q3) 5 8% 32 49% 28 43% 65 100%

Total 36 17.7% 89 43.6% 79 38.7% 204 100%

Chi2(df = 4, n = 204) = 6.98; p = 0.137
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Table A10. Health professionals’ perceptions of WHD governance.

Code and Description Example Quote

Regulatory importance and need:
Captures perspectives on the need

for stronger regulation and
standards for WHD, especially for

clinical reliability and use.

HP5: “There is a need for more robust regulations and standards to ensure that wearable health data
meets high-quality standards and can be reliably used in clinical settings. In my opinion, wearables
can pose risks to the sensitivity and privacy of health data. While they offer valuable insights and
enhance health monitoring, they also introduce concerns about data security and patient privacy.

Privacy and data security are also crucial concerns that need to be addressed to ensure that wearable
health data are used responsibly. More detailed and targeted regulations might be needed to ensure

comprehensive protection for health data collected by these devices.”

Perceived governance regulation
adequacy: Captures the view on

whether existing legal frameworks
may address the distinctive

governance challenges of WHD.

HP5: “I’m not entirely sure about the specific regulations regarding wearables and their impact on
the sensitivity and privacy of health data. While there are general data protection and privacy laws in
place, it’s unclear whether they fully address the unique challenges posed by wearable technology.”

HP1: “I don’t know whether there are regulations available to ensure wearables do not play negative,
disruptive roles, such as undermining the sensitivity and privacy of health data. I don’t know of it. I
didn’t think that there were. The POPI Act doesn’t do much unless there’s somebody that you can

nail, you see? Like a professional. But there are lots of people that don’t even know what’s going on.”
HP4: “I don’t know if there are regulations available to ensure wearables do not play negative

disruptive roles, such as undermining the sensitivity and privacy of health data. It wouldn’t really
concern a clinician. Its more on a policy or protocol level.”

HP6: “I am not aware that there are regulations available to ensure wearables does not playing
negative roles, but I’m sure, it should be. I was not aware that there are these regulations available.”

HP3: “When it comes to data sharing of information. Yeah, I think the POPI Act is specific to
wearable health data. Isn’t your heart rate or personal information? Wearable health data is not

specifically covered by the POPI Act. Yeah, it is grey. Do I think there are regulations? I don’t think
there are regulations to ensure that wearables do not play negative, disruptive roles, like undermining

the sensitivity and privacy of health data”
HP2: “I am not sure what regulations are actually in place, and data can be breached very easily.”

Stakeholders’ governance
collaboration: Captures the

perceived need for collaboration
between clinicians and technologists

in governing WHD.

HP6: “Yes, definitely, regulating the quality of wearable health data might need technologists and
health professionals working hand in hand. The doctors saying what the standard of quality health
data should be in this regard and the technologists taking the recommendations and infusing it into
the design. So, I think it’s got to be regulated in the medical fraternity. So we as cardiologists and

clinicians, will see the data and we will decide if it is accurate or not.”

SAHPRA’s governance role:
Captures perspectives on the

possible role of SAHPRA where
wearables function as medical

devices.

HP3: “Yeah, then they don’t get to just sell them if they are classified as medical devices. So, have like
a branding on the box that speaks to SAHPRA or relevant agency standardisation and regulation.

Exactly, one cannot just buy medical devices from anywhere just as one cannot just buy any
medication from anywhere. I do think this is clever because then we know what we can and can’t use.

Exactly, yeah. Then, medical aids can start giving some money towards that.”

Sharing and Security Governance:
Captures perspectives on WHD
sharing and security governance

and regulation.

HP3: “Yes, the patient-doctor service agreement already includes that. But also sharing and access
can be difficult because there are so many devices out there. . . .then they say, with the POPI Act, do

we need permission, and how do they grant it on both sides for data sharing?”
HP1: “I don’t really know how far wearable health data could go.”

HP5: “Wearables often collect and transmit sensitive health information, and if not properly
protected, this data can be vulnerable to breaches or unauthorised access. The proliferation of
wearable devices and the data they generate also raises questions about how well this data is

safeguarded and managed. Ensuring that wearable health data is secure, and that patient privacy is
protected is a significant concern. There must be robust measures in place to safeguard sensitive

health information. Strict data security measures are vital to protect patient information and build
trust in the use of these technologies.”

HP2: “I am not sure what regulations are actually in place, and data can be breached very easily.”

Data Commodification and
Monetisation: Captures concerns

about the commercialisation of
WHD and whether this data is

being monetised without wearers’
consent.

HP2: “. . .the companies that provide these things, specifically the watches, the Apple iWatch, and
everything else. . . .as part of the vitality programme, they give you this watch for free. So they are

able to collect your data. For marketing. For marketing and for restratifying the individual to whom
the data is concerned. And to know how to adjust your premium. They are using the data for their
own personal gain and not necessarily for the patient’s well-being. And then surely they can use the

data on their work analytics, or however they are using. ”
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Table A10. Cont.

Code and Description Example Quote

Accessibility Perceptions: Captures
how WHD access is generally

perceived as a concern and how it is
experienced.

HP6: “I didn’t think the manufacturers can see the data and access them, because it is their sensor
that is collecting the data and the data is being stored in their storage facilities. So it means they can

sell their data if they like. That can be a problem”
HP6: “Can the manufacturers actually see the data? Oh, I never thought about the potential many

third-party access and many people involved in the ecosystem of the data storage, eh.”
HP5: “. . .this data can be vulnerable to breaches or unauthorised access.”

HP3: “. . .a lot of people and companies say that it is easy to access, but it is never really easy to
access. It could be a lot easier if you have someone dedicated in your practice to do that, but you as a

doctor to now say, let’s find a patient and let’s download their data, makes it very difficult. So, at
places like Intercare, where they do have a nurse, they do have someone who is dedicated to this, which
makes it a lot easier, but for me, it’s very difficult. But then you have to have the programme to enable
direct access. So, now you have to have five different cables for five different machines. Or this website
for that one, that one for this one. Instead of everyone integrating it. And now a patient comes to me,
and I am like, what was the name of your machine again? Well, I don’t remember which brand I have.
And I’m like, now, which one of the five do I look at? They should all interlink. Should all interlink”

Trust in WHD: Captures the
perception and concerns about the
confidence in and trustworthiness

of WHD for clinical or personal use.

HP4: “No, I do not trust the data collected through wearables as it concerns their reliability, validity
and accuracy.”

HP6: “Do I trust the quality of data from wearables? I do not trust the data completely. No, I don’t.
I don’t. The quality is why I do not completely trust the data from the wearables.”

HP5: “Although these devices can provide useful supplementary information, several concerns
impact their trustworthiness.”

Quality Perception: Captures how
participants generally perceive the

quality of WHD as a concern.

HP5: “As a health professional, I am quite sceptical about the reliability, validity, and accuracy of
data collected through wearables.”

HP6: “The quality of data is still a concern”
HP3: The thing that I think needs to be taken into consideration is not all of them are very accurate”

HP4: “The majority of them are inaccurate. It is a compromise of functionality and
aesthetic/practicality.”

Privacy risk Impact: Captures
concerns about how privacy risks in

WHD management can have
negative consequences for users.

HP2: “. . .on a financial aspect, more to the patient than anything else because the companies that
provide these things, specifically the watches, the Apple, iWatch, and everything else. They are using

the data for their own personal gain and not necessarily for the patient’s well-being.”
HP2: “For the privacy of wearable health data, I have concerns about how the insurance companies
are using this data. Yeah, because I come from the insurance industry. In the past, and this is how

discovery is light years ahead because they, as part of the vitality programme, give you this watch for
free. So they are able to collect your data for marketing and for restratifying the individual to whom
the data is concerned. And to know how to adjust your premium. And I’m sure Discovery is doing
that. I don’t know if they are really doing, but what are they doing with these things [data]? If you
are reaching your vitality points with your exercise activity and your movement, with your steps or
whatever, then surely they are collecting your data. And then surely they can use the data on their
work analytics, or however they are using. Because else they wouldn’t offer you that product at a low

cost. I think that is a concern.”
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