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Abstract

Email spam and phishing detection is typically evaluated using accuracy-centric metrics
under implicitly unconstrained computational settings. However, in practical deploy-
ment scenarios—particularly in real-time and resource-constrained environments—models
with comparable predictive performance may differ substantially in inference latency
and resource usage, directly affecting their operational feasibility. This paper introduces
TERA, a deployment-aware evaluation framework that formulates model assessment as
a constraint-aware decision problem. Instead of aggregating performance and efficiency
into a single objective, TERA treats predictive performance as a feasibility requirement that
defines an admissible set of models. Within this feasible region, operational factors such as
latency and resource usage are used to differentiate among candidates through structured,
multi-dimensional analysis. Experiments on benchmark email datasets show that multiple
models achieve comparable detection performance, forming a region of predictive equiva-
lence. Within this region, significant variations in latency and resource consumption are
observed, indicating that predictive equivalence does not imply deployment equivalence.
These findings demonstrate that accuracy-based evaluation alone may provide limited
guidance for deployment-oriented model selection. By explicitly separating feasibility
constraints from preference-based trade-offs, TERA enables transparent and deployment-
aligned model evaluation. The framework supports consistent comparison and selection
among accuracy-comparable models without altering the role of detection effectiveness
as a primary requirement, thereby complementing existing evaluation practices with a
structured decision-oriented perspective.

Keywords: phishing detection; spam detectio; deployment-aware evaluation; constraint-aware
model selection; multi-dimensional evaluation; inference latency; resource-constrained
systems; cybersecurity; machine learning; pareto analysis

1. Introduction

Email remains a fundamental communication medium in modern information sys-
tems, supporting daily operations across enterprises, government agencies, and digital
platforms [1]. Its widespread adoption, however, has also made it a persistent attack surface
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in cybersecurity [2]. Spam and phishing emails continue to serve as primary vectors for
credential theft, malware delivery, and initial access in multi-stage cyberattacks [3,4].

The threat landscape has further intensified with the emergence of Al-generated phish-
ing emails [5]. By leveraging large language models, adversaries can produce linguistically
fluent, context-aware, and highly personalized messages [6]. These advances significantly
reduce the effectiveness of traditional detection mechanisms and increase the difficulty of
distinguishing malicious content from legitimate communication [5,7].

In response, a large body of research has focused on improving phishing detection us-
ing machine learning and, more recently, transformer-based models [7]. These approaches
have achieved high levels of predictive performance, and maximizing detection accuracy
remains the primary objective in phishing detection research [8]. This work does not
challenge the importance of accuracy, nor attempt to replace accuracy-centric evaluation [9].
Instead, it focuses on a complementary problem that arises once baseline detection perfor-
mance becomes comparable across models: how to systematically select among models
under real-world operational constraints [10].

To address this limitation, we propose TERA (Trade-off Evaluation and Resource-
Aware), a deployment-oriented evaluation framework for phishing detection model se-
lection. Unlike prior approaches, TERA introduces a fundamentally different perspec-
tive based on three key principles. First, model selection is explicitly formulated as a
deployment-constrained decision problem, where feasibility constraints such as latency
and resource limits define the admissible set of models. Second, the framework pre-
serves the multi-dimensional structure of detection effectiveness, latency, and resource
usage through a unified evaluation space, avoiding reduction to a single scalar objective.
Third, TERA establishes a direct mapping from evaluation outcomes to deployment deci-
sions, enabling context-aware selection aligned with operational requirements rather than
leaderboard-style ranking.

This work does not aim to replace or challenge accuracy-centric model development.
Instead, it addresses a subsequent decision layer that arises once multiple models achieve
comparable predictive performance. In such settings, model selection is no longer deter-
mined solely by marginal differences in accuracy, but by the need to satisfy deployment
constraints such as latency, memory usage, and system responsiveness.

TERA operates on top of accuracy-optimized models and assumes that candidate
models already satisfy a high level of detection effectiveness. Rather than competing
with accuracy optimization, the framework introduces a complementary perspective by
structuring how models are selected under deployment constraints.

Importantly, the proposed framework does not redefine model quality in terms of
computational cost, nor does it trade detection effectiveness for efficiency. Instead, predic-
tive performance is treated as a feasibility requirement, ensuring that all selected models
maintain competitive detection capability, while operational characteristics are used to dif-
ferentiate among admissible candidates. In this sense, TERA complements accuracy-centric
research by providing a structured mechanism for deployment-oriented decision-making.

The main contributions of this work are as follows:

¢ We formulate phishing detection model selection as a constraint-aware decision prob-
lem under deployment conditions, explicitly separating feasibility requirements from
preference-based trade-offs.

*  We introduce a multi-dimensional evaluation framework that jointly represents de-
tection effectiveness, latency, and resource usage without reducing them to a single
scalar objective.
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¢  We demonstrate, through empirical evaluation, that models with comparable accuracy
can exhibit substantial differences in operational cost, highlighting the importance of
deployment-aware model selection.

To guide the analysis, this study addresses the following research questions:

*  RQ1: How do classical and transformer-based models compare in detection effective-
ness under identical conditions?

¢ RQ2: How do latency, memory usage, and model footprint influence model selection
among similarly accurate candidates?

*  RQ3: How does a constraint-aware evaluation framework improve model selection
compared to accuracy-based ranking?

Unlike prior studies that focus on model evaluation, this work introduces a decision-
oriented methodology that operates on top of multi-dimensional evaluation outputs. The
contribution lies not in improving model performance, but in enabling structured model
selection under explicit deployment constraints.

Overall, this work bridges the gap between predictive evaluation and deployment-
oriented decision-making by providing a principled framework for selecting phishing
detection models under realistic operational constraints.

2. Background and Related Works
2.1. Email Spam and Phishing as an Evolving Threat

Email systems remain a critical attack surface in modern cybersecurity, where spam
and phishing attacks continue to serve as primary vectors for credential theft, malware
delivery, and unauthorized access [2,3].

Recent advances in large language models have further intensified this threat by en-
abling the generation of linguistically fluent and context-aware phishing emails [5,6]. These
developments challenge detection approaches that rely primarily on surface-level patterns
and increase the demand for models capable of capturing deeper semantic characteristics.

At the same time, practical deployment environments introduce additional considera-
tions beyond predictive performance. In operational systems such as secure email gateways
and real-time filtering pipelines, factors such as inference latency, throughput, and resource
availability influence the feasibility of detection models.

These observations highlight that phishing detection is not only a problem of im-
proving predictive effectiveness, but also of ensuring that detection mechanisms remain
applicable under realistic operational conditions. This dual perspective motivates the
need for evaluation approaches that consider both detection performance and deployment
feasibility in a structured manner.

2.2. Machine Learning Approaches for Phishing Detection

Phishing detection has traditionally relied on classical machine learning techniques,
including Naive Bayes, support vector machines, decision trees, and ensemble models, which
are widely adopted due to their efficiency, scalability, and interpretability [11,12]. These
methods typically employ sparse lexical representations, such as bag-of-words and TF-IDF,
enabling effective pattern recognition with relatively low computational overhead [7].

With the increasing sophistication of phishing attacks, particularly those exploiting
contextual and semantic cues, deep learning approaches have gained prominence. Models
such as recurrent neural networks and transformer-based architectures provide enhanced
capability in capturing contextual dependencies and semantic intent [8,13]. These advances
have contributed to improved detection effectiveness, particularly in complex and context-
aware attack scenarios.
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However, the improved representational capacity of these models is often accompa-
nied by increased computational cost, including higher inference latency, memory consump-
tion, and deployment complexity [14]. These characteristics may affect their applicability in
operational environments where real-time processing and resource constraints are critical.

Consequently, phishing detection methods exhibit diverse performance profiles across
both predictive effectiveness and operational characteristics. This diversity becomes par-
ticularly relevant in scenarios where multiple models achieve comparable detection per-
formance, yet differ substantially in their computational requirements. Such conditions
highlight the need for evaluation perspectives that extend beyond predictive accuracy and
support structured comparison under deployment constraints.

2.3. Accuracy-Centric Evaluation Practices

Accuracy-centric evaluation remains the dominant paradigm in phishing and intrusion
detection research, where models are primarily assessed using metrics such as accuracy, F1-
score, and AUC [9,15]. This approach emphasizes predictive correctness under controlled
experimental conditions and serves as the foundation for benchmarking and comparative
analysis across studies [10,16].

Prior work has shown that such evaluation protocols are typically conducted under
unconstrained computational settings, where system-level factors such as inference latency,
memory usage, and throughput are not explicitly incorporated into model comparison [17,18].
While this assumption is appropriate for assessing predictive performance, it provides limited
insight into how models behave under deployment-oriented conditions.

Recent empirical studies further indicate that multiple models can achieve statistically
comparable predictive performance under standardized benchmarks [9]. In such scenarios,
accuracy-based ranking alone may offer limited discriminative power for selecting among
candidate models, as it does not capture differences in operational characteristics.

Under deployment-oriented conditions, these differences become increasingly relevant.
In resource-constrained and real-time environments, variations in latency and resource
consumption can directly influence system feasibility and responsiveness [9]. In this context,
accuracy remains a necessary requirement, but additional considerations are needed to
differentiate among models with comparable predictive effectiveness.

These observations highlight a limitation not in accuracy as an evaluation criterion
itself, but in the absence of a structured mechanism for incorporating system-level consid-
erations into model selection. This gap motivates the need for evaluation approaches that
support consistent and deployment-aware decision-making under such conditions.

2.4. Transformer-Based and Resource-Efficient Detection Models

Transformer-based models have become increasingly prominent in phishing detec-
tion due to their ability to capture semantic context and long-range dependencies [13,19].
Empirical studies show that these models improve robustness against context-aware and
socially engineered attacks by modeling linguistic and semantic patterns beyond surface-
level features [20]. These advances have contributed to improved detection effectiveness,
particularly in complex and evolving threat scenarios.

However, the increased representational capacity of transformer-based models is
typically accompanied by higher computational requirements. Prior work reports that
such approaches often incur increased inference latency, memory consumption, and energy
usage compared to classical methods, which may affect their applicability in real-time or
resource-constrained environments [14,21].

To address these challenges, a range of efficiency-oriented strategies has been proposed,
including model compression and distillation techniques (e.g., DistilBERT, TinyBERT),
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lightweight architectures (e.g., ALBERT), and hybrid pipelines that decouple representation
learning from classification [22-24]. These approaches aim to improve computational
efficiency while maintaining strong detection performance.

Despite these advances, evaluation practices for transformer-based and resource-
efficient models remain largely centered on predictive performance. System-level charac-
teristics, such as latency and resource usage, are often reported independently rather than
being systematically incorporated into model comparison.

This limitation becomes particularly relevant in scenarios where multiple models
achieve comparable detection effectiveness but differ in their operational characteristics.
In such cases, the absence of a structured evaluation mechanism makes it difficult to
consistently assess deployment suitability across heterogeneous model architectures.

2.5. Multi-Objective Evaluation and Research Gap

Recent advances in machine learning have extended model evaluation beyond pre-
dictive accuracy to incorporate additional operational dimensions, including latency, com-
putational cost, and resource utilization. This shift reflects the increasing importance of
deployment-aware considerations in real-world systems, where model effectiveness alone
is insufficient for practical adoption.

Existing approaches to multi-objective evaluation can be broadly categorized into
three groups. First, cost-sensitive and multi-objective optimization methods integrate
multiple performance criteria into a unified objective function, enabling joint optimization
of accuracy and efficiency [25-27]. While effective under predefined priorities, these
approaches rely on scalarization, implicitly assuming that heterogeneous performance
dimensions are directly comparable within a single objective space. As a result, feasibility
constraints—such as latency bounds or resource limits—are not explicitly enforced, but
instead treated as tradeable quantities.

Second, latency-aware and resource-aware evaluation approaches extend conventional
benchmarking by reporting system-level metrics alongside predictive performance [17,28,29].
Although these methods provide valuable insights into the operational characteristics of models,
the reported metrics are typically presented independently and are not systematically integrated
into the model selection process. Consequently, model comparison remains largely descriptive,
without a structured mechanism for decision-making.

Third, deployment-oriented system designs address operational constraints through
model adaptation techniques, such as compression, lightweight architectures, and hybrid
inference pipelines [14,22,23,30]. While effective within specific contexts, these approaches
are often tightly coupled to particular model families and do not provide a generalizable
framework for evaluating heterogeneous models under unified criteria.

In addition, several recent studies in phishing detection focus primarily on improving
predictive performance or conducting comparative evaluation [13,19,31]. These works
remain largely accuracy-centric and do not explicitly incorporate deployment constraints
into the model selection process.

From the perspective of this study, these limitations can be understood in relation to the
three research questions. Prior work extensively addresses RQ1 by comparing predictive
performance across models, and partially addresses RQ2 by incorporating operational
metrics such as latency and resource usage. However, none of these approaches provide
a systematic solution to RQ3, which concerns how such multi-dimensional information
should be used to support model selection under deployment constraints as shown in
Table 1.
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Table 1. Comparison of prior work highlighting limitations in deployment-aware evaluation, decision
support, and alignment with research questions. (“v"” and “x” are cover and discover the research

question, respectively)

Study Year Domain Multi-Dimensional Focus Key Limitation RQ1 RQ2 RQ3
[25] 2020 Intrusion Detection Acct{racy—cqst tradg-gff via Trea"tshfactor.s as jointly tra.deable; lacks v v %
multi-objective optimization explicit feasibility constraints

[19] 2021 Phishing Detection Transformer-based semantic robustness Focusgs on reprgs'er.ltatlon; 1gnores v X X
operational feasibility

[26] 2021 Security ML Cost-sensitive learning objective Con?b} nes ObJECtl‘].ES;. no separation of v v X
feasibility and optimization

[9] 2021 Security ML Evaluation = Dataset-driven evaluation ng.mlghts benchmarking issues; lacks v X X
decision support

[17] 2022 Edge Computing Security Latency-aware evaluation Reports .la.tency but not integrated v v X
into decision

[28] 2022 Intelligent Systems Performance-oriented evaluation FOCP? on perform'ance; lacks v X X
decision formulation

[14] 2023 Edge-based IDS Resource-aware deployment constraints Limited to specific models; lacks X v X
cross-model framework

[27] 2023 ML Optimization Multl—ol.)].ectlve optimization (accuracy, ]omF (?Ptlmmatlon.; no v v %

cost, efficiency) feasibility separation

[31] 2023 Intelligent Systems Accuracy-driven evaluation Evaluat.lon_centrm; e v X X
constraint-aware selection

[13] 2024 Phishing Detection Comparative deep learning evaluation Remams accuracy-centric; v X X
ignores constraints

[30] 2024 AI Applications Model-centric optimization No constrained decision formulation v X X

[29] 2024 Intelligent Systems Multi-metric system evaluation Des.qlptlve metrics; no structured v v X
decision process

TERA 2026 Deployment-aware ML Constraint-aware Separates feasibility from preference; v v v

multi-dimensional evaluation

structured decision formulation

This limitation becomes particularly critical in performance-homogeneous regimes,
where multiple models exhibit statistically comparable predictive effectiveness. In such sce-
narios, accuracy-based ranking alone is insufficient to guide model selection, as differences
in latency, memory usage, and model footprint become decisive factors for deployment.

Existing state-of-the-art methods primarily focus on improving predictive perfor-
mance or optimizing specific objectives such as accuracy, efficiency, or robustness. However,
these approaches do not explicitly address the problem of model selection under deploy-
ment constraints, particularly in scenarios where multiple models exhibit comparable
predictive performance.

More fundamentally, current methods conflate two distinct aspects of the decision
process: (i) feasibility, which determines whether a model satisfies deployment constraints,
and (ii) preference, which governs the selection among feasible candidates. Without a
clear separation between these components, model selection remains under-specified and
context-dependent.

To address this gap, a formulation is required in which feasibility constraints are
explicitly enforced prior to trade-off analysis, thereby restricting the decision space to
an admissible set of deployable models. Within this constrained space, preference-based
criteria can then be applied in a structured and interpretable manner.

Building on this perspective, the following section introduces the TERA framework,
which formulates model selection as a constraint-aware decision problem. By explicitly
separating feasibility from preference while preserving predictive performance as a non-
negotiable requirement, TERA provides a principled mechanism for integrating multi-
dimensional evaluation into deployment-oriented decision-making.
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3. TERA Framework

This section introduces TERA, a constraint-aware framework for deployment-oriented
model evaluation and selection. The framework addresses the limitation identified in
Section 2 by providing a structured mechanism for decision-making when multiple models
exhibit comparable predictive performance under operational constraints.

We formally formulate model selection as a constraint-aware decision problem by
explicitly defining a feasible set under deployment constraints and separating feasibil-
ity from preference-based ranking. This formulation distinguishes TERA from concep-
tual evaluation frameworks by providing a mathematically grounded and operational
decision structure.

TERA formulates model selection as a constrained decision problem. Predictive perfor-
mance is treated as a feasibility requirement that determines the set of admissible models,
while operational characteristics—such as inference latency and resource usage—are used
to guide selection among feasible candidates. Rather than performing model comparison,
TERA provides a structured mechanism for decision-making based on evaluation outputs
under deployment constraints.

To operationalize this formulation, TERA is organized into three layers: (1) constraint
formulation for defining the feasible set, (2) multi-dimensional representation of model
performance, and (3) decision-oriented selection based on deployment preferences.

This layered structure separates feasibility from preference, enabling transparent
and deployment-aligned evaluation without altering the role of accuracy as the primary
performance objective.

3.1. Layer 1: Constraint Formulation

This layer defines the admissible region of deployment by formalizing feasibility as
a set of explicit constraints. Rather than evaluating models under unconstrained condi-
tions, only models that satisfy predefined deployment requirements are considered for
subsequent analysis.

Let M denote the set of candidate models. Each model m € M is characterized by its
predictive performance and operational properties, including detection accuracy A(m),
inference latency L(m), and resource usage R(m).

Feasibility is defined relative to three deployment parameters: a latency constraint
B, a resource constraint y, and an allowable accuracy degradation threshold «. Detection
effectiveness is enforced with respect to a reference model with accuracy A.e¢. The accuracy
degradation of a model m is defined as:

AA(m) = Aret — A(m),
and the feasibility condition requires:
AA(m) < a.
In addition, operational constraints are defined as:
L(m) <p, R(m) <.
Together, these conditions define the feasible model set:
Measible = {m € M | AA(m) <w, L(m) < B, R(m) < v}
Models that do not satisfy these constraints are excluded a priori. This formulation

ensures that predictive performance is treated as a feasibility requirement rather than an
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optimization objective, while latency and resource usage act as deployment constraints that
determine admissibility. The resulting feasible set provides the foundation for structured
evaluation and decision-making in subsequent layers.

The TERA framework assumes that candidate models have already achieved a com-
parable and sufficiently high level of predictive performance. Under this assumption, the
objective is not to further optimize detection accuracy, but to differentiate among feasible
models based on their operational characteristics within deployment constraints. Accord-
ingly, predictive performance is treated as a feasibility condition, while latency and resource
usage serve as decision variables for deployment-oriented selection.

3.2. Layer 2: Model Evaluation Space

Building on the feasible set defined in Layer 1, this layer introduces a multi-
dimensional evaluation space for structured comparison of candidate models. Each model
is represented by its predictive performance and operational characteristics, enabling
comparison without reducing multiple dimensions into a single objective.

Each model m € Meygiple is characterized by three attributes: accuracy A(m), latency
L(m), and resource usage R(m). These attributes define a joint evaluation space in which
models cannot be fully ordered by a single scalar metric.

For consistent representation, models are mapped into the TERA evaluation space:

T(m) = (A(m),1 = L(m),1 = R(m)),

where higher values indicate more desirable outcomes.
Model comparison is performed using Pareto dominance. A model m; is dominated if
there exists another model m i such that:

A(m]) > A(m,-), L(Tl’l]) < L(T’I’l,’), R(m]) < R(T’I’li),

with strict improvement in at least one dimension. The set of non-dominated models forms
the Pareto frontier.

Within TERA, Pareto analysis serves as a filtering mechanism that removes strictly
inferior models while preserving feasible alternatives. This process operates exclusively
within Mfe,siple, €nsuring consistency with the constraints defined in Layer 1.

This layer provides a structured representation of model performance that preserves
multi-dimensional relationships and prepares the candidate set for decision-making in
Layer 3.

3.3. Layer 3: Decision and Deployment Mapping

Building on the feasible set defined in Layer 1 and the structured evaluation space in
Layer 2, this layer formulates model selection as a deployment-oriented decision process
over admissible models.

Let Mfeasiple denote the set of models that satisfy all feasibility constraints. Model
selection is performed in two stages:

1.  Feasibility enforcement: Restrict consideration to models in Measiple-
2.  Preference-based selection: Rank and select among feasible models according to
deployment-specific priorities.

To express preference within the feasible set, a context-dependent scoring function
is defined:

Stera (m) = aA(m) — BL(m) — yR(m),

where (a, B, y) are non-negative parameters reflecting deployment priorities.
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This scoring function does not define a global optimization objective; instead, it in-
duces a preference ordering within Mgessible Without affecting feasibility. In this formulation,
accuracy functions as a constraint that determines admissibility, while latency and resource
usage guide selection among admissible candidates.

The weights (a, B, y) in Table 2 are therefore not optimization parameters, but repre-
sent deployment-specific preferences. Importantly, they are applied only after feasibility
constraints are enforced and thus do not influence which models are admissible. This
design ensures a clear separation in which feasibility remains objective, while preferences
remain configurable. For interpretability, the parameters may be normalized such that:

a+p+y=1

Table 2. Interpretation of preference weights in the TERA decision function

Weight Interpretation Deployment Implication

Emphasizes Favors models with higher predictive performance;
detection effectiveness suitable for high-security scenarios

Prioritizes low-latency models; suitable for
real-time systems

Penalizes memory and Prefers lightweight models; suitable for

model size resource-constrained environments

« (Accuracy)
B (Latency) Penalizes inference delay

v (Resource)

The weight parameters (a, B, y) provide an interpretable mechanism for expressing
deployment preferences. Rather than defining a global optimization objective, these pa-
rameters act as context-dependent indicators that guide selection within the feasible set.
Different deployment scenarios correspond to different weight configurations, enabling
flexible adaptation without altering feasibility constraints.

By separating feasibility from preference, this formulation preserves detection ef-
fectiveness as a non-negotiable constraint, while allowing deployment preferences to be
expressed explicitly through interpretable weighting within the feasible set.

3.4. Practical Interpretation and Framework Characteristics

This section summarizes the key characteristics of the TERA framework and its impli-
cations for deployment-oriented model selection.

TERA differs from existing evaluation approaches in how performance metrics are
functionally interpreted. Prior methods typically treat accuracy and efficiency either as
jointly optimizable objectives or as independent metrics reported for comparison. In
contrast, TERA assigns distinct roles to each dimension: predictive performance defines
feasibility, while operational characteristics guide selection within the feasible set.

This separation enables a structured evaluation process in which only admissible
models are considered for comparison. As a result, model selection is performed over a
well-defined set of candidates that satisfy deployment requirements, rather than over the
entire model space.

The framework is inherently adaptive to deployment conditions. Changes in oper-
ational requirements can be incorporated through constraint parameters and preference
parameters, allowing the evaluation process to remain aligned with system constraints and
application contexts.

In practical settings, model selection follows the structure defined by the three lay-
ers. Feasibility constraints determine the admissible set (Layer 1), the evaluation space
preserves multi-dimensional performance relationships (Layer 2), and preference-based se-
lection resolves deployment-specific priorities (Layer 3). This process supports transparent
interpretation of model differences under realistic operational conditions.
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Overall, TERA provides a structured mechanism for reasoning about deployment-
aware model selection, enabling consistent comparison among models with comparable
predictive performance while maintaining the requirement for high detection effectiveness.

4. Research Methodology

This section presents the methodology used to operationalize the TERA framework for
deployment-aware model evaluation. Building on the conceptual formulation introduced
in Section 3, the methodology specifies how theoretical constructs are instantiated as
measurable quantities and integrated into a unified evaluation pipeline.

The objective is to ensure that model evaluation reflects deployment-relevant condi-
tions by aligning performance measurement, constraint enforcement, and decision-making
within a consistent experimental setting. This alignment enables systematic comparison
among models that exhibit comparable predictive performance, while preserving the role
of accuracy as the primary evaluation criterion.

The following subsections describe the operationalization of framework variables,
the system architecture used for evaluation, and the experimental setup supporting
deployment-aware model selection.

4.1. Operationalization of the TERA Framework

To translate the theoretical formulation introduced in Section 3 into an executable
evaluation process, the key performance variables are explicitly mapped to measurable
quantities within a unified experimental pipeline. This operationalization ensures that
feasibility constraints and decision criteria are grounded in system-level observations under
deployment-consistent conditions.

Detection effectiveness A(m) is computed using standard classification metrics (e.g.,
accuracy and Fl-score) on the evaluation dataset. Inference latency L(m) is measured
as the end-to-end processing time per email instance, including preprocessing, feature
encoding, and model inference. Resource usage R(m) is quantified through peak memory
consumption and model footprint observed during execution. These measurements are
collected directly within the execution flow, ensuring consistency between evaluation and
deployment behavior.

The deployment constraints are instantiated as thresholds over these measured quanti-
ties. Specifically, & defines the maximum allowable degradation from a reference detection
performance, while 8 and -y represent upper bounds on latency and resource usage, respec-
tively. This formulation enables direct enforcement of feasibility conditions and ensures
that only deployable models are considered in subsequent analysis.

Figure 1 illustrates how this mapping is realized within the system architecture. The
architecture functions as a methodological bridge between the theoretical framework and
practical evaluation by integrating measurement, constraint enforcement, and decision
support within a unified structure.

Within this structure, feasibility enforcement and preference-based selection are
treated as distinct stages, consistent with the constraint-first formulation. A unified ex-
ecution pipeline ensures that all models are evaluated under identical conditions, while
a deployment-consistent measurement component captures latency and resource usage
directly during inference.

The resulting measurements are used to enforce feasibility conditions (AA < «, L < B,
R < 7), corresponding to Layer 1 of the TERA framework. Models that satisfy these con-
straints are passed to the decision stage (Layer 3), where deployment-specific preferences
guide selection within the feasible set.
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Figure 1. System architecture as a methodological bridge between the constraint-first TERA frame-
work and deployment-aligned model selection.

Overall, this operationalization establishes a concrete link between theoretical con-
structs and system-level evaluation, enabling consistent, reproducible, and deployment-
aware model selection without altering the role of detection effectiveness as the primary
performance requirement.

4.2. System Architecture and Execution Model

This section describes the system architecture used to implement the TERA framework
under deployment-aligned conditions. Building on the operationalization defined in
Section 4.1, the architecture instantiates performance measurement, constraint enforcement,
and model evaluation within a unified execution environment.

Figure 2 presents the overall architecture, which follows a single-pass execution
model consistent with real-time email security systems. Each email instance is processed
independently through a deterministic pipeline, ensuring that latency and resource usage
remain bounded and directly measurable.
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Figure 2. Unified system architecture illustrating the single-pass execution pipeline for both experi-
mental evaluation and deployment, where feature representation is followed by parallel processing
of the two proposed methods and comparative analysis of their experimental results.

To ensure deployment consistency, the system enforces a unified execution model in
which batching, caching, external retrieval, and auxiliary optimization mechanisms are not
employed. This design guarantees that all models are evaluated under identical conditions
and that measured performance reflects deployable system behavior.

4.2.1. Unified Inference Pipeline

The architecture is implemented as a sequential pipeline consisting of preprocessing,
feature encoding, model inference, and metric logging. Each email is processed using a
single forward-pass execution, with feature encoding performed once per instance.

Operational metrics, including inference latency, peak memory usage, and model
footprint, are recorded during execution. Integrating measurement directly into the pipeline
eliminates discrepancies between evaluation and deployment, enabling reliable analysis of
performance and operational cost.

4.2.2. Model Integration and Processing Flow

The system supports two complementary model pipelines that capture different
regions of the deployment trade-off space.

Classical machine learning models prioritize efficiency. Emails are represented using
sparse lexical features, enabling low-latency inference and predictable memory consump-
tion. A diverse set of classifiers, including Multi-Layer Perceptron, XGBoost, and LightGBM,
is used to represent different learning paradigms under resource-constrained conditions.

Transformer-based models emphasize contextual understanding. Email text is en-
coded using pretrained transformer encoders to produce dense semantic embeddings. To
maintain deployment feasibility, representation learning is decoupled from classification,
and lightweight classifiers operate on fixed embeddings. Although these models incur
higher computational cost, their execution remains predictable within the unified pipeline.

4.2.3. Feature Representation Strategies

Feature construction is designed to balance representational expressiveness and com-
putational efficiency while remaining compatible with real-time constraints. Within the
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single-pass pipeline, features are generated once per instance without intermediate storage
or retrieval, ensuring stable latency and resource usage.

For classical models, sparse representations such as count-based and TF-IDF vectors
are employed. These representations produce high-dimensional but sparse feature vectors,
significantly reducing memory usage and computational overhead.

For transformer-based models, dense embeddings are generated via a single forward
pass of a pretrained encoder. These embeddings capture semantic and contextual informa-
tion beyond surface-level features, improving robustness against context-aware phishing
attacks. To preserve deployment consistency, embeddings are generated on-the-fly and
directly consumed by downstream classifiers without additional infrastructure.

4.2.4. TERA-Based Model Selection Algorithm

Model selection is performed using a constraint-aware procedure based on the
TERA framework. Given a candidate set M, each model is evaluated to obtain
(A(m),L(m),R(m)) under the unified execution environment as shown in Algorithm 1.

For example, given a candidate set of models with measured (accuracy, latency, mem-
ory), the algorithm filters infeasible models based on constraints and returns either a Pareto
set or a single selected model depending on deployment preferences.

A feasible set F is constructed by enforcing deployment constraints on latency and
resource usage. Pareto dominance is then applied to identify non-dominated models within
F. When deployment preferences are specified, a scoring function is used to select a final
model from the resulting Pareto set.

This procedure operates offline and does not affect runtime inference behavior. Its
computational complexity is O(n?) in the number of candidate models, which remains
acceptable for model selection scenarios.

Algorithm 1 TERA-Based Constraint-Aware Model Selection

Require: Candidate model set M; latency constraint A; resource constraint p; optional
preference weights («, B, )

Ensure: Selected model set M* C M

1: forallm € M do

2. Evaluate detection effectiveness A(m)

3. Measure inference latency L(m)

4 Measure resource usage R(m)
5. end for
6
7
8
9

: Construct feasible set
c F={meM|L(m) <AAR(m)<p}
: Compute Pareto-optimal set
cP={meF|-3ImeF:
10: A(m') > A(m), L(m') < L(m), R(m') < R(m)}
11: if preference weights (a, B, y) are specified then
12 forallm € P do
13: Stera(m) = aA(m) — BL(m) — yR(m)
14:  end for
15:  M* = argmax;;cp Stera (M)
16: else
172 M*=7P
18: end if
19:
20: return M*

Following Algorithm 1, model selection is performed in three stages.
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First, candidate models are evaluated and filtered based on deployment constraints to
construct the feasible set F. For example, all models satisfy the specified constraints and
are therefore included in F.

Second, Pareto dominance is applied to identify the Pareto-optimal set P, consisting
of models that are not dominated in terms of detection performance, latency, and resource
usage. Finally, a single model is selected using the TERA scoring function:

Stera (m) = aA(m) — BL(m) — yR(m),

which requires user-defined preference weights («, 8,).

In the absence of explicit preferences, a balanced assumption (¢ = g = ¢ = 1) can
be adopted. Under this setting, TF-IDF with XGBoost is selected as the final model, as
it provides the most favorable trade-off between predictive performance, latency, and
resource usage.

Opverall, the architecture provides a consistent and reproducible execution model that
ensures alignment between theoretical formulation and empirical evaluation, supporting
deployment-aware analysis of model performance.

4.3. Datasets and Preprocessing

This section describes the dataset construction process, preprocessing pipeline, and
statistical characteristics of the resulting corpus. The design emphasizes reproducibility and
alignment with deployment conditions, ensuring that both data preparation and evaluation
reflect realistic operational environments.

4.3.1. Dataset Construction and Consolidation

The dataset used in this study is derived from publicly available email corpora, includ-
ing the phishing email dataset proposed by [32], along with additional spam and legitimate
email collections to capture diverse attack patterns and normal communication.

The final dataset consists of 23,498 email messages distributed across three
classes: 11,322 ham samples (48.18%), 7328 phishing samples (31.19%), and 4848 spam
samples (20.63%). This distribution reflects realistic class imbalance observed in real-world
communication while maintaining sufficient representation for all categories.

All data sources are integrated through a standardized consolidation process, in-
cluding: (i) merging into a unified corpus, (ii) label harmonization into three classes,
(iii) removal of duplicate and near-duplicate entries to prevent data leakage, and (iv) filter-
ing of corrupted or empty samples. All instances are represented as labeled text suitable
for classification.

The dataset construction process, class distribution, and preprocessing steps are ex-
plicitly documented to ensure transparency and reproducibility. The processed dataset
and experimental artifacts are available from the corresponding author upon reasonable
request, and a public repository is being prepared.

4.3.2. Preprocessing Pipeline

Text preprocessing is designed to be lightweight and compatible with real-time deploy-
ment constraints. Each email is normalized by converting text to lowercase and removing
leading and trailing whitespace. Non-textual elements, including URLs, email addresses,
and numeric tokens, are replaced with placeholder tokens <URL>, <EMAIL>, and <NUM>)
using regular expressions.

This masking strategy preserves structural cues relevant to phishing detection while
reducing vocabulary sparsity and mitigating overfitting to instance-specific patterns. Con-
secutive whitespace is collapsed to maintain compact representations.
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To ensure predictable latency and bounded memory usage, each email is truncated to
a maximum length of 3000 characters. No stemming, lemmatization, or complex linguistic
processing is applied, ensuring linear-time preprocessing consistent with the single-pass
execution model defined in Section 4.2.

4.3.3. Dataset Characteristics

To characterize the dataset under deployment-relevant conditions, statistical properties
of email length after preprocessing are analyzed. Table 3 summarizes class-wise statistics,
and Figure 3 illustrates the corresponding distributions.

Table 3. Statistical summary of email text length after preprocessing.

Class Records Mean Median 90th Percentile
Ham 11,322 (48.18%) 245.7 168 555
Phishing 7328 (31.19%) 206.6 142 538
Spam 4848 (20.63%) 123.0 58 371
[ Ham .
1750 | 2 Pisins
1500 4
1250 4 T
g 1000
750 M
500 -
250 - B
0 6 5(’)0 10’00 1500 ‘ 20‘00 25‘00 3000

Text Length

Figure 3. Distribution of email text length (in tokens) across ham, phishing, and spam classes after
preprocessing, illustrating realistic variability in operational email traffic.

The results indicate heterogeneous length distributions across classes. Ham emails
tend to be longer and more variable, phishing emails exhibit intermediate lengths, and
spam emails are generally shorter.

These variations are particularly relevant in deployment settings, where input size
directly influences inference latency and memory consumption. By explicitly quantifying
these properties, the dataset provides a realistic basis for analyzing performance and
efficiency trade-offs in subsequent evaluation.

4.3.4. Dataset Representativeness and Limitations

While the constructed dataset provides a standardized and reproducible benchmark
for evaluating model behavior, it is important to acknowledge its limitations in representing
evolving phishing threats. In particular, the dataset is derived from publicly available
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corpora that may not fully capture recent advances in adversarial techniques, including
Al-generated phishing emails.

Recent studies indicate that Al-generated phishing messages exhibit higher linguistic
fluency and contextual adaptation, which may not be fully reflected in traditional datasets.
As a result, the evaluation presented in this work primarily reflects model behavior under
established attack patterns rather than emerging threat scenarios.

However, the objective of this study is not to optimize detection performance for a
specific dataset, but to analyze model selection under deployment constraints. In this
context, the use of established datasets ensures controlled comparison and reproducibility,
while the proposed TERA framework remains applicable to more recent and domain-
specific datasets.

Future work will extend the evaluation to incorporate datasets reflecting modern
phishing techniques, including Al-generated and adaptive attack strategies, to further
assess the generalizability of the framework.

4.4. Experimental Setup

This section describes the experimental configuration designed to ensure consistent,
reproducible, and deployment-aligned evaluation. The setup enforces controlled execution
conditions while explicitly incorporating system-level constraints to reflect realistic opera-
tional environments. In particular, the evaluation is conducted under deployment-oriented
conditions, including single-instance inference, CPU-based execution, and real-time mea-
surement of latency and resource usage. This design ensures that the reported results
capture practical system behavior, rather than idealized benchmarking performance.

4.4.1. Execution Environment

Experiments were conducted on Google Colab using a CPU-only runtime (approx-
imately 12-13 GB RAM, Linux-based system), without GPU acceleration or hardware-
specific optimization. All models were evaluated under identical execution conditions to
ensure fairness and comparability.

A fixed random seed (seed = 42) was applied across all stochastic components to
support reproducibility. Performance metrics were recorded after steady-state execution,
with warm-up runs excluded. Reported results correspond to the mean values over multiple
runs to mitigate stochastic variability.

All experiments were conducted under a fixed configuration to ensure consistency and
reproducibility. To avoid bias introduced by model-specific optimization, hyperparameters
were not tuned individually. Instead, representative default configurations commonly used
in prior studies and standard library implementations were adopted across all models. This
approach is consistent with established experimental protocols in comparative machine
learning studies, where fixed or default hyperparameter settings are used to ensure fairness
and prevent overfitting to specific models or datasets [33-35].

For neural models, the Multi-Layer Perceptron (MLP) was configured with a single
hidden layer of 100 units using ReLU activation. For ensemble-based methods, XGBoost
was configured with 100 estimators and a maximum tree depth of 6, while LightGBM
employed 31 leaves with a learning rate of 0.1. All remaining parameters followed default
settings provided by their respective libraries.

This configuration ensures that the evaluation reflects intrinsic model characteristics
and trade-offs, rather than performance gains resulting from hyperparameter tuning. Prior
work has shown that extensive hyperparameter tuning can obscure fair comparison and
reduce generalizability, particularly when comparing heterogeneous model families [34,35].
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Consequently, the comparison focuses on deployment-relevant differences in predictive
effectiveness and operational cost under consistent and unbiased conditions.

To support transparency and reproducibility, a public repository containing source
code, configuration details, and instructions for reproducing the experiments will be
released upon acceptance.

4.4.2. Deployment Constraints

The experimental design enforces deployment-oriented constraints consistent with
real-time email security systems. Each email instance is processed independently using
single-pass inference, ensuring bounded latency and predictable resource usage.

Batching, caching, and external retrieval mechanisms are not employed, as they
may introduce variability and obscure true deployment behavior. Instead, all models are
evaluated under a unified execution model aligned with the system architecture described
in Section 4.2.

Operational metrics, including inference latency, peak memory consumption, and
model footprint, are treated as primary evaluation criteria. These constraints reflect practical
deployment environments such as email gateways and inline security systems, where
computational resources and response time are strictly limited.

By enforcing these constraints at the experimental level, the evaluation ensures that
measured performance is directly transferable to real-world deployment scenarios and
supports reliable analysis of accuracy, latency, and resource trade-offs.

4.5. Evaluated Models

The evaluated models are selected to represent a diverse range of performance and op-
erational characteristics within the deployment space considered by the TERA framework.
The selection spans both classical machine learning approaches and transformer-based
architectures, enabling systematic comparison across different levels of representational
capacity and computational cost.

*  C(Classical machine learning models are included as efficiency-oriented baselines. These
models operate on sparse lexical representations and are characterized by low infer-
ence latency and minimal resource usage. Representative algorithms include Multi-
Layer Perceptron (MLP), as well as ensemble-based methods such as XGBoost and
LightGBM. These models reflect commonly deployed solutions in high-throughput
and resource- constrained environments.

¢  Transformer-based models are incorporated to capture advanced semantic and con-
textual representations. Models from the BERT family, including both standard and
lightweight variants, are used to evaluate the impact of increased representational
capacity on detection effectiveness. These models typically incur higher computa-
tional cost but offer improved robustness against context-aware and linguistically
sophisticated phishing attacks.

All models are evaluated under identical conditions within the unified execution
framework described in Section 4.2. Hyperparameters are fixed prior to evaluation and
applied consistently across all experiments. No model-specific optimization or tuning is
performed, ensuring that observed differences reflect intrinsic model characteristics rather
than configuration bias.

This selection strategy enables analysis of model behavior across a broad spectrum
of accuracy, latency, and resource usage, providing a realistic basis for constraint-aware
model selection under deployment requirements.
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4.6. Evaluation Metrics

To support deployment-aware model evaluation, both predictive performance and
operational characteristics are assessed. This dual perspective aligns with the TERA
framework, where detection effectiveness defines feasibility, and system-level metrics
inform selection among feasible models.

4.6.1. Predictive Performance Metrics

Detection effectiveness is evaluated using standard classification metrics:

*  Accuracy, defined as

TP+ TN
TP+ TN+ FP+FN’

Accuracy =

where TP, TN, FP, and FN denote true positives, true negatives, false positives, and
false negatives, respectively.
e  Precision, defined as

Precision — — L
ecision = TP L FD"
e Recall, defined as
TP
Recall = ————.
T TPYEN

e  Fl-score, defined as
Precision x Recall

Fl=2x Precision + Recall

These metrics provide a comprehensive assessment of classification performance
under imbalanced and adversarial conditions commonly observed in phishing detection.

4.6.2. Operational Metrics

To assess deployment feasibility, system-level metrics are measured directly within
the execution pipeline:

* Inference Latency: the end-to-end processing time required to classify a single email,
including preprocessing, feature encoding, and model inference. Given N samples,
average latency is computed as

Z

1

Latencyavg =N

ti,

I
—

where ¢; is the processing time of the i-th instance.

*  Peak Memory Usage: the maximum memory consumption observed during inference,
representing worst-case resource demand.

*  Model Footprint: the serialized size of the model, reflecting storage requirements
relevant to deployment and update scenarios.

4.6.3. Role in the TERA Framework

Within the TERA formulation, predictive performance metrics determine feasibility
through the allowable degradation threshold €, while operational metrics define deploy-
ment constraints (A, p).

This separation ensures that accuracy is treated as a requirement for admissibility,
whereas latency and resource usage are used to guide selection among feasible models. As
a result, the evaluation framework enables multi-dimensional analysis without reducing
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performance to a single scalar objective, supporting structured and deployment-aligned
model selection.

4.7. Deployment-Aware Evaluation Protocol

This section defines the evaluation protocol used to assess model performance under
deployment-aligned conditions. The protocol integrates predictive and operational mea-
surements within a consistent execution framework, ensuring that evaluation outcomes
reflect real-world system behavior.

All models are evaluated using the unified execution pipeline described in Section 4.2,
where each email instance is processed independently under a single-pass inference model.
Performance metrics are collected directly during execution, ensuring that latency and
resource usage correspond to deployable conditions rather than idealized offline estimates.

Evaluation proceeds in three stages, consistent with the TERA framework. First,
predictive performance is measured to establish baseline detection effectiveness. Second,
operational metrics—including inference latency, peak memory usage, and model foot-
print—are recorded to characterize deployment cost. Third, constraint-aware filtering is
applied using deployment parameters (A, p, €) to identify the feasible set of models.

Within the feasible set, models are compared using multi-dimensional performance
analysis, including Pareto dominance, to eliminate strictly inferior candidates. When
deployment preferences are specified, selection is performed using the TERA scoring
function to identify the most suitable model under the given constraints.

To ensure fairness and reproducibility, all models are evaluated under identical experi-
mental conditions, with no model-specific optimization or runtime adaptation. Measure-
ments are repeated across multiple runs, and reported results correspond to mean values
to mitigate stochastic variability.

This protocol ensures that evaluation outcomes are directly aligned with deployment
requirements, enabling structured comparison among models with comparable predictive
performance while preserving detection effectiveness as a primary constraint.

5. Results and Analysis

This section presents the empirical evaluation of the proposed framework under
deployment-aligned conditions. The analysis follows the structure of the research questions,
progressing from predictive performance comparison to operational cost analysis and
constraint-aware model selection.

Rather than using accuracy as a sole ranking criterion, the evaluation treats predictive
performance as a baseline reference for establishing feasibility. The primary objective is to
examine how models with comparable detection effectiveness differ in terms of latency,
resource usage, and deployment suitability.

5.1. Baseline Detection Performance

The purpose of this analysis is not to establish a final ranking, but to identify models
with comparable detection performance that serve as the basis for subsequent constraint-
aware evaluation. To this end, baseline classification results are summarized in Table 4,
providing an accuracy-centric reference prior to incorporating deployment constraints.

The results indicate consistently high detection performance across model families,
with several configurations achieving weighted Fl-scores above 0.95. Notably, classical
models combined with TF-IDF features perform comparably to transformer-based ap-
proaches, suggesting limited marginal gains from increased representational complexity
under the evaluated datasets. This observation implies that classification performance has
reached a near-saturation point under these conditions.
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Table 4. Baseline classification performance of evaluated models.
Feature Model Accuracy Precision Recall F1-Score
TF-IDF LightGBM 0.9681 0.9685 0.9681 0.9682
TF-IDF XGBoost 0.9598 0.9601 0.9598  0.9599
MPNet MLP 0.9560 0.9565 0.9560  0.9561
TF-IDF MLP 0.9438 0.9450 0.9438  0.9442
MPNet LightGBM 0.9238 0.9256 0.9238  0.9241
MiniLM-L12 MLP 0.9194 0.9205 09194  0.9198
MPNet XGBoost 0.9181 0.9194 0.9181 0.9180
MiniLM-L6 MLP 0.9006 0.9024 0.9006  0.9012
Minil M-L12 LightGBM 0.8885 0.8898 0.8885  0.8883
MiniLM-L12 XGBoost 0.8783 0.8791 0.8783  0.8772

To assess whether these observed differences are statistically meaningful (RQ1), sta-
tistical validation was conducted under a paired evaluation setting with a significance
level of & = 0.05. The null hypothesis (Hp) assumes no statistically significant difference in
predictive performance between models evaluated on the same test instances.

An iterative filtering process based on multivariate analysis of variance (MANOVA)
was applied to remove structurally different, low-performing models. The initial model set
exhibited statistically significant differences (p < 0.05), while the filtered subset satisfied
p > 0.05, indicating statistical homogeneity among the remaining models.

To further validate pairwise differences, a bootstrap-based analysis was conducted
to estimate confidence intervals of F1-score differences between representative models as
shown in Table 5.

Table 5. Pairwise statistical comparison using bootstrap confidence intervals.

Model Pair Metric A 95% CI

TF-IDF + LightGBM vs. MPNet + MLP F1 0.0121 [—0.0065, 0.0182]
TF-IDF + LightGBM vs. TF-IDF + XGBoost F1 0.0083 [—0.0051, 0.0157]
MPNet + MLP vs. TF-IDF + XGBoost F1 —0.0038 [—0.0102, 0.0069]

All confidence intervals include zero, indicating that performance differences among
top-performing models are statistically insignificant. These findings are consistent with
the MANOVA-based validation and confirm that classical and transformer-based models
achieve comparable detection effectiveness under controlled experimental conditions.

Overall, the results establish the existence of a performance-homogeneous region,
where models exhibit statistically indistinguishable performance. This finding directly
answers RQ1 and motivates the transition from accuracy-centric evaluation to deployment-
aware analysis in subsequent sections.

5.2. Deployment Cost and Trade-Off Analysis

Given statistically comparable performance, we examine operational cost as a de-
termining factor for deployment feasibility (RQ2). Figure 4 presents inference latency
characteristics across evaluated models, including both mean and tail (P95) latency:.

The results reveal substantial variation in latency across model architectures. Lightweight
classifiers consistently achieve low latency with stable tail behavior, whereas ensemble-based
methods exhibit significantly higher latency and greater variability. Notably, classifier architec-
ture exerts a stronger influence on latency than feature representation.

To further assess deployment feasibility, resource consumption is analyzed in terms of
peak memory usage and model footprint, as shown in Figure 5.
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Figure 4. Comparison of mean and P95 inference latency across evaluated models under edge
deployment constraints. The divergence between mean and tail latency highlights variability in
real-time performance.
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Figure 5. Comparison of peak memory consumption and serialized model size across evaluated
models under edge deployment constraints.

The results indicate that resource usage varies by more than an order of magnitude
across models. Lightweight configurations exhibit minimal memory consumption and
compact model sizes, whereas ensemble-based models incur significantly higher overhead.
While transformer-based embeddings introduce additional cost, their overall resource
footprint depends strongly on the downstream classifier.

When considered jointly, latency and resource usage reveal a multi-dimensional
trade-off space in which models exhibit fundamentally different operational profiles. Some
configurations achieve low latency but higher memory usage, while others provide compact
deployment footprints at the cost of increased inference time.

These observations indicate a regime shift in model selection. Once detection perfor-
mance reaches a high threshold, further improvements yield diminishing returns while
incurring disproportionately higher computational cost. Consequently, operational metrics
become the dominant constraint governing deployment feasibility.

This analysis directly addresses RQ2 by demonstrating that incorporating latency and
resource constraints fundamentally alters model prioritization compared to accuracy-only
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evaluation, thereby motivating the constraint-aware selection framework introduced in the
following subsection.

5.3. TERA-Based Model Selection and Comparison

To enable deployment-oriented model selection, the TERA framework formulates
evaluation as a constraint-aware decision problem in which predictive performance defines
feasibility, while operational characteristics guide selection among admissible candidates.

Based on the feasibility conditions defined in Section 3, Pareto analysis is applied to
identify a set of non-dominated models that simultaneously balance detection effectiveness
and operational cost. The resulting trade-off space is summarized in Table 6, which inte-
grates predictive performance (Acc and Fl-score) with system-level constraints, including
tail latency (P95), peak memory usage, and model footprint.

Table 6. Trade-off analysis of Pareto-optimal models under the extended TERA decision space,
integrating predictive performance and operational constraints.

P95 Peak Model
Feature Model Acc? F11 Latency = Memory Size Score 1 Deployment Insight
(s) (MB) | (MB) |
TF-IDF  XGB 0.9615 0.9599 0.0365 0.0103 1.74 0.9130 Best overall trade-off under deployment constraints
MPNet MLP 0.9580 0.9561 0.0513 0.1575 1.51 0.8710 Balanced alternative with moderate resource requirements
TF-IDF  MLP 0.9465 0.9442 0.0189 0.3138 1.95 0.8520 Efficient in latency but with reduced detection performance
MPNet XGB 0.9203 0.9180 0.0108 0.0102 2.79 0.8420 Highly resource-efficient but lowest detection effectiveness
TF-IDF LGBM 0.9701 0.9682 1.7196 22.01 491 0.5000 Highest predictive performance but dominated by latency and memory cost

As shown in Table 6, multiple models remain competitive in terms of detection
effectiveness, yet exhibit substantial variation in operational characteristics. For example,
TE-IDF with LightGBM achieves the highest predictive performance but incurs significantly
higher latency and memory consumption, limiting its suitability under strict deployment
constraints. In contrast, TF-IDF with XGBoost provides a more balanced trade-off, achieving
near-equivalent predictive performance with substantially lower latency and resource
usage, resulting in the highest composite score.

This observation highlights a key distinction between predictive equivalence and
deployment equivalence. Models that are statistically comparable in accuracy are not
necessarily interchangeable in practice, as operational constraints impose additional re-
quirements that must be satisfied. Within the TERA framework, such constraints are
explicitly enforced prior to comparison, ensuring that only deployable models are consid-
ered in the decision process.

Unlike conventional accuracy-based ranking, which produces a single global ordering,
TERA yields a set of feasible candidates whose relative suitability depends on deploy-
ment priorities. As a result, model selection is no longer determined solely by marginal
differences in accuracy, but by a structured evaluation of trade-offs between effectiveness
and efficiency.

To further contextualize these results, we compare TERA with representative baseline
strategies, including accuracy-only, latency-only, and cost-sensitive approaches. Accuracy-
only selection prioritizes predictive performance at the expense of substantial resource
overhead, often resulting in infeasible deployment configurations. Conversely, latency-
only selection minimizes operational cost but significantly degrades detection effective-
ness, limiting its practical utility. Cost-sensitive approaches provide a partial balance
between performance and efficiency; however, their effectiveness remains dependent
on manually tuned weighting parameters and does not guarantee feasibility across
deployment scenarios.

In contrast, TERA explicitly enforces feasibility constraints prior to model selection,
ensuring that all selected models satisfy deployment requirements while maintaining
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competitive predictive performance. This constraint-aware formulation eliminates incon-
sistencies between ranking-based selection and real-world deployment constraints.

These findings confirm that model selection is inherently a multi-objective decision
problem. By preserving the multi-dimensional structure of the evaluation space and incor-
porating feasibility constraints, TERA produces consistent, deployment-ready decisions
that are not achievable through conventional single-objective or weighted approaches.

Overall, as evidenced by the trade-off analysis in Table 6, this approach directly
addresses RQ3 by demonstrating that the TERA framework improves both the consistency
and practical relevance of model selection under realistic deployment conditions.

5.4. Robustness and Sensitivity Analysis

To assess robustness, the TERA framework was extended to a four-dimensional de-
cision space incorporating P95 latency and model footprint. Overall, the composition of
the Pareto set remains largely consistent with the baseline formulation, with differences
primarily confined to boundary cases involving models with disproportionately high re-
source consumption. Notably, the core set of deployment-recommended models remains
stable across both configurations, indicating robustness to constraint refinement.

In addition to constraint extension, sensitivity analysis was conducted by varying
the weighting parameters within the decision function. The results indicate that moderate
variations in weights primarily affect ranking within the feasible set, while having minimal
impact on the composition of the set itself. This suggests that model admissibility is
determined predominantly by explicit feasibility constraints rather than by weight tuning.

This behavior is consistent with the interpretability of the weighting scheme, where
weights function as preference indicators rather than strict optimization parameters. Conse-
quently, the framework supports flexible, context-dependent selection without introducing
instability due to parameter sensitivity.

Overall, these findings demonstrate that the TERA framework provides stable and
reliable model selection under varying deployment conditions. By preserving feasibility
constraints while allowing interpretable preference-based differentiation, TERA main-
tains consistent selection outcomes and reinforces its practical applicability in real-world
deployment scenarios.

Model selection is inherently dependent on the deployment platform, as computational
constraints such as latency and resource availability vary significantly across environments.
To evaluate the robustness of the proposed framework, we compare model performance
across three representative scenarios: a standard CPU environment (Colab), an edge CPU
device (Raspberry Pi 5), and a resource-constrained edge GPU platform (Jetson Nano).

Figure 6 presents the corresponding Stgra scores. The results show that XGBoost-
based configurations consistently achieve the highest scores across all platforms, indicating
strong robustness to varying deployment constraints. In contrast, MLP-based models
exhibit performance degradation under edge conditions, particularly on Raspberry Pi 5,
due to increased latency penalties.

Figure 6 further illustrates the shift in model ranking across platforms. While
TF-IDF + MLP performs competitively in the Colab environment, its relative performance
declines on edge devices. Conversely, MPNet + XGBoost becomes more competitive under
constrained conditions, highlighting the impact of latency-sensitive evaluation.

These findings demonstrate that model ranking is not static but varies with deploy-
ment constraints. The proposed framework effectively adapts to different environments
by selecting models that balance predictive performance with operational feasibility. This
reinforces the necessity of platform-aware evaluation for real-world deployment scenarios.
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Figure 6. Platform-aware model ranking based on Stgra scores.

5.5. Discussion and Deployment Implications

The results demonstrate that accuracy-centric evaluation alone is insufficient for
deployment-oriented decision-making, as models with comparable detection performance
can differ substantially in latency and resource consumption, resulting in significant varia-
tion in deployment feasibility.

From a system perspective, model selection must align with operational constraints.
Lightweight models are suitable for CPU-based edge environments, whereas transformer-
based models typically require GPU-enabled infrastructure. In practical settings, such
systems operate under strict latency (e.g., sub-second per email) and memory constraints,
reinforcing the need for constraint-aware selection despite similar predictive effectiveness.

The findings further indicate that once models reach a performance-homogeneous
region, marginal accuracy gains offer limited practical value, while operational cost be-
comes the dominant factor in deployment decisions. This underscores the importance of
constraint-aware evaluation strategies.

The proposed framework reflects real-world deployment conditions by integrating
latency and memory constraints into the evaluation process, enabling practitioners to select
models that satisfy operational requirements. It is directly applicable to systems such as
email gateways and edge-based filtering platforms, and can be implemented following
Algorithm 1 within a unified pipeline consisting of measurement, constraint filtering, and
trade-off-based selection.

Although the evaluation is conducted on phishing detection datasets, the formulation
is model-agnostic and extensible to other real-time cybersecurity tasks. This study focuses
on simulation-based validation rather than live deployment; real-world implementation
remains future work, including production-level validation under operational workloads.
Evolving threats such as Al-generated phishing are also not explicitly addressed.

Overall, the results reinforce that model selection should be framed as a constraint-
aware decision process rather than a purely accuracy-driven ranking task. The proposed
TERA framework provides a practical and extensible approach for deployment-aware
model selection.
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6. Discussion

This section interprets the empirical findings in relation to the research ques-
tions (RQ1-RQ3) and examines their implications for deployment-aware model eval-
uation. Rather than reiterating established limitations of accuracy-centric assessment,
the discussion focuses on how the observed results inform model selection under
operational constraints.

Importantly, the proposed framework does not advocate reducing detection accuracy
in favor of efficiency. Instead, it reflects a practical scenario in which multiple mod-
els already achieve comparable performance, necessitating deployment decisions under
system-level constraints. In this context, TERA complements accuracy-driven research by
introducing a structured decision layer, rather than redefining model quality or shifting
the primary objective away from detection effectiveness. Rather than redefining what
constitutes a good model, TERA provides a principled mechanism for selecting among
equally strong models under real-world constraints.

6.1. From Predictive Equivalence to Deployment Differentiation

The results show that multiple models achieve statistically comparable detection per-
formance (RQ1), forming a region of predictive equivalence under the evaluated datasets.
Within this region, accuracy-based ranking provides limited discrimination among candi-
date models.

However, substantial differences are observed in inference latency and resource usage
(RQ2), with variations exceeding an order of magnitude across models. This indicates
that predictive equivalence does not imply deployment equivalence. Models with similar
detection effectiveness may differ significantly in their ability to operate under real-time
and resource-constrained conditions.

These findings suggest that, once a sufficient level of detection performance is achieved,
operational characteristics become the primary determinants of deployment feasibility. As
such, evaluation approaches that rely solely on predictive metrics may overlook practically
viable alternatives.

The results reveal that models with comparable predictive performance can exhibit
substantial differences in latency and resource consumption, highlighting a phenomenon
of performance saturation. In such cases, accuracy alone becomes insufficient as a selec-
tion criterion, and operational characteristics emerge as the dominant factors influencing
deployment decisions.

This observation underscores the importance of separating evaluation from decision-
making. While traditional evaluation frameworks emphasize predictive performance, the
findings suggest that deployment-aware considerations must be explicitly incorporated
into the model selection process.

6.2. Implications for Constraint-Aware Model Selection

The empirical results further demonstrate that model selection is inherently a con-
strained decision problem (RQ3). When multiple models exhibit comparable predictive
performance, selecting a model based solely on accuracy may lead to choices that are
infeasible under deployment constraints.

The TERA framework addresses this issue by explicitly separating feasibility from
preference. By enforcing constraints on latency and resource usage prior to comparison,
the framework restricts the candidate space to deployable models. Within this feasible set,
multi-dimensional analysis—such as Pareto dominance—preserves trade-off relationships
without reducing them to a single scalar objective.
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Importantly, the results show that Pareto-optimal models do not necessarily align
with accuracy-based rankings. This highlights a systematic gap between conventional
evaluation practices and deployment requirements. By structuring model selection as a
constraint-aware process, TERA enables consistent identification of models that maintain
competitive detection performance while satisfying operational limits.

6.3. Revisiting Model Complexity and Representation Trade-Offs

The findings also provide insight into the relationship between model complexity
and practical performance. Classical machine learning models with sparse representations
achieve detection effectiveness comparable to transformer-based approaches under the
evaluated datasets.

Transformer-based models offer advantages in capturing semantic and contextual
patterns, which are particularly relevant for sophisticated phishing attacks. However,
these benefits are accompanied by increased computational cost. The results indicate
that higher representational capacity does not automatically translate into superior
deployment performance.

Within the TERA framework, transformer-based approaches remain viable when
integrated with efficient classification strategies, suggesting that model design should em-
phasize balanced trade-offs between expressiveness and efficiency rather than maximizing
complexity alone.

6.4. Generalization and Broader Implications

Although this study focuses on phishing detection, the observed patterns are not
domain-specific. The distinction between predictive equivalence and deployment feasibility
is likely to arise in other real-time cybersecurity applications, such as intrusion detection
and anomaly detection systems.

More broadly, the results suggest that evaluation frameworks should explicitly incor-
porate system-level constraints when transitioning from benchmarking to deployment. The
TERA formulation provides a structured approach for bridging this gap by aligning experi-
mental evaluation with operational requirements while preserving the role of predictive
performance as a feasibility condition.

6.5. Limitations and Future Work

Several limitations should be considered when interpreting these results.

First, the evaluation is conducted on benchmark datasets that do not explicitly include
Al-generated phishing content. As a result, conclusions regarding robustness against emerg-
ing attack strategies remain limited. Future work should incorporate datasets reflecting
modern adversarial techniques.

Second, the experiments are performed in a controlled edge-oriented environment.
While relative comparisons remain valid, absolute performance values may vary across
hardware configurations. Extending the evaluation to heterogeneous platforms would
strengthen external validity.

Third, the analysis focuses on latency, peak memory usage, and model size as primary
deployment constraints. Additional factors, such as energy consumption, adversarial
robustness, and long-term adaptability, may further influence deployment decisions and
warrant investigation.

Finally, while statistical validation supports the identification of performance-
equivalent models, the study prioritizes practical significance over exhaustive statistical
testing. This reflects real-world decision-making contexts, where operational constraints
often outweigh marginal statistical differences.
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6.6. Implications for Deployment-Aware Evaluation

The findings highlight the importance of aligning model selection with deployment
constraints rather than relying solely on predictive performance. Lightweight models are
well-suited for resource-constrained environments, while more complex architectures may
be appropriate in settings with greater computational capacity.

Overall, the TERA framework provides a structured and reproducible mechanism for
deployment-aware model selection. By integrating constraint-aware evaluation with multi-
dimensional analysis, it enables transparent and defensible decision-making in scenarios
where multiple models achieve comparable detection effectiveness.

6.7. Ablation Perspective on Evaluation Dimensions

To further understand the role of each evaluation dimension, we interpret the results
from an ablation perspective by considering how model selection behavior changes when
individual factors are omitted.

When only predictive performance is considered, multiple models fall within a region
of statistical equivalence, resulting in limited discrimination among candidates. In this
setting, model selection effectively reduces to arbitrary preference or marginal ranking
differences, which may not reflect deployment feasibility.

When operational constraints such as latency and resource usage are introduced as
filtering conditions, the candidate set is significantly reduced. Several models that are
competitive in terms of detection effectiveness are excluded due to infeasibility under
deployment constraints. This demonstrates that feasibility considerations alone can sub-
stantially alter the selection outcome.

Finally, when both predictive performance and operational characteristics are jointly
considered within the TERA framework, model selection becomes a structured decision
process. Predictive performance defines the feasible region, while latency and resource
usage differentiate among admissible models. This combined perspective enables consistent
identification of deployment-appropriate models without relying on scalar aggregation.

These observations indicate that each evaluation dimension plays a distinct and
complementary role. Predictive performance ensures baseline detection capability, while
operational metrics determine practical deployability. Removing either component leads to
incomplete or potentially misleading selection outcomes, reinforcing the need for integrated,
multi-dimensional evaluation.

7. Conclusions

This paper presented TERA, a constraint-aware framework for deployment-oriented
evaluation and model selection in phishing detection. The framework addresses a key
limitation of accuracy-centric evaluation by formulating model selection as a constrained
decision problem that integrates detection effectiveness with operational factors such as
inference latency and resource usage.

The empirical results show that multiple models achieve comparable detection perfor-
mance, forming a region of predictive equivalence in which accuracy alone provides limited
discrimination. Within this region, substantial differences in latency and resource usage
emerge, indicating that predictive equivalence does not imply deployment equivalence.
These findings highlight that model suitability must be evaluated in relation to system-level
constraints rather than predictive performance alone.

To address this challenge, TERA introduces a structured evaluation process that sepa-
rates feasibility from preference. By enforcing deployment constraints prior to comparison
and preserving the multi-dimensional structure of performance, the framework enables
consistent identification of models that are both effective and deployable. This formulation
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provides a principled mechanism for aligning experimental evaluation with real-world
deployment requirements.

The proposed framework provides practical value in deployment scenarios such
as real-time phishing detection and edge-based systems, where selecting a feasible and
efficient model is critical. By integrating predictive and operational metrics into a structured
decision process, TERA enables more reliable and context-aware model selection in real-
world environments.

Beyond phishing detection, the results suggest a broader implication for cybersecurity
model evaluation. In real-time and resource-constrained settings, evaluation should move
from accuracy-based ranking toward constraint-aware decision-making, where operational
feasibility plays a central role alongside predictive performance.

Several limitations should be noted. The evaluation is conducted on benchmark
datasets that do not explicitly include Al-generated phishing content, limiting conclu-
sions regarding emerging attack scenarios. In addition, the observed trade-offs depend
on the evaluated models and execution environment, and may vary across different
deployment contexts.

Future work will extend this framework to incorporate additional operational dimen-
sions, including energy consumption and adversarial robustness, as well as validation
across diverse datasets and hardware platforms. These directions aim to further strengthen
the applicability of deployment-aware evaluation in evolving cybersecurity systems.
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