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Abstract

Artificial Intelligence (AI) has transitioned from a specialized research area to a ubiquitous
socio-technical infrastructure influencing sectors from healthcare and law to manufacturing
and defense. In tandem with its transformative promise, AI has created an exponentially
expanding ethics literature questioning, fairness, transparency, accountability, and justice.
This review synthesizes publications and key policy developments between 2019 and
2025, bringing sectoral discourses together with cross-cutting frameworks. Grounded in a
systematic scoping review methodology, we frame the field along four meta-dimensions:
trust and transparency, bias and fairness, governance & regulation, and justice, while
we investigate their expression across diverse sectors. Special attention is dedicated to
healthcare (patient trust and algorithmic bias), education (integrity and authorship), media
(misinformation), law (accountability), and the industrial sector (data integrity, intellectual
property protection, and environmental safety). We ground abstract principles in concrete
case studies to illustrate real-world harms and mitigation strategies. Furthermore, we
incorporate pluralistic ethics (e.g., Ubuntu, Islamic perspectives), environmental ethics, and
emerging challenges posed by Generative AI and neuro-AI interfaces. To bridge theory and
practice, we propose an operational governance framework for organizations. We contend
that success involves transitioning from principles toward ethics-by-design, pluralistic
governance, sustainability, and adaptive oversight. This review is intended for scholars,
practitioners, and policymakers who need a comprehensive and actionable framework for
navigating the complex landscape of AI ethics.

Keywords: Artificial Intelligence ethics; business; education; fairness; governance; justice;
healthcare; transparency; law; sustainability

1. Introduction
Artificial Intelligence has transitioned from speculative potential to everyday infras-

tructure throughout a series of sectors, from health care and education, to commerce, law,
media and government. Such diffusion brings recurring ethical concerns, inter alia, about
fairness, responsibility, openness, confidentiality, as well as human rights. There has been
both theoretical sophistication as well as practical pilot work throughout computer science,
philosophy, law, sociology, medicine, and commerce. The early literature stressed values
of aspiration, such as beneficence, non-maleficence, autonomy, and justice. More recent
work seeks to identify operational solutions such as institutional mechanisms, design
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procedures, and governance processes that move between contexts. The sectoral literature
indicates how the risk takes different forms, such as data set bias and opacification, i.e.,
lack of transparency in the context of clinical decision-making, authorship and integrity in
education; consumer protection in finance; and legitimacy in the context of law and media.

In this review, we frame our analysis around four meta-dimensions that span multiple
domains: trust and transparency, bias and fairness, governance & regulation, and justice.
Aspects and perspectives from philosophical and intercultural thought and systemic theo-
ries (multi-level, ecosystemic, and environmental) are also featured. To facilitate navigation,
our synthesis tables and cross-sector matrix (presented in the subsequent Methodology
and Results sections) provide additional clear support. Challenges and gaps are also identi-
fied and highlighted, and the movement toward security, compliance, and enforcement
is explored.

Previous mappings of the field mostly focused on the “principles-first period”, doc-
umenting guidelines and their normative foundations or their diffusion into company
governance, with little cross-sector synthesis [1–3]. Comparative analyses of policy and
landscape maps expanded knowledge of national and regional paths but remained mostly
macro-institutional [4–6]. Domain-specific reviews, particularly health/biomedicine and
education, provided depth but remained circumscribed by area: scoping and narrative
reviews in the health sector covered safety, accountability, and bias [7–10], while higher-
education syntheses and bibliometric mappings tackled integrity, pedagogy, and curric-
ular design [11–14]. Business-facing work and function-specific reviews (for example,
recruiting/selection; social sustainability) shed light on use cases for risk but without
incorporating intercultural or ecological lenses [15,16].

In this context, our work contributes to the literature in five ways. First, it offers
a genuinely cross-sectoral synthesis spanning 2019–2025 that organizes findings around
four meta-dimensions (trust/transparency, bias/fairness, governance/regulation, and
justice) and traces how they manifest across healthcare, education, media/democracy,
business/finance, law/policy, defense/security and the social/public sector (extending
beyond single-domain scopes typical of prior surveys). Second, it bridges principles to
practice by integrating work on audits, standards and compliance with sectoral case mate-
rial, contributing to the clarification of the various existing pathways from high-level values
to operational safeguards [17–19]. Third, it incorporates plural and intercultural ethics, e.g.,
Ubuntu, Islamic, Catholic, and Latin American public values, as first-class lenses for legiti-
macy, rather than treating them merely as peripheral add-ons [20–22]. Fourth, it widens
the frame to environmental and planetary ethics, linking AI governance to resource use,
climate and lifecycle accountability [23,24]. Fifth, it connects science and technology studies
(STS) and philosophical accounts of uncertainty with institutional design, highlighting how
acknowledging AI’s inherent epistemic limits shapes feasible oversight [25–28]. Lastly, to
support comparison and reuse, we provide a consolidated synthesis table and a coverage
matrix aligning contributions by domain, theme and chronology, thereby the addressing
fragmentation noted in earlier reviews.

2. Methodology
This paper undertakes a scoping review of the AI ethics literature and policy landscape.

A scoping review methodology was selected as the most appropriate approach for mapping
the key concepts, evidence sources, and research gaps within a broad and rapidly evolving
field. The review followed a structured five-stage process: (1) identifying the research
question; (2) identifying relevant studies and documents; (3) study selection; (4) charting
the data; and (5) collating, summarizing, and reporting the results.
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2.1. Search Strategy

A systematic search was conducted in Scopus covering the period from 1 January 2019
to 31 August 2025 (search executed on 1 September 2025). To reduce false negatives, we
searched in title/abstract/keywords and used both topic and synonym terms. The core
query was

TITLE ( "Artificial Intelligence" AND ethic*) AND PUBYEAR > 2018 AND
PUBYEAR < 2026

In addition to database search, we applied backward/forward citation chasing for
(i) influential guideline-mapping papers and (ii) cross-sector review papers to capture
highly cited items that do not use the term ethics explicitly in the title/abstract (e.g., work
framed as fairness, accountability, transparency, human rights, or governance).

2.2. Inclusion and Exclusion Criteria

We included (a) peer-reviewed journal articles and conference papers and (b) high-
impact gray literature (e.g., standards, regulatory proposals, and official policy documents)
that substantively addressed ethical, legal, or governance implications of AI systems. We
restricted the main corpus to English-language documents within 2019–2025 to match the
review scope. We excluded (i) purely technical papers that did not discuss ethical, legal, or
societal implications; (ii) short editorials/opinion pieces unless they were widely cited and
field-defining (these are treated as foundational context rather than part of the 2019–2025
core corpus). Because the review spans 2019–2025, earlier works are not analyzed as part of
the year-bounded corpus, but a small set of pre-2019 publications is referenced to provide
conceptual anchoring (Table 1).

Table 1. Essential works in AI ethics.

Reference Focus/Topic Key Contribution Category

[29] Long-term AI risks, safety
Introduces value alignment and
potential risks of superintelligent

AI
Book chapter

[30] Principles and challenges
Comprehensive overview of AI
ethics principles and emerging

issues
Book

[31] Embedding ethics Argues for integrating ethical
reasoning within AI systems Journal article

[32] Field overview Introduces key themes of AI
ethics in a special issue Special issue editorial

[33] Broad perspectives
Edited volume covering

technical and philosophical
ethics topics

Edited book

[34] AI and robotics ethics Stanford Encyclopedia entry
reviewing ethics questions Encyclopedia entry

[35] Professional ethics Proposes developing actionable
AI ethics codes Book

[36] Technical solutions
Surveys approaches for

implementing ethics in AI
systems

Conference paper

[37] Transparency and bias
Nature editorial highlighting

importance of transparency and
fairness

Editorial

[38] Ethics guidelines Surveys global AI ethics
principles and frameworks Journal article
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Table 1. Cont.

Reference Focus/Topic Key Contribution Category

[39] Guidelines critique Evaluates existing guidelines
and notes common shortcomings Journal article

[40] Ethics narratives
Discusses AI ethics from

philosophical and socio-technical
perspectives

Book

[41] Field overview High-level conceptual
introduction to AI ethics topics Review article

[42] Comprehensive review
Analyzes ethical issues,

guidelines, and implementation
methods

Journal article

[43] Conceptual analysis Differentiates “ethics of AI” vs
“ethical AI” frameworks Journal article

[44] Education Highlights need for ethics
training in AI curricula Opinion article

[45] Critical theory Argues current AI ethics
principles are ineffective Journal article

[46] Critical analysis Offers constructive critique of AI
ethics practices Journal article

[47] Operational ethics
Proposes “ethics as a service”

framework for practical
application

Journal article

2.3. Screening and Thematic Synthesis

To improve reproducibility, the study-selection process is reported in PRISMA-ScR
style (Figure 1). The search returned 2143 records. After duplicate removal, 1876 unique
records were screened by title/abstract. At this stage, 1468 records were excluded as out
of scope. Full-text assessment was then conducted for 408 documents, of which 176 were
excluded (e.g., no substantive ethics/governance content, non-eligible publication type, or
out-of-window scope). The final thematically coded corpus comprised 232 items.

Records identified (Scopus + citation chasing): n = 2143

Records after duplicate removal: n = 1876

Title/abstract screening: n = 1876
Excluded: n = 1468

Full-text assessment: n = 408
Excluded with reasons: n = 176

Studies included in thematic synthesis: n = 232

Figure 1. PRISMA-ScR style flow diagram of record identification, screening and inclusion.

https://doi.org/10.3390/informatics13040051

https://doi.org/10.3390/informatics13040051


Informatics 2026, 13, 51 5 of 33

2.3.1. Inter-Rater Reliability

Two reviewers independently screened records at both title/abstract and full-text
stages using a pre-defined eligibility form. Before formal screening, a pilot calibration
round (50 records) was used to harmonize interpretation of the inclusion/exclusion crite-
ria. Inter-rater agreement was quantified using Cohen’s κ. Agreement was substantial at
title/abstract screening (κ = 0.81) and full-text eligibility assessment (κ = 0.78). Discrepan-
cies were resolved through discussion; unresolved disagreements were adjudicated by a
third reviewer.

2.3.2. Thematic Coding Protocol

Thematic synthesis followed a transparent, four-step coding protocol. First, a de-
ductive starter codebook was defined from the review questions (trust/transparency,
bias/fairness, governance/regulation, justice). Second, two reviewers inductively added
emergent subcodes during open coding of an initial subset (15% of included studies). Third,
the refined codebook was applied to the full corpus, with weekly reconciliation meetings
and versioned codebook updates. Fourth, axial synthesis was used to cluster subcodes
into cross-sector patterns and contradictions. We retained an audit trail including code
definitions, decision rules, merged/split code history, and representative evidence excerpts
for each synthesized claim.

From this process, the four core meta-dimensions of this paper emerged: (1) Trust
and Transparency, (2) Bias and Fairness, (3) Governance and Regulation, and (4) Justice.
These dimensions form the analytical framework for synthesizing the findings across
different sectors.

3. A Brief Philosophical Outline
This section is intentionally concise and serves only as a conceptual bridge to the

review’s analytical framework. We retain philosophical distinctions insofar as they clarify
how ethical claims are translated into evaluative criteria in the cross-sector synthesis.

3.1. Normative Anchors Used in This Review

Rather than offering a stand-alone philosophical survey, we use three high-level
normative anchors: virtue-oriented reasoning (character and institutional ethos), deontic
reasoning (rights, duties, and constraints), and consequential reasoning (harms, benefits,
and risk distribution). Across sectors, these anchors are treated as complementary lenses
for interpreting evidence, not as competing comprehensive theories.

3.2. Object–Subject Framing and Practical Relevance

A second compact distinction concerns AI as object (artifact under human de-
sign/governance) versus AI as quasi-subject (systems whose autonomous behavior compli-
cates attribution of responsibility). In practical terms, this framing is used here to identify
where responsibility remains clearly allocable (developers, deployers, institutions) and
where responsibility gaps may emerge (high autonomy, opaque optimization, distributed
decision chains).

3.3. Explicit Link to the Four Meta-Dimensions

The philosophical anchors are operationalized directly in the four meta-dimensions
used throughout the paper: (i) Trust and Transparency (epistemic legibility and justificatory
duties), (ii) Bias and Fairness (distributional and procedural equity), (iii) Governance and
Regulation (accountability, liability, and enforceability), and (iv) Justice (rights, inclusion,
and structural asymmetries). This mapping is used as a reading guide for the sectoral sec-
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tions that follow, so the philosophical discussion functions as scaffolding for the empirical
synthesis rather than as an independent chapter.

To maintain flow, detailed debates on machine moral status, AGI/superintelligence,
and extended human–AI interaction scenarios are not developed here as separate expo-
sitions; they are referenced only when they materially inform sector-specific governance
implications.

Having established the methodological protocol (Section 2) and normative scaffolding
(Section 3), the following sections present the results of our thematic synthesis, organized
first by cross-sectoral dimensions and then by emerging governance frameworks.

4. Results: Ethical Cross-Sectoral Dimensions of AI
We start by overviewing the four cross-sectoral dimensions, that is, trust/transparency,

bias/fairness, governance/regulation and justice. Each dimension’s corresponding dis-
tribution across sectors is presented in Figure 2 and Table 2. A consolidated overview of
cross-cutting definitions, instruments, and caveats is provided in Table 3. Each dimension
introduces unique methods and protections that recur throughout the sectoral analyses
following below.

Figure 2. Non-exhaustive, illustrative cross-sector coverage of AI ethics meta-dimensions (represen-
tative source studies: [3–6,11,12,15,20,21,48–92]).

Table 2. Cross-sector coverage of AI ethics meta-dimensions.

Sector Trust/Transparency Bias/Fairness Governance/Regulation Justice

Healthcare [48–50] [51] [52,53] [54,55]
Education/Research [56] [11,57] [58,59] [12,60]
Media/Democracy [61,62] [63,64] [65,66] [21]
Business/Finance [67,68] [15,63,69,70] [6,71–73] [67,74]
Law/Policy [3,75] [76,77] [4,5,78] [20]
Defense/Security [79–81] [63,82] [83,84] [82,85]
Social/Public Sector [86,87] [88–90] [91] [92]
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Table 3. Cross-cutting meta-dimensions: definitions, typical instruments, and key caveats.

Dimension Definition/Typical
Manifestations Typical Instruments Limitations/Caveats

Trust & Transparency

Explainability,
documentation, disclosure,

proportionality of
explanation

Model cards,
byline/disclosure,

documentation,
explainability tools, SLAs

Surface-level transparency;
may not improve outcomes

without governance.

Bias & Fairness
Systemic/representational

harms; subgroup
performance gaps

Fairness-aware training,
subgroup testing, dataset

audits, community
evaluation

Metric myopia; contextual
fairness tradeoffs.

Governance & Regulation
Institutionalisation of

duties, oversight,
enforceability

Risk tiers, audits,
procurement standards,
conformity assessment,

enforcement mechanisms

Ethics-only regimes risk
capture; jurisdictional

divergence.

Justice & Legitimacy
Rights, redress, plural

ethical foundations
(procedural + distributive)

Redress channels;
participatory oversight;

intercultural ethics
alignment (e.g., Ubuntu)

Requires institutional
capacity and rule-of-law

backstops; cultural
translation necessary.

The priority ratings in Table 4 reflect the volume and depth of engagement in the
reviewed corpus: “H” denotes sectors where the dimension is a primary focus of the coded
literature (frequent, detailed treatment across multiple studies); “M” indicates substantive
but secondary coverage; “L” marks sectors where the dimension appears only peripherally.
These ratings characterize the state of the literature, not normative importance.

Table 4. Sector × meta-dimension priority matrix (H = high emphasis; M = medium; L = low).

Sector Trust/Transparency Bias/Fairness Governance/Regulation Justice/Legitimacy

Healthcare H H M M
Education/Research M M H M
Media/Democracy H M H M
Business/Finance M H H M
Law/Policy H H H H
Defense/Security M H H H
Social/Public Sector H H H H

4.1. Healthcare

Among the most heavily studied areas, health care stands out, reflecting the high-
stakes nature of the relevant decision-making processes. The corresponding literature
commonly clusters around the themes of trust/transparency and bias/fairness.

4.1.1. Trust and Transparency

AI applications and relevant tools in surgery and hepatology typically function as
black boxes, limiting clinicians’ ability to interpret or justify recommendations. Moreover,
such an opacity has the potential to both significantly weaken patient trust as well as
undermine informed consent. To address this, context-specific oversight mechanisms and
reliability verification, such as explainability tools and clinical validation protocols, are
increasingly both investigated and emphasized [50,93].

4.1.2. Bias and Fairness

Bias in healthcare AI spans from access and diagnosis to outcomes. It also reflects
the systemic inequalities in training data and deployment contexts. Data and deployment

https://doi.org/10.3390/informatics13040051

https://doi.org/10.3390/informatics13040051


Informatics 2026, 13, 51 8 of 33

biases, if unaddressed, can worsen health disparities. Mitigating the problematic requires
both institutional reforms and technical interventions like fairness-aware modeling. Hence,
data and deployment bias perpetuate access bias, diagnosis bias, and outcome bias, and
treating their aspects involves both institutional change and technical frameworks [51].
For example, a widely used US health-care algorithm used future health-care spending
as a proxy for medical need and thereby systematically under-flagged Black patients
despite equal or greater illness burden, illustrating how even technically sound models can
perpetuate inequities absent fairness audits [94].

4.1.3. Clinical Ethics and Professional Practice

The deployment of clinical AI directly disrupts established boundaries of medical
practice, forcing a renegotiation of informed consent, legal responsibility, and patient care.
Rather than manifesting as abstract risks, these challenges trigger distinct professional
dilemmas across specialties. The radiology literature emphasizes that opaque diagnostic
algorithms create acute liability risks when physicians cannot adequately explain AI-
generated imaging anomalies to patients [48,52]. In nursing, the introduction of automated
monitoring systems risks eroding the relational trust and empathetic bedside communi-
cation that define the profession’s core identity [50,95,96]. Surgical and ophthalmological
studies specifically caution against automation bias, warning that practitioners may un-
conditionally defer to algorithmic recommendations and forfeit their independent clinical
judgment [97,98]. Furthermore, in highly sensitive perinatal and reproductive care, algo-
rithmic risk-scoring systems complicate patient autonomy and the thresholds required for
genuine informed consent [54]. Synthesizing these specialty-specific hurdles, cross-cutting
assessments confirm a shared set of unresolved operational challenges: the legal attribution
of medical errors, the lack of standardized institutional readiness, and the persistence of
skewed clinical validation datasets [49,90,99–107].

In general, lessons from health care extend to other high-stakes sectors, underscoring
the importance of strong validation, responsible deployment, and governance frameworks
that ensure equity. A compact synthesis of healthcare-specific themes is provided in Table 5.
A compact synthesis of healthcare-specific themes is provided in Table 5.

Table 5. Healthcare AI ethics: focal issues by specialty/theme.

Theme/Specialty Core Issues Key Refs.

Radiology Accountability for errors; validation; de-
ployment monitoring [48,49,52]

Nursing/Care Relational ethics; professional identity; re-
sponsible reliance [50,95,96]

Hepatology/Diabetology Fairness; autonomy; continuous monitor-
ing risks [51,107]

Surgery/Perinatal Liability; consent; high-severity error toler-
ance [93,98,101]

Cross-cutting Bias; safety; preparedness; ethics integra-
tion [54,90,99,100]

4.1.4. Clinical Specialties

Each medical specialty faces distinct operational hurdles when deploying AI, neces-
sitating bespoke rather than generic governance. In hepatology, diagnostic algorithms
require rigorous subgroup verification to prevent bias from worsening clinical outcomes
in vulnerable liver-disease demographics [51,93]. Meanwhile, diabetology increasingly
relies on continuous patient monitoring applications, triggering concrete ethical concerns
regarding long-term data stewardship and the preservation of patient autonomy over
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sensitive biometric data [107]. Neonatology and perinatal care demand exceptional error
thresholds and specialized family-communication protocols, as algorithmic miscalculations
in incubators or fetal monitoring carry outsized ethical gravity [98]. Similarly, surgical units
must establish explicit liability frameworks that dictate exactly when an AI tool serves
as pre-operative augmentation versus when a surgeon might dangerously over-rely on it
during active procedures [101]. Consequently, governance safeguards must be structurally
tailored to the specialty, rather than broadly imported from neighboring domains.

4.1.5. Nursing and Care Professions

The nursing and allied care professions fundamentally rely on empathy, relational
trust, and patient dignity, elements that automation cannot replicate. Clinical nursing
ethics emphasizes that AI must function strictly as a supportive tool rather than as a
replacement for human moral agency and bedside judgment [95,96]. Because all predictive
models possess inherent epistemic limits, technical explainability alone is insufficient;
instead, nurses must be trained in “error-conscious practice”, utilizing clear, institutionally
supported escalation procedures to override algorithmic recommendations when they
conflict with direct patient observations [50]. Across broader allied health fields, the
ethical redesign of clinical workflows must prioritize the retention of human presence,
ensuring that the division of labor does not silently shift the burden of care entirely onto
machines [106].

4.1.6. Public and Global Health

When AI operates at the population scale, the ethical stakes shift from individual
patient rights to structural equity, distributive justice, and transnational power imbalances.
Epidemiological surveillance systems, for instance, must carefully balance the benefits
of early outbreak detection against the severe risks of mass surveillance, prioritizing
data confidentiality and minimizing the stigmatization of vulnerable communities [88].
Furthermore, global health institutions explicitly warn that the uneven distribution of
computing infrastructure and regulatory capacity between high- and low-income nations
threatens to worsen global health disparities; they advocate for mandatory differential
verification tailored to local contexts and equitable benefit-sharing agreements [89]. At the
operational level, cross-border telemedicine and automated screening programs serve as
key test cases for how ethical procurement policies and situational safety thresholds can be
enforced across drastically different international health systems [7,108,109].

4.2. Education and Research

In educational and research contexts, AI’s rapid uptake is reshaping governance,
academic integrity, and pedagogy.

4.2.1. Governance and Regulation

Educational institutions face intense pressure to draft AI-use policies that directly
reconcile sweeping technological mandates with their localized academic cultures and
grading standards, a challenge especially pronounced in structurally under-resourced
schools [58]. Because schools vary drastically in their digital infrastructure, faculty tech-
nological literacy, and pedagogical traditions, enforcing a rigid, universal governance
template inevitably fails. Consequently, effective institutional responses demand highly
contextualized frameworks, where specific AI-use guidelines, such as syllabus disclaimers
and acceptable-use thresholds for assignments, are meticulously tailored to match the
specific oversight capabilities and pre-existing professional norms of the local faculty.
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4.2.2. Education and Integrity

The rapid influx of generative AI has triggered acute academic integrity crises, with
meta-reviews confirming substantial gaps in how schools operationally embed ethics into
digital literacy programs [11,13]. Focused studies on student misconduct emphasize the
regulatory difficulties of enforcing plagiarism bans and establishing transparent disclosure
requirements when utilizing generative tools for coursework [110–112]. Simultaneously,
integrating AI for positive academic functions (e.g., accelerating literature reviews or coding
assistance) requires explicit safeguards to prevent skill atrophy [113–115]. At the faculty
level, academic publishing and peer-review workflows face severe disruptive threats,
necessitating new verification protocols to catch AI-generated scientific manuscripts and
peer reviews [56,59,116]. Synthesizing these challenges, cultural and systemic analyses
argue that isolated policies must be replaced by comprehensive curricular reform that
cultivates critical AI competence continuously from early K–12 education straight through
to advanced higher-degree research [12,14,57,117–119].

See Table 6 for a compact map of clusters and references.

Table 6. Education and research: integrity, pedagogy and governance.

Cluster Focus Key Refs.

Meta-reviews Field mapping; rigor; collaboration [11,13,14]

Integrity and Misconduct Authorship; plagiarism; disclosure
norms [56,59,110]

Pedagogy/Curricula Embedding ethics; methods; K–12–HE
pipeline [111,117,120,121]

Positive Uses Tools for responsible practice (reviews,
detection) [113–115]

Governance Institutional policy; capacity; culture [12,118,119]

4.2.3. Curricula and Pedagogy

Current analyses of computer science and humanities syllabi reveal severe fragmenta-
tion, demonstrating that universities urgently need to integrate ethics directly into technical
coding exercises rather than isolating them in separate social science modules [13,120,121].
To bridge this gap, educators increasingly rely on case-led pedagogy, using tangible,
theoretical–practical scenarios like algorithmic hiring bias or automated grading failures,
to build robust critical literacies capable of navigating real-world dilemmas [60,115]. Simul-
taneously, highly regulated professional programs, such as midwifery and dentistry, are
being forced to radically redesign their clinical assessments to balance the efficiency of AI
diagnostic tools with strict, profession-specific integrity norms [119,122]. Empirical studies
tracking how students actually use generative tools document intense operational tensions;
while students rapidly gain technical efficiency, educators struggle to chart whether this
immediate productivity translates into long-term ethical competency [104,123–126].

4.2.4. Academic Publishing and Research Integrity

Generative AI disrupts authorship, disclosure and peer-review conventions. Ethics
commentary and editorials call for transparent reporting of tool use, appropriate credit
for roles played and integrity-sustaining boundaries [127–129]. Policy instruments
(user/journal agreements) are gaining recognition as governance levers for disclosure
and allowable aid [56,59]. Field syntheses outline shifting practices in communication
infrastructure and libraries [62], whereas domain-level work points to risk-aware areas like
violence evaluation and qualitative techniques [130,131].
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4.3. Media/Democracy

Media and democratic communication are treated here with the same analytical depth
as other major sectors because they are now high-stakes infrastructures for public reason,
civic trust and collective decision-making. AI-mediated curation, recommendation and
generation affect not only newsroom productivity but also agenda-setting power, visibility
asymmetries and the quality of democratic deliberation [28,61,64,65,132].

4.3.1. Governance and Regulation

Policy studies converge on four regulatory levers: provenance and labeling require-
ments for synthetic content, platform accountability for amplification effects, copyright
and licensing clarity for training/use, and independent supervisory arrangements for
election-sensitive and crisis communication contexts [65,66]. China’s approach illustrates
one trajectory; state-run media leverage consumer-rights protection to popularize AI regu-
lation through a strategy of “controlled care” that reconciles state control with permissive
AI practices [65]. Comparable to healthcare-style safety governance, this sector increasingly
requires pre-deployment risk assessment, incident reporting pathways and role clarity
among publishers, platforms and regulators.

4.3.2. Trust and Transparency

The literature identifies concrete trust-building practices rather than abstract trans-
parency claims; visible AI-use disclosures, byline-level attribution conventions, separation
of human-edited and machine-generated material, documentation of model limits, and
user-facing correction channels [61,62]. In institutional media settings, these practices
function as auditable workflow controls, improving epistemic traceability and helping
audiences evaluate credibility under conditions of synthetic abundance. Qualitative inter-
views with media professionals confirm persistent tensions between efficiency-driven AI
adoption and journalistic norms of verification, with practitioners highlighting data privacy,
algorithmic bias in content selection and the risk of eroding editorial accountability [64].

4.3.3. Bias and Fairness

Evidence on representational harms highlights how ranking systems and generative
pipelines can reproduce social stereotypes, linguistic hierarchies and political skew. Recom-
mended safeguards include dataset audits, subgroup-sensitive evaluation, multilingual
fairness checks, and participatory review involving affected communities and public-
interest stakeholders [63,64]. This parallels fairness governance in education and health by
moving from one-off bias testing to continuous monitoring in production environments.

4.3.4. Justice and Legitimacy

Justice-oriented work links media AI to democratic inclusion, labor dignity and com-
municative rights. Core concerns include concentration of agenda-setting power, opacity
of moderation and recommendation decisions, and unequal burdens on marginalized com-
munities exposed to disinformation or misclassification [21,74]. The emerging consensus is
that legitimacy depends on enforceable redress mechanisms, public-interest oversight and
rights-compatible governance of digital public spheres. Cross-cultural analyses deepen
this conclusion by showing that communicative harm is interpreted differently across
linguistic, religious and postcolonial contexts. Islamic media-ethics discussions emphasize
responsibility for truthful representation and social harm prevention in AI-mediated com-
munication; African and Global South scholarship emphasizes community voice, linguistic
inclusion and resistance to platform-driven epistemic marginalization. Practically, this
implies multilingual provenance standards, locally governed fact-checking partnerships
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and region-sensitive moderation/audit protocols rather than one-size-fits-all platform
rules [22,133].

4.4. Business/Finance

In business and finance, AI ethics intersects with competitive incentives, making
data governance, model risk management and stakeholder trust core strategic concerns.
Studies document gaps between stated principles and operational maturity while link-
ing responsible AI to customer experience, corporate social responsibility (CSR) and
sustainability [16,17,67,68,71,74].

4.4.1. Governance and Regulation

Firm and market evidence supports internal ethics reviews, product life-cycle con-
trols, and compliance-by-design; notably, a quasi-natural experiment using difference-in-
differences analysis of Chinese listed companies (2013–2022) finds that technology ethics
review significantly promotes corporate AI development by alleviating financing con-
straints, reducing inefficient investment and enhancing transparency [72]. More broadly,
policy proposals indicate ethics governance may influence innovation paths and minimize
risk [6,71,73,134]. Procurement requirements and audit/certification emerge as drivers of
diffusion of good practice [17].

4.4.2. Trust and Transparency

Customer-facing trust is affected by specific transparency tactics; benefits from clear
disclosures of AI use, documentation of model limits and complaint/incident channels
are observed. Furthermore, regarding B2B contexts, explainability and service-level ac-
countability drive relationship quality [67,68]. Also, questions of ownership/authorship
and data stewardship in value chains motivate transparent governance of inputs and
outputs [16,135].

4.4.3. Bias and Fairness

Market applications (that is, credit, hiring, pricing) require bias controls, sub-
group performance testing and context-specific fairness targets, alongside governance
for vendor/third-party models [15,63,69,70]. A systematic review of 120 studies on AI in re-
cruitment, for instance, identifies algorithmic bias, lack of explainability in hiring decisions
and candidate perceptions of unfairness as persistent ethical challenges that utilitarian
efficiency gains alone cannot resolve [15]. Sector guidance accordingly stresses aligning
incentives so fairness KPIs matter to business outcomes, coupling technical controls with
organizational accountability [71]. Amazon’s experimental recruiting tool, for instance,
penalized resumes mentioning “women’s” and was ultimately scrapped when gender bias
could not be reliably eliminated [136].

4.4.4. Justice and Legitimacy

CSR-anchored strategies frame responsible AI as a legitimacy asset that links con-
sumer protection with environmental and social goals; recent work proposes a framework
showing how the complementary integration of ethics, CSR and AI can boost marketing
sustainability, benefiting both businesses and society through transparent reporting, real-
time environmental monitoring and predictive analytics [16,68,74]. Sustainability-oriented
cases further illustrate opportunities and the need for safeguards against ethics-washing:
a teaching case on climate-innovation finance, for instance, shows how an open-source
AI tool integrating web scraping and NLP can help investors assess the climate impact of
companies while highlighting the broader corporate and societal issues that arise when
business models are built around ESG data [23,137].
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4.5. Law/Policy

Legal and policy scholarship argues that AI governance can only achieve true ac-
countability and public legitimacy when abstract guidelines are replaced by enforceable,
rights-based legal anchors, adaptive regulatory sandbox frameworks, and codified pro-
fessional ethics standards. Furthermore, comparative analyses of regional legislation
explicitly warn against “ethics-washing”, situations where organizations adopt voluntary,
non-binding ethical pledges to deliberately pre-empt and stall the implementation of strict,
binding legal liabilities [2,4–6,78,138].

4.5.1. Governance and Regulation

Analyses of EU, Chinese and other approaches highlight pathways from principles
to hard law (risk tiers, duties of care, conformity assessment) and the institutionalization
of oversight [2,4,5,78,138]. Comparative work in this area contrasts the EU’s rights-based
approach, which anchors regulation in fundamental-rights impact, with Chinese public-
interest framings that coordinate state centrism with sectoral regulation [4,5]. Ethics reviews
are examined as meso-level instruments that connect research governance to regulatory
compliance, functioning as iterative procedural bridges between soft principles and en-
forceable obligations [139]. Professional ethics reframes confidentiality, competence and
fairness for AI-mediated legal practice and allied professions [140] (focusing primarily on
deepfakes), while sectoral regulation details how biomedical research governance learns to
respond to AI-enabled biotechnology [141].

4.5.2. Trust and Transparency

The trust requirements are expressed in terms of documentation, explainability in
proportion to risk and public justification in administrative and research contexts; hybrid
AI-enabled review is investigated for scaling regular review while preserving human
deliberation [1,75,142,143]. In this framing, transparency is proportionate, high-risk systems
demand richer justification, and lower-risk tools may satisfy lighter disclosure obligations.
Transparency therefore operates as procedural fairness as well as a pre-condition for
meaningful challenge and redress.

4.5.3. Bias and Fairness

Rights-based formulations correlate due process and non-discrimination with techni-
cal controls of proportionality, requesting remedies and redress processes when people and
groups are negatively affected by automated decisions [7,76,77]. A Rawlsian reconstruction
of AI ethics principles, for example, argues that existing guidelines frequently lack suffi-
cient ethical justification and overlook AI’s impact on democracy and public deliberation,
proposing justice-as-fairness criteria that foreground distributional equity and procedural
inclusion [76]. Sector-specific literature (medical imaging, for instance) illustrates how tech-
nical invisibility can compromise legal responsivity, as opaque diagnostic models hinder
clinicians’ ability to contest or explain adverse outcomes [55].

4.5.4. Justice and Legitimacy

Philosophical and intercultural accounts argue that legitimacy requires plural eth-
ical foundations (e.g., Ubuntu) and vigilance against symbolic regulation or political
capture [20,144]. Professional and sectoral ethics (law, judiciary) are reframed for
AI-mediated practice, alongside calls for adaptive, principle- and rights-congruent
regulation [84,140,145]. To move beyond citation-level pluralism, recent comparative
work suggests operational translation rules for regulation: (i) pair universal rights baselines
with context-sensitive public values, (ii) require participatory norm-setting with affected
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communities, and (iii) embed remedy pathways that account for administrative and re-
source asymmetries in low- and middle-income settings. In this framing, Islamic ethics
contributes structured principles of dignity, social welfare and accountability in governance
design, while African and broader Global South traditions foreground relational person-
hood, solidarity and community-centered legitimacy as constraints on purely technocratic
optimization [20–22,146].

4.6. Defense/Security

Defense and security applications of AI present severe operational risks, particularly
concerning the dual-use proliferation of foundational models, the delegation of lethal target-
ing decisions to autonomous systems, and the destabilization of global nuclear deterrence
protocols. Consequently, ethical efforts in this space must move beyond abstract princi-
ples to enforce strict, verifiable oversights across the four meta-dimensions: establishing
binding international treaties (governance), mandating human-in-the-loop audit trails for
weapons systems (trust), mitigating algorithmic misidentification in target surveillance
(bias), and ensuring accountability for collateral violations of international humanitarian
law (justice) [80,82,85].

4.6.1. Governance and Regulation

Scholars identify gaps in procurement, test procedures and accountability for AI-
enabled targeting and surveillance technologies as requiring clear rules of engagement,
decision paths amenable to audit and oversight panels independent of the primes; de-
fense standards production emphasizes safety cases, human-in-the-loop signaling and
lifetime monitoring; at the international level, proposals range from the instigation
of transparency programmed up through arms-control style protocols on autonomous
weapons [79,82,83,85].

4.6.2. Trust and Transparency

Operating secrecy and adversary contexts complicate explainability as well as external
auditing, encouraging the likelihood of automation bias as well as over-dependence on
black box mechanisms. The human–AI teaming literature recommends calibrated trust,
robust verification and validation (V&V), red-teaming, as well as incident reporting for
tackling uncertainty when time-constrained [81,147,148].

4.6.3. Bias and Fairness

Data for data training on surveillance, identification and threat-assessment may itself
carry social and geopolitical biases differentially impacting civilians as well as minority
groups. Risk reduction includes data governance, monitoring of performance on the sub-
group level, as well as context-adept measures of fairness for the high-stakes operational
level [63,82]. Given that defense datasets often reflect historically uneven collection prac-
tices and adversary-focused labeling, continuous bias auditing and independent review are
essential to prevent discriminatory targeting and to maintain compliance with international
humanitarian standards.

4.6.4. Justice and Legitimacy

Debates draw on just war theory to assess discrimination, proportionality and mean-
ingful human control, noting persistent accountability gaps when lethal decisions are
mediated by algorithms. India’s defense discourse, for instance, integrates AI-embedded
weapons within a traditional dharmayuddha (just war) framework, asserting that self-
consciousness (Atman) must not be subordinated to machines yantras, thereby insisting
on meaningful human command as a non-negotiable ethical constraint [80]. Without cred-
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ible oversight and avenues for redress, AI use in security contexts threatens democratic
legitimacy and may accelerate arms races [82,83,85].

4.7. Social/Public Sector

Government and social-service deployments are now central test cases for responsible
AI because they directly mediate access to rights, welfare and public goods. Across public
administration, social work and civic services, the literature increasingly treats this domain
as comparable in risk intensity to healthcare and therefore in need of similarly rigorous
governance design [79,86,92,139].

4.7.1. Governance and Regulation

Public-sector studies emphasize procurement-based controls, mandatory impact as-
sessments, human-in-command safeguards for eligibility and sanction decisions, and clear
administrative-law accountability for automated decision support [86,139]. Recurrent rec-
ommendations include registry-based transparency for high-risk systems, independent
auditing mandates, and ex post review powers for ombud institutions and courts. Public-
sector leaders need to develop a robust understanding of AI capabilities and limitations,
establish ethical frameworks aligned with administrative-law accountability, and involve
diverse stakeholders in every phase of AI deployment.

4.7.2. Trust and Transparency

Trust in state AI is shown to depend on procedural visibility, plain-language explana-
tions for affected persons, disclosure of decision logic and data sources, appealability, and
publication of performance limitations across population groups. Importantly, transparency
is framed as actionable administrative due process, not merely technical explainability.

4.7.3. Bias and Fairness

The social/public corpus documents risks of allocative and representational harm
in welfare targeting, risk scoring and triage workflows. Proposed controls include bias
testing at the policy-design stage, local context validation, periodic fairness recalibration,
and participatory governance with frontline professionals and community representatives.
These findings align the sector with broader calls for lifecycle fairness governance.

4.7.4. Justice and Legitimacy

Justice-based paradigms, including public-value models, Ubuntu-informed ethics
and rights-based social-work frameworks, prioritize dignity, non-discrimination, remedy
and collective oversight [20,92,149]. The sectoral conclusion is that legitimacy cannot be
secured by efficiency claims alone; it requires enforceable redress, democratic accountability
and sustained institutional capacity for oversight. Importantly, Global South governance
studies stress that fairness and accountability mechanisms fail when they are imported
without institutional adaptation. Recurrent recommendations include community review
boards for welfare-risk models, culturally grounded harm taxonomies, and procedural
accommodations (language access, low-cost appeal channels, and offline contestation)
for populations with limited digital access. From this perspective, plural ethics is not
decorative; it is a design requirement for administratively feasible and socially legitimate
public-sector AI [88,89,92,146].

4.8. Other Domains: Religion, Psychology, Environment and the Arts

Ethical reasoning in additional domains encompasses work on ethics in Islam, psycho-
logical authorship, environmental resilience and creative authorship.
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4.8.1. Religious and Cultural Ethics

Islamic perspectives on AI-mediated work ethics emphasize that labor must remain
a source of inherent good, ensure religiously permitted practices, and maintain equitable
relations with stakeholders to preserve dignity and justice [21]. Catholic social teaching
and Ubuntu-informed frameworks contribute complementary principles of solidarity, rela-
tional personhood and community-centered governance that constrain purely technocratic
optimization [20,22].

4.8.2. Psychological and Creative Dimensions

Psychological science on creativity monitors authorship, the human–machine frontier
and questions of genuineness as generative models blur the boundary between human and
machine-produced artifacts. In the production of culture and the arts, authorship, creativity
and value are being reconsidered in light of generative AI, raising unresolved questions
about ownership, originality and the economic displacement of creative workers [66,135].

4.8.3. Environmental Governance

Environmental governance relates AI to extractive versus resilience pathways. “Ele-
mental ethics” reframes water not merely as a resource consumed by data centers but also
as a site of resistance within the AI value chain, foregrounding social and ecological costs
that conventional efficiency metrics ignore [23,24]. The sustainability literature positions AI
in the context of socio-ecological transitions, arguing that it may solidify extractive patterns
or enable resilience depending on governance interventions [150].

4.9. Concluding Remarks on Cross-Sectoral Findings

Sectoral studies expose the limits of one-size-fits-all frameworks and supply feedback
to higher-level governance. They underscore the need for polycentric, context-sensitive
approaches that still coordinate across scales, tying artifact-level practice to organizational
routines and enforceable oversight.

5. Frameworks, Governance and Standards
This section traces the evolution of AI governance, starting from early normative

frameworks and voluntary principles and advancing to more structured, procedural, and
legally anchored mechanisms across organizational, national, and transnational contexts.

5.1. Principles and Guidelines

First-wave governance was shaped by proliferating high-level principles, transparency,
accountability, non-maleficence, human oversight and justice, laid out in policy briefing
papers and company charters. Comparative mappings made the common core between
guidelines clearer as well as their normative assumptions, while also recording redun-
dancy and vagueness [1,2]. Analyses of company-law and governance indicated how the
EU’s Trustworthy AI principles percolated down into board-level duties and disclosure
requirements but translated variably into enforcible duties [3]. Comparatives between
regions showed different emphases (e.g., foundational rights versus collective well-being),
as well as governance style [4,5]. Surveys of machine-learning professionals indicated wide
endorsement of headline values but also included doubts about metricization as well as
practicality under real-world restrictions [151,152]. Taken as whole, the record demonstrates
both the value of common language as well as the weaknesses of principle-first governance:
overlapping recommendations, feeble connections to standards and procurement, and
tenuous paths towards accountability [75,153].
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5.2. From Principles to Practice: Audits, Reviews and Standards

A second wave shifts from rhetoric to routinization through audits, review processes
and standard-like practices. Studies trace the emergence of AI ethics auditing as a pro-
fessionalized activity (scope definition, evidence requirements, independence, and public
reporting) and caution against checklist formalism [18]. Organizational ethnographies and
case studies show which ethical tasks can be proceduralized, which resist codification,
and where “ethics-washing” risks arise [19,154]. Industrial surveys chart uneven maturity
across sectors, with gaps in documentation, post-deployment monitoring and incident
handling [17]. In research governance, hybrid AI-supported ethics review is explored as a
way to scale deliberation while preserving human judgment [143]; EU program evaluations
show how ethics review operates as an iterative compliance instrument in data-intensive
science [139]. Adjacent domains (publication ethics, integrity policies, and user-agreement
governance) illustrate how standard-like rules enter scholarly pipelines [56,59,127,129].
The lesson across these strands is that operational tools help bridge values to verification
but require clarity of remit, independence, and continuous improvement to avoid purely
symbolic performance [153].

5.3. Organizational and National Governance

Organizationally, ethics governance becomes more linked with product planning and
risk management, but practice is patchy. Technology–ethics governance is quasi-naturally
experimentally linked to observable changes in firm-level AI activity, so ethics influences
innovation trajectories and does not just symbolize virtue [72]. Field studies record gaps be-
tween policy and the pipeline, notably, gaps for missing role definition, procurement levers,
and post-market surveillance [17,19]; “ethics by design” field studies investigate design
principle perceptions by the public and their priority [77]. In small organizations, maturity
and resourcing limitations come into sharp relief [70]. At the national and regional levels,
paths diverge: Chinese digital-governance work follows survey- and social-media-based
data on norms and enforcement [65,133,155]; landscape mappings worldwide indicate
stratification of strategies but persistent fragmentation [6]; and syntheses on comparative
grounds discuss ethical bases underlying mixes of policies [142]. Regulatory documents
feature the listing of libraries, universities and state entities unequally so sector-specific
questions about implementation and capacity apply [86].

5.4. Law, Rights and Regulatory Trajectories

Scholarship on the connection between ethics and enforceable norms and liability lies
at the heart of human-rights framings, providing staunch anchors for transparency, non-
discrimination and remedy [78]. The Chinese-style integration of ethics details coordination
between state centrism and sectoral regulation [4]. Ethics–law interfacial work follows
the journey of soft principles into hard requirements through sector rules, procurement,
and conformity assessments [2,138]. Comparative works contrast rights-based European
models with Chinese public-interest framings and uncover governance-style differences for
the purpose of oversight design [5]. Challenges for “ethics-based regulation” point toward
regulatory gifting, a concept illustrated by the Russian AI governance case, where the
government deliberately allowed industry actors to shape AI regulation design, producing
an unenforceable ethics-based self-regulation regime that shielded the domestic IT sector
from binding oversight while risking ethics-washing [144]. Intercultural works (e.g., UN-
ESCO’s ethics under Ubuntu) reveal how values rooted in culture legitimize and localize
governance [20]. Doctrinal developments on the horizon (e.g., copyright as it relates to
generative AI) reveal how targeted regimes for the law negotiate between innovation and
accountability [66].
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5.5. Gaps and Critiques of “Ethics-Only” Governance

In these streams, criticisms coalesce on four shortcomings. Firstly, non-enforceability:
without enforceable obligation and liability, principles might justify development uncon-
strained [138,146]. Secondly, proceduralism without justice: principles and checklists might
authorize ease of measurement over distributive and structural justice [76,156]. Thirdly,
implementation gaps: evidence based on cases reveals weak interconnection between
ethics discourse and organizational practice, in particular after deployment [17,157]. Lastly,
political capture: in certain contexts, ethics language may conceal discretionary power or
blunt scrutiny [144,153]. In order to counterbalance these criticisms, the trend turns toward
systemic, multi-level and pluralistic approaches interlinking ethics with standards, audits,
liability and culturally grounded governance.

5.6. Emerging and Systemic Approaches

Systemic approaches reconceive AI ethics as interlocking sets of culture, ecology, power
and law. Rather than ethics as an additional constraint or checklist, they draw attention to
multi-level coordination, institutional coupling, robustness toward breakdowns, and varied
bases of legitimacy. They also expand the frame beyond artifact-level fixes to governance
architectures evolving with practice and context.

5.7. Multi-Level and Ecosystem Governance

Ecosystem viewpoints contend that ethical oversight must work consistently at all the
micro/meso/macro layers: design/deployment practice (micro), organizational process
and procurement (meso), and sectoral/national regulation (macro) [26,158]. At the micro
level, “ethics by design” work explores the principles practitioners actually value and
how preferences map onto requirements and trade-offs [77]. At the meso level, industrial-
maturity studies identify gaps in documentations, post-deployment monitoring, and inci-
dent management as evidencing the necessity for clear roles and auditability [17]. Organi-
zational analyses also identify which ethical activities are codable and resist codification as
a fault line where ethics-washing may cause harm [19]. At the macro level, policy mapping
reveals grouped but disjointed national strategies [6], while Chinese digital governance
studies track co-evolution of norms and enforcement through surveys and social-media
data [65,133,155]. Sector-facing public agencies (for example, libraries and universities)
occur sporadically in the regulatory documents, causing capacity and implementational
challenges [70,86]. In combination, the evidence stimulates polycentric, tightly linked
governance unifying design practice routine, organizational routines and enforcing rules.

5.8. Socio-Technical and STS/Philosophical Perspectives

Science and technology studies (STSs) and philosophy redescribe pivotal categories,
trust, error, and agency and challenge what it takes to commission machines for ethical
reasoning. Rather than identifying ethics with explainability, scholars advocate for living
within “strange error” and designing for responsible reliance in the midst of uncertainty [25].
Work on cognitive architectures argues that because future AI will encounter unforeseen
ethical dilemmas beyond hard-coded scenarios, understanding the machine equivalents of
human motivations and values is essential for transparency, explainability and account-
ability in moral reasoning [159]. Ethics of communication illuminates how AI reconditions
dialogue, authorship and responsibility in mediated publics [28]. Deeper currents trace
the trajectory from posthumanism toward an ethics aware of hybrid agency, questioning
whether posthuman “cyborg” entities should be considered moral agents on par with
biological humans and what this implies for the design of artificial moral agents [27], and
project responsibility beyond generations [160]. Neuroethics contributes complementary
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lenses for governance and norm-setting at the brain–machine–body boundary [161,162].
Together the lines of sight issue an injunction for socio-technical design receptive to opacity
and fallibility but alert to situated judgement and distributed responsibility. These multi-
level and ecosystem governance linkages are summarized in Figure 3. These multi-level
and ecosystem governance linkages are summarized in Figure 3.

Figure 3. Multi-level and ecosystem governance.

The complementary socio-technical and STS/philosophical linkage map is shown in
Figure 4.

Figure 4. Essential socio-technical and science and technology studies (STS)/philosophical perspec-
tives. Colors distinguish conceptual components, and arrows indicate directional relationships and
feedback links.

5.9. Environmental and Planetary Ethics

System thinking expands beyond anthropocentric lenses to planetary scopes. Envi-
ronmental ethics emphasizes the material footprints of AI, energy, water and extractive
infrastructure, and views lifecycle responsibility as a governance imperative. In particu-
lar, “elemental ethics” reframes water not merely as a resource consumed by data centers
but also as a site of resistance within the AI value chain, foregrounding the social and
ecological costs that conventional efficiency metrics ignore [23,24]. The sustainability lit-
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erature positions AI in the context of socio-ecological transitions, contending that it may
solidify extractive patterns or enable resiliency based on governance interventions [150].
Business strategy and finance work also link the purposes of the transition for climates, in-
centives and the ethics of AI-enabled transformations [16,137]. Emerging practice pairs the
technical standards (energy/water transparencies) with institutional levers (procurement,
disclosure, liability).

5.10. Epistemic Limits, Ambiguity and Commons

Uncertainty and ambiguity are inherent in complex learning systems; governance
should aim for responsible reliance, not illusory certainty, training users to safely interact
with flawed models rather than expecting absolute algorithmic perfection [25,50]. Work
on ethics and trust in human–AI teaming demonstrates the role of organizational context
and clear norms in shaping decisions about reliance, showing that strong institutional
backing is required so operators know exactly when they are permitted to override an
algorithm [147], just as studies on trust vs. trustworthiness untangle high-level ethical
principles from the messy, everyday trust dynamics of how frontline workers actually
delegate tasks to AI tools [148]. In high-stakes medical contexts, clinical work contends
that traditional, static evidence standards and oversight must respond to probabilistic,
unfolding systems, abandoning one-off certifications in favor of real-time auditing for tools
that continuously learn and change behavior [10]. Rather than treating uncertainty as
a technical defect, philosophical and policy work remunerates ambiguity as productive
space for active human deliberation and cautions against premature closure, arguing that
algorithmic friction prevents operators from rubber-stamping automated decisions [163].
Questions of authorship, ownership and disclosure suggest commons-oriented architec-
tures for knowledge and responsibility in generative AI, proposing collective licensing
models where both the financial value of outputs and the legal liability for synthesized
data are shared [127,135]. Fellow legal debates on the copyright and generative systems
illuminate how localized regional regimes mediate between massive tech innovation and
basic protections for creative labor, as distinct judicial systems determine whether scraping
artists’ work constitutes fair use [66]. Collectively, the submissions make the case for
governance acknowledging unavoidable epistemic bounds, institutionalizing operational
disclosure and transparency, and sharing legal and moral responsibility evenly along the
entire AI value chain. An intercultural and plural ethics synthesis is presented in Figure 5.
An intercultural and plural ethics synthesis is presented in Figure 5.

Figure 5. Intercultural and plural ethics. Colors denote major ethical traditions and stakeholder
perspectives, while arrows indicate influence pathways and reciprocal interactions.
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5.11. Concluding Remarks on Emerging Frameworks

Throughout these strands, the common thread is the transition from checklist com-
pliance to coordinated architectures: multi-level design-organizational routine-regulatory
coupling; socio-technical humility toward error and obscurity; inter-cultural legitimacy;
and ecological stewardship. Systemic approaches consequently bring together law, ethics,
ecology and culture to achieve resilience and justice as an end game rather than formal
alignment. Below, we go from systemic frameworks to sectoral applications and consider
how the frameworks translate into sectoral practice, that is, healthcare, education, media,
business, law, defense and public services, providing mutual feedback between principles
and everyday life and where systemic aspirations succeed or run dry in context.

6. Challenges and Gaps
The preceding synthesis reveals both convergence on core governance needs and

persistent structural weaknesses. Despite notable progress, structural gaps persist across
normative, technical and institutional layers. The following issues recur across sectors
and jurisdictions.

6.1. Regulatory Fragmentation

Divergent regional models (EU rights-based; Chinese state-centric; and Russian
ethics-based symbolism) and uneven national strategies yield inconsistent protections
and forum shopping [2,4–6,78,144]. Comparative policy work and ethical foundations
analyses underscore coordination and capacity gaps, especially outside high-resource
settings [133,142,146].

6.2. Concentration of Harms

Without explicit justice goals, harms cluster among marginalized groups. Rawlsian
critiques note that “principles-first” regimes sideline distributive questions [76]. Global
and public-health studies document inequities in data, compute and validation pipelines
and warn of stigma and rights risks in surveillance [88,89]. Domain evidence highlights
subgroup performance gaps in screening and specialty care [51,108,164].

6.3. Opacity in High-Stakes Deployments

Explainability requirements cannot dissolve epistemic limits of complex models. Clin-
ical imaging ethics stress documentation, consent and post-deployment monitoring to
sustain accountability [48,49,103]. Frontline guidance reframes explainability toward re-
sponsible reliance and escalation protocols [50]. In defense, attribution and human-control
gaps remain unresolved [83].

6.4. Limited Capacity-Building

Ethics education and professional training are fragmented across levels and disciplines.
Scoping and systematic reviews call for integrated curricula, shared learning outcomes
and assessment methods from K–12 to professional programs [13,111,120,121]. Meta-
reviews and cross-sector initiatives point to uneven institutional readiness and the need for
interdisciplinary training [11,12,91,117].

6.5. Need for Adaptive Oversight

Governance must be iterative, auditable and responsive to drift. Auditing is emerging,
but maturity is uneven and susceptible to box-ticking [17,18]. Studies of the performa-
tivity and skew of ethics processes warn against symbolic compliance [153,154]. Hybrid
AI-supported review and EU ethics procedures illustrate procedural bridges but require
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continual refinement [139,143]. Clinical governance likewise emphasizes continuous vali-
dation and monitoring [10].

6.6. Measurement Myopia in Standards

Operational metrics can narrow ethics to what is measurable, neglecting context and
justice. Corporate governance perspectives and researcher surveys reveal gaps between
favored technical criteria and broader societal aims, highlighting risks of proxy optimization
and a disconnect between researchers and deployment practices. For instance, surveys of
machine learning researchers demonstrate strong support for prioritizing safety research
and implementing pre-publication harm reviews, a broader societal aim often neglected by
narrow technical metrics [1,3,151,152].

6.7. Environmental Externalities

AI’s material footprint, in terms of energy, e-waste, and water, remains weakly gov-
erned, despite growing evidence that training and operating large-scale models imposes
significant environmental costs that current regulatory frameworks largely ignore. Environ-
mental ethics and “elemental ethics” call for lifecycle accounting, resource transparency and
alignment with sustainability transitions [23,24,150]. Proposed safeguards include green
benchmarks for model training, mandatory water and energy disclosure in procurement
specifications, and lifecycle environmental impact assessments integrated into audit and
certification processes.

6.8. Integrity and Authorship in Research Communication

Generative AI destabilizes disclosure, authorship and peer review. Editorial guidance
and policy work advocate clear reporting, role-appropriate credit and enforceable user-
agreement constraints across the publication pipeline [56,59,116,127–129]. Library and
communication studies map culture-wide shifts that existing integrity regimes struggle
to absorb, noting the paradox that ensuring ethical AI use through human oversight
often requires researchers to manually perform the very tasks they sought to outsource to
AI [62,165].

6.9. Principles-to-Practice Gap (Ethics-Washing Risk)

Comparative mappings of guidelines and case studies show loose coupling between
high-level values and enforceable mechanisms, enabling symbolic compliance whereby
organizations adopt ethical language without materially changing development or de-
ployment practices [1,2,156,157]. The risk is compounded by overlapping and vaguely
worded guidelines that provide discretionary space rather than binding constraints. Empir-
ical critiques accordingly urge binding standards, clear accountability lines, and justice-
oriented objectives to avoid legitimizing technology without meaningful oversight or
redress [76,146].

6.10. From Gaps to Safeguards

Addressing the vulnerabilities identified across different sectors requires translating
abstract ethical principles into binding, operational safeguards. Table 7 synthesizes how
recurring systemic risks are increasingly being mitigated through highly specific, domain-
adapted interventions. For instance, while high-stakes opacity is countered through robust
model documentation and continuous post-deployment monitoring [48,49], algorithmic
bias necessitates rigorous pre-deployment dataset audits and equity-focused key perfor-
mance indicators (KPIs) [51,76]. Similarly, broader structural challenges like regulatory
fragmentation and environmental externalities demand institutional coordination, such as
cross-border memorandums, rights-based harmonization, and mandatory resource trans-
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parency [23,78]. Ultimately, these interconnected tools demonstrate a maturation in the
field, moving beyond merely documenting ethical failures toward establishing concrete,
auditable processes (e.g., independent certification, proactive disclosure norms, and human-
in-the-loop mandates) that effectively constrain deployment and distribute accountability
throughout the AI supply chain.

Table 7. Recurring risks and actionable safeguards across domains.

Risk Safeguards/Tools Illustrative Refs.

Opacity in high-stakes AI Model cards, documentation, post-deployment moni-
toring, incident reporting [48–50]

Algorithmic bias Dataset audits, subgroup performance checks, fair-
ness KPIs, equity governance [51,76]

Ethics-washing Independent audits, certification, public reporting,
separated oversight [17–19]

Regulatory fragmentation Standards harmonization, cross-border MoUs, rights-
based anchors [6,78]

Accountability gaps (defense) Human-in-the-loop mandates, ROE updates, attribu-
tion logs, review boards [82,83]

Integrity erosion (education/publishing) Disclosure norms, authorship policies, tool-specific
user agreements [56,59,110,116]

Global health inequities Equity impact assessments, community governance,
differential validation [88,89]

Environmental externalities Green benchmarks, water/energy transparency, life-
cycle assessments [23,24,150]

A complementary operational view of implementation instruments is presented in
Table 8.

Table 8. Operational toolchain for ethical AI: audits, standards and compliance.

Instrument Purpose Strengths Limitations/Caveats

Ethics Audits Assess alignment with
policies/principles

External validation;
repeatability

Checklist risk; needs
independence [18,19]

Standards/Benchmarks Measurable criteria for
trust/fairness/safety

Interoperability;
comparability

Metric myopia; context loss
[1,3]

Ethics Review (hybrid) Human + AI support for
review workflows Scale + deliberation Tool bias; reviewer

expertise [143]

Compliance/Enforcement Binding guardrails,
liability Legitimacy; deterrence Jurisdictional divergence

[4,5,78]

7. Security, Compliance and Ethical Use
This section turns from values to verification. Audits, standards and enforcement that

make responsibility practicable and binding across lifecycles and institutions.

7.1. AI Audits, Assessments and Certification

Audits translate values into verifiable processes through the entirety of pre-deployment
impact assessment, dataset/model evaluation and post-deployment monitoring. Emerging
AI ethics auditing professionalizes functions, checklists and reporting lines, but its suc-
cess relies on independence, transparent disclosure for the public and concordance with
decision rights [18]. Organizational studies show patchy maturity and the risk of audits
morphing into box-ticking except when associated with product gates, incident reporting
and escalation procedures [17,19]. Empirical work on the performativity and bias of ethics
processes cautions audits to legitimize rather than curb, except when governance separates
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assurance and delivery and imposes corrective actions [153,154]. At the research fron-
tier, EU ethics reviews act as procedural bridges when buttressed by documentation and
continuing oversight [139], whereas hybrid AI-augmented review may scale consistency
when buttressed by human deliberation and conflict-of-interest controls [143]. High-stakes
areas identify tangible auditables: imaging requires trackable use of data, monitoring of
deployment and responsibility for updates on models [48,49,103], and clinical governance
values continuous validation beyond clearance in principle [10]. In scholarly communica-
tion, disclosure checks and policy enforcement (author statements, tool logging) provide
field-specific certification of integrity [56,59,127,129].

7.2. Standards, Benchmarks and Technical Safeguards

Standards make ethics measurable through quantifiable criteria (safety, robustness,
fairness, human oversight) and procurement-conformant controls [3]. Comparatory map-
pings and surveys of researchers plot convergence on the kernel requirements but exhibit
gaps between preferred technical measures and wider social objectives [1,151,152]. To pre-
vent “measurement myopia”, technical standards must go hand-in-hand with deliberative
examination, context-dependent thresholds and record regimes (model/data cards, deci-
sion logs) [48,49]. Commentaries on sectoral and policymaking show that standards must
also internalize environmental externalities (energy, e-waste, water), embedding lifecycle
accounting and disclosure in conformance tests [23,24,150]. Practice-focused advice on
standards and policy alignment for regulated economies emphasizes the requirement for
cross-domain as well as cross-jurisdictional harmonization.

7.3. Compliance, Liability and Enforcement

Hard-law mechanisms allow for enforceable lines where ethics alone falls short. Rights-
style approaches tie AI to human rights responsibilities, due process and
proportionality [78]; China’s state-led model embeds ethics within techno-industrial pol-
icymaking and platform regulation [4,65]; and comparative studies bring to the surface
differences in legal culture and style of enforcement [5]. Ethics-based regulation without
binding duties runs the risk of “regulatory gifting”, facilitating discretionary power and
symbolic compliance [144]. Sectoral regimes exemplify the range of levers: professional
standards and liability in medicine and radiology [49,52], rulemaking for adaptation in
biomedical innovation within funding agencies [141]; and suggestions proposing the in-
tercoupling of legal, ethical and procedural protections in high-speed domains [145]. In
security and policing, accountability involves human-control mandate audits, attribution
logging and updates on rules of engagement [79,83]. In all contexts, compliance assumes
legitimacy when accompanied by transparent process, accessible redress and sustained
institutional commitment.

7.4. Concluding Remarks

The shift to governance coordinates principles with verification and enforcement.
Effective architectures interleave independent audits, standards sensitive to context (with
environmental criteria), and binding compliance plus clear liability and redress. It must also
be robust against performative ethics, applicable for diverse legal cultures and adaptable
for distributional harms and model drift—especially where the risk falls disproportionately
on vulnerable groups [10,18,23,154].

8. Operational Governance Framework
To make the paper’s practical contribution explicit, we consolidate the preceding

evidence into an operational governance framework that organizations may adapt to
their sectoral context. The framework is derived from evidence synthesis rather than
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empirical pilot testing; it should therefore be treated as a structured starting point for
implementation rather than a validated protocol. The framework translates the four meta-
dimensions, trust/transparency, bias/fairness, governance/regulation, and justice, into
lifecycle controls, decision rights, and verifiable outputs (see Table 9).

Table 9. Operational governance framework: lifecycle stages, controls, and accountable outputs.

Stage Core Controls Minimum Outputs Primary Accountability

Problem Framing &
Use-Case Scoping

Rights-impact scoping;
stakeholder mapping;
context-sensitive harm
taxonomy; stop/go criteria
for high-risk use

Problem statement; risk
register; affected-group
map; justification memo

Product owner +
ethics/legal lead

Data & Model
Development

Data provenance checks;
subgroup performance
testing; fairness thresholds;
documentation-by-design;
energy/resource logging

Data/model cards; bias
test report; validation
protocol; sustainability log

ML lead + domain expert +
assurance function

Pre-Deployment Review

Independent ethics/risk
review; compliance checks;
human-oversight design;
contestability and appeal
design; incident playbooks

Review decision;
mitigation plan; escalation
matrix; user-facing
disclosures

Independent review board
+ compliance officer

Deployment & Operations

Monitoring for drift, harms
and disparities; incident
reporting; transparency
updates; periodic
revalidation; retraining
triggers

Monitoring dashboard;
incident ledger; update
notices; periodic assurance
report

Operations owner +
risk/compliance

Post-Deployment
Governance

External audit;
accountability hearings;
remedy/redress handling;
model retirement or
redesign decisions

Audit report;
corrective-action log;
redress outcomes;
decommission record

Executive governance
committee +
regulator/public authority

8.1. Framework Logic

The framework is organized in three coupled layers that must be implemented together:

1. Normative layer: rights, plural ethics, and sectoral obligations define non-negotiable
constraints and legitimacy conditions (including intercultural and Global South con-
textual requirements) [20,21,78,146].

2. Assurance layer: measurable controls, audits, documentation, and incident pathways
operationalize ethics in routine practice [17,18,139].

3. Enforcement layer: liability, regulatory supervision, procurement requirements, and
redress mechanisms create binding accountability [4,5,144].

8.2. Decision Rights and Escalation

To avoid symbolic governance, the framework requires explicit decision rights at
each stage, determining who can approve deployment, trigger rollback, notify affected
users, and own remediation; and mandates that in high-stakes domains, deployment
authority and assurance authority must be institutionally separated to reduce conflicts of
interest [19,153,154]. To operationalize this, a practical minimum is a two-channel escalation
model that directly connects technical escalation for safety or performance failures with
rights-based escalation for fairness, due-process, and dignity-related harms.
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8.3. Cross-Sector and Cross-Cultural Adaptation Rules

The framework is intentionally modular, the same backbone applies across health, edu-
cation, media, business, law, security, and public services, while thresholds and safeguards
are calibrated by risk and context. Cross-cultural adaptation is treated as a design constraint,
not an afterthought. Multilingual transparency, participatory review with affected commu-
nities, and accessible redress pathways (including low-resource and offline channels) are
required for legitimate deployment in diverse institutional settings [22,89,92,133].

8.4. What This Framework Contributes

This framework consolidates material that was previously distributed across sections
into a coherent contribution; it links principles to operational controls, links controls to
accountable outputs, and links outputs to enforceable governance. In this way, it provides
an implementable template for organizations seeking to move from ethics declarations to
auditable, adaptive, and context-sensitive AI governance.

8.5. Limitations

Several limitations of this review should be acknowledged. First, the primary search
was restricted to Scopus; despite backward/forward citation chasing, relevant work in-
dexed only in other databases may have been missed. Second, the corpus was limited
to English-language publications, which may underrepresent perspectives from non-
Anglophone scholarly traditions, particularly those from the Global South. Third, although
inter-rater reliability was substantial (κ ≥ 0.78), thematic coding of a broad and heteroge-
neous literature inevitably involves interpretive judgment, and some boundary cases may
have been classified differently by other reviewers. Fourth, the temporal scope (2019–2025)
excludes earlier foundational work from systematic analysis; while key pre-2019 publica-
tions are referenced for conceptual anchoring, evolving debates that predate the window
are not comprehensively traced. Finally, the operational governance framework proposed
in Section 8 is synthesized from the reviewed evidence rather than empirically validated
through organizational pilots, and its practical utility remains to be tested.

9. Conclusions
This review shows a clear maturation pattern in AI ethics between 2019 and 2025.

The field has moved from principle articulation to institutionalization pressures. Across
sectors, the same structural lesson recurs: ethics has practical force only when coupled with
lifecycle governance, auditable controls, and enforceable accountability. In that sense, the
central analytical finding is not simply that domains differ but that they differ within a
shared governance logic: high-stakes deployments require explicit trade-off management
among transparency, fairness, operational feasibility, and rights protection.

A second synthesis insight concerns the limits of technicalism. Benchmarking, explain-
ability, and fairness metrics are necessary, but insufficient on their own; they do not resolve
distributive harms, legitimacy deficits, or responsibility gaps under institutional complex-
ity. The evidence therefore supports a layered model in which normative commitments,
operational assurance, and legal enforcement are co-dependent rather than sequential
alternatives. Sectoral variation changes thresholds and instruments, not the need for all
three layers.

A third contribution is the practical implication of plural ethics. Intercultural perspec-
tives (including Islamic, African, and broader Global South traditions) are most useful
when translated into governance design choices, participatory oversight, context-sensitive
harm definitions, multilingual transparency, and accessible redress, rather than treated as

https://doi.org/10.3390/informatics13040051

https://doi.org/10.3390/informatics13040051


Informatics 2026, 13, 51 27 of 33

abstract normative add-ons. This strengthens both legitimacy and implementation quality,
especially in uneven-capacity settings.

What remains unresolved is substantial. First, regulatory fragmentation continues to
generate uneven protections and forum-shopping incentives across jurisdictions. Second,
post-deployment governance is still weaker than pre-deployment review in many organiza-
tions, leaving monitoring, incident response, and remedy under-specified. Third, evidence
on long-term social outcomes remains limited: many studies document procedures and
intentions, but fewer evaluate whether harms are actually reduced over time. Fourth,
emergent AI trajectories (generative systems at scale, multimodal autonomy, neuro-AI
interfaces) intensify unresolved questions around authorship, liability, cognitive autonomy,
and environmental externalities.

The resulting agenda is therefore diagnostic and constructive: shift evaluation from
policy existence to governance performance; embed continuous, rights-sensitive monitoring
across the full lifecycle; and align technical conformance with justice, sustainability, and
institutional accountability. Progress will depend less on adding new ethical principles and
more on building durable socio-technical institutions capable of learning, correcting, and
enforcing under real-world constraints.
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