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Abstract

Modern deepfakes leave forensic traces across audio, visual, and cross-modal channels,
yet contemporary detectors are monolithic transformer-based architectures whose post
hoc explanations struggle to isolate modality-specific artefacts. We propose a multi-agent
system in which five specialised detection agents each target distinct forensic features:
facial biometrics and image quality, ECAPA-TDNN speaker embeddings, cross-modal
lip-sync, XceptionNet spatial analysis, and FreqNet frequency-domain analysis. Each
agent is a self-contained detector with its own perception, decision and explanation. An
adaptive orchestrator invokes supplementary agents when first-wave agents disagree;
this escalation does not significantly improve in-distribution accuracy but adds forensic
evidence, and its rate rises under domain shift. Each agent produces its own modality-
appropriate explanation, and a report-generation agent synthesises these into a natural-
language forensic summary. On the PolyGlotFake test set, a within-source measurement,
the system reaches 99.91% accuracy at T = 0.35, set on the validation partition, with an
AUC-ROC of 1.000. On the public MAVOS-DD benchmark the system detects forged
speech, including unseen voice-conversion methods (AUC-ROC 0.79), while per-agent
scores locate the gap in video-only forgeries (0.44); there, escalation significantly reduces
errors, and one additional agent raises the overall AUC-ROC from 0.58 to 0.74, showing
the framework’s ability to ameliorate system weaknesses to unseen forgeries with addi-
tional agents.

Keywords: deepfake detection; multi-agent systems; explainable AL; multi-modal
detection; adaptive orchestration; media forensics

1. Introduction

Deepfakes are synthetic audio-visual media generated using Al models, including
Generative Adversarial Networks (GANSs), diffusion models, and Variational Autoencod-
ers [1]. These technologies enable the fabrication of hyper-realistic forgeries of humans,
often without their prior consent [2]. As these models have become more powerful and
accessible, human observers are no longer reliably able to discern between real and gen-
erated content [3], and the impacts of deepfakes are no longer speculative. In 2024, the
engineering firm Arup was subject to a deepfake-based social engineering attack that
caused a £20 million loss [4], and Deloitte’s Center for Financial Services estimates that
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deepfake-related incidents could enable financial fraud losses of up to US$40 billion in the
United States by 2027 [5]. The number of Al-generated videos online increased by 550%
between 2019 and 2023 [6], and the applications now span financial fraud, political disin-
formation, and non-consensual intimate imagery [1]. Robust, trustworthy, and interpret-
able deepfake detection is therefore a matter of immediate societal importance [7].

Historical deepfake detection systems were primarily uni-modal, considering only
the audio or visual stream in isolation. Such detectors can perform well in narrow exper-
imental settings, but they often generalise poorly to different datasets [8] and are readily
defeated by cross-modal forgeries that pair authentic video with synthetic audio, or vice
versa. Multi-modal frameworks can outperform their uni-modal counterparts [8,9], partly
because they leverage the strong correlation between visual lip movements and spoken
audio [8]. However, the dominant multi-modal architectures, including hybrid CNN-
transformers and Vision Transformers [10-12], operate as opaque black boxes [13,14]. This
obscures the artefacts responsible for a classification and complicates both failure analysis
and the calibration of user trust.

Explainable AI (XAI) techniques such as GradCAM, SHAP, LIME, and transformer
attention mapping can highlight the features driving a prediction [13,15-17]. Explainabil-
ity has benefits on both sides of the deployment interface. For users, it can help them rec-
ognise manipulation cues and calibrate their trust in consuming online content [18]. For
developers, it supports debugging, the diagnosis of over-reliance on specific artefacts, and
the construction of more adversarially robust systems [19]. However, XAl methods are
typically applied retrospectively to fully trained models rather than integrated as core ar-
chitectural components, which limits their diagnostic value because the underlying model
was not designed with interpretability in mind. This mismatch is particularly noticeable
for monolithic detectors that have to analyse many heterogeneous artefacts simultane-
ously, as the resulting explanations cannot cleanly attribute evidence across modalities
(e.g., anomalous eye-blinking, inconsistent lip-sync, spectral voice-cloning artefacts).

Because deepfake forensic evidence is distributed across distinct channels, a similarly
distributed architecture is well suited to the problem. This paper proposes a multi-agent
framework in which specialised agents are each optimised for a specific forensic question,
coordinated by an adaptive orchestrator, and each responsible for producing their own
modality-appropriate explanation. The full pipeline and its behavioural flow are detailed
in Section 3.2. The framework contributes:

e A five-agent detection architecture spanning facial biometrics, speaker embeddings,
cross-modal lip-sync, spatial CNN analysis, and frequency-domain analysis. The sys-
tem reaches 99.91% accuracy and a threshold-free AUC-ROC of 1.000 on the 2162-
sample PolyGlotFake test set with equal agent weights at the validation-set threshold
© = 0.35, using 57.1 M parameters (13.3 M trainable), which is less than half the size
of a single ViT-based baseline. Unlike stacked CNN ensembles, the agents differ in
modality and forensic role (Sections 2.3 and 4.3).

e Integrated multi-level explainability that combines GradCAM saliency, SHAP attrib-
utions, cross-modal attention, biometric overlays, and a language-model-synthesised
natural-language forensic report; this is motivated by a systematic comparison of
GradCAM, SHAP, and LIME.

e  Anadaptive disagreement-based orchestration mechanism that resolves around 96%
of samples using only three agents while preserving near-ceiling accuracy, with the
escalation rate itself acting as a distribution-shift indicator.

e An external evaluation on the public MAVOS-DD benchmark, reported by forgery
family, generator and forged modality, together with a real-world stress test on a
custom YouTube benchmark of BBC News and Al-avatar content, showing that the
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per-agent scores and explainability outputs still provide useful diagnostics where ac-
curacy degrades under distribution shift.

2. Related Work

This section organises prior work into five threads that the proposed framework
draws upon or departs from: (i) uni-modal and multi-modal detection; (ii) transformer-
based architectures; (iii) ensemble and multi-agent approaches; (iv) explainability meth-
ods; and (v) benchmark datasets. The concluding subsection (Section 2.6) sets out the re-
search gap our framework targets.

2.1. Uni-Modal and Multi-Modal Detection

Uni-modal detection analyses a single stream, typically audio or visual, for manipu-
lation artefacts [9]. CNNs dominate visual uni-modal detection, due to their ability to iso-
late forensic signatures [20] such as GAN fingerprints, inconsistent facial geometry, and
localised textural signals from diffusion-based generators. Related work derives features
from 3D facial geometry and illumination rather than image texture: Cheng et al. [21] mine
temporal inconsistency between detected and 3D-reprojected facial landmarks, Tian et al.
[22] apply a transformer encoder to illumination sequences from 3D face models, and
Zhang et al. [23] fuse landmark normal vectors with illumination coefficients in a convo-
lution-transformer hybrid, evaluated on the four FaceForensics++ C40 subsets, Celeb-DF,
and DFDC. Physiological detectors additionally exploit inconsistencies in expected hu-
man behaviour, including abnormal eye-blinking, irregular ear and mouth movement,
and anomalies in measured heart rate [24]. These methods are, however, vulnerable to
signal inheritance, where the physiology of a driving video is inherited by the forgery;
localised spatiotemporal phase-shift analysis has been proposed to expose regional incon-
sistencies [25]. Audio detectors similarly rely on CNNs over frequency-domain represen-
tations derived from the Discrete Cosine Transform or Short-time Fourier Transforms [26].
FreqNet, a uni-modal image detector operating on inverse and Fast Fourier Transforms,
reaches 92.8% accuracy across seventeen generative models [27]; it is applied here to Mel
spectrogram images (Section 3.3.2). As the generative landscape has shifted from GANs
to diffusion and autoregressive transformers, the detection focus has correspondingly
moved from periodic gridding artefacts to step-wise denoising inconsistencies and high-
frequency spectral decay [28].

Multi-modal detection considers audio and visual streams jointly and has been
shown to outperform uni-modal counterparts [9]. These methods exploit cross-modal in-
consistencies arising from incompatibilities between streams [1,29]. Brief moments of lip
desynchronisation can be exploited by architectures that embed visual and audio features
into a joint latent space [17]; attention-based fusion then weights detected inconsistencies
for strong classification [30]. The most recent contextual analyses employ Large Language
Models (LLMs) and Vision-Language Models (VLMs) to evaluate contextual consistency
and semantic coherence [31].

2.2. Transformer-Based Architectures

Hybrid CNN-transformer architectures combine the localised feature detection of
CNNss with the long-range dependency modelling of transformers. Applied to uni-modal
visual detection, this combination achieves 97.0% accuracy on FaceForensics++ using
XceptionNet or EfficientNet feature extraction followed by a transformer encoder [11].
Vision Transformers (ViTs) are now widely used for feature extraction. GenConViT cou-
ples a ConvNeXt CNN backbone with a Swin Transformer and attains 95.8% average ac-
curacy across benchmarks [10], while Khormali and Yuan [12] reported 99.3% accuracy
on the Celeb-DF dataset with an end-to-end vision transformer. LIPINC-V2 (April 2025)
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uses a vision temporal transformer with multi-head cross-attention specifically for lip-
sync inconsistency detection [32]. On the audio side, modern transformer-based ap-
proaches include Wav2Vec2-BERT and XLSR-MamBo; the latter uses linear-complexity
State Space Model (S5SM) embeddings for sequence encoding [26,33]. Frameworks such as
HoliAntiSpoof [34] reformulate audio detection as a unified text-generation task using
Audio Large Language Models, enabling joint reasoning over signal-level, paralinguistic,
and semantic cues.

2.3. Ensemble and Multi-Agent Approaches

Ensembling combines outputs from multiple specialised models for more stable and
reliable detection [35]. CNN ensembles feature prominently in the literature: combina-
tions of InceptionV3, VGG16, and Xception reach 97.4% on the 140k Real-and-Fake Faces
dataset [36], and ensembling has been repeatedly shown to outperform single-model com-
ponents across diverse datasets [35]. DeepfakeStack is a representative example, using
seven CNN base learners and a meta-learner to outperform every component architecture
individually, reporting 99.65% accuracy with an AUROC of 1.0 [37]. Three properties dis-
tinguish such ensembles from the framework proposed here: their members are homoge-
neous visual CNNs sharing one input representation and failure modes; error correlation
between members is not reported, so complementarity is an unexamined by-product of
architecture; and every member runs on every input without producing a rationale.

Silva et al. [15] propose an explainable hierarchical ensemble of weakly supervised
models; its members are all visual, and its explanations attach to the ensemble’s decision
rather than to each member’s evidence (Section 3.6).

Multi-agent systems (MAS) use an autonomous nature and have distributed centres
of control [38]. The canonical weak notion of agency requires four properties: autonomy,
social ability, reactivity, and pro-activeness [39]. By dividing a global objective into sub-
tasks dedicated to specialised agents, MAS can leverage complementary strengths [38,40].
Agents may use tools beyond pure language generation, and hierarchical orchestration,
typically through a supervisory agent, coordinates system-wide control [40]. MAS are in-
herently fault-tolerant (a failed agent does not disable the system) and scalable, with ad-
ditional agents extending capability [40]. Repeatable workflows with clear explainability
traces benefit from a hierarchical architecture, while more decentralised approaches suit
dynamic environments [41]. LLMs have introduced the ability for agents to communicate
in natural language [42].

Multi-agent approaches to deepfake detection remain an emerging area. MAD-Sher-
lock uses multi-agent debate and consensus to identify manipulated images with clear
natural-language rationales [42], and multi-agent deep-research frameworks for media
verification combine reverse image search, metadata analysis, fact checking, and news
processing under planner-agent orchestration [43]. The multi-modal structure of deepfake
detection, with forensic signals spanning audio, visual, cross-modal, and contextual di-
mensions, is well suited to specialised agents. This offers a more future-proof and adap-
tive alternative to monolithic retraining. Within the MAS taxonomy, the system we pro-
pose is a hierarchical arrangement with a single orchestrator and heterogeneous specialist
agents, a pattern that is under-explored in media forensics despite its use in adjacent do-
mains such as medical decision support and financial analysis [44,45].

Against the four-property definition [39], the system has per-modality perception,
conditional invocation (Section 3.5) and per-agent explanation (Section 3.6); its orchestra-
tor is a deterministic rule-based policy (Section 3.5), so social ability and pro-activeness
are absent, and the system can equally be read as a hierarchical ensemble of specialised
classifiers under adaptive orchestration. Under either name, its distinction from stacked
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ensembles is measured complementarity (maximum pairwise error correlation 0.307, Sec-
tion 4.3).

2.4. Detection Explainability

There is a widening gap between the sophistication of detection architectures and the
explainability methods applied to them. Pixel-level inconsistencies detected by CNNs are
compatible with GradCAM, SHAP, and LIME, which highlight the input regions respon-
sible for a prediction [13,15,46]. Slack et al. [47] show, however, that LIME and SHAP at-
tributions can be adversarially manipulated, an argument for explainability as an archi-
tectural property rather than a post hoc overlay. Pixel-level explanations have been used
successfully to identify blurred facial regions and anomalous harmonic frequencies
[13,46,48].

Cross-modal detection operates at a higher level of abstraction. Some multi-modal
architectures employ attention-weight mapping to highlight audio-visual segments con-
tributing to a prediction. Self-attention scores from transformer-based architectures can
be overlaid as heatmaps, and unlike LIME or SHAP, attention is intrinsic to the model
rather than externally applied. Cross-modal attention extends this mapping across
streams [49]. Attention weights show where a model was activated, rather than the for-
gery provenance [49]; Section 4.7 tests this by deletion before reading it as evidence.

A parallel line of work uses VLMs to generate natural-language rationales for detec-
tions [42,50]. Large Multi-Modal Models (LMMs) are increasingly applied to deepfake de-
tection, leveraging vision-language alignment and Chain-of-Thought reasoning [51].
MAD-Sherlock orchestrates multi-agent debate for manipulated-image detection with
natural-language justifications [42], and multi-agent deep-research systems combine tool
use (reverse image search, metadata analysis, fact checking) under hierarchical orchestra-
tion to produce verification reports [43].

2.5. Deepfake Datasets

Deepfake datasets provide the foundation on which deep learning architectures are
trained and benchmarked. Recent efforts have shifted toward multi-modal datasets and
diverse manipulation pipelines (Table 1). DeepSpeak (2025) is a large-scale multi-modal
benchmark of talking-head deepfakes built from recordings of consenting participants
[52]. MAVOS-DD (2025) is a multilingual audio-video benchmark of YouTube-sourced
speakers in eight languages forged by seven video generators, labelled by generator, lan-
guage and forged modality [53]; it is the external benchmark of Section 4.11.

The PolyGlotFake dataset [54] was selected for this work because of the number and
variety of manipulation techniques it includes (ten techniques across seven languages),
which is better aligned with the heterogeneity of deepfakes encountered in the wild. Ac-
ademic benchmarks are nonetheless known to diverge from real-world deepfakes [55],
motivating the complementary evaluations on MAVOS-DD and on a YouTube set in Sec-
tion 4.11.

Table 1. Overview of benchmark deepfake datasets since 2020.

Dataset Year Pristine Fake Total # Methods Type

DeeperForensics 1.0 [56] 2020 50,000 10,000 60,000 1 Visual
DFDC [57] 2020 23,654 104,500 128,154 8 Audio-visual

Celeb-DF [58] 2020 590 5639 6229 1 Visual

FFIW [59] 2021 10,000 10,000 20,000 1 Visual

KoDF [60] 2021 62,166 175,776 237,942 5 Visual
FakeAVCeleb [61] 2021 500 19,500 20,000 4 Audio-visual

DE-Platter [62] 2023 133,260 132,496 265,756 3 Visual
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PolyGlotFake [54]
DeepSpeak [52]
DigiFakeAV [63]
MAVOS-DD [53]

2024 766 14,472 15,238 10 Audio-visual
2025 6226 6799 13,025 4 Audio-visual
2025 10,000 50,000 60,000 6 Audio-visual
2025 25,195 35,169 60,364 7 Audio-visual

2.6. Current Limitations and Framework Comparison

CNN-based detectors tend to overfit to specific manipulation artefacts and generalise
poorly across datasets [27]. They are vulnerable to adversarial attacks that bypass finger-
print-specific features, for instance by processing the frequency domain or blurring “GAN
fingerprints”. Specialised architectures can reach very high accuracy on their training dis-
tribution, but they typically degrade under domain shift [27]. A comparative overview of
representative architectures is shown in Table 2, highlighting the trade-offs between spe-
cialised and generalisable designs.

Four gaps in the current literature motivate this framework. First, the monolithic de-
sign of contemporary state-of-the-art detectors does not match the distributed nature of
deepfake forensic evidence. Second, explainability is almost always treated as a post hoc
diagnostic rather than designed in from the start, which limits its fidelity. Third, static
inference pipelines run the full model on every sample regardless of difficulty, missing
the opportunity for adaptive, evidence-proportional analysis. Fourth, ensemble comple-
mentarity is assumed rather than measured, and members typically share one input mo-
dality (Section 2.3). The multi-agent framework introduced in Section 3 addresses all four.

Table 2. Representative deepfake detection architectures (2020 to 2026).

Architecture Details Results Strengths and Weaknesses
Audio Large Language Model - . o
e (ALLM) reformulating detection as  0.8% EER HOhSt,lC analysis of paralinguistic and se-
HoliAntiSpoof [34] . . mantic cues; strong zero-shot and OOD
a unified text-generation and rea- (SOTA) . . .
X generalisation through in-context learning.
soning task.
Hybri -A i
ybrid Mamba . tFentlon (S_S M) Linear O(L) complexity; captures both
XLSR-MamBo [33] backbone combining selective 98.5% Acc high-frequency signal artefacts and global
state-space modelling with global (OOD) & d Y sig . . &
. spectral inconsistencies.
attention.
Hybrid CNN-transformer with a Strong generalisation; more computation
GenConViT [10] Swin Transformer architecture and 95.8% avg fllg intensive th;m ure CNFI'\IS
a ConvNeXt backbone. y P '
Lightweight CNN classifier operat- nghtwelght model; image detec‘tor, ap-
FreqNet [27] ine on the frequency domain 92.8% plied here to Mel spectrogram images
& quency ' (Section 3.3.2).
P -buil f f High perf ; -
XceptionNet [64,65] urpose-built CNN for deepfake 95% (FF-++) igh performance; better cross-dataset

detection.
CNN for spatial feature extraction
and LSTM for temporal analysis.
Vision temporal transformer with

Hybrid CNN-LSTM [66]

LIPINC-V2 [32] multi-head cross-attention for lip-
sync analysis.
Audio transformed into a 1D rep-
resentation for sequence encoding.
EfficientNet-B4 or XceptionNet

feature extraction with a trans-

Wav2Vec2-BERT [67]

Hybrid CNN-Trans. [11]
former encoder.

End-to-end VAT [12
nd-to-end ViT [12] traction and classification.

Vision transformer for feature ex- 99.3% (Celeb-

generalisation than ResNet or VGG16.
Strong spatial-temporal modelling; slow

94% . -y .
training and prone to vanishing gradients.
0.99 AUC Strong hp-sy'nc dete'ctlon;‘ task-specific to
lip manipulation.
High performance; higher computational
91 to 99% . . . .
complexity than lightweight audio CNNs.
Higher generalisation than pure CNNs;
97% avg  transformer encoder can be computation-

ally intensive.
Best in class on visual-only datasets; no

DF) audio support; high computational cost.
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3. Methodology

3.1. Dataset and Preprocessing

PolyGlotFake [54] was selected for its diversity of manipulation techniques and its
multi-modal composition (Table 1). It contains 15,238 videos spanning seven languages
(Arabic, English, Spanish, French, Japanese, Russian, Chinese), with a mean duration of
11.79 s at 1280 x 720 resolution. The dataset includes ten distinct multi-modal manipula-
tion methods, the combinations of five voice-cloning and text-to-speech pipelines (XTTS,
Vall-E-X, and Bark, Microsoft TTS (MicroTTS) or Tacotron each followed by FreeVC voice
conversion) with two lip-sync methods (Wav2Lip with GAN enhancement and VideoRe-
talking).

Train/validation/test splitting was performed per language with a fixed seed (42), ap-
plying a 70/15/15 ratio independently to the real and fake sets, so that the partition is re-
producible (Table 3). Two partitions are used. The clip-level partition (Table 3, upper
rows) splits each language 70/15/15 at the clip level; because PolyGlotFake derives about
nineteen forgeries from each source video, 580 of the 709 test sources also appear in train-
ing (476 of the 697 forged test sources have their authentic clip there and 111 in validation),
so it measures within-source generalisation. The source-disjoint partition (lower rows)
keeps every clip of a source video, and every source in the same inferred facial-identity
cluster, in one partition: face embeddings (InceptionResnetV1, VGGFace2) clustered by
average linkage at a cosine distance of 0.40 group the 762 sources that have an authentic
clip into 141 clusters and 69 singletons, and these units, with four sources that have only
manipulated clips, are split 70/15/15 within language (seed 42) into 1182, 176 and 387 clips,
with the test partition holding 83 authentic and 304 manipulated clips from 84 sources. Of
the 3452 clips, two training clips (one authentic, one manipulated) have no preprocessed
file and 1705 manipulated clips of training and validation sources are removed at random
to balance the classes; Tables S1 and S2 give each partition’s class, language and method
composition. The clusters are inferred, not labelled. Stricter cuts only split them, so the
partition stays disjoint at every cut from 0.20 to 0.40 (667 sources share a cluster at 0.20,
693 at 0.40). Adjacent source IDs mostly show the same person (the clustering merges 66%
of adjacent-ID pairs against 1.7% of pairs 20 or more IDs apart), so an adjacent-ID neigh-
bour in another partition marks a possible missed link: 48 of the 84 test sources have one
in training or validation, or no embeddable authentic clip (Table S3), and Section 4.1 also
reports the test read without them. Its agents are retrained under three seeds (Section 4.1)
under a protocol fixed before any run. The training and validation sets of both partitions
were downsampled for class balance; the test sets were left unbalanced.

Table 3. Full dataset split composition: clip-level partition (upper rows) and source-disjoint parti-
tion (lower rows, 1745 of the 3452 clips; Section 3.1 and Table S1).

Real Fake Total

Training (downsampled) 526 526 1052
Validation (downsampled) 119 119 238
Testing (unbalanced) 118 2044 2162
Clip-level total 763 2689 3452
Source-disjoint training (downsampled) 591 591 1182
Source-disjoint validation (downsampled) 88 88 176
Source-disjoint testing (unbalanced) 83 304 387
Source-disjoint total 762 983 1745

The bold marks totals and the chosen configuration or operating point.
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Visual preprocessing used MTCNN for face detection and cropping (confidence
threshold 0.95). A frame stride of 10 balanced computational efficiency with temporal cov-
erage. Extracted faces were resized to 299 x 299 pixels for XceptionNet and 224 x 224 for
EfficientNet and ViT backbones. Audio preprocessing used librosa at 16 kHz, which is
standard for speech-analysis tasks, with fixed 5 s zero-padding or cropping.

3.2. Pipeline Architecture

The pipeline comprises four sequential stages (Figure 1); agent is used in the scoped
sense of Section 2.3. First, data pre-processing prepares the audio and visual streams for
ingestion by the different models. This is followed by orchestrated multi-agent detection,
with the results then aggregated to determine the classification. Finally, a report is gener-
ated to communicate the semantic context, system results and detection reasoning.

STAGE 1 Preprocessing STAGE 2 - Orchestrated multi-agent detection STAGE 3 - Aggregation STAGE 4 - Context & report

Multi-agent orchestrator - disagreement-based control flow
escalates to Phase 2 iff o{s1) > tdisagree = 0.30 or Phase-1 verdicts split

Input video
(audio + visual streams) PHASE 1 parallel

s nt. sl t Lip-Sync agent . i
B TreroeTe D 4 Ll i p-Syne ag Aggregation Semantic context
: « 5-ch EfficientNet-BO (end- * ECAPA-TDNN backbone * MobileNetV2 + audio-CNN s=Zws, Tw=1  Whisper-tiny = transcription
0 lébwsz;* 16kHz to-end) (frozen) + BILSTM + cross-attention + Gemini 15 Flash — scene VLM
. MZLpSapeg{?oQJram —— | «in:5-channel face (RGB + + dual-stream classifier head « in: face frames + Mel spec. 5E-age[|t V\{eli_lgthtS: . gisgggs e EEEE
transformation (224 bands) sharpness + residual) * in: 192-d ECAPA embeddings (mouth region) (ViaLalt F:‘:;N:te-lgECZ‘g A CME Jplausibility cues to the report
« Raw waveform * out: sy, € [0,1] + 11 forensic features * out: s € [0,1] bio) 5
> Audio Forensics, Freqet, : ST = (]
(Cross-Modal S ERAARS "
I 4.4 M params - 4.4 M trainable 6.1M params - 3.9 M trainable
20.8 M params - 43 k trainable
Visual preprocessing XAl: landmark + quality

XAl: SHAP waterfall (203-d XAl: cross-modal attention
input) map

« MTCNN face detection (conf a0
> 0.95 Decision

« frame stride =10 threshold .
* 299 x 299 (XceptionNet) ! ! l c= 1{3 3 5r]. Report generation
* 224 x 224 (MobileNetV2, Disagreement check T=0. e
EfficientNet) ) d= afs) or verdict split (;ul-sl::‘:;'nzosig?éng X;I_a?i;iacts .
[ Visual, B\ometfc, Cross-Modal if d > Tasagree = 0.30 — escalate to Phase 2 L e

— structured natural-language

forensic report
Classification
Audio FreqNet agent (Real/fake)

* Lightweight CNN over

FFT [ iFFT (224 Mel bands)
« in: frequency-domain audio
* out: syeq € [0,1] Forensic summary +
XAl gallery

Per-frame quality channels PHASE 2 - conditional

 Laplacian sharpness map
* high-frequency residual
(gray — Gaussian blur)

Visual Spatial agent

« XceptionNet (fine-tuned
from block 11)

* in: 299 x 299 face frames

e out: sy, € [0,1]

—  Phase 1 (always run)
> Phase 2 (conditional)

24.0 M params - 3.2 M trainable

XAl: GradCAM saliency on
face

1.9 M params - 1.9 M trainable
XAl: GradCAM on Mel
spectrogram

Figure 1. Architecture overview: five specialised detection agents (Phase 1: Biometric-Quality, Au-

dio Forensics, Cross-Modal; Phase 2: Visual Spatial, Audio FreqNet) coordinated by the orchestra-
tion agent, each producing a modality-specific explainability output. Semantic-context and report-

generation agents synthesise the per-agent evidence into a human-readable forensic summary.

Stage 1: Data pre-processing. The input video is decomposed into audio and visual
streams. The visual stream undergoes MTCNN face detection (confidence > 0.95) with
frames sampled at stride 10. The audio stream is extracted with librosa at 16 kHz, stand-
ardised to 5 s, and transformed into Mel spectrograms (224 bands for FreqNet; the cross-
modal agent computes its own 128-band representation, Section 3.3.3), MFCC features,
and raw waveforms for embedding extraction. Per-frame image-quality maps are also
computed: a per-pixel Laplacian sharpness map and a high-frequency residual map.

Stage 2: Orchestrated multi-agent detection. The orchestration agent coordinates de-
ployment in two phases (Algorithm 1). Phase 1 (quick screening) dispatches three inde-
pendent agents: the Biometric-Quality Agent, the Audio Forensics Agent (ECAPA-
TDNN), and the Cross-Modal Lip-Sync Agent. Their inference calls can be executed con-
currently as they share no state. The orchestrator computes an inter-agent disagreement
metric; if it exceeds the disagreement threshold (tdisagree = 0.3), Phase 2 (deep analysis) is
triggered, dispatching the Visual Spatial Agent (XceptionNet) and the Audio FreqNet
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Agent. Each agent outputs a sigmoid probability and produces modality-specific explain-
ability artefacts (Section 3.6).

Stage 3: Aggregation. The weighted sum of agent sigmoid outputs classifies the
video: deepfake above the decision threshold, otherwise real.

Stage 4: Context and reporting. A Transcription Agent (Whisper tiny; OpenAl, San
Francisco, CA, USA) and a Visual Context Agent (Gemini 1.5 Flash; Google, Mountain
View, CA, USA) provide semantic context. Agent scores, explainability artefacts, tran-
scripts, and scene descriptions are aggregated by a Report Generation Agent (Llama-3-
70B; Meta, Menlo Park, CA, USA; via Grog, Mountain View, CA, USA; temperature 0.1)
into a structured forensic report for human-readable output. The verdict is already fixed
by the orchestrator (Equation (3), Algorithm 1), so the language model cannot alter it; de-
tector-derived statements and contextual inferences occupy separate sections (Section 4.7).

Algorithm 1 Adaptive orchestration mechanism

Require: Video v; weights w; decision threshold t; disagreement threshold tdisagree
Ensure: Classification c € {Real, Fake}; explanation set E

1: Extract features: audio a, visual f, quality q

2: Phase 1: Deploy agents in parallel

3: sbio <— BiometricAgent(f, q)

4 Secapa «<— EcapaAgent(a)

5 Sem «— CrossModalAgent(a, f)

6: S1 «— [Sbio, Secapa, Sem]

7 d « o(s1) > Std of Phase 1 scores
8: if 31, j: 1si =2 0.5] # 1[sj 2 0.5] then

9: d < max(d, Tdisagree) > Force escalation on verdict split
10:  endif

11:  if d > Tdisagree then

12: Phase 2: Deploy supplementary agents

13: svis <— XceptionAgent(f)

14: streq <— FreqNetAgent(a)

15: S «— [S1, Svis, Sfreq]; W «— W5

16: else

17: S« S1;, W< W3

18:  endif

19: s« ws > Weighted mean

20: c<« (s=7)? Fake: Real
21:  E « CollectExplanations(s)
22: returnc E

3.3. Individual Agent Development and Hyperparameter Selection

Each detection model was developed through systematic iterative experimentation
prior to multi-agent integration. A consistent grid-search methodology was used for back-
bone selection, learning-rate tuning, and regularisation.

3.3.1. Visual Agent (XceptionNet)

The visual agent was selected through a comparative evaluation of CNN backbones.
A baseline EfficientNetV2 (8,770,783 parameters; 1409 trainable), pretrained on ImageNet,
achieved 92.08% accuracy on the English-subset test set. XceptionNet was subsequently
evaluated for its documented effectiveness in deepfake detection through depthwise sep-
arable convolutions [65]. Initial training achieved 94.0% on the English-subset develop-
ment evaluation, which improved to 98.6% through transfer learning, hyperparameter
tuning, and face cut-out augmentation; the released agent scores 96.5% on the full test set
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(Section 4.2). At inference, the agent averages its prediction over every sampled frame of
the clip with horizontal-flip test-time augmentation, executed as one batched forward
pass.

Transfer learning followed a two-stage schedule, first training the classifier head and
then fine-tuning the backbone from block 11 onward, with hyperparameters selected by
grid search on the validation set (Table S4, Text S1); the final model has 24.0 M parameters,
of which 3.2 M are trainable.

3.3.2. Audio Agent (FreqNet)

Audio detection was developed through a systematic comparison of spectrogram
representations and CNN backbones (Table S5), in which Mel spectrograms (97.6%) and
MECCs (97.4%) scored well above LFCC and CQT (86.8% and 84.2%), consistent with Pol-
yGlotFake’s voice-cloning artefacts lying in the Mel-frequency range. FreqNet [27] was
adopted as the final audio agent (98% accuracy with FFT/iFFT features over 224 Mel
bands). The released checkpoint was then fine-tuned on the training split alone under de-
ployment-style waveform corruption and replaced only under the validation-only adop-
tion rules of Section 3.5 (Text S1).

3.3.3. Cross-Modal Agent (CNN-BiLSTM with Cross-Attention)

The cross-modal agent captures lip-sync inconsistencies between audio and visual
streams. The architecture uses MobileNetV2 (pretrained on ImageNet) for visual feature
extraction with Global Average Pooling yielding a 1280-dimensional feature vector, and
a two-block audio CNN over Mel spectrograms (128 bins x 313 time steps, Conv2d-ReLU-
MaxPool stacked twice) feeding a bidirectional LSTM. A visual bidirectional LSTM mod-
els frame sequences in both temporal directions, and cross-attention (Equations (1) and
(2)) is applied between audio and visual feature sequences. The model has 6.1 M param-
eters (3.9 M trainable). Training uses clip-consistent flip and rotation, frame dropout, Spe-
cAugment-style masks, a weight decay of 0.05 and label smoothing 0.05. The released
checkpoint was then fine-tuned on the training split alone under deployment-style cor-
ruption of both streams and adopted under the corrupted-validation rule of Section 3.5
(Text S1).

: qK’
attn_weights = softmax (1)
vk
cross_modal_context = attn_weights - V (2)

where q represents audio-clip features projected through learned weight matrices, and K,
V are temporal visual feature representations of the mouth region. Cross-attention proved
critical: 99% validation accuracy was achieved versus 92% with simple concatenation fu-
sion.

3.3.4. Biometric-Quality Agent

The model is an EfficientNet-BO whose first convolution is widened to five input
channels: the RGB face crop, a tanh-compressed Laplacian sharpness map and a high-
frequency residual (grayscale minus Gaussian blur). Training draws a random frame per
clip per epoch under flip, rotation, colour-jitter, blur and erasing augmentation; a brief
fine-tune is stopped on validation loss. Inference averages all frames with horizontal-flip
test-time augmentation (99.2% validation accuracy). Landmark overlays are retained in
the explainability outputs to provide geometric evidence, even though classification is
driven by the five-channel CNN.

3.3.5. Audio Embedding Agent (ECAPA-TDNN)
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The ECAPA-TDNN model produces a 192-dimensional speaker embedding, which
is concatenated with 11 hand-crafted forensic features to form a 203-dimensional input
representation. The hand-crafted features comprise five prosodic, three spectral, two tem-
poral and one embedding-variance statistic (Text S1). A dual-stream classifier projects the
ECAPA embedding to 64 dimensions and the forensic features to 32 dimensions; the two
streams are concatenated and passed through a fusion head producing a sigmoid proba-
bility. The 192-dimensional ECAPA backbone is frozen during training; only the 43 k-
parameter dual-stream classifier head is trained from scratch. SHAP analysis over this
203-dimensional input shows that the ECAPA embedding features are the dominant pre-
dictors, with spectral centroid and pitch statistics the most influential hand-crafted sig-
nals. These capture unnatural vocal variations characteristic of voice-cloning methods.
The released checkpoint was then fine-tuned on the training split alone, each training clip
embedded clean and under two corruptions, and adopted under the clean-validation rule
of Section 3.5 (Text S1).

3.4. System Parameter Budget

Table 4 summarises total and trainable parameter counts for the five agents. The full
ensemble totals 57.1 M parameters, of which 13.3 M are trainable. This is less than half the
size of a single ViT-based deepfake baseline (=130 to 180 M parameters), and the trainable
count, which dominates training cost and over-fitting risk, is an order of magnitude
smaller.

Table 4. Parameter counts per agent. Trainable counts reflect the frozen-backbone configuration
used at inference (ECAPA-TDNN backbone frozen; XceptionNet fine-tuned from block 11; Bio-
metric-Quality and FreqNet trained end-to-end; Cross-Modal MobileNetV2 backbone partially fro-

zen).
Agent Total Params Trainable Params Notes

Visual (XceptionNet) 24.0 M 32M Fine-tuned from block 11

Audio (FreqNet) 19M 19M End-to-end training
Cross-Modal (MobileNetV2 + BiLSTM) 6.1 M 39M Backbone partially frozen

Biometric-Quality (5-ch EfficientNet-B0) 44M 44M End-to-end training
Audio Forensics (ECAPA + 11 features) 20.8 M 0.04 M ECAPA backbone frozen

System total 571 M 13.3 M —

3.5. Adaptive Orchestration and Threshold Selection

The orchestration agent aggregates deployed agent scores using a weighted mean,

N N
g:ZWi.si, 2wi=1 3)
i=1 i=1

where N =3 in Phase 1 and N =5 when Phase 2 is triggered (N being the number of agents).
The weights are equal, (Wvisual, WEreqNet, WECAPA, Weross-modal, Whiometric) = (0.20, 0.20, 0.20, 0.20,
0.20), fixed a priori rather than fitted: the five agents reach comparable validation accu-
racy, so no agent is given greater weighting. In Phase 1 the three weights renormalise to
one, so the first-wave verdict is the plain mean of the three scores (three-agent rows in
Sections 4.1 and 4.4).
The inter-agent disagreement metric combines the standard deviation of agent scores
with a verdict-disagreement indicator:
d= {max (0(5), Taisagree) if 31,j:1[s; = 0.5] # 1[s; = 0.5] 4
a(s) otherwise
where o(s) is the standard deviation of the Phase 1 agent scores and 1[] is the indicator
function applied to each agent’s individual sigmoid verdict at the agent’s own midpoint
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of 0.5. If any two Phase 1 agents disagree on the verdict (one predicts fake, another pre-
dicts real), Phase 2 escalation is forced regardless of score spread; otherwise, escalation
depends on the natural spread of scores. This ensures that categorical disagreement,
which carries more forensic weight than a small numerical gap, always triggers the second
wave.

The aggregate score is binarised at T=0.35, set on the validation partition to minimise
the false-negative rate: under equal weights the partition’s minimum error is one, reached
for every t from 0.277 to 0.386, where the single error is a false alarm (a real scoring 0.414),
and again above 0.414 up to 0.595, where it is a missed fake (scoring 0.386), with both
errors in the narrow gap between; 0.35 lies inside the lower band (Section 4.5.1), 0.074
above the second-highest real and 0.036 below the lowest fake, so no validation fake is
missed, while the conventional 0.5 would instead miss one validation fake. Agent verdicts
in the escalation test of Algorithm 1 use each agent’s own midpoint of 0.5, so escalation
does not depend on t. The disagreement threshold tdisagree = 0.3 was fixed during develop-
ment as a compute-cost control (Section 4.5.2). Every reported number is re-derivable
from the released per-sample scores; validation scores accompany the code. No parameter
was tuned on the test set: the weights are fixed and the threshold is set on the validation
partition. Two checkpoint-adoption rules govern the fine-tunes of Section 3.3, and both
read the validation partition alone. Under rule 1, the clean-validation rule, a fine-tuned
epoch replaces its released checkpoint when it improves clean validation log-loss and
AUC-ROC. Under rule 2, the corrupted-validation rule, applied where clean validation
loss does not improve, the epoch replaces the checkpoint only when it improves valida-
tion loss under the same corruption applied to the validation clips. Table 5 summarises
the orchestration parameters.

Table 5. Orchestration hyperparameters.

Parameter Value Method
Aggregation Weighted mean Equation (3)
Agent weights wi (5-agent)  (0.20, 0.20, 0.20, 0.20, 0.20) Equal; fixed a priori (Section 3.5)

Decision threshold t

Set on the validation partition to minimise missed fakes

0.35 (Section 4.5.1)

Disagreement threshold tdisagree 0.30 Fixed during development

3.6. Integrated Explainability Pipeline

Explainability is integrated as a core architectural component rather than applied
post hoc. Table 6 maps each agent to its XAI method, output type, and the forensic ques-
tion it addresses. The GradCAM formulation for CNN-based agents is:

1 ay°©
Lgradcam = ReLU (Z aj Ak>' aj = EZ Z A% ®)
i Y

k

Table 6. Agent-to-explainability mapping: each agent produces modality-specific explanations ad-

dressing distinct forensic questions.

Agent XAI method Output Type Forensic Question
Which facial regi h ipulati
Visual (XceptionNet) GradCAM Saliency heatmap on face ich facial regions show manipulation
artefacts?
li 1 - Which f i -
Audio (FreqNet) GradCAM Saliency on Mel spectro- Which frequency bands contain anoma

Cross-Modal (Lip-Sync) Cross-attention weights Frame-level attention

gram lous patterns?
At which temporal moments does audio-
visual sync break?
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Biometric-Quality

Audio Embedding
(ECAPA-TDNN)

Transcription (Whisper)

Landmark + quality =~ Geometric and quality ~ Are facial geometry and image quality

overlay map authentic?
SHAP waterfall Feature attribution plot Which vocal prof.ﬂe features indicate
synthetic speech?

ASR Text transcript What is being said? (for semantic analy-

sis)
Who is sh is th lausi-
Visual Context (Gemini) VLM scene description Natural language © 18 shown anc:)iz? € context plausi
LLM synthesis Structured NL report What is the overall forensic assessment?

Report Generation (Groq)

XAI Methods

GradCAM, SHAP, and LIME were systematically compared on both visual and au-
dio baseline models. GradCAM and LIME showed partial overlap in highlighted regions
for both modalities; SHAP provided more granular pixel-level attribution but was less
interpretable for high-level artefacts. A key observation was that applying all three sim-
ultaneously produced noticeable discrepancies that could yield confusing explanations in
deployment. GradCAM was selected as the primary CNN explainability method based
on (i) computational efficiency (intrinsically computed gradients rather than perturbation-
based methods); (ii) visual interpretability for face and spectrogram modalities; and (iii)
maximal overlap with both LIME and SHAP outputs. LIME was excluded from final out-
puts due to the computational cost of pixel-perturbation calculations, which was incom-
patible with deployment requirements.

3.7. Baseline Models

We implemented and trained two published transformer-based models on PolyGlot-
Fake as baselines: GenConViT [10] (=130 M AE/140 M VAE parameters) and LIPINC-V2
[32] (4.9 M parameters). Two custom architectures were also developed: a Late-Fusion
Vision Transformer (ViT with Wav2Vec2-BERT; 181 M parameters) and a Hybrid CNN-
Transformer (EfficientNet-BO + transformer encoder; 6.42 M parameters) using cross-
modal attention between audio MFCC features and visual mouth regions. All benchmarks
were augmented with GradCAM, SHAP, LIME, and attention mapping for explainability
comparison.

We trained all five baselines under the per-language 70/15/15 split (seed 42; Section
3.1) and scored them on the same 2162-sample test partition as the proposed framework;
Section 4.10 lists epoch budgets and parameter counts. Beyond those budgets the baseline
training configurations were not retained, nor were per-sample predictions, so every base-
line figure in this paper is a point estimate from our implementation, a single unpaired
run that supports no inferential comparison (Section 5).

4. Results and Analysis

This section presents an end-to-end evaluation of the framework: benchmark com-
parison against state-of-the-art and custom transformer baselines (Section 4.1); individual
agent characterisation through accuracy, AUC, score separation, and inter-agent correla-
tion (Sections 4.2 and 4.3); systematic ablations and sensitivity analyses (Sections 4.4 and
4.5); training dynamics (Section 4.6); qualitative explainability analysis and case studies
(Sections 4.7 and 4.8); an external evaluation on the public MAVOS-DD benchmark and
on a YouTube set (Section 4.11); and a measured inference-cost comparison (Section 4.12).

4.1. Performance Comparison with Baseline Models

Table 7 reports full performance on the PolyGlotFake test set. All baselines were
trained under the protocol of Section 3.7.
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Table 7. Performance comparison on the PolyGlotFake test set (2162 samples: 118 real, 2044 fake).
All multi-agent rows were evaluated at T = 0.35; baseline rows are single-run point estimates from
our implementations (Section 3.7). The custom-designed baselines (Hybrid CNN-Transformer,
Late-Fusion ViT) are reported in Section 4.10. The last row is the source-disjoint partition of Section
3.1 (387 clips: 83 real, 304 fake), with every agent retrained under three seeds.

Model Acc. Prec. Rec. F1 XAI
Baselines (our implementations)
GenConViT AE 97.3 98.1 97.3 97.5 Post hoc
GenConViT VAE 95.3 97.4 95.3 95.9 Post hoc
LIPINC-V2 91.2 92.2 89.3 91.0 Post hoc
Proposed multi-agent system
Multi-Agent (3-agent) 99.91 99.90 100.00 99.95 Integrated
Multi-Agent (5-agent) 99.91 99.90 100.00 99.95 Integrated

Multi-Agent (5-agent), source-disjoint,
mean of three seeds

98.45 98.07 100.00 99.02 Integrated

The five-agent aggregate score completely separates the real and fake classes: AUC-
ROC 1.000 and average precision of 1.000 (Figure 2), with the highest real aggregate being
0.413 and the lowest fake 0.480. At T = 0.35 the system classifies 2160 of 2162 test samples
correctly (99.91%; two false positives, no missed fakes), a within-source measurement
(Section 3.1).

On the source-disjoint partition (Table 3, lower rows), with every agent retrained un-
der seeds 42, 43 and 44 and t = 0.35 held fixed (inside every run’s zero-error validation
band), the accuracy is 98.4% (standard deviation of 0.8 points; last row of Table 7), the
AUC-ROC is 0.9999 to 1.0000 and the average precision is 1.0000. Without the 48 test
sources flagged as possible identity overlaps (Section 3.1), the remaining 36 sources give
97.7% (standard deviation 1.2 points; 96.5%, 97.7% and 98.8%), still with no missed fakes
and an AUC-ROC 0.9998 to 1.0000, against 99.1% on the flagged sources (Table S3), so
residual overlap may flatter the headline by about one point. Every error is a false alarm
on one of the 83 authentic clips (9, 6 and 3 per seed, that is 97.7%, 98.4% and 99.2%; spec-
ificity of 89.2% to 96.4% against 98.3% on the clip-level partition, and sensitivity of 100%).
The visual agent, which reads the face itself, is the one most affected by faces from identity
clusters absent from training (AUC-ROC of 0.951, down from 0.998) and accounts for the
residual false alarms (removing it leaves one to five errors per seed); it is kept for the
spatial evidence it renders, which escalation delivers to the analyst. Escalation fires on
8.8% to 11.6% of clips against 4.4%.

Our implementations of the baselines give point estimates of 97.3% (GenConViT AE),
91.2% (LIPINC-V2) and 98.1% (hybrid CNN-Transformer); as single unpaired runs they
support no claim of superiority in either direction (Section 3.7). At t=0.35 the three-agent
Phase-1 configuration (the mean of ECAPA-TDNN, cross-modal and Biometric-Quality)
makes 2 errors (99.91%), the same count as the deployed system; escalation changes which
samples they are, not how many. The similar scores of the three-agent and five-agent con-
figurations reflect that 95.6% of samples are not escalated to the five-agent system, as they
fall below the disagreement threshold. Phase 2 does not significantly improve in-distribu-
tion accuracy: the trio and the five-agent system each make two clip-level errors and differ
by at most 4 on the source-disjoint partition (trio 13, 4, 5 against 9, 6, 3; exact McNemar p
=0.13, 0.69, 0.50). In distribution, escalation is thus a compute-cost control that adds evi-
dence (the saliency maps of Section 4.7) and a shift indicator (Section 4.9); whether it adds
accuracy under shift is measured in Section 4.11, where the five agents make significantly
fewer errors than the trio. Section 4.4 isolates each agent’s individual contribution.

https://doi.org/10.3390/informatics13100163



Informatics 2026, 13, 163

15 of 34

1.0 Ff 1.0 *
0.8 0.81
2
g 0.6 c 0.6
8 2
2 0.4 4 044 Prevalence = 0.945
|: XceptionNet (AUC = 0.998) XceptionNet (AP = 1.000)
FregNet (AUC = 0.992) FreqNet (AP = 1.000)
—— ECAPA (AUC = 0.997) —— ECAPA (AP = 1.000)
0.2 4 —— CrossModal (AUC = 0.998) 0.2 9 — crossModal (AP = 1.000)
Biometric (AUC = 1.000) Biometric (AP = 1.000)
y — System‘ (mea!’l) (AUC = 1.000) _— System (mear\) (AP_: 1.000)
0.04 g I ' * (?peratlng pomtl(r=0.35) I 6id | * Operatmlg point (T= 0.3]5) I ' I
0.0 0.2 0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
False positive rate Recall
Figure 2. System-level ROC (left) and precision-recall (right) curves for the five-agent aggregate
score on the PolyGlotFake test set, with per-agent curves overlaid. AUC-ROC =1.000 and AP =1.000;
the operating point at T = 0.35 is marked.
4.2. Individual Agent Performance
Table 8 lists per-agent metrics: Biometric-Quality leads on accuracy (99.3%) and AUC
(0.9999); Cross-Modal 98.0%, ECAPA-TDNN 97.8%, frame-averaged visual 96.5%;
FreqNet is weakest (93.6%) yet highly precise (99.8%). The visual agent and FreqNet have
the lowest accuracies but precision of 99.9% and 99.8%: they are almost always correct
when they call a clip fake, and their lower recall is compensated by the other agents in the
ensemble.
Table 8. Individual agent performance on the full test set.
Agent AUC Acc. Prec. Rec. F1
Visual (XceptionNet) 0.9977 96.5 99.9 96.4 98.1
Audio (FreqNet) 0.9916 93.6 99.8 93.3 96.5
Audio (ECAPA-TDNN) 0.9966 97.8 99.9 97.8 98.8
Cross-Modal (Lip-Sync) 0.9980 98.0 99.8 98.1 98.9
Biometric-Quality 0.9999 99.3 99.9 99.3 99.6

The ROC curves (Figure 3) show all agents well above the random baseline, with four
of the five approaching an AUC of 1.0. XceptionNet and FreqNet show the most gradual
curves, consistent with their role as Phase 2 arbitrators rather than primary classifiers.

4.3. Score Distribution and Inter-Agent Analysis

Analysis of agent score distributions yields three design-relevant findings. First, Fig-
ure 4 reports the mean agent scores by content type and the score separation between
deepfake and real predictions. Biometric-Quality exhibited the largest score separation
(0.925), with the cross-modal (0.867) and ECAPA-TDNN (0.823) agents close behind. The
visual agent showed the lowest separation (0.691), consistent with its lower standalone
accuracy.
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Figure 3. ROC curves for the five individual agents. Biometric-Quality (AUC = 0.9999), Cross-Modal
(AUC =0.9980) and Visual (AUC = 0.9977) exhibit near-ideal performance; FreqNet (AUC = 0.9916)

shows the most gradual curve.
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Figure 4. Agent score separation analysis. (left) Mean agent score by content type; (right) score dif-

ference (deepfake minus real) per agent.

Second, Figure 5 reports the mean prediction distance from the true label per agent.
ECAPA-TDNN, Cross-Modal and Biometric-Quality had the tightest distances (0.079,
0.066 and 0.037), confirming their reliability as standalone classifiers. FreqNet (0.103) and
the visual agent (0.167) showed the highest variability; they are less reliable individually
but valuable as Phase 2 arbitrators for high-uncertainty cases.
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Figure 5. Mean prediction distance by agent; lower values indicate more confident, accurate predic-

tions.

Third, score correlation is dominated by the shared label signal: the Cauchy-Schwarz
bound forces at least 0.65 for the two strongest agents (Figure 6). Ensemble gain depends
on error correlation: at the agents” own threshold of 0.5 the largest is 0.307 (cross-modal-
biometric), then 0.287 (visual-biometric) and 0.255 (the audio pair); several pairs are
slightly negative. Cross-modal and biometric-quality correlate at 0.890 in score yet share
only eight errors (of 43 and 15).

XceptionNet

FreqNet

ECAPA

CrossModal

Biometric

5 &€

Q>
P o
& g N
+&Q 0‘096 °
Figure 6. Agent score correlation heatmap on the PolyGlotFake test set (range 0.539-0.890); the error
correlations that govern ensemble benefit are far lower (Section 4.3).

DeepfakeStack [37] varies architecture alone (Section 2.3); diversity here spans mo-
dality and forensic role: every audio-visual error correlation is at or below 0.26. This is a
key design finding: architectural and feature diversity within the ensemble matters for
robust performance, even when agents target overlapping modalities.
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4.4. Ablation Studies

Systematic ablations quantify each component’s contribution (Table 9). With equal
weights no single agent dominates: removing FreqNet, the cross-modal agent or Bio-
metric-Quality raises the error count from two to three, every added error a false alarm,
while removing the visual agent or ECAPA-TDNN leaves it at two; no removal is signifi-
cant on 2162 samples (Section 4.5.3), and the leave-one-out AUC-ROC stays at 1.000 except
for ECAPA-TDNN (0.99997) and Biometric-Quality (0.99998). The visual agent is retained
for the spatial evidence it contributes: its saliency maps are what escalation delivers to the
analyst, and its removal costs nothing in-distribution only because the other agents cover
the same clips, the redundancy the design intends; under the forgery families of MAVOS-
DD it is the agent that transfers least (Section 4.11).

The gap between two-agent single-modality configurations (“Audio only” 98.84%;
“Visual only” 99.58%) and the full ensemble (99.91%) quantifies the multi-modal fusion
benefit at 0.3 to 1.1 percentage points. The single-best-agent configuration (Biometric-
Quality alone at 99.63%, 8 errors) confirms that even the strongest individual agent falls
short of the ensemble.

Table 9. Ablation study: agent-removal impact on the full test set, evaluated at T = 0.35. Weights of

remaining agents are renormalised to sum to 1 in each configuration.

Configuration Agents Acc. (%) Misc. A (pp)

Full 5-agent ensemble All five 99.91 2 —
Remove XceptionNet (Visual) 4 agents 99.91 2 0.000
Remove FreqNet (Audio) 4 agents 99.86 3 -0.046
Remove ECAPA-TDNN 4 agents 99.91 2 0.000
Remove Cross-Modal (Lip-Sync) 4 agents 99.86 3 -0.046
Remove Biometric-Quality 4 agents 99.86 3 -0.046
Top-3 (Phase-1 only) Bio., ECAPA, CM 99.91 2 0.000
Audio only FreqNet + ECAPA 98.84 25 -1.064
Visual only Xcept. + Bio. 99.58 9 -0.324
Single best agent Biometric-Quality 99.63 8 -0.278

4.5. Hyperparameter Sensitivity Analysis

Sensitivity was explored along three axes: the decision threshold that turns the ag-
gregate score into a real/fake classification, the disagreement threshold that governs the
rate of escalation to all five agents, and the statistical uncertainty of the resulting estimates.

4.5.1. Decision Threshold (1) Sensitivity

Table 10 reports decision-threshold sensitivity on the validation partition over t €
[0.20, 0.60]; the test set is read once at T = 0.35. Under equal weights the partition is never
classified perfectly: one fake scores 0.386 and one real 0.414. Between 0.277 and 0.386 the
single error is that real, flagged; above 0.414 and up to 0.595 it is that fake, missed; in the
gap between, both; accuracy stays above 98.3% across the window. The operating point
of 0.35 is taken from the lower band so that no validation fake is missed, the choice that
minimises the false-negative rate, and sits 0.074 above the second-highest real and 0.036
below the lowest fake; the conventional 0.5 would instead miss one validation fake. This
score-level separability is why threshold-independent AUC-ROC and AP are the primary
measures. Errors are asymmetric: below the gap they are false positives, above it false
negatives, a direct consequence of near-separable score distributions.

https://doi.org/10.3390/informatics13100163



Informatics 2026, 13, 163

19 of 34

Table 10. Decision-threshold robustness check on the validation partition (119 real, 119 fake), ob-

tained by sweeping T over the saved aggregate scores; the test set is read out once, at the operating

point t=10.35.
T Acc. (%) FPR (%) FNR (%) Misc.
0.20 98.32 3.36 0.00 4
0.25 99.16 1.68 0.00 2
0.30 99.58 0.84 0.00 1
0.35 99.58 0.84 0.00 1
0.40 99.16 0.84 0.84 2
0.45 99.58 0.00 0.84 1
0.50 99.58 0.00 0.84 1
0.55 99.58 0.00 0.84 1
0.60 99.16 0.00 1.68 2
4.5.2. Disagreement Threshold Sensitivity
Table 11 reports the Phase-2 trade-off: accuracy is invariant (99.91%, two errors) for
Tdisagree € [0.20, 0.50], since any Phase-1 verdict split forces escalation; the default tdisagree =
0.30 gives full-ensemble accuracy at 3.09 agents per sample. The disagreement threshold
is therefore a compute-cost control rather than an accuracy parameter, and 0.30 remains
the released default.
Table 11. Disagreement-threshold impact on adaptive deployment on PolyGlotFake at T =0.35. Es-
calation rate depends on Tdisagree and the Phase-1 score distribution, not on the decision threshold.
Tdisagree Escalation (%) Acc. (%) Misc. Avg. Agents
0.20 4.72 99.91 2 3.09
0.25 4.39 99.91 2 3.09
0.30 4.39 99.91 2 3.09
0.35 4.39 99.91 2 3.09
0.40 4.39 99.91 2 3.09
0.50 4.39 99.91 2 3.09

4.5.3. Statistical Uncertainty and Paired Significance Tests

All metrics are point estimates on one test partition (n = 2162); intervals and tests
below use the stored per-agent scores (percentile bootstrap, 10,000 resamples, seed 42;
paper_artifacts/task_21_statistical_treatment.py).

At t=0.35 the two errors are both false positives: the Clopper—Pearson 95% interval
on the 99.91% accuracy is [0.9967, 0.9999] and 95% bootstrap intervals are [0.9977, 1.000]
(accuracy) and [1.000, 1.000] (AUC-ROC); the specificity is 116/118 on the 118 real samples
and the sensitivity is 2044/2044 (no separate intervals). Clips from one source video are
not independent, so the intervals were also computed over the 709 test source videos:
[0.9976, 1.000] for accuracy and [1.000, 1.000] for AUC-ROC, against [0.9977, 1.000] and
[1.000, 1.000] clip-level; the two errors come from different sources, so clustering does not
widen them. On the source-disjoint partition the source-clustered (84 sources) accuracy
intervals are [0.960, 0.990], [0.971, 0.995] and [0.982, 1.000] for seeds 42, 43 and 44, within
0.1 points of the clip-level intervals.

Leave-one-agent-out ablations re-aggregate the same stored scores, so exact
McNemar tests apply: no single removal is significant. FreqNet (2 against 1, p = 1.000),
Cross-Modal (1 against 0, p = 1.000), Biometric-Quality (1 against 0, p =1.000), XceptionNet
and ECAPA-TDNN (0 against 0, p = 1.000), so the ensemble’s margin over any four-agent
subset is at most one sample, as equal weighting would suggest.
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4.6. Training and Validation Dynamics

Training histories for every agent, including the validation-selected fine-tunes of
FreqNet, the cross-modal agent and ECAPA-TDNN (Section 3.3), are given in Table S6
and Figure S1; each retained checkpoint is its agent’s best-validation epoch.

Table 12 adds two over-fitting checks: the development-to-test accuracy gap and re-
call by synthesis method; a wide spread marks generator fitting. Biometric-Quality (-0.1-
point gap, 0.9-point recall spread), Cross-Modal (1.4, 1.1) and the frame-averaged visual
agent (0.3, 1.8) show no held-out degradation. The fine-tuned FreqNet scores 92.9% on
validation and 93.6% on test, with recall from 100.0% (MicroTTS) to 31.6% (Vall-E-X), a
68.4-point spread (the released checkpoint spanned 73.4 points); ECAPA-TDNN'’s —0.3-
point gap hides a 29.1-point spread on the same subset.

Leave-one-out re-aggregation of the stored scores needs no retraining: dropping
FreqNet adds one error and leaves the AUC-ROC at 1.000; removing ECAPA-TDNN adds
none, Biometric-Quality adds one. The most vocoder-fitted agent is thus a retained con-
tributor: its errors fall on methods the others classify correctly, and its frequency-domain
evidence separates samples near the boundary (Section 4.3). Its contribution is verified
only in distribution; under shift it should fail first (Sections 4.11 and 5).

Table 12. Per-agent generalisation on the PolyGlotFake test set at the agents” own threshold of 0.5;
development figures are the validation accuracies of the released agents, so the gaps are indicative.
Recall (%) is given per synthesis method (651 MicroTTS, 338 Tacotron, 470 Bark, 506 XTTS and 79
Vall-E-X clips); the last row is the fused system at © = 0.35.

Agent Dev.acc. Testacc.  Gap (pp) MicroTTS Tacotron Bark XTTS Vall-E-X
Visual (XceptionNet) 96.2 96.5 -0.3 95.2 97.0 97.0 96.8 96.2
Audio (FreqNet) 92.9 93.6 -0.7 100.0 100.0 99.8 84.0 31.6
Audio Forensics

(ECAPA-TDNN) 97.5 97.8 -0.3 100.0 100.0 99.4 96.0 70.9
Cross-Modal (Lip-Sync)96.6 98.0 -1.4 98.2 98.5 98.1 97.8 97.5
Biometric-Quality 99.2 99.3 -0.1 99.1 99.1 99.6 99.6 98.7
System (t = 0.35) 99.6 99.9 -0.3 100.0 100.0 100.0 100.0 100.0

4.7. Explainability Analysis

The explainability artefacts produced by the framework provide complementary fo-
rensic evidence across modalities. Figure 7 shows a composite output for all five agents
on a single PolyGlotFake sample.

Visual GradCAM: XceptionNet saliency maps consistently highlighted the mouth
and periorbital regions across correctly classified deepfakes, with secondary attention to
forehead regions exhibiting excessive smoothness. The mouth concentration is consistent
with PolyGlotFake’s lip-sync manipulation methods (Wav2Lip, video retalking).

Audio GradCAM: FreqNet GradCAM overlays on Mel spectrograms highlighted
compression artefacts from Wav2Lip and unnatural separation between frequency bands.
A limitation of frequency-domain explanations is the difficulty of translating them back
to specific temporal moments.

Cross-modal attention: The cross-attention heatmaps provide the most temporally
informative explanations. For deepfakes, attention peaks appeared at frames with high
audio-visual desynchronisation, typically at plosive consonants and fricatives. For real
videos, attention was more uniformly distributed. The green border thickness on output
frames was linearly correlated with attention values.
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Figure 7. Composite explainability outputs for all five agents on a single PolyGlotFake sample
(clockwise from top left): Audio FreqNet GradCAM on Mel spectrogram; ECAPA-TDNN SHAP

waterfall plot; biometric-quality facial landmarks and quality metrics; cross-modal attention with

green border intensity correlated with audio-visual desynchronisation; and Visual XceptionNet
GradCAM highlighting the mouth region.

SHAP waterfall plots: The 192-dimensional speaker embedding features were the
dominant predictors, followed by spectral centroid and pitch statistics, capturing unnat-
ural vocal variations characteristic of voice cloning.

Fidelity and stability. Table 13 scores the three map-producing explanations on 60
test clips (30 authentic, 30 manipulated). Both GradCAM maps are faithful where the sys-
tem detects a forgery: on clips scored as manipulated, deletion beats a random ordering
on 26 of 32 clips for the visual map (0.357 against 0.543; exact sign test, p = 0.0005) and on
32 of 32 for the spectral map (0.058 against 0.607, p < 0.001). Against a location-matched
control, with the same map rolled to a random position, the visual map is faithful on both
classes, winning on 41 of 60 clips (0.530 against 0.597, p = 0.006) and on 21 of 28 scored as
authentic (p = 0.013); a pixel-random ordering is a weaker test on authentic clips (9 and 12
of 28 for the two maps) because its speckle mask adds about ninety times more blur-to-
sharp seam, which the detector reads as manipulation. The cross-modal attention is faith-
ful in rank (score drop of 0.115 against 0.018 random and 0.004 least attended), though its
top frame survives a flip in only 57% of clips, and the visual map is stable under JPEG (o
= (.59) but not under noise (¢ = 0.33), so both are read at the level of regions rather than
pixels. SHAP attributions are not scored, and no metric uses manipulation masks, which
the dataset lacks.
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Table 13. Explanation fidelity and stability on 60 PolyGlotFake test clips (means; released system).
Deletion and insertion follow the RISE protocol against a random ordering of the same input; for
the cross-modal attention the three most-attended frames are replaced by the clip’s mean frame;
stability is the Spearman correlation of the map recomputed under the named perturbation; the

location-matched control is the same map rolled to a random position.

Explanation Test Map Random Order Stability (Spearman )
Visual GradCAM 1, 1 ion AUC (lower is better) 0.530 0.595 0.33 noise; 0.59 JPEG 60
(XceptionNet)
Insertion AUC (higher is better) 0.671 0.594
Deletion AUC, loca‘F10n-matChed 0.530 0.597
control (lower is better)
Spectral GradCAM 1y 1 ion AUC (lower is better) 0.465 0.736 0.47 30 dB noise; 1.00
(FreqNet) gain 0.7
Insertion AUC (higher is better) 0.851 0.733
Cross-modal attention Score drop, three frames removed 0115 (most at- 0.018 random; 0.004 0.64 flip; 0.37 noise
tended) least attended

Natural-language reports: the Figure 8 report identifies the speaker, flags the Eng-
lish-to-Russian dub, and returns DEEPFAKE from unanimous first-wave scores (0.991,
0.982, 0.989; spread 0.004, Phase-1 aggregate 0.987).

Only the contextual plausibility analysis is not detector-derived; it rests on the report
model’s unverifiable world knowledge and is a reporting-stage limitation (Section 5); the
verdict is fixed against T = 0.35 before reporting.

Example deepfake analysis report

Digital forensics report: en_37_to_ru_Xtts_label_fake.npz

Executive summary

The system’s final verdict is DEEPFAKE with an aggregate score of 0.987. This verdict is justified by the aggregate agent
score exceeding the deepfake decision threshold (t = 0.35), indicating a high likelihood of tampering.
Model analysis

The contributing agent scores are:

First-wave agents

Face Quality: 0.9911 — High, indicating artifacts

Audio Forensics (ECAPA): 0.9819 — High, indicating artifacts

Cross-Modal (Lip-Sync): 0.9891 — High, indicating artifacts

These scores collectively suggest a deepfake, with all three first-wave agents detecting significant artifacts.

Contextual plausibility analysis

¢ Identity vs. content mismatch: The identified person, Will Smith, seems out of character speaking in Russian.

¢ Language mismatch: Will Smith is not known to speak Russian fluently, making the language mismatch suspicious.

* Overall scenario plausibility: Implausible due to mismatched language and content.

Final verification

The system’s final verdict is DEEPFAKE, which matches the provided Ground Truth Label of Fake. Therefore, the system is
CORRECT in its detection.

Deployment phases

Phase 1, first wave: Face Quality, Audio Forensics (ECAPA), Cross-Modal (Lip-Sync)

Phase 2: not deployed

Reason: First-wave verdicts unanimous, disagreement level below threshold (0.004 < 0.3).

Figure 8. Example forensic report generated by the multi-agent framework for a PolyGlotFake sam-

ple.
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4.8. Qualitative Analysis: Best, Average, and Worst-Case Outputs

Best case (PolyGlotFake, ~96% of samples). All Phase 1 agents converge on high
scores and unanimous verdicts: on nine in ten of these fakes ECAPA-TDNN scores at least
0.90, Cross-Modal at least 0.89 and Biometric-Quality at least 0.93. GradCAM maps con-
sistently highlight the mouth and periorbital regions. The forensic report correctly identi-
fies speakers, detects language mismatches, and flags identity—content inconsistencies.
These samples are resolved entirely by Phase 1.

Average case (borderline, *4% of samples). Phase 2 is triggered because the first-
wave verdicts split or their scores spread. The most common escalation pattern involves
ECAPA-TDNN scoring low (authentic) while the Cross-Modal and Biometric-Quality
agents score high (deepfake), which is typical of samples with convincing audio but visi-
ble face-track artefacts. Phase 2 agents resolve these with additional spatial and frequency-
domain evidence.

Worst case (YouTube misses). Thirteen of the 16 Al-avatar clips are missed at t=0.35:
seven lie within 0.10 of the boundary, the highest missed aggregate is 0.341 and four score
below 0.20. The three detections are the HeyGen-viewer clip (0.539), on which the bio-
metric-quality and visual agents fire (0.96 and 0.83), and two digital-twin clips at 0.385
and 0.351 carried by the audio agents; on the misses ECAPA-TDNN fires on nine of the
13 while the biometric-quality and cross-modal agents stay silent (Figure 9), and under
equal weights the audio agents alone rarely carry the aggregate past the threshold; diffu-
sion-based avatars likely exceed the fidelity of PolyGlotFake’s translation-based manipu-
lations.

Face Quality Analysis (Model Score: 0.003)

Audio Forensics SHAP Analysis (Score: 0.83)
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Grad-CAM Attention
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Figure 9. Worst-case explainability outputs from the YouTube evaluation (a missed Al-avatar clip,
aggregate 0.298 against © = 0.35). The visual GradCAM wanders between frames and the cross-
modal attention collapses onto the first frame, so neither isolates a consistent manipulation region,
which is the pattern of a distribution mismatch between training and test data; the audio explana-
tions lean towards fake (ECAPA-TDNN SHAP profile 0.83, FreqNet GradCAM 0.56) but the silent
biometric-quality (0.00) and cross-modal (0.03) agents hold the aggregate below the threshold.
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4.9. Adaptive Deployment Efficiency

Table 14 summarises deployment statistics. On PolyGlotFake the first wave handles
approximately 96% of inputs; Phase 2 fires on only 4.4% of samples. The escalation rate
itself serves as a distribution-shift indicator: on the YouTube benchmark, this figure rises
to 32.0% and on MAVOS-DD to 47.1%, seven-fold and eleven-fold increases that signal
domain mismatch and could trigger retraining or human-in-the-loop review in produc-
tion deployment.

Table 14. Adaptive deployment statistics across datasets.

Dataset N Ph. 1 Only Ph.1+2 Esc. (%) Acc. (%)
PolyGlotFake (full) 2162 2067 95 4.39 99.91
PolyGlotFake source-disjoint 387 347 40 10.34 98.45
YouTube custom 50 34 16 32.00 74.00
MAVOS-DD 2861 1514 1347 47.08 36.35
4.10. Baseline Comparison on the English Subset
Table 15 reports the English-subset results that informed the choice of baselines, sin-
gle-run point estimates from our implementations: the hybrid CNN-Transformer reached
99.1%, and full-face input 99% against 98% for mouth crops.
Table 15. Model comparison on the PolyGlotFake English subset; single-run point estimates from
our implementations. Epochs are per-model training budgets (Section 3.7); splits per Section 3.1.
Model Epochs Params (M) Test acc.
GenConViT VAE 5 140 95%
GenConViT AE (ED) 10 130 98%
LIPINC-V2 10 49 90.2%
Custom ViT (late fusion) 15 181 87.6%
CNN-Transformer (hybrid) 20 6.42 99.1%

4.11. External and Real-World Generalisation

To test transfer beyond PolyGlotFake, the released system was scored unchanged
(equal weights, T = 0.35) on MAVOS-DD [53], a public audio-visual benchmark of
YouTube-sourced speakers in eight languages whose forgeries differ in kind from the
training data: PolyGlotFake dubs synthesised speech onto authentic footage and re-ren-
ders the mouth, whereas MAVOS-DD forges the video by whole-face animation (Echo-
Mimic, Memo, Sonic), reenactment (LivePortrait) or face swap (Roop, HifiFace, Inswap-
per), mostly with authentic speech, and converts the voice (kNN-VC, FreeVC, OpenVoice,
XTTS v2) in part of the clips. A seeded stratified sample of the official test split (the re-
leased manifest lists each clip) gave 2861 scored clips, 2550 forged and 311 authentic from
2655 source videos, of which 1540 forge only the video, 695 both streams and 315 only the
voice; every clip was also re-encoded at constant rate factor (CRF) 23 and CRF 40, and
intervals are 95% bootstraps over source videos.

Table 16 shows where the boundary lies. Wherever the speech is forged (1010 clips)
the system reaches an AUC-ROC of 0.788 (0.754-0.819) and its audio agents alone 0.904
(0.884-0.920), including on conversion methods absent from training (ECAPA-TDNN
0.863 on kNN-VC and 0.926 on OpenVoice); where only the video is forged (1540 clips) it
does not transfer, 0.444 (0.408-0.481), because the face-based agents learned the cues of
the partial-forgery family: the cross-modal agent looks for the desynchrony that dubbing
leaves and Xception and Biometric-Quality for the seams of mouth re-rendering, neither
of which the animators produce, while both remain informative on Roop and LivePortrait
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(per class, Table S7). Over all 2550 forged clips the AUC-ROC is 0.580 (0.545-0.612) and
the balanced accuracy is 56.5% (54.0-58.9%), above chance, but at T = 0.35 recall is 30.7%
at a specificity of 82.3%, so raw accuracy on this 8.2:1 sample is 36.4%; by language, only
Mandarin, Russian, Spanish and Romanian are above chance.

The first wave disagrees on 47.1% of clips against 4.4% in distribution, so the escala-
tion rate flags the shift without labels (Table 14), and here escalation pays: the five-agent
system makes 166 fewer errors than the Phase-1 trio (1821 against 1987; exact McNemar p
<0.001). Compression does not degrade the ranking (AUC-ROC 0.579, 0.597 and 0.674 for
the original clips and at CRF 23 and 40, with the audio agents unchanged) but breaks the
operating point at CRF 40, with recall rising from 30.6% to 75.6% while specificity falls
from 82.3% to 38.3%. Most of the loss is recoverable within the framework: re-fitting only
the fusion weights on MAVOS-DD labels (a diagnostic, not a transfer result) reaches 0.710
(0.680-0.739), though no single weight vector suits every family (leaving out the class un-
der test degrades Roop, 0.752 to 0.447), and one EfficientNet-B0O agent trained in 30 min
on MAVOS-DD'’s training split (four generators; 1054 training and 274 validation clips; no
source video shared with the test sample), added to the unchanged five at equal weights
and unchanged T, raises the AUC-ROC from 0.580 to 0.740 (0.703-0.774) with no class
degraded (Table 16 and, per class, Table S7), including from 0.568 to 0.735 on the three
generators it never saw. Alone it reaches 0.857, above the fusion, so under shift equal
weighting is the binding constraint (Section 5); this is a within-benchmark result, showing
that a missing family can be covered without retraining the existing agents, not that the
added agent generalises beyond MAVOS-DD.

Table 16. MAVOS-DD by forged modality and compression tier (released system, equal weights, T
= 0.35; each group against the 311 authentic clips): system AUC-ROC with 95% source-clustered
bootstrap intervals, the AUC-ROC of the six-agent fusion with the added agent of Section 4.11 (not
scored under compression), recall at T =0.35, and per-agent AUC-ROC. Results per forgery class are
in Table S7.

Subset Forged System AUC-ROC With Added Recall Xception FreqNet ECAPA- Cross- Biometric-
Clips (95% CI) Agent TDNN Modal  Quality
By forged modality
Video only 1540 0.444 (0.408-0.481) 0.662 12.3%  0.386 0.493 0.582 0.371 0.405
Video and speech 695 0.828 (0.795-0.860) 0.921 69.1%  0.310 0.873 0.954 0.384 0.329
Speech only 315 0.697 (0.651-0.739) 0.720 36.5%  0.507 0.634 0.861 0.552 0.475
All forged clips 2550 0.580 (0.545-0.612) 0.740 30.7%  0.380 0.614 0.718 0.397 0.393
By compression tier (2856 clips scored in all three)
Original 2545 0.579 (0.546-0.610) — 30.6% 0379 0.614 0.717 0.396 0.392
CRF 23 2545 0.597 (0.564-0.627) — 349%  0.397 0.617 0.713 0.449 0.415
CRF 40 2545 0.674 (0.645-0.701) — 75.6%  0.467 0.617 0.713 0.633 0.495

A second, smaller evaluation set comprises 50 clips from eleven public YouTube vid-
eos (BBC News and Al-avatar content), clipped by the released extraction script’s gates:
MTCNN confidence > 0.95, a 100-source-pixel face minimum, a sharpness floor, and ten-
frame identity continuity. The released manifest records the replacement. The accuracy is
74.00% (95% Clopper—Pearson interval 59.7-85.4%); Table 17 gives the T = 0.35 confusion
matrix.

There are no false positives (no real clip scores above 0.22); three of the 16 avatar clips
are detected, the HeyGen-viewer clip at 0.539 and two digital-twin clips at 0.385 and 0.351,
and thirteen are missed, seven of them within 0.10 of the boundary; Figure 10 shows the
two nearest misses, at 0.341 and 0.334. The ranking survives the shift far better than the
operating point (AUC-ROC 0.98): on the digital-twin clips the audio agents order the
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avatars correctly but, at 0.40 of the weight, seldom lift them past the threshold; escalation
rises from 4.4% to 32.0%.

Table 17. Confusion matrix on the custom YouTube evaluation set (n = 50 clips: 34 real, 16 fake;
evaluated at ©=0.35).

Pred. Real Pred. Fake
Actual Real (34) 34 0
Actual Fake (16) 13 3

Al-generated clip, aggregate score 0.334 (missed at T = 0.35)

5

Figure 10. Frames from the two nearest misses among the Al-avatar clips, aggregate scores 0.341

>

and 0.334 against t = 0.35. Diffusion-generated content, absent from PolyGlotFake, renders too

cleanly for the biometric-quality and cross-modal agents to fire.

4.12. Inference Cost

Table 18 reports batch-1 latency and accelerator memory for all agents and three
transformer baselines: five warm-up passes, 30 timed samples of 10 runs, device-synchro-
nised, separate processes, preprocessing excluded. Baselines are rebuilt to published spec-
ification with random weights; the Hybrid CNN-Transformer rebuild is slightly larger
(7.49 M against 6.42 M parameters).

Table 18. Inference cost on Apple Metal (MPS; Apple, Cupertino, CA, USA), batch size 1, float32.
Parameter memory is hardware-independent; peak memory on unified memory is not comparable
with discrete-GPU figures; parallel latency assumes concurrent dispatch; visual and biometric rows

are single-crop forwards; t rebuild smaller than published.

Model/Configuration Params (M) Param mem. (MB) Peak mem.(MB) Latency (ms)
Visual (XceptionNet) 23.96 91.4 129.6 11.9
Audio (FreqNet) 1.85 7.1 117.9 25.1
Cross-Modal (Lip-Sync) 6.13 23.4 249.6 23.0
Biometric-Quality 4.36 16.6 41.9 6.8
Audio Forensics (ECAPA-TDNN) 20.81 79.4 — 35.7
Phase 1 only (three agents, 95.6% of samples) 31.30 1194 — 35.7 par./65.5 seq.
Phase 1 + 2 (five agents, 4.4% of samples) 57.11 217.8 — 60.9 par./102.6 seq.
Expected under adaptive deployment — 123.7 — 36.8 par./67.1 seq.
Hybrid CNN-Transformer 7.49 28.6 414 8.6
GenConViT AE t 113.57 433.2 463.7 28.3
Late-fusion ViT t 128.43 489.9 497.5 32.2

With Phase 2 firing on 4.4% of samples, expected parameter memory is 123.7 MB, or
119.4 MB for Phase 1 alone, against the large baselines’ 433.2 MB and 489.9 MB (both lower
bounds). Concurrent dispatch makes peak allocation additive (at least 291.6 MB for Phase
1, 539.1 MB for all five) but cuts expected latency from 67.1 ms sequential (as released) to
36.8 ms, needed for latency parity.
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The hybrid CNN-transformer baseline is cheaper on both axes (28.6 MB, 8.6 ms); its
98.1% is a single-run point estimate, so no accuracy difference is established, and what the
framework adds is per-modality explanations and an escalation audit trail, at roughly four
times the parameter memory and four to eight times the latency.

5. Discussion

Five findings warrant emphasis. First, the five-agent ensemble reaches 99.91% accu-
racy and threshold-free AUC-ROC of 1.000 on PolyGlotFake with equal weights at T =
0.35, and 98.4% on the source-disjoint partition (97.7% without test sources that may share
an inferred identity with training), where every error is a false alarm on an authentic clip;
the baselines’ figures are single-run point estimates from our implementations and sup-
port no claim of superiority (see Threats to Validity). The gap between the single-modality
configurations (98.8 to 99.6%) and the full ensemble, and between the single-best agent
(Biometric-Quality alone, 99.63%) and the ensemble, is consistent with a gain from multi-
modal fusion, but none of these in-distribution differences is statistically significant on
2162 clips (Section 4.5.3); the ensemble’s contribution is established under distribution
shift, where the five agents make significantly fewer errors than the first-wave trio (Section
4.11).

Second, the inter-agent correlation analysis (Section 4.3) clarifies what architectural
variation in a multi-agent system actually looks like. The five agents include two audio
agents (FreqNet and ECAPA-TDNN) and two visual agents (XceptionNet and Biometric-
Quality). Their errors are far less correlated than their scores: the four largest error corre-
lations lie between 0.24 and 0.31 and every other pair falls below 0.03. ECAPA-TDNN's
embedding-based approach captures different vocal features from FreqNet's frequency-
domain analysis, and XceptionNet's deeper spatial features complement the Biometric
agent’s quality-channel input. This suggests that architectural and feature diversity within
the ensemble matters more than agent count.

Third, the integrated explainability differs from current practice. Existing systems
use GradCAM, SHAP, or LIME as post hoc analytical tools applied to a finished model.
This framework generates modality-specific visual explanations alongside a synthesised
natural-language report, providing both machine-grounded evidence and a human-read-
able rationale. The systematic XAI comparison (Section 3.6) found that applying multiple
methods together produced noticeable discrepancies that could confuse downstream
readers. This motivated the selection of the most computationally efficient and interpret-
able method for each modality.

Fourth, the hyperparameter sensitivity analysis (Section 4.5) shows that the system
is robust across the swept window: the validation accuracy stays above 98.3% throughout
the 0.20-0.60 window, the partition makes a single error for every t from 0.277 to 0.386 (a
false alarm) and above 0.414 up to 0.595 (a missed fake), and t = 0.35 is taken from the
lower band to minimise missed fakes. The disagreement threshold changes cost, not ac-
curacy (Table 11): Phase 2 does not significantly improve in-distribution accuracy, and its
supported contributions are the additional forensic evidence it renders, an escalation rate
that rises under domain shift and significantly fewer errors on MAVOS-DD (Sections 4.1,
4.9 and 4.11).

Fifth, the external evaluation (Section 4.11) shows what the modular design offers
when the forgery family changes: where a monolithic detector falling to an AUC-ROC of
0.580 gives no indication of why, the per-agent scores show that the audio agents transfer,
attribute the loss to the face-based agents and locate the gap in video forged with authentic
speech, and one added agent for that family raised the AUC-ROC to 0.740 without retrain-
ing the existing five. The remaining gap is fusion rather than coverage: the added agent
alone scores 0.857, above the 0.740 of the six-agent equal-weight fusion, so added agents
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would need family-aware routing, which the present fixed-weight orchestrator does not
provide (Section 6).

Threats to Validity

Internal validity. Near-perfect accuracy on PolyGlotFake may partly reflect dataset-
specific artefacts; the dataset’'s manipulation methods are known and finite, and the en-
semble may have learned dataset-specific patterns. The test partition is also heavily im-
balanced, 118 real clips against 2044 fake, so a rule that labelled every clip fake would
already score 94.54%; accuracy is a weak summary at this prevalence, and the threshold-
free AUC-ROC and average precision of Section 4.1, together with the per-class counts,
carry the evidence. Both errors at t=0.35 fall on the real class, which holds only 118 clips,
so the specificity is 98.31% with a 95% interval of 94.0% to 99.8%: the false-alarm behaviour
of the system is estimated far less precisely than the headline accuracy suggests. The op-
erating threshold is itself fixed by single clips on a 238-clip validation partition, one real
scoring 0.414 and one fake 0.386 (Section 4.5.1), and 0.30 satisfies the same criterion, so the
choice rests on a thin margin in a small sample rather than on a stable optimum. Two
agents are fitted narrowly to the synthesis methods they were trained on: FreqNet's recall
spans 68.4 percentage points across methods and ECAPA-TDNN’s 29.1 (Table 12), so both
should degrade first on an unseen vocoder, although the cross-modal and biometric
agents cover those clips here. Seed 42 reproduces checkpoint inference but not GPU train-
ing. On the source-disjoint partition, retrained under three seeds, the accuracy is 98.4%
(standard deviation of 0.8 points) and every error is a false alarm on one of the 83 authentic
clips (Section 4.1): the clip-level 99.91% measures within-source generalisation and the
source-disjoint figure generalisation to held-out facial-identity clusters, which are inferred
rather than labelled, so some overlap may remain; without the 48 test sources flagged as
possible overlaps it is 97.7% (Section 3.1), with a wide specificity interval on the small real
side. The baseline figures of Tables 7 and 15 are point estimates from our implementations:
the baselines were trained once, outside the released code, only epoch budgets were rec-
orded and per-sample predictions were not retained (Section 3.7), so they may understate
tuned baseline performance, no paired test is possible, and they are not repeated on the
source-disjoint partition. Further models could be trained on different datasets, particu-
larly diffusion-specific artefacts, to improve performance on in-the-wild benchmarks.

External validity. The YouTube evaluation is an internal distribution-shift measure,
not in-the-wild evidence: 50 author-constructed clips from eleven videos, withheld for
copyright but regenerable from the released source identifiers and extraction script. Its
fake side is narrower than the clip count implies: the 16 avatar clips come from four source
videos and show renderings of a small number of presenters, so the set probes one family
of generator behaviour rather than the diversity of synthetic media in circulation. Recall
on that side is three of 16 (18.8%, 95% interval of 4.0% to 45.6%), an interval far too wide
to rank generators or to support a general claim about avatar content, and the reported
accuracy is carried mainly by the 34 real clips, none of which is misclassified. On Deep-
fake-Eval-2024 [55] off-the-shelf open-source detectors score AUC of 0.43 to 0.63, and Gen-
ConViT, the strongest published baseline of Table 7, falls from 0.96 on its own test data to
0.63. MAVOS-DD (Section 4.11) sharpens the pattern: the unchanged system detects
forged speech (AUC-ROC of 0.788) but not video forgeries with authentic speech (0.444),
so its overall 0.580 is above chance yet far below in-domain performance.

Construct validity. Section 4.7 scores the fidelity and stability of the three map-pro-
ducing explanations, and finds both GradCAM maps faithful where the system detects a
forgery, the visual map also against a location-matched control on both classes, with sta-
bility under noise being the remaining limit; localisation is not scored, because no ground-
truth manipulation masks accompany these clips, and the perceived interpretability of the

https://doi.org/10.3390/informatics13100163



Informatics 2026, 13, 163

29 of 34

reports has not been validated with domain experts (forensic analysts, content modera-
tors, end users). The reports’ contextual inferences are unevaluated, though they cannot
affect classification.

Calibration. The aggregate score is a weighted combination of five independently
trained sigmoid outputs rather than a single BCE-trained classifier. It is discriminative but
not probabilistically calibrated: the expected calibration error with 10 equal-width bins is
0.090. A score of, say, 0.6 should not be read as “60% probability of being a deepfake”; it
should be read only relative to the decision boundary. Downstream applications requiring
calibrated probabilities would benefit from an explicit calibration step (Platt scaling or
isotonic regression on a held-out split). No probabilistic claims about individual score val-
ues are made in this work.

Computational considerations. Training took around 520 GPU hours, so the frame-
work remains more computationally intensive at training time than single-model alterna-
tives, and the orchestration overhead must be amortised across inferences in production.
Adaptive deployment mitigates inference cost: the Phase 1 agents total 31.3 M parameters
(119 MB) and resolve around 96% of samples (Table 18), although sequential inference
latency is roughly twice a monolithic pass and a smaller hybrid baseline is cheaper on
both axes. Latencies were measured on Apple Metal rather than on a CUDA deployment
GPU (Table 18), so the absolute timings are indicative and only the ratios between config-
urations should be read across hardware.

6. Conclusions

This paper has presented a multi-agent framework for explainable multi-modal
deepfake detection. On the PolyGlotFake test set, a within-source measurement, it reaches
99.91% accuracy (two false alarms and no missed fake in 2162 clips) with a threshold-free
AUC-ROC of 1.000, and on a partition disjoint in source video and inferred facial identity,
it reaches 98.4% over three seeds (97.7% without test sources that may share an identity
with training), with equal agent weights, T = 0.35 set on the validation partition, and a
parameter budget (57.1 M, 13.3 M trainable) under half that of a single ViT baseline. The
findings supported by the present experiments are fivefold: (i) a five-agent design whose
complementary coverage is measured rather than assumed (every pairwise error correla-
tion at or below 0.31); (ii) integrated explainability combining GradCAM, SHAP, attention
mapping and natural-language reporting, with fidelity and stability measured (Section
4.7); (iii) adaptive orchestration that resolves around 96% of samples with three agents,
where escalation does not significantly improve in-distribution accuracy but adds forensic
evidence, rises seven- to eleven-fold under shift and significantly reduces errors on MA-
VOS-DD; (iv) ablation, sensitivity and measured inference-cost analyses; and (v) external
evaluations on MAVOS-DD and a YouTube set, in which per-agent diagnostics attribute
the loss under shift to video forgery families absent from training and one added agent
raises the benchmark AUC-ROC from 0.580 to 0.740.

Future work follows from the stated limits: a learned, family-aware orchestration
policy, potentially using reinforcement learning; expansion to include additional agents
whose evidence decorrelates from the present ones, such as dense optical flow or the facial
geometry and illumination cues of [21-23]; localisation against manipulation masks and
user studies with forensic analysts; and evaluation on larger in-the-wild benchmarks. A
tool-based extension, in which the detectors run in a sandbox behind a Model Context
Protocol (MCP) server and a reasoning agent calls them according to the suspected for-
gery and reasons over their explanations, is outlined in Text S2.

Supplementary Materials: The following supporting information can be downloaded at:
https://www.mdpi.com/article/10.3390/informatics13100163/s1, Table S1: Clip accounting and class
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composition of the source-disjoint partition by source language; Table S2: Manipulated clips of the
source-disjoint partition by synthesis method and target language; Table S3: Checks of the inferred
facial-identity clusters and the conservative test read-out; Table S4: Visual agent hyperparameter
selection; Table S5: Audio baseline architecture selection; Table S6: Training dynamics of the indi-
vidual agents; Figure S1: Per-epoch training and validation loss; Table S7: MAVOS-DD results by

forgery class; Text S1: Agent implementation details; Text S2: A tool-based extension.
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The following abbreviations are used in this manuscript:

AE Autoencoder

AP Average Precision

ASR Automatic Speech Recognition

AUC Area Under Curve

BCE Binary Cross-Entropy

BiLSTM Bidirectional Long Short-Term Memory

CNN Convolutional Neural Network

CcQT Constant-Q Transform

ECAPA-TDNN Emphasized Channel Attention, Propagation, and Aggregation in Time Delay
Neural Network

EER Equal Error Rate

FFT Fast Fourier Transform

GAN Generative Adversarial Network
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GradCAM Gradient-weighted Class Activation Mapping
LFCC Linear-Frequency Cepstral Coefficient

LIME Local Interpretable Model-agnostic Explanations
LLM Large Language Model

LMM Large Multi-Modal Model

MAS Multi-Agent System

MECC Mel-Frequency Cepstral Coefficient

MTCNN Multi-task Cascaded Convolutional Network
(0]0)D Out-Of-Distribution

ROC Receiver Operating Characteristic

SHAP SHapley Additive exPlanations

SOTA State-Of-The-Art

SSM State Space Model

VAE Variational Autoencoder

ViT Vision Transformer

VLM Vision-Language Model

XAI eXplainable Artificial Intelligence
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