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Abstract

Organizations are currently in a stage where the volume of financial transactions and
data is constantly growing. The same goes for risks associated with the use of data for
risk management and strategic decision-making. The likelihood of transactional errors
generally increases with data volume and process complexity, while fraud, although less
frequent, may have more severe financial, compliance, and reputational consequences for
organizations. Continuous auditing practices and well-established enterprise risk man-
agement (ERM) processes, combined with AI-driven pattern recognition, trend analysis
and segmentation, can enhance timely detection and proper investigation of suspicious
transactions. In areas with large volumes of transactions, the audit sampling process may
be a lengthy process and pose a detection risk. Using machine learning (ML) models to
support critical business processes could prove effective in managing enterprise risk overall.
The current study offers new perspectives on managing risk and assurance with ML model
output for flagging possible risky transactions within ERP (SAP) systems data. The study
population consists of 69,158 finalized billing records extracted from the SAP production
environment of a private sector organization, which covers a six-month operational pe-
riod. The dataset was divided into an 80/20 train–test split, yielding 55,326 training and
13,832 test instances across six classification categories. The study examines the ML meth-
ods’ outcomes from billing datasets and their applicability in enhancing audit, assurance,
and ERM processes by evaluating output data results from two supervised classification
algorithms—multinomial logistic regression (SoftMax regression) and XGBoost—against
various criteria generally accepted as risky in audit engagements. Model performance was
assessed using accuracy, precision, recall, F1-score, ROC-AUC, and average precision (AP)
from precision–recall curves. The results confirm that XGBoost achieves 99% overall accu-
racy with a macro F1-score of 0.965, outperforming logistic regression (macro F1 = 0.863),
and that ML output allows early investigation and follow-up procedures to minimize
the risk of fraud and errors and optimize risk management activities, thus strengthening
internal control frameworks.

Keywords: artificial intelligence; machine learning models; enterprise risk management;
continuous auditing; SoftMax regression; XGBoost; enterprise resource planning

1. Introduction
With the constantly growing volume of financial transactions, the digital transfor-

mation of business units and the ongoing expansion of the development and usability of
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artificial intelligence (AI) techniques in different business areas, companies can benefit from
implementing machine learning (ML) models in transaction monitoring and early fraud
detection. Thus, they can optimize enterprise risk management processes and strengthen
internal control practices. The same models can be explored as well by internal audit
departments by implementing continuous audit practices in the identified high-risk areas
of the businesses.

Traditional auditing practices may fall short in detecting fraudulent accounting ac-
tivities since most managers recognize the limitations of audits (Jofre and Gerlach 2018),
highlighting the necessity for additional dynamic and comprehensive analytical approaches
to accurately identifying accounting fraud at an early stage.

Current threats in enterprise risk management (ERM) as a governance process in-
clude cyberattacks, data breaches, fraud, supply chain disruptions, regulatory framework
changes and uncertainty arising from rapid technological evolution. Emerging risks from
artificial intelligence and machine learning—such as novel models, ethical, and operational
risks—require vigilant governance and adaptive controls to maintain resilience in dynamic
environments (Di Palma et al. 2025).

The integration of artificial intelligence, big data, and cloud computing is consolidating
a paradigm shift in organizational processes and how current professionals conduct their
activities (Shapovalova et al. 2023).

AI has a set of capabilities, including real-time information processing, trend iden-
tification and task automation (Langley 2011). AI-powered systems have the processing
capability of analyzing large sets of data to support in identifying anomalies such as un-
usual transaction patterns or deviations from normal customer behavior. ML algorithms
can flag potentially fraudulent activities in near real-time, allowing for swift investigation
and intervention. Additionally, AI could boost audit practices by automating data analysis
and reducing the detection risk in audit engagements.

By integrating ML models into internal audit workflows, organizations can minimize
detection risk by automating transaction monitoring (Knoblauch and Großmann 2023);
in addition to that, risk management processes can be enhanced, allowing proactive ac-
tions by business units. The paper provides an overview of the current state of the art
in auditing, sampling and ERM fundamentals and describes machine learning models
used for fieldwork. Then, it presents a comparison of the different ML algorithms’ output
against audit-relevant risk criteria derived from ERP system data. The risk criteria capture
patterned transaction amounts, manual activity outside standard working hours, devia-
tions from customer-specific shipping conditions, edge-of-month billing concentration and
missing VAT information after the applicable threshold.

The novelty of this study does not lie in proposing a new machine learning algorithm,
as multinomial logistic regression and XGBoost are already established in fraud detection
research. Rather, the contribution lies in operationalizing these methods within an ERP-
native SAP billing environment by transforming raw transactional attributes into audit-
engineered variables and mapping them to clearly defined audit risk classes.

Despite the increasing application of machine learning techniques in fraud detection
and transaction analytics, several important limitations remain in the current literature.
First, many studies focus primarily on predictive performance without explicitly linking
model outputs to ERM processes and internal audit workflows. Second, existing research of-
ten relies on generic datasets or simulated environments, while studies based on ERP-native
transactional data—particularly within real organizational contexts—remain relatively lim-
ited. Third, there is a lack of structured approaches that integrate audit-relevant domain
knowledge, such as control indicators and risk-based variables, into the design of machine
learning models.
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In response to these limitations, this study makes several contributions. (1) We define
an audit-oriented anomaly taxonomy that operationalizes common continuous-auditing
red flags into mutually exclusive classes, enabling systematic population-level monitoring
rather than ad-hoc sampling. (2) We construct a set of audit-engineered variables derived
from ERP billing data that explicitly reflect business-process risk characteristics and support
transparent interpretation of flagged cases. (3) We provide a comparative evaluation be-
tween an interpretable baseline (multinomial logistic regression) and a non-linear ensemble
(XGBoost) under the same feature set, emphasizing alert quality under class imbalance
through precision–recall analysis. (4) We discuss how the resulting outputs can be embed-
ded into assurance and ERM routines, supporting earlier investigation, workload-aware
triage, and governance-oriented documentation.

The remainder of the paper is organized as follows. Section 2 presents the current
state and reviews related work on enterprise resource planning, continuous auditing,
enterprise risk management and utilization of machine learning in these fields. Section 3
presents the audit case study researched in the paper. Sections 4 and 5 discuss the proposed
models’ design and implementation based on multinomial logistic regression and XGBoost,
respectively. Section 6 contains a discussion on models’ comparison, and Section 7 describes
possible future work areas and concludes the paper.

2. Related Work
2.1. Enterprise Resource Planning

Enterprise Resource Planning (ERP) systems are integrated enterprise information
systems that support the execution, coordination, and monitoring of core organizational
processes, including procure-to-pay, order-to-cash, record-to-report, manufacturing, lo-
gistics, and human resources (Grabski et al. 2011). Their primary value proposition lies
in standardizing process logic and consolidating transactional and master data within a
unified architecture. This integration reduces informational silos, improves cross-functional
visibility, and strengthens data consistency across organizational units, which is essential for
timely managerial decision-making and effective governance. Among the pioneering com-
panies in this field, SAP (Systems, Applications, and Products (in Data Processing)) played
a significant role in the development of standardized business software and continues to
provide industry-leading ERP solutions (SAP SE 2024).

In contrast to fragmented application landscapes, where departments maintain sep-
arate operational databases and heterogeneous process definitions, ERP environments
enable end-to-end traceability through harmonized data structures, shared master data,
and consistent posting rules. Beyond operational efficiency, this integrated design has
direct relevance for risk management and assurance functions. ERP systems generate
detailed, time-stamped transactional records and process-relevant attributes that can serve
as a foundation for continuous monitoring, control testing, and anomaly detection. Conse-
quently, ERP data provides a suitable basis for machine learning approaches that aim to
identify deviations from expected process behavior and flag potentially risky transactions
for further review.

2.2. Continuous Auditing

With the increasing complexity of companies’ structures and the growing number of
policies and procedures, transactions and IT systems in use, the traditional audit approach
is falling behind in practical results and timely addressed issues, and its effectiveness is
decreasing (Alles et al. 2006). The need for real-time assurance and prompt follow-ups on
risk areas prepares the ground for a continuous auditing approach.
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The continuous auditing (CA) methodology possesses the capacity to improve both
the efficiency and accuracy of audit practices by supporting real-time assurance processes.
It is generally accepted that the traditional audit approach struggles to provide real-time
assurance over business processes and procedures because of its retrospective evidence. In
the traditional approach, many audit procedures are carried out manually, making them
time-consuming. Because of these constraints, traditional audits are often scheduled and
executed on an annual basis or by a pre-defined audit plan. This limitation may result in
a lack of valuable recommendations to stakeholders. However, those limitations can be
overcome through the adoption of technological advancements and automation. A brief
comparison of traditional and continuous audit is presented in Table 1.

Table 1. Traditional and continuous audit comparison.

Features Traditional Audit Continuous Audit

Frequency Periodic, pre-defined Close to real time
Approach Reactive Proactive

Procedures Manual, semi-automated Automated, semi-automated
Audit role Assurance, optimization Risk reduction, optimization
Coverage Sample Entire population
Reporting Pre-defined, according to the plan Continuous, ad-hoc

There is an option to reduce the manual nature of the audit process and also to increase
efficiencies by relying on technology (Zeng and Li 2025). Continuous audit frameworks
can prove to be effective in enhancing audit procedures and providing greater coverage
and assurance over identified risk areas. On the other hand, continuous auditing not
only streamlines the audit process but also provides valuable, timely alerts and insights to
internal stakeholders (Aladwey and El Sayad 2024).

By implementing continuous auditing practices and procedures in organizations
utilizing ERP systems, internal auditors can boost the probability of detecting anomalies,
assess control effectiveness, and provide timely, data-driven insights that strengthen overall
governance and risk management. Continuous auditing differs in various instances from
continuous monitoring (CM). In many cases, they have, ultimately, the same end goal—
strengthening the internal control system. However, the main difference is in the ownership
of the process. CA is applied by only the internal auditors (Davidson et al. 2013), whereas
CM is established at the management level.

Continuous monitoring is a structured management process that monitors whether in-
ternal controls are operating effectively as designed, and managers are advised to interpret
high scores with caution and to support qualitative evaluations (Ahmad et al. 2025). It is
executed by operating management, which means continuous monitoring lies in the first
and second lines of defense in the entity.

Continuous auditing is a process defined and executed by internal audit, and it is
designed to enable the internal auditor to report on subject matter within a much shorter
time frame than under the traditional retrospective approach.

2.2.1. Benefits and Challenges

The main benefits of the continuous audit practices are the proactive and real-time
monitoring of audited business processes. The higher probability of capturing fraud and/or
mistakes in financial statements and business reporting benefits not only the audit depart-
ment but also the company’s risk management. Organizations benefit from technology-
driven automated audit routines, providing auditors with rapid access to relevant data and
facilitating the identification of anomalies as they occur (Brown et al. 2007).
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On the other hand, there are several challenges that need to be addressed while imple-
menting continuous audit processes within an organization. Implementation challenges
are related to organizations’ complexity, potential concerns around internal auditors’ inde-
pendence (Polizzi and Scannella 2023) and the issue of considering a continuous auditing
system as a real-time error correction mechanism. The successful implementation of con-
tinuous auditing requires upfront investment in technology development and integration,
systems compatibility, and the development of robust frameworks. On the other hand,
bias and ethics are critical considerations in AI systems applied for auditing, as flagged
results may disproportionately affect certain transaction types or areas (Murikah et al.
2024). ML/AI systems may be vulnerable to inappropriate human intervention if adequate
governance controls are not established. This may include unauthorized changes to input
data, feature-engineering logic, model parameters, decision thresholds, classification rules,
or reported outputs. Organizations can mitigate this risk through role-based access con-
trols, segregation of duties, version control, audit trails, data lineage documentation, and
periodic independent validation. These measures support model integrity, reproducibility,
and auditability.

2.2.2. EU AI Act for AI and ML Regulation

In recent years, the EU has played a leading role in digital and AI governance through
the GDPR, which strengthened personal data protection and accountability, and the EU
AI Act, which introduces a harmonized, risk-based framework for AI systems across
EU Member States. European data protection law is recognized as a standard for data
protection processes and policies. The EU approach to AI regulation is widely expected
to shape how countries will approach the challenges of AI governance (Tarafder and
Vadlamani 2024; Bueno and Canaan 2024).

The EU AI Act classifies AI systems by risk tiers. While transaction-monitoring ML
models for fraud detection are exempted from the high-risk Annex III list (Recital 58),
they still require robust governance under limited-risk obligations, including transparency,
data quality, and human oversight. High-risk AI (e.g., credit scoring) must undergo thor-
ough evaluation of build cycles, data input management, and output reproducibility. For
exempted models like these, aligning with IT control best practices remains essential:
robust data governance, versioned documentation, and auditability ensure integrity. Inter-
nal/external audits must recreate model outputs, mirroring internal control frameworks.

This regulation’s demands align closely with IT control best practices: ML systems
must employ robust data-governance controls and clear, versioned documentation of model
logic to satisfy transparency requirements. Audit bodies (internal and external) must be
able to recreate ML models’ output. Moreover, detailed documentation of model design,
training data, and risk mitigation strategies supports auditability, mirroring requirements
in internal control frameworks.

2.3. Enterprise Risk Management

Enterprise Risk Management (ERM) refers to an integrated, organization-wide ap-
proach to identifying, assessing, managing, and monitoring risks that could affect an entity’s
achievement of objectives or threaten its value (Akbaş 2024). ERM frameworks provide
principles and guidelines for establishing a structured and systematic risk management
process that is embedded within strategic and operational activities across the enterprise
(Ispas et al. 2023). As organizations face volatile markets, complex regulations, such as
changes in financial reporting, emerging digital technologies regulations, data transfer limi-
tations, and technology-driven disruptions, ERM has evolved from a compliance-driven
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activity to a strategic imperative, guided by real-time analytics and fostering a risk-aware
culture (Bakos and Dumitras, cu 2021).

In its recent form, ERM is characterized by advanced integration of digital tools,
including artificial intelligence and machine learning, which enable dynamic risk assess-
ment, automated monitoring, and predictive modeling for emerging threats (Kumar 2022).
These technologies facilitate deeper risk insights, improve scenario planning, and support
agile responses to rapidly changing environments (Le et al. 2024). Notably, ERM now
plays a vital role in supporting corporate governance and stakeholder confidence, particu-
larly as reporting standards demand greater transparency and proactive risk disclosure
(Xiao et al. 2023).

ERM brings several benefits, including enhanced decision-making, reduced opera-
tional losses, improved compliance, and the potential for competitive advantage through
risk-informed strategy (Gurtu and Johny 2021). However, the implementation of enterprise-
wide risk management is not without challenges. Firms often encounter difficulties with
risk data quality, organizational silos, model validation, and maintaining alignment be-
tween ERM processes and overall business objectives (Locurcio et al. 2021).

Moreover, while digitalization enhances ERM’s effectiveness, it also introduces new
concerns such as cyber risk, data privacy, and the complexity of managing AI-driven risks
across global operations. As a result, organizations must invest in ongoing staff training,
strong governance structures, and technology integration to fully realize ERM’s potential
while managing its limitations (Kumar 2022).

While ERM frameworks may vary in structure and terminology, they are generalized
into six components.

2.3.1. Risk Governance and Oversight

They establish clear roles and responsibilities for managing risks throughout their
life cycle within the organization, often through a dedicated risk management committee,
containing professionals with diverse backgrounds representing involved parties.

2.3.2. Risk Identification

It involves an ongoing process of identifying potential risks that could affect organiza-
tional goals and objectives, using different techniques (Bakos and Dumitras, cu 2021). Such
activities are performed on a recurring basis to ensure timely capture of possible risks.

2.3.3. Risk Assessment

It evaluates the likelihood and magnitude of potential impact for each of the identified
risks, using qualitative and quantitative techniques. Risk assessment can be done by
different methods, including qualitative, quantitative or semi-quantitative.

2.3.4. Risk Appetite and Tolerance

They determine the organization’s risk appetite—the amount of risk it is willing to
accept for executing its core business functions—and risk tolerance levels for different types
of risks. Organizations within the same sector can have different risk appetites based on
their maturity, targets and organizational structure.

2.3.5. Risk Mitigation and Controls

Risk Mitigation and Controls: Develop and implement strategies, defining the proper
sequence of actions to manage identified risks effectively, including preventive measures
such as risk transfer, risk acceptance, risk mitigation and risk avoidance.
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2.3.6. Risk Monitoring and Reporting

They establish mechanisms for continuous monitoring of risk factors and performance
indicators and regular reporting of risk information to stakeholders, allowing timely and
informed decision-making on corrective actions.

All the components described are summarized and shown in Figure 1.

 
Figure 1. Enterprise risk management’s main components (process flow).

2.4. Enterprise Risk Management Frameworks

Enterprise risk management is commonly structured through established frameworks
that provide organizations with principles, processes, and governance mechanisms for iden-
tifying, assessing, monitoring, and responding to risks, where two of the most recognized
frameworks are the COSO Enterprise Risk Management framework and ISO 31000.

The COSO ERM framework emphasizes the integration of risk management with
strategy, performance, governance, review, and information flows (COSO 2018). Its up-
dated version, Enterprise Risk Management—Integrating with Strategy and Performance,
highlights the importance of considering risk both in strategy-setting and in driving or-
ganizational performance. This perspective is directly relevant to the present study, as
ML-based transaction monitoring can support risk identification, control monitoring, and
timely reporting within ERM processes.

ISO 31000:2018 provides general guidelines for risk management and outlines a struc-
tured approach to identifying, analyzing, evaluating, treating, monitoring, and communi-
cating risks across an organization (ISO 2018). In contrast to a narrow compliance-oriented
view, ISO 31000 supports the integration of risk management into governance, decision-
making, and organizational processes. From this perspective, machine learning outputs
should not be interpreted as isolated technical predictions, but as risk signals that can
support risk assessment, prioritization, monitoring, and follow-up actions.

2.5. ML Models for Enterprise Risk Management

There are various related studies in this area, each one of them bringing different
findings and observations into using ML models for fraud detection or analytics of big data.
Different studies enforce deep learning methods or log analysis for capturing unusual data
patterns or inconsistencies in generally accepted data structures.

As suggested by one relevant study, evaluate supervised (e.g., XGBoost, RF) and
unsupervised ML algorithms on real general ledger data to detect financial anomalies,
achieving high F1-scores on journal entry lengths via vectorization (Bakumenko and Edman
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2022). The study highlights XGBoost’s superiority for imbalanced data, reducing manual
review. Practical results suggest that organizations can deploy this hybrid approach for
proactive fraud detection, but should carefully address challenges around data quality.
Data integrity input, sanitization and output need to be constantly monitored to avoid bias
in the output or data privacy violations.

Another relevant research in the field presents fraud detection capabilities of SAP
implementation by capturing audit logs and trails for changes in master data of vendor
records (Best et al. 2009). The approach includes threat monitoring—routine scanning
of security audit logs for critical transaction patterns—and automated profiling of user
activity to establish suspicious behavior. Their method uses forensic techniques to validate
anomalies and has been tested in a real SAP case, illustrating early identification and
documentation of actual fraud events. The authors show that continuous monitoring with
audit trails provides a strong basis for ongoing assurance; however, limitations on so-called
super user activity, who can erase or modify audit logs, need to be taken into consideration.

A different study, which overviews AI models of the Big Four audit and assurance
firms, concludes that adopting machine learning, and specifically the Random Forest
algorithm, can dramatically enhance the accuracy and efficiency of high-risk identification
in enterprise financial audits, outperforming SVM and KNN models (Yuan et al. 2025).
The analysis also finds that audit frequency, historical compliance violations, employee
workload, and client satisfaction are the most influential predictors of audit risks. Key
components contributing to models’ efficiency are feature engineering and data processing.
Despite these strengths, the study acknowledges its reliance on structured, internal audit
variables and the omission of text analytics or external market signals—highlighting a gap
in capturing nuanced risk factors and emerging threats.

While prior research has demonstrated the effectiveness of machine learning models
for anomaly detection and fraud identification, the integration of these techniques within
enterprise risk management and internal audit contexts remains underdeveloped. In
particular, limited attention has been given to aligning model design with audit-specific
risk indicators, control frameworks, and ERP-based transactional environments. The
present study addresses these gaps by combining ERP-derived audit variables, supervised
learning models, and an evaluation framework that explicitly considers their applicability
in continuous auditing and ERM processes.

3. ML-Based Continuous Auditing
3.1. Machine Learning

According to the generally accepted definition, machine learning refers to the study of
giving computers the ability to learn without being explicitly programmed (Samuel 1959).
Building on the field of artificial intelligence, machine learning researchers gradually shifted
their focus from serving as a tool for AI to solving practical problems using models from
probability theory and statistics (Li et al. 2023). Several types of problems for ML models
include classification, regression and clustering. In the context of auditing, assurance
and risk management, ML offers powerful capabilities to automate anomaly detection,
flag suspicious transactions and reduce detection risk. Supervised learning, the primary
approach examined in this article, involves training a model on a labeled dataset, where
the input features are paired with known outcomes (or classes).

The practical part of the study makes a comparison between two machine learning
algorithms, which are considered applicable for classification tasks with multiple classes.
Their mathematical equations and general description are outlined below.
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3.1.1. Logistic Regression

Logistic regression, a widely used supervised learning algorithm, is suitable for binary
classification tasks because of its simplicity, interpretability, and solid performance (Brandão
and Georgieva 2020). The multi-class logistic regression model in this project uses the
SoftMax function, also referred to as SoftMax regression, which extends the traditional
logistic regression to handle classification with more than two classes. The mathematical
equation on which the model is relying is shown below:

(y = k x) =
expexp

(
wT

k x + bk
)

∑K
j=1 exp

(
wT

j x + bj

) , (1)

where x is the feature vector, i.e., the preprocessed input data, wk is the weight vector for
class k, bk is the bias term for class k, K is the total number of classes.

3.1.2. XGBoost Classification

The XGBoost (Extreme Gradient Boosting) classifier is a widely used ensemble learn-
ing model that builds decision trees sequentially, optimizing for prediction accuracy by
minimizing loss with each added tree. XGBoost is renowned for its speed, scalability,
and high predictive power, making it particularly suitable for large, complex datasets in
domains such as healthcare diagnosis, fraud detection, and risk assessment. In medical
applications, for example, XGBoost has demonstrated excellent performance in early-stage
disease prediction, offering high accuracy, sensitivity, precision, and AUC, and has become
integral in predictive modeling for population-scale studies (Gündoğdu 2023).

ŷi =
T

∑
t=1

ft(xi), ft ∈ F (2)

L =
n

∑
i=1

l(yi ŷi) +
T

∑
t=1

Ω( ft) (3)

Ω( f ) = γM +
λ

2

M

∑
j=1

ω2
j (4)

where:

• xi is the input feature vector, yi is the true target, n is the number of samples.
• ŷi is the model prediction (score/logit, later mapped to a class probability in classification).
• T is the number of trees (boosting rounds).
• ft is the t-th regression tree, F is the set of all regression trees. M is the number of

leaves in a tree, wj is the score assigned to leaf j.
• l(·) is the loss function (for example, logistic loss or softmax cross-entropy).
• Ω(·) is the regularization term, with γ penalizing tree complexity and λ controlling

L2 regularization on leaf weights.

3.2. Auditability and Integrity of ML Models

Security of ML models and integration with related systems is a key element of
maintaining a strong internal control system. Having confidence in security allows greater
reliance on the ML model output data. For ML models to provide reasonable data that
is later used for follow-up activities and decision-making, there must be assurance of
the model’s integrity, which means that the ML model needs to be audited by skilled
professionals. Audits could be conducted either by an internal audit department or by a
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third-party company, which is considered useful for higher-risk applications that support
critical business operations.

Although expensive, a third-party audit results in a higher level of assurance among
various system stakeholders (Knowles and Richards 2021). However, internal audit can pro-
vide additional benefits for overall processes, as it encourages the creation of documentation
and supports internal risk analysis.

ML and AI application models currently rely heavily on training data (ISACA 2022).
Therefore, when performing an audit, evaluating the data sources is the critical first step of
ML auditing. At that stage, the focus needs to be on data compliance and governance. It is
critical for the auditors to assess whether the data sources are compliant with the applicable
laws and regulations.

Auditor’s Role in Validating ML Models

The use of machine learning outputs in assurance contexts should be consistent with
core auditing principles outlined by International Auditing Standards (ISA) related to risk
assessment (IAASB 2019), professional judgment (IAASB 2009a, 2009b) and the requirement
to obtain sufficient appropriate audit evidence (IAASB 2009c). In this study, ML-based
flagging is positioned as a decision-support mechanism that helps prioritize transactions
for review within continuous auditing and ERM monitoring, rather than as a replacement
for auditor judgment.

Accordingly, auditors (or an independent assurance function) have a validation and
governance role prior to deployment and during ongoing use. Key responsibilities include
verifying data provenance and the integrity of ERP extracts, confirming that engineered
indicators and class definitions reflect auditable control expectations, validating perfor-
mance using imbalance-aware metrics, and maintaining an evidence trail that supports
reproducibility, documentation, and periodic monitoring for drift. This framing supports
controlled adoption by linking model outputs to transparent validation steps and hu-
man oversight.

3.3. Challenges and Limitations of ML Models

There are several challenges and limitations of ML models that need to be considered
in the long term when using the model.

• Quality of the data: In production datasets, and given the fact that there are a lot
of customized features and functionalities, verifying the reliability, integrity and
completeness of the data is essential for all users of the ML models. Low data quality,
like missing fields, inconsistencies and errors, can undermine model performance and
reliability (Shin et al. 2013). Their prevalence depends on organizational factors such
as ERP configuration, data governance maturity, process standardization, and internal
control effectiveness. Therefore, these issues are discussed as commonly reported
implementation risks rather than as measured frequencies in the present dataset.

• Integration: Integrating machine learning models with existing ERP systems and
workflows requires careful planning and implementation (T, îrcovnicu and Hat,egan
2023). Compatibility challenges, effective data synchronization, and ongoing efforts to
maintain system stability during machine learning model integration are key factors. In
addition, there should be ongoing monitoring of integration protocols, version control
across backend platforms, and the resolution of dependencies to ensure seamless
communication and sustained performance between ML models and core enterprise
systems. This ongoing monitoring should be designed so that automated systems can
detect flag deviations in integration protocols, version mismatches, and dependency
conflicts, but the interpretation of findings and the authorization of corrective actions
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remain the responsibility of qualified IT and audit professionals. Full delegation of
this oversight to automated processes alone is not recommended without appropriate
governance controls and defined escalation procedures in place.

• ML model security: Data poisoning, adversarial attacks and data privacy risks are
among the most critical IT security concerns for machine learning models. Data
poisoning involves injecting malicious or misleading information into training sets,
which can compromise model accuracy. Adversarial attacks exploit specially crafted
inputs to cause models to misclassify or behave unpredictably, undermining reliability.
Data privacy risks emerge when sensitive information used in model training is leaked
or inferable from outputs, endangering organizational and user confidentiality.

As all those challenges need to be addressed, there are several limitations of ML
models that must be considered when put to use to maintain audit objectivity and perform
the right follow-up actions on the model results.

• Adaptability: Machine learning models trained in historical data may not be as precise
when, for example, more classes are introduced. Continuous model monitoring and
validation of the provided results are necessary to maintain effectiveness with a more
complex set of rules for consideration.

• Disbalance in classes: Risky transactions are much fewer in comparison to legitimate
ones, which may result in class imbalance in the dataset. This imbalance can result
in models that are biased toward the majority class and have reduced sensitivity to
detect fraud instances (Berisha et al. 2022).

3.4. Continuous Auditing Case Study

In the traditional audit approach, sampling selection is often done with manual
intervention on Excel exports. This is a time-consuming exercise that can be further
prolonged by the size of the export, its format and data structure. Manual filtering and
Excel formulas for such exports may cause a crash of the program and start the process
all over again. Some of it may be done with a software tool like IDEA (v. 3.12.4) for
example. While using the tools is time-saving, it still requires knowledge of using the tool
and its features and selecting the different types of features according to the engagement,
as well as manually uploading the population datasets into the software, which can be a
time-consuming exercise and still presents a risk of errors when merging is done. For more
in-depth analysis and review manual work is needed as well.

The manual sample selection process contains a variety of steps.

3.4.1. Period Definition

Depending on the type of engagement and the risk score of the audited process or
entity, the first period for testing needs to be defined. Based on audit resources, risk and
process knowledge, the period can be defined within different ranges—from days to the
whole year.

3.4.2. Data Extraction

After the period is defined, the auditor needs to reach out to the process owner and
request that the transactions for the requested period be exported. In that step, risk is
present when, for example, an auditor is not familiar with the ERP in use, and some
transactions can be filtered out by the process owner or certain document types missed
for review.
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3.4.3. Data Reconciliation and Integrity Checks

All the exports provided for further review need to be reconciled against another
source, and data integrity needs to be verified. This means reconciling either to the General
ledger or cross-checking against systems screenshots of the ERP in use.

3.4.4. Data Cleansing

Oftentimes, not all columns are relevant for sampling and further investigation, so
it is best to remove them from the export to squeeze the size of the file and to make it
easier to navigate through. However, the data cleansing step described above refers to
the traditional manual audit workflow only and does not form part of the ML model data
preparation process, which is described in detail in Section 4.2.

3.4.5. Actual Sampling

This is the most important part and the most time-consuming step. Depending on
the features that the auditor wants to include for further analysis and action, the dataset
must be worked on with a combination of pivot tables, conditional formatting and complex
formulas to get to the specific set of transactions that will be subject to substantive testing.

Depending on the nature of business operations and value, a concentration of billing
transactions to a customer, where, for example, 50% of its billing is done in the last 5 days of
the month and its postings are not done by a scheduled batch, will require all various actions
to be captured, and there is still a risk of missing a step in the process. The concertation
percentage is to be determined by each organization’s risk assessment based on volume
and type of business.

To optimize the process and reduce detection risk posed by needed manual interven-
tions, the current study aims to present how—by applying ML models based on supervised
learning—organizations can achieve process optimization, time saving and risk reduction.
For the purpose of the research, an actual production export was obtained containing more
than 75,000 records stretching over a six-month period. Comparison of the main metrics of
the models is done, which describes their potential benefits to the process.

3.4.6. Data Collection

The data used to train and evaluate the ML models is extracted from a production
environment by a company in the private sector. The VBRK (Billing Document: Header
Data) table has been derived from SAP and contains historical billing document records.
It is a standard and reliable part of enterprise SAP systems, often used in financial and
compliance reporting. This structured and business-relevant data input is an essential part
of building the case for training ML models with a classification task aimed at identifying
unusual activity, which may present risk to the company’s operating financials or gaps
in existing internal control mechanisms. The VBRK table contains detailed information
about each document, but only essential fields, which are indicators of possible risky or
fraudulent activity, are chosen as variables to build the model.

3.4.7. Key Variables

The variables are selected based on their significance in billing behavior and audit
relevance, and potential predictive power. The selection is made to capture document
type, destination, timing, and financial characteristics. For clarity the export contains the
business name of the fields, which are different from the technical ones in a pure VBRK
export. The match between both is presented in Table 2, alongside all variables used for
model inputs.
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Table 2. Key variables.

Technical Field Business Name Description

VBELN Billing Document Unique identifier of each billing transaction; enables traceability across
SAP modules and linkage between financial and logistical records.

KALSM Pricing Procedure Configuration of pricing, discount and tax determination rules; used to
identify irregular or exceptional pricings.

FKDAT Billing Date Operational date when the billing document was executed; provides the
temporal anchor for anomaly detection.

NETWR Net Value Monetary value of the billing document excluding taxes; core numeric
variable for pattern and rounding analyses.

ERNAM Created by User ID that created the billing document; distinguishes manual from
automated postings for behavioral insights.

ERZET Time of Creation System time of billing document creation; used to derive working-hour
and off-hour activity indicators.

ERDAT Creation Date System date on which the billing document was entered; allows
comparison with billing date to detect delayed or back-dated postings.

KUNRG Sold to Party Customer identifier; enables behavioral profiling and detection of
customer-specific anomalies.

STCEG VAT Registration N Customer’s VAT identification number; used to verify tax compliance and
identify missing or invalid registrations.

FKSTO Canceled Indicator showing whether the billing document has been canceled
or reversed.

VSBED Shipping Conditions Delivery or transportation mode analyzed for deviations from a
customer’s dominant shipping pattern.

BZIRK Sale District Sales area or regional market segment; used to test structural or
geographic billing consistency.

3.4.8. Control Variables

Some of the relevant SAP fields are retained solely as control variables for governance
and contextual integrity. They are excluded from the predictive feature set due to limited
discriminatory power within the available dataset; as the data originates from a single
organizational entity, fields such as Company Code, Sales Organization, and Division
contain only one or very few distinct values across all records, rendering them invariant and
therefore non-informative for the classification task. In multi-entity or cross-organizational
datasets, these fields would be expected to carry meaningful predictive signals and should
be reconsidered as active model features accordingly. Those are treated as invariant rather
than as a predictive driver in the model. The list of invariants is presented in Table 3. For
different organizations or available datasets, those can be key components in the model
input data, depending on the dataset format and identified risks for the organization.

Table 3. Control variables.

Technical Field Business Name Description

VKORG Sales Organization Organizational unit responsible for sales operations; reflects structural or
regional differences influencing billing behavior.

FKART Billing Type
Defines the type of billing document (e.g., invoice, credit memo, debit
memo, pro forma); determines document behavior, number range, and
posting logic within the financial and sales processes.
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Table 3. Cont.

Technical Field Business Name Description

FKTYP Billing Category Higher-level classification grouping different billing; useful for
differentiating document purposes in audit and reporting contexts.

VTWEG Distribution
Channel

Specifies the channel through which goods or services reach the customer
(e.g., direct sales, wholesale, online); important for analyzing
channel-specific billing irregularities and pricing structures.

BUKRS Company Code
Legal accounting entity within SAP; defines the set of books and fiscal
control area for financial postings; essential for cross-company
comparisons and internal-control segmentation.

SPART Division
Represents a product or service line within the organization (e.g.,
electronics, maintenance, software); supports stratified analysis of billing
behavior across business units.

LAND1 Destination Country Country to which goods or services are billed or shipped; relevant for tax
compliance and export validation.

MWSKZ/TAXD1 Tax Departure
Country

Country of origin for tax determination; relevant for cross-border VAT
and intercompany billing checks.

3.4.9. Engineered Audit-Related Variables

The engineered audit-relevant variables extend the raw SAP billing data with domain-
specific indicators that are used for capturing behavioral and temporal irregularities.

These derived features capture audit-critical dimensions—such as unusual pricing
patterns, weekend or off-hour billing, missing VAT information, or deviations from domi-
nant process behavior—and thus enhance the interpretability and governance value of the
predictive model.

All audit-engineered features are defined as numeric features in the model definition.
Those features are set to be key parameters for the model data definition and as such play a
key role in determining each risky class.

The audit-engineered features are described in detail in Table 4.

Table 4. Audit-engineered variables.

Name Description

Weekend Day (WD) Binary indicator for whether the billing or creation date occurred on a weekend,
potentially signaling irregular posting practices.

Out-of-Range Hour (ORH) Binary flag identifying documents created outside standard working hours (before 07:00
or after 19:00).

Manual Flag (MF) Indicates that the document was created manually (not by auto or batch users).

Off-Hours Manual (OHM) Combined flag marking manually created documents outside working hours—often
correlated with riskier billing behavior.

Net Value Modulo
(netwr_mod1)

Represents the decimal remainder of the transaction’s net value; this variable is designed
to capture potential rounding patterns (amounts ending in 0.99, 0.95, 0.49 or 0.00).

Suspicious Decimal (SD) Binary flag for patterned amounts ending with common marketing or psychological
pricing digits (e.g., 0.99).

Edge-of-Month Window
(EOMW) Indicates whether a billing date falls within the first or last five days of a month.
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Table 4. Cont.

Name Description

Party Edge-Prone (PEP) Identifies customers whose billing behavior systematically clusters near month-end
cut-offs (>50% of invoices in EOM windows).

Over 85 K Including (O85K) Marks customers whose cumulative yearly net purchases exceed €85,000.

VAT Missing Flag (VAT_MF) Binary variable capturing missing or invalid VAT registration numbers per Sold-To party.

3.5. Classification Categories

For the purposes of the presented study, we introduced a total of five classes that can be
considered generally risky in audit and are of interest for both internal and external auditors:

• Class 1 (0.99; 0.95; 0.49; 0.00)—Patterned amount: In the audit world, documents
ending with those numbers after the decimal may catch the attention of auditors
because they represent a specific risk. Those patterned numbers, for example, 0.99,
may fall below a determined threshold for automated postings, billings or payments.
Round numbers, on the other hand, also represent a certain level of risk as they are
a feature of fraudulent activities and manipulation of document creation, which can
be hard to draw attention to in large sets of data. They stand out when analyzing
invoice data for anomalies since genuine transactions typically show varied and
precise amounts due to taxes, discounts, and other adjustments. Additionally, frequent
or unexplained round-number transactions may be a signal of bypassing of internal
controls to hide unauthorized payment.

• Class 2 Creations outside usual working hours activity, created manually (weekend
activity, or outside normal working hours (defined as before 07:00 or after 19:00
local system time)). However, this definition can be adjusted by each organization
depending on its operational structure and business hours. Those transactions are
flagged under the assumption that activity outside of normal working hours and
days requires extra security for possible policy violations or other fraudulent activity.
The majority of control mechanisms, review procedures and supervisory activities
are designed for standard business hours. Transactions at unusual times are classic
red flags in anomaly detection models, flagging behavior outside an entity’s typical
operational patterns.

• Class 3 Anomaly in shipping conditions of a customer (different shipping condition
different from the main one (main >65% and more than 3 invoices))—the reason
for flagging is that it is a signal of fraud and because it may indicate attempts to
bypass standard controls, manipulate delivery terms or disguise the true nature of
transactions. Shipping conditions, such as expedited shipping, special handling, or
altered delivery terms, affect pricing, costs and timing. Unusual or inconsistent use
that deviates from normal customer patterns can raise suspicion.

• Class 4 Concentration of documents close to month end (>50% in the last and first five
days of total documents crated for a specific month)—A concentration of invoices close
to month-end or at the beginning of a new month represents an audit risk primarily due
to the potential for financial statement manipulation and errors during the busy and
pressured month-end close process and trying possibly to boost revenue or undermine
expenses. Invoices dated close to period-end may not align with the actual delivery or
service dates, leading to misstatements in financial period closing activities.

• Class 5 Missing VAT on customers after reaching a cumulative amount >85,000 EUR
for the financial period—such documents are flagged under the assumption that
missing VAT can be a signal of concerns about tax compliance, potential VAT fraud
and the legitimacy of the business relationship. As the production dataset is in a
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jurisdiction where the regulation for VAT registration is once 85,000 turnovers from
goods is reached, the flag setup is required. On the other hand, missing VAT generally
can indicate attempts to evade VAT rules, claim incorrect VAT refunds, or participate
in missing trader or carousel fraud cases where taxes are collected but not paid
to authorities.

• Class 0—Regular Billing: documents that do not trigger any of the five defined audit-
relevant anomaly criteria described above. These transactions do not carry detectable
indicators of the flagged risk patterns and are therefore classified as compliant within
the scope of this study. Class 0 serves as the baseline majority class, representing
standard billing behavior against which anomalous classes are distinguished. Those
are considered non-risky in the context of the current study.

By flagging those based on a full population and with the possibility of near real-time
flags, internal auditors will have a convincing case for follow-up activities to ensure all
errors are corrected if present. In this way, the possibility of fraud will be limited, and
internal controls will be operating as intended.

For better results interpretation and avoiding duplication, which may cause issues
with ML model output and delay any timely follow-up investigation, a different weight
is assigned to each class. When a transaction is flagged in one class, it will not appear in
the rest if it shares more than one risky feature. In the current study, the highest priority is
assigned in class 2—activity outside of regular business hours, meaning that if a document
is created on Sunday, ending at 0.99 or with a missing VAT, it will be flagged in class 2 and
will not appear in the rest of the defined classes.

The assigned weight is as follows: 2 > 4 > 3 > 5 > 1 > 0. Of course, that weight can
be rearranged to an individual organization’s requirements based on their ERP and risk
assessment procedures.

4. Multinomial Logistic Regression Model for Continuous Auditing
4.1. Model Selection

Multinomial logistic regression is selected as the core classification algorithm in this
study. The model selection is further supported by its proven performance on a publicly
available Kaggle dataset used in another study (Duhova et al. 2025). The choice reflects
the model’s interpretability, robustness and suitability for auditing and financial risk
contexts. Unlike black-box approaches such as neural networks or ensemble models, logistic
regression allows for a transparent examination of how individual features contribute to
class decisions—an essential requirement in internal audit and governance environments.
Those features of the model are relevant to the possible need for a follow-up audit of the
model itself.

Driven by the EU AI Act, which is effective from August 2025, the act requires trans-
parency on model architecture and training data, rigorous risk assessment, conformity
checks, copyright documentation, and internal audit trails.

The model is designed to classify billing documents across multiple audit-relevant
anomaly categories rather than relying on a single binary fraud flag. The five de-
fined anomaly classes represent distinct audit dimensions, including patterned mone-
tary amounts, working-time irregularities, shipping-condition deviations, edge-of-month
behaviors, and missing VAT information after yearly thresholds. The multinomial formu-
lation of logistic regression enables probabilistic differentiation among these categories,
offering a structured and explainable foundation for risk-based decision-making in SAP
billing processes.
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4.2. Data Preparation and Filter Engineering

The dataset used for this study originates from an SAP VBRK-based billing extract
representing finalized transactions from a live production environment that originated with
more than 75,000 records. To ensure analytical validity, all canceled or incomplete records
were excluded, leaving only 69,158 financially relevant billing documents that accurately
reflect operational business activity.

Subsequent data preparation focused on harmonizing and transforming key SAP
attributes related to document metadata, organizational dimensions, pricing structures,
and timestamps. Empty string values were standardized as missing, numeric and datetime
fields were correctly typed and date columns were enriched with weekday and edge-of-
month indicators to capture temporal irregularities. Text-based attributes such as Created
by and VAT Registration No. were normalized to a uniform format to enable pattern-
based analysis.

From this cleansed foundation, a set of engineered audit-relevant variables was de-
rived to capture behavioral and compliance-oriented signals linked to SAP billing logic.
These include indicators for suspicious amount patterns (e.g., prices ending in 0.99 or 0.00),
manual activities outside standard working hours, deviations in customer-specific shipping
conditions, edge-of-month billing concentration, and missing VAT information once the
statutory annual threshold (≥€85,000) is exceeded.

Each of these engineered features corresponds to an audit scenario and forms the
basis of five anomaly classes—ranging from pricing and timing irregularities to compliance
risks. A hierarchical rule ensures mutual exclusivity between classes, while standard
scaling and one-hot encoding prepare the data for multinomial logistic regression. The
resulting dataset thus combines transactional transparency with analytical depth, aligning
SAP operational semantics with machine-learning-based anomaly detection for audit and
governance purposes.

4.3. Feature Analysis

In audit-oriented machine learning, model transparency and explainability are impor-
tant prerequisites for acceptance and operational deployment. To ensure interpretability,
this study incorporates a structured feature influence analysis that quantifies how each
variable contributes to the prediction of a specific anomaly class. This approach allows
the transformation of statistical weights into meaningful audit insights, for example, iden-
tifying which behavioral indicators most strongly drive the detection of off-hour billing,
missing VAT information or atypical shipping behavior.

Feature influence was visualized through feature-to-class influence distribution, where
each feature’s total contribution is distributed across anomaly classes in percentage terms,
as shown in Figure 2. The visualization shows how much each feature contributes to
determining classes. Higher values indicate a stronger predictive influence of the re-
spective features for the associated class. The figure suggests correct choices for the key
variables as, for example, weekend day and offhours_manual are the key influential fac-
tors to Class 2—Creations outside of usual working hours activities. Another example is
VAT_missing_flag and over_85k_including as they are the main influencers on class 5. The
rest of the features are in line with the selection of classes and contribute on a very good
basis to the flagged documents in selected classes. By expressing coefficients as normalized
proportions, the model’s interpretive structure becomes intuitive even to non-technical
audit professionals, supporting cross-disciplinary review and governance.
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Figure 2. Feature to class influence distribution.

In addition, a feature correlation heatmap is extracted to assess interdependencies
between the numerical features, ensuring that redundant or collinear features do not
distort interpretive weight, as shown in Figure 3. The correlation matrix visualizes the
linear relationships among the engineered numeric audit features used as predictors in the
logistic regression model. The coefficients range from −1 (perfect negative correlation) to
+1 (perfect positive correlation).

Figure 3. Feature correlation heatmap.

As the heatmaps show, there is very low correlation—nearly all coefficients fall be-
tween −0.20 and +0.10, indicating minimal collinearity between engineered features. This
is an excellent result—it means that the engineered indicators (e.g., offhours_manual,
is_edge_window, VAT_missing_flag) capture distinct audit behaviors rather than overlap-
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ping patterns. In addition, each variable contributes unique information to the classifier
and enhances model interpretability.

There are mild isolated correlations visible on the heatmap. A small positive correla-
tion (~0.10) appears between is_edge_window and party_edge_prone, which is expected:
customers frequently invoicing near month-end tend to create clusters of invoices dur-
ing closing days. Another example is the weak negative correlation (−0.19) between
party_edge_prone and over85k_including, which may indicate that edge-of-month billing
is slightly less common among high-value or VAT-threshold customers. This possibly
reflects different operational cycles or tax-driven constraints, which can be subject to ad-
ditional analysis depending on the desired outcome. Core behavioral indicators such as
offhours_manual, is_suspicious_decimal and VAT_missing_flag show almost zero corre-
lation with temporal or value-based features. Such independence is desirable for both
multinomial classification and audit explainability, as each anomaly class corresponds to a
unique behavioral signature.

Together, these explainability methods provide an audit-aligned perspective on ma-
chine learning, where each model outcome can be traced back to operational logic, business
process behavior or policy compliance thresholds. This enables not only anomaly detec-
tion but also knowledge generation about the underlying process dynamics within SAP
billing workflows.

The correlation matrix of the engineered audit variables demonstrates very low inter-
feature dependence, with all coefficients remaining within the −0.2 ≤ r ≤ 0.1 range. This
confirms that the derived features capture distinct behavioral dimensions of billing ac-
tivities such as temporal irregularities, value rounding patterns and VAT compliance
deviations—without introducing multicollinearity.

The mild correlation between is_edge_window and party_edge_prone reflects ex-
pected temporal co-occurrence, while all other relationships remain statistically negligible.
This structural independence supports both the interpretability and numerical robustness
of the multinomial logistic regression model, ensuring that each audit-relevant feature
contributes uniquely to anomaly detection and risk classification.

4.4. Model Training and Evaluation

The multinomial logistic regression model was trained using a stratified 80/20 train–
test split to ensure proportional representation of each anomaly class across both subsets.
A unified preprocessing and modeling pipeline was implemented to guarantee consistency
across the full analytical workflow. The pipeline combines feature transformation and
model fitting into a single reproducible structure.

Implementation and reproducibility. To ensure consistent preprocessing and fully
reproducible inference, the model was implemented as a single scikit-learn Pipeline that
integrates feature transformation and classification. Stratified sampling was applied by
using stratify = y during the train–test split to preserve the relative class proportions across
all subsets, ensuring representative evaluation of rare anomaly categories.

Numerical engineered audit indicators were standardized using StandardScaler, while
categorical SAP attributes were encoded using OneHotEncoder with unknown-category
handling, followed by multinomial logistic regression (Softmax). This pipeline structure
guarantees that identical transformations are applied during both training and evaluation,
reduces the risk of manual preprocessing errors, and supports auditability through an
explicit, inspectable model workflow. Figure 4 illustrates the reproducible preprocessing
and classification pipeline for audit anomaly detection.
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Figure 4. Pipeline for audit anomaly detection.

4.5. Dataset Distribution

The dataset comprises 69,158 finalized billing records, partitioned into 55,326 train-
ing (80% of all data) and 13,832 testing (20% of all data) instances, preserving the same
proportional representation across both subsets, as shown in Table 5.

The Regular Billing (Compliant Transactions) class dominates the dataset with ≈89%
of all records, reflecting the naturally imbalanced structure of real-world enterprise billing
data, where the majority of transactions are compliant.

The remaining ≈11% are distributed among five audit-relevant anomaly classes:

• Patterned Amount (4.3%) and Missing VAT (4.7%) represent the largest anomalous
segments, suggesting frequent value-pattern and tax-compliance irregularities;

• Edge-of-Month Behavior (1.1%) occurs moderately often, typically linked to period-
end adjustments;

• Shipping Condition Anomalies (0.4%) and Working-Time Anomalies (0.2%) are rare
but high-risk categories, indicating potential process deviations rather than volume-
based irregularities.

Table 5. Dataset distribution.

Class ID Class Name Train N Train % Test N Test % Total N

0 Regular billing 49,387 89.27% 12,347 89.27% 61,734
1 Patterned amount 2364 4.27% 591 4.27% 2955
2 Working time anomaly 134 0.24% 33 0.24% 167
3 Shipping anomaly 200 0.36% 50 0.36% 250
4 Edge of the month 630 1.14% 158 1.14% 788
5 Missing VAT 2611 4.72% 653 4.72% 3264

Total 55,326 100.00% 13,832 100.00% 69,158

4.6. Evaluation and Reporting of the Logistic Regression

The logistic regression classifier was configured in multinomial mode with the lbfgs
solver and class weights balanced inversely to class frequency. This approach addresses
class imbalance and prevents overfitting to the dominant Regular Billing (Class 0) cat-
egory. The Softmax activation ensures that the model outputs a complete probability
distribution across all classes, allowing risk scoring and audit prioritization to be expressed
probabilistically rather than deterministically.

To ensure classification fairness, both argmax-based classification and probability
thresholding (θ) were evaluated. As demonstrated below, both approaches yielded equiva-
lent performance metrics, confirming that argmax classification provides a fair and reliable
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basis for result reporting in this study. The argmax approach assigns each record to the
class with the highest predicted probability, providing a direct view of the model’s inherent
decision boundaries. The threshold-based approach introduces a tunable confidence level
(θ = 0.8), where only predictions exceeding the defined probability threshold are classified
into an anomaly class. Otherwise, the observation defaults to Regular Billing. This hy-
brid evaluation provides transparency into model certainty, as shown in Table 6, allowing
auditors to calibrate sensitivity according to organizational risk tolerance.

Table 6. Threshold performance comparison of the logistic regression classifier.

Split/Decision Accuracy Precision (Macro) Recall (Macro)

Train—Argmax 0.972 0.843 0.953
Test—Argmax 0.971 0.838 0.947
Train—θ = 0.8 0.973 0.847 0.951
Test—θ = 0.8 0.972 0.843 0.947

Following the re-engineering of features and audit-specific variable integration, the
model’s class separation improved notably, resulting in equivalent performance between
the standard argmax classification and the probability-threshold approach (θ = 0.80). There-
fore, only argmax-based results are presented for clarity.

Figure 5 presents the confusion matrices for both the training and test datasets using
the argmax classification strategy.

Figure 5. Confusion matrices for training and test data for the logistic regression classifier.

The model demonstrates strong class separation and stable generalization performance
across all six target categories. The dominant diagonal elements indicate a high proportion
of correctly classified samples in each class. The majority class, Regular Billing (Class 0),
achieves nearly perfect accuracy, with over 98% of its instances correctly identified in
both datasets. Similarly, the minority anomaly classes—Working-time anomaly (Class 2),
edge-of-month (Class 4) and Missing VAT (Class 5)—are also classified with perfect recall
(100%) and no confusion with other categories, confirming that the feature-engineering
process effectively captured their distinctive behavioral patterns.

The Patterned Amount (Class 1) class maintains solid performance (≈77% precision
and recall), showing that the model reliably detects transactions with repetitive or struc-
tured amount patterns while allowing minor overlap with normal cases. The Shipping
anomaly (Class 3) class exhibits comparatively lower precision (≈0.28) but high recall
(≈0.94), meaning that while most true shipping anomalies are detected, some regular
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records are incorrectly assigned to this class. This asymmetry suggests that the feature rep-
resentation of this class still partially overlaps with regular or patterned billing behavior—a
typical issue in imbalanced anomaly detection tasks.

Importantly, the consistency between the Train and Test confusion matrices confirms
that the model generalizes well without overfitting. The near-identical patterns across both
datasets reflect the success of the stratified data split and the inclusion of engineered audit
features, which improved discriminatory power across all anomaly categories.

Performance metrics were computed across both methods, including Accuracy, Preci-
sion, Recall and F1-score. Classification report for train and test sets was analyzed to assess
per-class separability and potential overfitting. A visualization of the results follows in
Table 7.

Table 7. Classification report for the logistic regression classifier.

Class ID Precision
Train

Precision
Test

Recall
Train

Recall
Test

F1-Score
Train

F1-Score
Test

Train Set
N Test Set N

0 0.99 0.99 0.98 0.98 0.98 0.98 49,387 12,347
1 0.78 0.77 0.77 0.77 0.78 0.77 2364 591
2 1.00 1.00 1.00 1.00 1.00 1.00 134 33
3 0.29 0.28 0.97 0.94 0.45 0.43 200 50
4 1.00 1.00 1.00 1.00 1.00 1.00 630 158
5 1.00 1.00 1.00 1.00 1.00 1.00 2611 653

Accuracy 0.97 0.97 0.97 0.97 0.97 0.97 - -
Macro Avg 0.84 0.84 0.95 0.95 0.87 0.86 55,326 13,832

Weighted Avg 0.98 0.98 0.97 0.97 0.97 0.97 55,326 13,832

The results in Table 7 show a consistently high level of accuracy (97%) and strong
alignment between train and test scores across all metrics, indicating stable generalization
and minimal overfitting.

The majority class (Regular Billing) maintains excellent precision and recall (0.99/0.98),
confirming that normal transactional patterns are accurately distinguished from anomalies.
Among the anomaly classes, Patterned Amount achieves balanced precision and recall
of 0.77, demonstrating the model’s capability to detect repetitive or structured amount
patterns with moderate overlap to regular billing.

Working-time anomaly—associated with transactions posted outside of the defined
working hours—edge-of-month, and Missing VAT are all classes that achieve perfect F1-
scores (1.00), confirming that the engineered temporal and tax-related features effectively
isolate their distinctive patterns.

The Shipping anomaly class remains the most challenging to separate, with a precision
of 0.28 and a recall of 0.94, suggesting that while most true anomalies are captured, a notable
fraction of regular or patterned cases is misclassified as shipping anomalies. This reflects
the feature overlap identified in the confusion matrix and indicates a potential area for
targeted feature refinement (e.g., inclusion of delivery-term or shipping-region metadata).

The macro-averaged F1-score (0.86) demonstrates balanced performance across classes
despite dataset imbalance, while the weighted F1-score (0.97) confirms the model’s robust-
ness in production-scale conditions dominated by legitimate billing records. The close
correspondence between training and test metrics across all measures reinforces the effec-
tiveness of the stratified sampling strategy and the inclusion of engineered audit features,
which jointly improved class discrimination and model interpretability.
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4.7. Model Performance on Test Data

Receiver Operating Characteristic (ROC) and Precision–Recall (PR) curves were gen-
erated for each anomaly class, providing a visual understanding of the trade-off between
sensitivity and specificity only for the test data.

The multi-class ROC analysis, present in Figure 6, further confirms the robustness and
discriminative capability of the trained classifier across all categories. The Area Under the
Curve (AUC) values remain consistently high, indicating that the model achieves strong
separability between normal and anomalous billing behaviors.

Figure 6. Multi-class ROC curve.

• Regular Billing (AUC = 0.95) shows excellent true-positive discrimination with mini-
mal false alarms, validating that the model reliably identifies legitimate transactions.

• Patterned Amount (AUC = 0.90) demonstrates slightly lower performance compared
to the other classes. This reflects the subtle overlap between recurring or threshold-
based amounts and legitimate billing, where numeric rounding and business rules
can mimic anomaly signals.

• Working-time anomaly (AUC = 1.00), Edge of month (AUC = 1.00) and Missing VAT
(AUC = 1.00) each achieved perfect separability, confirming the effectiveness of the
engineered temporal and tax-related features in isolating these irregularities.

• Shipping anomaly (AUC = 0.97) also performs strongly, though its slightly lower
precision (as seen in the classification report) indicates some residual confusion with
other operational edge cases, which is typical in multi-class business datasets with
overlapping process conditions.

As can be seen in this section, the ROC curves collectively illustrate high sensitivity and
specificity across all classes, with macro-AUC ≈ 0.97, suggesting that the model maintains
consistent decision boundaries without bias toward the dominant Regular Billing class.
These results corroborate the precision–recall findings, shown in Figure 7, and confirm that
the feature-engineered model generalizes effectively across diverse anomaly patterns in the
audit dataset.
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Figure 7. Precision–Recall curve.

The multi-class Precision–Recall analysis complements the ROC evaluation by empha-
sizing the trade-off between precision (false-positive control) and recall (sensitivity) in a
highly imbalanced classification context. The model demonstrates strong class separability
and robust predictive confidence for most categories, which are supported by high average
precision (AP) scores.

• Regular Billing (AP = 0.99) exhibits near-perfect precision–recall behavior, confirming
that the model reliably identifies normal cases with minimal misclassification.

• Patterned Amount (AP = 0.51) performs less consistently. The moderate AP value
indicates that this class remains challenging, likely due to overlapping numerical
patterns with legitimate billing records—an inherent difficulty in detecting subtle
rounding or pricing regularities in enterprise data.

• Working-time anomaly (AP = 1.00), Edge of month (AP = 1.00) and Missing VAT
(AP = 1.00) show perfect performance, verifying that temporal and VAT-related en-
gineered features provide strong signal clarity and allow for complete precision–
recall alignment.

• Shipping anomaly (AP = 0.90) maintains a high AP but reflects a few borderline cases
where anomalies resemble operational irregularities from other categories, consistent
with their slightly lower precision observed earlier.

Taken together, the PR curves indicate high discriminative confidence across minority
classes, with average precision values closely mirroring the AUC scores. The clear separa-
tion of curves and sharp ascents to high precision at early recall levels demonstrates that
the classifier maintains strong reliability even in the presence of class imbalance—a crucial
factor for risk-based auditing and continuous control monitoring scenarios.

The logistic regression model achieved stable generalization across training and test
datasets, with interpretable class contributions aligned with known audit risks. However,
for some of the risk classes, it struggles to classify them with high levels of precision.

For that reason, another type of ML model was applied to the same dataset in order to
compare its results to logistic regression and create an overview of both types of models
and their respective outputs.
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5. XGBoost Model for Continuous Auditing
5.1. Dataset Distribution

To ensure a consistent basis for comparison with the multinomial logistic regres-
sion baseline, the XGBoost classifier was trained and evaluated using the same train–test
split. The training subset contains 55,326 billing records, while the test subset contains
13,832 records. The resulting label distribution is highly imbalanced, reflecting real-world
ERP billing populations, in which compliant transactions dominate, and anomalous or
audit-relevant events occur at substantially lower frequency. This imbalance is methodolog-
ically important because overall accuracy can be inflated by the majority class. Therefore,
the evaluation emphasizes class-specific precision and recall, confusion-matrix diagnostics,
and probability-based ROC and precision–recall (PR) analyses, which are more informative
for audit deployment scenarios.

5.2. Evaluation and Reporting of the XGBoost Model

Model performance was assessed using argmax-based multi-class predictions and
reported through confusion matrices for the training and test datasets and per-class clas-
sification report, including precision, recall, and F1-score. Results are shown in Figure 8.
This reporting structure is aligned with audit-oriented evaluation needs because it exposes
not only aggregate performance but also the operational error pathways. In continuous
auditing, such error pathways determine whether the model primarily generates false
alerts (low precision) or misses relevant exceptions (low recall), both of which directly affect
investigation workload and residual risk.

Figure 8. Confusion matrices for training and test data for XGBoost classifier.

The confusion matrices demonstrate strong class separation and stable generalization,
visible in Figure 8. Regular Billing is classified almost perfectly in both datasets, with
49,370/49,387 correct predictions in training and 12,338/12,347 in test, indicating that the
model does not incorrectly shift large volumes of normal transactions into anomaly classes.
This property is critical for operational acceptability, since excessive false positives can
undermine trust and reduce adoption by audit teams.

For the anomaly classes, most misclassifications follow intuitive patterns. The Pat-
terned Amount class exhibits the most consistent overlap with Regular Billing, with
541 training instances and 138 test instances predicted as regular. This behavior occurs
because some pricing patterns can occur legitimately due to rounding rules, discount struc-
tures, or standardized pricing conventions, which can reduce separability unless additional
contextual variables are available. Shipping anomaly shows minor leakage primarily into
the regular class (13 instances in training and 5 instances in test), suggesting that the class
boundary is generally coherent but may benefit from additional logistics-related descriptors
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if the objective is further recall improvement. In contrast, Working-time anomaly and Edge
of month are classified without visible confusion in the shown matrices, indicating that
temporal indicators provide highly distinctive signals. Missing VAT is also classified with
near-perfect reliability, with only negligible confusion on the test set.

The classification report, presented in Table 8, corroborates these findings. Overall
accuracy is 0.99 on both training and test datasets, indicating high predictive quality and
limited overfitting. Test-set precision is close to 1.00 across classes, including 0.99 for
Regular Billing and approximately 0.98 for Patterned Amount and Shipping anomaly.
Recall is also high across classes, with the main reduction observed for Patterned Amount
(test recall approx. 0.77, F1 approx. 0.86). From an audit perspective, this profile is
operationally favorable: when the model flags a transaction as Patterned Amount, it is
usually correct (high precision), while some borderline cases remain difficult to detect
without additional corroborating evidence. Importantly, macro-averaged performance
remains strong (macro recall approx. 0.94 on test), which confirms that minority classes are
handled effectively and that results are not dominated solely by the majority class.

Table 8. Classification report for XGBoost classifier.

Class ID Precision
Train

Precision
Test

Recall
Train

Recall
Test

F1-Score
Train

F1-Score
Test

Train Set
N Test Set N

0 0.99 0.99 1.00 1.00 0.99 0.99 49,387 12,347
1 0.99 0.98 0.77 0.77 0.87 0.86 2364 591
2 1.00 1.00 1.00 1.00 1.00 1.00 134 33
3 0.99 0.98 0.94 0.90 0.96 0.94 200 50
4 1.00 1.00 1.00 1.00 1.00 1.00 630 158
5 1.00 1.00 1.00 1.00 1.00 1.00 2611 653

Accuracy 0.99 0.99 0.99 0.99 0.99 0.99 - -
Macro Avg 1.00 0.99 0.95 0.94 0.97 0.97 55,326 13,832

Weighted Avg 0.99 0.99 0.99 0.99 0.99 0.99 55,326 13,832

5.3. XGBoost Model Performance on Test Data (ROC and Precision–Recall)

To complement argmax-based classification, the model was further evaluated using
probability-based performance curves on the test dataset. Multi-class ROC curves were
used to assess overall ranking and separability (Figure 9), while precision–recall curves
were used to evaluate performance under class imbalance (Figure 10), where PR analysis is
typically more indicative of practical alert quality.

The ROC analysis, present in Figure 9, indicates excellent discriminative capability
across classes. The AUC values are consistently high, with Regular Billing (AUC ≈ 0.97)
and Patterned Amount (AUC ≈ 0.92) representing the most challenging separation, while
Shipping anomaly (AUC ≈ 0.98) remains very strong. Notably, Working-time anomaly,
Edge of month, and Missing VAT achieve AUC ≈ 1.00, suggesting near-perfect separabil-
ity for these categories. This result aligns with audit interpretability expectations, since
temporal and compliance indicators tend to be structurally distinctive in transactional
ERP logs.

The PR analysis in Figure 10 provides an operational view of alert reliability. Average
Precision (AP) is very high for most classes, including Regular Billing (AP ≈ 0.99), Shipping
anomaly (AP ≈ 0.95), and near-perfect values (AP ≈ 1.00) for Working-time anomaly,
Edge of month, and Missing VAT. The lowest PR performance is again observed for
Patterned Amount (AP ≈ 0.83), consistent with the conceptual overlap between potentially
suspicious numeric endings and legitimate pricing practices. In practical audit deployment
terms, these findings suggest that XGBoost can generate reliable alerts for temporality-
driven and compliance-driven anomaly types, while Patterned Amount alerts may require

https://doi.org/10.3390/risks14050107

https://doi.org/10.3390/risks14050107


Risks 2026, 14, 107 27 of 33

complementary contextual checks (for example, pricing procedure context, customer policy,
or threshold logic) to reduce residual ambiguity.

Figure 9. ROC for XGBoost classifier.

Figure 10. PR for XGBoost classifier.

The combined confusion matrix, classification report, ROC, and PR evidence demon-
strates that the XGBoost model generalizes well to unseen data and provides high-quality
discrimination for the anomaly taxonomy used in this study. The results support its suitabil-
ity for continuous auditing workflows, where accurate prioritization and low-noise alerting
are critical to maintain sustainable investigation capacity and effective risk coverage.

6. Discussion
The objective of this study was to evaluate whether supervised machine learning

models can support continuous auditing by reliably flagging high-risk billing transactions
extracted from ERP systems while remaining interpretable, and follow-up procedures are
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done by audit departments and by integrating such an approach to assist with overall
enterprise risk management into organizations. Two supervised multi-class classifiers were
examined—multinomial logistic regression (SoftMax regression) and XGBoost. Their com-
parative performance was assessed on a held-out test set using both threshold-independent
metrics (ROC-AUC and AP) and threshold-dependent classification outcomes (precision,
recall, F1 derived from argmax predictions). The results demonstrate that both models
provide strong discriminatory power for most anomaly categories, while XGBoost offers a
substantial improvement in alert reliability and class separation in the more ambiguous
risk type represented by patterned amounts.

6.1. Model Comparison at Class Level: Separability and Alert Quality

Figure 11 summarizes the class-wise ranking and precision–recall performance for
logistic regression and XGBoost on the test set. Both models achieve consistently high
ROC-AUC values across the anomaly taxonomy, indicating strong separability for most
classes. XGBoost shows a modest improvement for Regular Billing (AUC 0.965 vs. 0.954),
confirming robust discrimination between normal and risk-relevant transactions. For
Working-time anomaly, Edge of month, and Missing VAT, both models reach near-perfect
performance (AUC and AP close to 1.00), which is consistent with these anomaly types
being characterized by highly distinctive temporal and compliance indicators.

Figure 11. Per-class ROC-AUC and average precision (AP) for logistic regression vs. XGBoost.

The most remarkable difference is observed for the Patterned Amount class. While
XGBoost provides a moderate improvement in ROC-AUC (from 0.899 to 0.922), the practical
gain is substantially larger in precision–recall terms: Average Precision increases from 0.511
(logistic regression) to 0.827 (XGBoost). This improvement is particularly relevant for audit
deployment because AP is sensitive to class imbalance and better reflects the expected alert
quality, meaning that XGBoost can identify patterned-amount anomalies with considerably
lower noise and therefore a more sustainable investigation workload. A similar, though
smaller, improvement is observed for Shipping anomaly (AUC 0.980 vs. 0.969, AP 0.952 vs.
0.896), suggesting that the non-linear structure of XGBoost captures interaction effects that
may not be adequately represented by a linear decision boundary.

The results shown in Figure 11 indicate that the added value of XGBoost is concen-
trated in the more ambiguous anomaly types, where risk signals are less deterministic
and likely depend on non-linear combinations of operational and financial attributes.
Ambiguous anomaly types in this context refer to transactions that simultaneously ex-
hibit characteristics associated with more than one defined risk class. At the same time,
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both models perform similarly and near-perfectly for anomaly classes driven by strong
rule-like indicators.

6.2. Macro-Averaged Performance: Implications for Audit Operations

Beyond class-level metrics, the macro-averaged evaluation provides a balanced view
that prevents the majority class from dominating the conclusions. The macro-averaged
results presented in Table 9 in are based on argmax predictions, showing that XGBoost
increases macro precision substantially (0.991 vs. 0.838 for logistic regression), while
maintaining comparable macro recall (0.944 vs. 0.947). Consequently, the macro F1-score
improves from 0.863 to 0.965. From an audit perspective, this pattern is particularly
desirable because it indicates that XGBoost maintains sensitivity to anomalies while greatly
reducing false positives across classes, thereby improving triage efficiency and increasing
trust in the alerting mechanism.

Table 9. Macro-Averaged Model comparison—Lorge vs. XGBoost classifier performance on Test data.

Model Precision Recall F1

Logistic Regression 0.838 0.947 0.863
XGBoost 0.991 0.944 0.965

The improvement in macro precision suggests that XGBoost is better suited for con-
tinuous auditing contexts where human follow-up is costly and investigation resources
are limited. Importantly, the similar recall values imply that this gain does not come at the
expense of missing relevant anomalies, which would otherwise increase residual risk.

Although XGBoost achieved very high accuracy, the audit value of the model depends
on the interpretation of classification errors. False positives increase audit workload
because they require additional follow-up on transactions that may not represent actual
exceptions. False negatives are more critical from an ERM perspective, as they may allow
risky transactions, control failures, or potential fraud indicators to remain undetected.
Therefore, model evaluation should be aligned with audit capacity and organizational risk
appetite. Precision is relevant for controlling investigation costs, while recall is essential for
reducing residual detection risk. For this reason, precision–recall analysis is particularly
important in imbalanced audit datasets, where high overall accuracy may conceal weaker
performance on rare but high-risk classes. An additional limitation concerns potential
misclassification of commercially justified transactions as anomalies. Legitimate market
fluctuations, such as seasonal demand spikes and promotional billing cycles, may generate
unusual transaction concentrations that resemble audit anomalies but do not necessarily
indicate fraud or control failure. The model outputs should therefore be interpreted as risk-
based alerts supporting audit triage and professional judgment, rather than as definitive
evidence of fraud.

6.3. Generalization and Robustness: Train-Test Consistency

The train vs. test macro-averaged results indicate stable generalization. Logistic
regression remains consistent between train and test (precision 0.843 vs. 0.838, recall 0.953
vs. 0.947, F1 0.868 vs. 0.863). XGBoost exhibits similarly slight differences (precision 0.996
vs. 0.991, recall 0.951 vs. 0.944, F1 0.971 vs. 0.965). These small gaps provide evidence
that the stronger performance of XGBoost is not primarily due to overfitting, but rather to
improved modeling of non-linear relationships present in ERP billing behavior.
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6.4. Added Value to Internal Audit and ERM

This study contributes value in three complementary ways. First, it demonstrates
that high-performing anomaly classification can be achieved using a limited set of audit-
motivated indicators extracted from ERP billing data, thereby supporting the feasibility
of scalable transaction monitoring. Second, it provides an evidence-based comparison
between an interpretable linear baseline and a more expressive non-linear model, helping
audit functions to choose a method aligned with their governance maturity and operational
constraints. Third, by evaluating both ROC-AUC and PR-based metrics, the study empha-
sizes a realistic adoption perspective, where alert reliability and workload implications are
as important as overall accuracy.

In practical deployment terms, logistic regression offers a transparent baseline with
strong recall and intuitive coefficient-based interpretability, making it suitable for early-
stage governance and stakeholder alignment. XGBoost, in turn, demonstrates markedly
improved precision and overall F1 performance, particularly in ambiguous anomaly classes.

7. Conclusions and Future Work
This paper examined the applicability of supervised machine learning models for

continuous auditing of ERP billing transactions, focusing on the early detection and classi-
fication of risk-relevant anomalies.

The audit engineered variables are a bridge between ML and audit for defining
risky transactions, aligning with audit considerations, wider ERM approach, and the
organization’s maturity. The experimental results confirm that both multinomial logistic
regression and XGBoost deliver strong predictive capability for several high-signal anomaly
types, including working-time deviations, end-of-month patterns, and VAT-related issues.

However, the comparative evaluation highlights that XGBoost provides superior
operational performance, primarily by improving precision and macro F1-score while
maintaining high recall. This makes the XGBoost model particularly suitable for con-
tinuous monitoring scenarios where investigation capacity is constrained, and excessive
false positives create significant delays in follow-up actions and limit the added value of
automated flagging.

At the same time, logistic regression remains a valuable benchmark due to its trans-
parency and easier governance. Its stable performance and interpretability make it appro-
priate for audit teams that prioritize explainability and policy traceability or for audit teams
that are at an early stage of adopting AI-supported monitoring. The study demonstrates
that audit-oriented machine learning can generate actionable, explainable signals from ERP
data and thereby strengthen both internal audit planning and enterprise risk management
by enabling earlier detection, improved prioritization, and more systematic coverage than
traditional sampling-based approaches.

This study’s scientific contribution is related to extending existing research by explicitly
linking machine learning-based anomaly detection with enterprise risk management and
continuous auditing frameworks, thereby positioning data-driven models within a broader
governance and assurance context. The findings demonstrate how machine learning
outputs can support audit decision-making, improve transaction monitoring, and reduce
detection risk in real-world environments.

Future research can extend this work in several directions. First, it can broader
validation across different organizations, such as manufacturing companies with high-
volume purchase order processing and financial services firms with complex multi-entity
billing structures. Additionally, larger fiscal periods and different ERP landscapes would
strengthen external validity and allow assessment of model transferability under changing
business rules and master data characteristics. Second, incorporating more contextual
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features (e.g., customer segmentation, pricing procedure, authorization traces, or document
flow linkages) could further reduce ambiguity in classes such as patterned amounts. Third,
explainability and model control mechanisms should be further developed to support
audit defensibility, for example, by integrating SHAP-based local explanations per flagged
document. From a control perspective model documentation, data integrity validation and
other controls in the application layer need to be considered. Finally, cost-sensitive opti-
mization and thresholding strategies aligned with audit investigation costs and expected
loss models would enable decision-theoretic alerting, improving the practical alignment
between model outputs and risk-based audit response.
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