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Abstract

The growth of Artificial Intelligence applications requires the development of risk man-
agement models that can balance opportunities with risks. This paper contributes to the
development of Artificial Intelligence risk management models by means of a thorough
bibliometric analysis. The analysis highlights the need to develop a quantitative AI risk
management framework.
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1. Introduction
The growth of Artificial Intelligence applications requires the development of risk man-

agement models that can balance opportunities with risks. An AI system is a sophisticated
machine-based framework designed to perform tasks that involve learning from data and
making informed predictions or decisions based on that data. These systems operate with
either explicit objectives—clear, predefined goals that guide their processes—or implicit
objectives, which may be less apparent but nonetheless drive the system’s behavior. The
hallmark of an AI system is its capability to analyze the input it receives and utilize that
analysis to generate a range of outputs. These outputs may manifest as predictions, content
creations, personalized recommendations, or strategic decisions tailored to specific contexts.

One of the defining features of AI systems is their ability to influence both physical
and virtual environments. This means that the outcomes produced by AI can have tangible
effects on the world, be it in the realm of digital interactions or in the physical domain
where human activities take place. This distinguishes Artificial Intelligence from traditional
software or standard machine-based systems. While conventional systems may process
information and return outputs, AI systems possess a deeper level of sophistication that
allows their outputs to actively shape and alter the settings in which they operate. The
implications of this capability are profound. The influence exerted by AI can be beneficial,
opening doors to new opportunities, enhancing efficiencies, and driving innovation across
various sectors. For instance, AI can streamline operations, improve customer experiences,
and aid in complex problem-solving, leading to positive transformations in industries such
as healthcare, finance, and education.

It is crucial to recognize that this capacity for influence is a double-edged sword.
Alongside the potential for positive impact, AI systems can also give rise to negative
consequences. These adverse effects may include biases in decision-making processes,
breaches of privacy, and unintentional harm resulting from automated actions. As AI
continues to evolve and become more integrated into everyday life, it is essential to address
these risks and develop risk management frameworks that ensure the responsible use of
Artificial Intelligence, balancing its beneficial capabilities against the potential for harm.
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In the light of the previous discussion, AI risk management can be defined as a frame-
work that can measure and, therefore, manage and mitigate the risk that the application of
AI can generate harms for individuals, organizations, or the environment. See, e.g., Giudici
et al. (2024) and Novelli et al. (2024).

This paper contributes to the development of the Artificial Intelligence risk manage-
ment framework by means of a thorough bibliometric analysis that aims to establish and
organize the state-of-the-art research knowledge on AI risk management.

2. Bibliometric Analysis
2.1. Introduction and Process

In the context of Artificial Intelligence (AI), “risk” encompasses a broad range of
potential negative outcomes associated with the development, deployment, and use of AI
systems. These include operational risks (e.g., model failure), ethical risks (e.g., bias and
discrimination), security risks (e.g., adversarial attacks), societal risks (e.g., job displacement
or misinformation), and long-term existential threats (e.g., from advanced general-purpose
AI). Given the pervasive nature of AI across domains and its potential to cause harm at
individual, organizational, and systemic levels, AI risk has become a key concern for risk
professionals. Our analysis contributes to this discussion by systematically mapping the
research landscape and identifying the key themes, actors, and methodological approaches
shaping the field of AI risk management.

Starting from the Scopus database, we conducted a bibliometric review using the soft-
ware R, Version 4.4.2, Aria and Cuccurullo (2017). Scopus is a comprehensive and widely
used platform that indexes peer-reviewed literature across a broad range of disciplines.
The platform includes journals, conference proceedings, and books, making it particularly
well-suited for capturing the interdisciplinary nature of AI risk research, which spans
computer science, law, ethics, policy, and business. It also provides structured metadata
such as keywords, author affiliations, and citation counts, enabling robust and replicable
bibliometric studies.

Compared to the Web of Science, Scopus offers broader indexing of conference pro-
ceedings and technical publications, which are especially relevant in the fast-evolving field
of AI. Although no database is exhaustive, Scopus’ curated and wide-ranging coverage
ensures the inclusion of key contributions to the field and supports systematic keyword
analysis, co-authorship mapping, and thematic clustering.

We selected documents by searching for the term “AI risk” or the term “Artificial
Intelligence risk” in both article titles and keywords, using the “OR” operator to maximize
correspondences. The search was restricted to specific subject areas: Computer Science;
Engineering; Social Sciences; Business, Management and Accounting; Mathematics; De-
cision Sciences; and Economics, Econometrics, and Finance. No time range was set for
the search, but documents were restricted to those written in English. This choice reflects
the dominance of English as the lingua franca of scientific communication, particularly in
high-impact and policy-relevant fields. However, it may introduce linguistic bias by under-
representing valuable research conducted and published in other languages. Notably, the
presence of non-Anglophone authors (e.g., from China, Germany, or Italy) in our dataset
partially mitigates this limitation, as many scholars choose to publish internationally in
English. Still, future studies may benefit from the integration of multilingual sources or the
use of databases with more inclusive language indexing.

AI risk is inherently multidisciplinary, as reflected in recent policy frameworks such
as the OECD AI Principles, the EU AI Act, and the NIST AI Risk Management Framework,
all of which advocate a horizontal, cross-sectoral approach. These documents emphasize
that AI risks are not confined to technical failures but extend to ethical, legal, societal,
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and governance challenges. As such, our study includes documents from a wide range of
subject areas. While this breadth introduces conceptual heterogeneity, it is necessary to
capture the full spectrum of how “AI risk” is being framed and addressed. We acknowl-
edge this diversity in our interpretation and caution against overgeneralization across
disciplinary boundaries.

We selected the 2015–2025 period to capture the emergence and evolution of AI risk as
a topic of scholarly interest. The year 2015 marks the beginning of significant regulatory
and academic engagement with AI governance, coinciding with early proposals for ethical
AI guidelines and the inception of discussions surrounding the EU AI Act. While the
early years in our time frame contain fewer publications, they are essential for capturing
foundational contributions and shifts in thematic focus over time.

Overall, the bibliometric analysis was conducted following a systematic and replicable
sequence of steps:

1. Database selection: We selected Scopus as our primary data source due to its compre-
hensive and curated coverage of interdisciplinary scientific literature.

2. Search strategy: We searched for documents containing the keywords “AI risk” or
“Artificial Intelligence risk” in article titles or author keywords, using an “OR” Boolean
operator to broaden the match.

3. Inclusion criteria: We limited the corpus to English-language documents and to rele-
vant subject areas (Computer Science, Engineering, Business, Law, Economics, etc.).

4. Data extraction: Metadata, including author names, affiliations, keywords, publica-
tion sources, and citation counts, were exported from Scopus.

5. Data processing: The dataset was imported into R and processed using the
Bibliometrix package. Pre-processing included keyword normalization and syn-
onym merging where appropriate.

6. Analysis: We applied several analytical modules—keyword co-occurrence analysis,
thematic mapping, country collaboration networks, and source analysis—to identify
major clusters and trends.

7. Interpretation: Finally, the results were interpreted based on the outputs of clustering
algorithms and visualized in strategic thematic maps to guide discussion of emerging
themes and gaps in the literature.

This multi-step protocol ensures transparency, reproducibility, and methodological
rigor, providing a framework that can be applied or adapted by future researchers in related
bibliometric studies.

2.2. Documents and Sources

The final dataset comprises 129 documents, with an annual growth rate of 26.51%.
The average document age is 1.99 years, and each document receives an average of
6.14 citations. The dataset includes contributions from 103 different sources (journals,
books, etc.) and contains a total of 432 Author’s Keywords. The collection consists mainly
of conference papers (53) and journal articles (46), along with book chapters (12), reviews
(7), books (5), and other minor sources (6).

The dataset reflects contributions from 354 authors, with 31 unique authors having
contributed single-authored works. On average, each document has approximately 2.94 co-
authors, and the percentage of international co-authorship stands at 27.13%. This metric
provides insight into the degree of internationalization in research collaboration: a higher
percentage typically indicates broader cross-country cooperation and knowledge exchange.
In this case, the research appears to be moderately internationalized, suggesting a fair level
of collaboration between institutions from different countries, although domestic or national
collaborations still represent a significant portion of the overall scholarly production.
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The number of publications has varied over time, with a significant increase observed
in 2023. The dataset shows a steady rise from 2015 to 2022, with a jump from 9 documents
in 2022 to 27 in 2023. A visual representation of this trend is provided in Figure 1.

Figure 1. Annual scientific production of the documents that contain the term “AI risk” or “Artificial
Intelligence risk” either in the title or in the keywords (Source: Scopus Database). Production peaked
in 2024.

Figure 1 shows the highest productivity peak in 2024, with 53 publications. This trend
highlights a growing academic interest in AI risk, particularly in recent years, suggesting
that the topic has gained substantial relevance within the research community. Although
the dataset includes papers from 2025, we acknowledge that the current year is incomplete,
and the publication count for 2025 should not be interpreted as conclusive. Nonetheless,
we chose to include it in order to gain a more comprehensive understanding of the thematic
evolution surrounding the topic of “AI risk”.

Examining the most relevant sources within the dataset, we observe a dominance
of conference proceedings and specialized journals reflecting the interdisciplinary and
evolving nature of research on AI risk. The ACM International Conference Proceeding
Series emerges as the most prolific source (six documents), followed by the CEUR Work-
shop Proceedings (five publications), indicating the central role of technical conferences in
presenting early findings and fostering discussion around algorithmic risks and responsible
AI design. Among peer-reviewed journals, AI and Society, Communications in Computer
and Information Science, and the Computer Law and Security Review (each with three pub-
lications) stand out as influential platforms. These journals reflect the multidisciplinary
engagement with AI risk, ranging from social implications and regulatory concerns to
technical communication. The presence of both legal and technical venues among the top
sources further underscores the inherently cross-sectoral nature of discourse surrounding
AI risk governance.

In order to better understand the topic of AI risk and the surrounding themes, we
begin by examining the most globally cited documents, as shown in Figure 2.

Figure 2 highlights the 10 papers that, to date, appear most cited. Note that the journal
venue in which they are published is mainly from computer science, as expected, but also
from law and societal applications, emphasizing the interdisciplinary nature of AI risk
management. The literature on AI risk presents a multifaceted landscape of perspectives,
each contributing to a deeper understanding of the challenges and opportunities AI presents
to organizations, policymakers, and society at large.
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Figure 2. Most cited documents.

Clarke (2019) offers a foundational analysis of the integration of responsible AI prac-
tices within organizational frameworks. His work underscores the dual nature of AI, which,
while offering significant benefits, simultaneously introduces complex risks. The author
emphasizes the need for a comprehensive approach to managing these risks, including
stakeholder engagement, organizational culture, and the adaptation of traditional risk
assessment techniques. He proposes 50 Principles for Responsible AI, drawn from diverse
sources, as a guide for organizations to align their practices with ethical considerations
and stakeholder expectations. A key contribution of Clarke’s work is his call for a multi-
stakeholder approach to risk management, stressing the importance of considering the
perspectives of users, affected communities, and policymakers to ensure AI technologies
serve the broader societal good.

Cave and ÓhÉigeartaigh (2023) further build on this discourse by examining the risks
associated with framing AI development as a competitive “race”. Their paper highlights
how such a narrative can incentivize shortcuts in safety and governance, potentially ex-
acerbating geopolitical tensions and leading to conflicts. The authors categorize AI risks
into three types: (i) those stemming from the race rhetoric, (ii) those associated with the
actual race, and (iii) the dangers following an AI race victory, such as power concentration.
They advocate for a shift from a race mentality to a collaborative approach, promoting
international cooperation and responsible AI development.

The catastrophic risks associated with Artificial General Intelligence (AGI) are dis-
cussed in depth by Sotala and Yampolskiy (2014). This paper addresses the global-scale
threats AGI could pose, emphasizing the importance of proactive risk mitigation strate-
gies. Sotala categorizes potential responses to AGI risk into societal proposals, external
constraints, and internal design modifications, including the development of Oracle AIs.
The paper advocates for differential intellectual progress, ensuring that advancements in
AI safety outpace AI capabilities, a concept that aligns with ethical considerations and
proactive risk management in AI development.

In a more practical perspective, Giudici et al. (2024) introduce an integrated risk man-
agement model specifically tailored for AI applications. This paper distinguishes itself by
focusing on AI-specific risks, such as “model” risks, and draws parallels to financial regula-
tion, particularly the Basel frameworks. The authors propose a set of Key AI Risk Indicators
(KAIRIs) that measure critical AI principles—Sustainability, Accuracy, Fairness, and Ex-
plainability. This model provides a structured approach for organizations, particularly in
the financial sector, to manage AI risks in compliance with emerging regulatory standards.
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Camilleri (2024) brings another crucial view to the literature by discussing AI gover-
nance, emphasizing the social and ethical responsibilities of all stakeholders involved in AI
development. The paper stresses that the growing recognition of AI’s potential risks calls
for governance frameworks that balance the benefits of AI innovation with the necessity
of risk mitigation. The key concerns highlighted include privacy and security, with a
particular focus on preventing the spread of misinformation and bias. Camilleri’s work
aligns with Clarke’s and Cave and ÓhÉigeartaigh’s by underscoring the importance of
ethical governance in managing AI risks, while also addressing the specific challenges
posed by AI in relation to social responsibility.

Perry and Uuk (2019) shift the focus to AI governance from a policy perspective.
The paper advocates for the establishment of a subfield dedicated to AI governance,
emphasizing the importance of understanding the policymaking process itself in mitigating
AI risks. By outlining the stages of policy formulation and identifying challenges such
as a lack of institutional expertise, the authors highlight the complexities involved in
regulating AI.

Kieseberg et al. (2023) introduce the concept of Controllable AI as an alternative to
traditional notions of Trustworthy AI. This framework aims to manage complex AI systems
without relying heavily on transparency or explainability, which are often difficult to
achieve in advanced AI systems. The paper also examines security concerns related to
AI, particularly in the context of adversarial threats and harmful decision-making by AI
systems. Kieseberg’s work complements the broader discourse by proposing new strategies
for ensuring AI systems remain under control and ethically sound, adding another layer to
the conversation on AI risk management.

Finally, Novelli et al. (2024) discuss the limitations of the EU Artificial Intelligence Act
(AIA) in categorizing AI risks, particularly for general-purpose AI (GPAI), which can lead
to ineffective enforcement and misestimation of risk magnitude. The paper proposes a new
risk assessment model that integrates the AIA with frameworks from the Intergovernmental
Panel on Climate Change (IPCC), emphasizing the need for scenario-based evaluations
that consider multiple interacting risk factors. The authors argue that this approach will
enhance regulatory measures, promote sustainable AI deployment, and better protect
fundamental rights by providing a more nuanced understanding of AI risks, particularly
in the context of large language models (LLMs).

In summary, the literature on AI risk spans a range of topics, from responsible organi-
zational practices and geopolitical dynamics to the potentially catastrophic risks of AGI
and the development of regulatory frameworks. These contributions collectively highlight
the need for a proactive, multi-faceted approach to AI governance that incorporates ethical,
security, and regulatory considerations to mitigate the risks associated with AI technologies.

2.3. Authors

The temporal distribution of publications by the most prolific authors is illustrated
in Figure 3. It highlights patterns of sustained and emerging contributions to the field.
In particular, Holzinger A. and Kieseberg P. stand out as key figures, with publica-
tions spanning multiple years and a relatively high citation impact (as indicated by the
darker circles and larger size representing total citations per year). In contrast, other
authors—including Bertaina S., Biganzoli I., and De Silva D.—appear to be more recent
contributors, with publications concentrated in 2023 and 2024, indicating a growing schol-
arly interest in the topic. Overall, the data suggest that while the field is attracting new
contributors, a core group of authors is consistently shaping the dialogue through ongoing
research output.
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Figure 3. Top 10 most relevant authors’ production over time.

Figure 4 shows the distribution of research contributions by country of origin. It
reveals a strong international engagement in the literature related to AI risks. The United
States leads in the total number of publications, primarily through Single Country Publi-
cations (SCPs), indicating a high volume of domestically conducted research. In contrast,
countries such as China, Italy, Germany, and India also show a significant research output,
but with a more balanced mix of SCPs and Multiple Country Publications (MCPs), sug-
gesting a stronger orientation toward international collaboration. Countries like France,
Canada, and Israel demonstrate a higher proportion of MCPs relative to their overall output,
while countries like Belgium and Portugal appear exclusively in MCPs. This distribution
highlights both the dominant national research hubs and the critical role of international
cooperation in shaping the discourse on emerging risks and technological development.

Figure 4. Distribution of corresponding authors by country, distinguishing between Single Coun-
try Publications (SCPs) and Multiple Country Publications (MCPs), highlighting the USA as the
leading contributor and the prevalence of international collaboration in countries like China, Italy,
and Germany.

To offer an alternative perspective, Figure 5 depicts the global collaboration network
among the countries of the authors. In this network, nodes represent individual countries,
while edges denote co-authored publications involving researchers from the connected
countries. The size of each node is proportional to the total number of publications pro-
duced by authors from that country, and the thickness of each edge reflects the frequency of
collaborations between the respective countries. Consistent with expectations, the United
States and the United Kingdom appear as prominent central nodes, indicating their leading
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roles in AI risk research. Additionally, several other clusters emerge, forming significant
hubs of research activity characterized by both domestic and international collaborative
efforts. This visualization effectively illustrates the geographic distribution and intercon-
nected nature of the global AI risk research community.

Figure 5. Country collaboration map.

2.4. Keywords

In order to gain a deeper understanding of thematic trends and their evolution over
time, a detailed analysis of the authors’ keywords was conducted. This approach offers
valuable insight into the recurring concepts that shape the research agenda on AI risk and
reveals how these focal points have shifted in recent years.

Figure 6 presents a word cloud that visually summarizes the most frequently occurring
terms among authors’ keywords. The visualization includes the top 50 terms by occurrence,
after excluding a few general terms that were already used in the dataset construction (e.g.,
AI, Artificial Intelligence, AI risk, AI risks), as well as merging synonyms to group conceptually
similar keywords (e.g., AI Act, EU AI Act, Artificial Intelligence Act; generative AI, gen-AI).
However, we retained semantically distinct terms such as “risk management” and “AI risk
management” due to their differing scope and frequency of use, also taking into account the
fact that we encompassed many areas of study for the analysis of the term “AI risk”. This
choice was deliberate, as these terms, although conceptually adjacent, often reflect different
levels of abstraction: “risk management” is a general concept spanning multiple domains,
while “AI risk management” is a domain-specific application that frequently co-occurs with
unique regulatory or technical keywords. A threshold of three co-occurrences was set to
determine inclusion in the network, balancing granularity and interpretability. Multi-word
terms were preserved as provided by the authors, and no stemming or lemmatization
was applied.
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Figure 6. Word cloud created starting from authors’ keywords included in the documents. Prominent
terms highlight ethical concerns (e.g., AI ethics, trustworthy AI), regulatory focus (AI Act, AI regu-
lation), technical aspects (explainable AI, large language models), and both short- and long-term risks
(cybersecurity, existential risk).

Figure 6 shows that, at the core of the thematic landscape are terms such as AI ethics,
trustworthy AI, responsible AI, and AI governance, which underscore a widespread concern
with the ethical and normative dimensions of Artificial Intelligence. Closely linked to
these, we find some policy-oriented keywords like AI regulation and AI Act, which reflect
an increasing scholarly engagement with the legal and institutional frameworks needed to
ensure responsible AI development. Complementing these themes, keywords such as AI
risk management and risk assessment indicate a strong focus on operational strategies to eval-
uate and mitigate potential harms posed by AI systems. The notable presence of generative
AI reflects an emerging interest in the implications of AI-generated content, particularly in
light of recent technological advances. From a technical standpoint, keywords like explain-
able AI and large language models highlight an ongoing effort to enhance AI transparency,
interpretability, and accountability, features that are considered critical for fostering trust in
AI technologies. Finally, terms such as cybersecurity, risk perception, and existential risk reveal
a broader view of AI-related dangers, spanning both immediate safety concerns and more
speculative, long-term threats with potentially catastrophic consequences.

A co-occurrence network of authors’ keywords was created, and is presented in
Figure 7. The same list of terms was removed, and the same synonym grouping was
applied as in the previous wordcloud to ensure consistency in the analysis of the 50 most
frequent nodes created on the basis of the Louvain clustering algorithm1. Node size
here represents keyword frequency and edge thickness indicating co-occurrence strength.
The relatively uniform node sizes reflect the low frequency counts across a small corpus
(129 documents), which limits the visual contrast.

Figure 7 visualizes the relationships between keywords that frequently co-occur in
the same publications. It shows that the keywords with stronger co-occurrence links are
connected by thicker edges, and those that are conceptually related tend to form clusters.
Larger nodes represent keywords that appear more frequently in the dataset. This analysis
reveals several critical insights into the thematic structure of discussions on AI risk. We
see that AI ethics emerges as the central node, which is closely linked to multiple clusters,
suggesting its foundational role in the broader discourse. The blue cluster includes terms
such as AI governance, responsible AI, generative AI, and AI risk management, indicating
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a thematic focus on institutional frameworks and emerging challenges associated with
generative technologies. The red cluster centers around AI Act, trustworthy AI, and risk
management, reflecting a regulatory and normative perspective that overlaps with legal
frameworks and risk-related governance. The brown cluster groups together keywords like
explainable AI, security, robustness, and safety, which emphasize technical aspects and the
need for transparent and resilient AI systems. A green cluster containing machine learning,
data analytics, and risk mitigation reflects a more data-driven and application-oriented
stream of research. Smaller, more isolated clusters are also present: the purple cluster
links existential risk with artificial general intelligence, highlighting long-term, high-impact
concerns, while the orange cluster featuring impact assessment and risk assessment suggests a
niche but significant methodological focus. Again, we see that the network underscores the
multidisciplinary and multi-level nature of AI risk research, spanning ethical, technical,
legal, and strategic dimensions.

Figure 7. Word co-occurrence network. A list of synonyms was used to exclude similar words, like
‘ai’ and ‘artificial intelligence’, ‘ai risk’ and ‘ai risks’.

The previous analysis enables us to outline three broader themes that look like a
step-by-step guide to approaching AI risks:

• Foundational Principles: Ethics and Governance. These actions are directed towards
establishing ethical guidelines, governance frameworks, and regulatory policies to
ensure responsible AI development and deployment. Key aspects include AI ethics,
trustworthy AI, AI governance, and compliance with regulatory frameworks (e.g., EU
AI Act).

• Risk Identification and Security Measures. After the first step, it is critical to recognize and
address AI-related risks, including large-scale threats, safety concerns, and security
vulnerabilities. This refers to AI safety, risk perception, existential risks, and AI threats
in cybersecurity and digital transformation.

• Evaluation and Mitigation Strategies. Once having understood the potential risks of AI
applications, it is fundamental to create structured methodologies to systematically
assess and mitigate AI risks. This involves impact assessment and risk assessment
techniques to measure and manage AI-related uncertainties.

2.5. Thematic Map

To further explore the conceptual structure of the field, a thematic map was generated
based on authors’ keywords, and is shown in Figure 8.
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Figure 8. Thematic map of authors’ keywords using Louvain clustering. Themes are positioned by
centrality (importance) and density (development), identifying motor, niche, emerging/declining,
and basic/transversal themes.

This map provides a strategic overview of the conceptual structure of AI risk research
by organizing keyword clusters based on their interconnections and development stages.
The analysis was conducted on the 250 most frequent author keywords extracted from the
Scopus dataset, after applying a two-step pre-processing procedure coherently with the
analysis presented in the section about keywords: (i) the removal of the general search
terms used to construct the corpus; (ii) synonymous or closely related terms were grouped
manually to ensure semantic consistency across variations, keeping related but distinct
terms as separate entities when they appeared with different co-occurrence patterns or
thematic associations.

To ensure thematic significance and exclude sparse or overly idiosyncratic topics, we
applied a minimum cluster frequency threshold of 10 per 1000 documents. Given our cor-
pus size (129 documents), this translates to a minimum of roughly 1–2 occurrences, which
helps retain diversity while focusing on recurring concepts. The keyword co-occurrence
network was constructed by creating a symmetrical matrix, where each cell Mij represents
the number of documents in which both keywords i and j appear together. From this
network, we applied the Louvain community detection algorithm, a modularity-based
method that clusters keywords into coherent thematic groups by maximizing intra-cluster
connections and minimizing inter-cluster ones. The resulting thematic clusters were then
plotted on a two-dimensional Cartesian plane based on two computed metrics: central-
ity and density Cobo et al. (2011). Centrality measures the degree of interaction a given
cluster has with other clusters. It is computed as the sum of the normalized co-occurrence
strengths among all keywords in one cluster and all keywords in the remaining clusters.
High centrality values indicate that the cluster functions as a thematic hub, bridging mul-
tiple research areas, and suggesting that the concepts it contains are widely referenced
across the literature. Density, in contrast, measures the internal cohesion of a cluster. It is
calculated as the average co-occurrence strength among all pairs of keywords within the
same cluster, normalized by the number of possible keyword connections. A high density
indicates that the cluster is internally well-integrated and thematically mature.



Risks 2025, 13, 131 12 of 15

Based on these two axes, the thematic map is divided into four quadrants, each
conveying a distinct strategic positioning.

Figure 8 leads to the following findings. The upper right quadrant (Motor themes)
includes themes characterized by both high centrality and high density, indicating that
they are well-developed, conceptually robust, and play a pivotal role in structuring the
field. They exhibit strong internal coherence while also serving as hubs that connect with
other thematic areas. In our map, a prominent cluster located in this quadrant revolves
around digital transformation and explainability. This suggests that discussions around
the interpretability of AI systems and their transformative impact on organizational and
societal levels are both mature and central to the discourse on AI risk. Themes in the upper-
left quadrant (Niche themes) exhibit high density but low centrality. They are internally
well-developed and conceptually coherent but remain marginal to the overarching structure
of the field. Such themes often reflect specialized or highly technical areas of inquiry. In
our analysis, three distinct clusters occupy this space: the first pertains to AI safety, the
second to machine learning and existential risk, and the third to specific risk typologies such
as biorisk and data privacy. These findings suggest that while these areas are thematically
rich, they remain relatively isolated within the broader network of research on AI risk.
The quadrant in the lower-left corner (Emerging or declining themes) is characterized by
low density and low centrality, typically associated with themes that are either in the
early stages of development or in decline. They are weakly connected to other areas and
lack internal cohesion. In our map, themes related to AI education and AI fairness are
located in this quadrant. Given the growing policy and societal interest in these topics,
it is plausible that these represent emerging rather than declining themes. Moreover, the
cluster is positioned close to the origin of the coordinate plane, probably indicating a
transitional status that may evolve as these topics gain traction in the literature. Themes in
the lower-right quadrant (Basic and transversal themes) are characterized by high centrality
and low density. They are conceptually important for the field due to their high level
of connectivity, yet they are not internally well-developed. These themes are typically
foundational or transversal, supporting broader debates without constituting standalone
areas of inquiry. In our case, three main clusters were identified in this quadrant. The first
pertains to AI risk assessment and AI regulation, the second to AI risk management and AI
ethics, and the third to risk perception. These themes, due to their high centrality, appear to
function as conceptual anchors within the field and could benefit from further refinement
and empirical exploration, especially in relation to their application across more specific or
emerging subtopics.

This thematic configuration reveals several important implications. First, the coexis-
tence of robust technical themes (e.g., explainability, digital transformation) with specialized
but more isolated areas (e.g., AI safety, existential risk) highlights the fragmented nature
of the field. Despite shared concerns, disciplinary boundaries and conceptual inconsisten-
cies hinder the emergence of a unified risk management approach. Second, the marginal
position of fairness and education within the current literature—despite their visibility in
policy—signals a gap between societal concerns and academic treatment. Addressing this
disconnect will be essential for inclusive and equitable AI governance. The presence of
foundational but loosely structured clusters (e.g., AI ethics, regulation, risk perception)
suggests a need for deeper theoretical integration and methodological refinement. Re-
searchers should focus on developing standardized frameworks and indicators—such as
Key AI Risk Indicators (KAIRIs)—that can bridge normative principles with measurable
risk outcomes. For policymakers, the map offers guidance on where regulatory attention is
already well-supported by academic knowledge (e.g., explainability) and where it remains
conceptually underpowered (e.g., risk perception or fairness metrics). For practitioners, it
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highlights which themes are most actionable, and which require caution due to their lack
of methodological maturity.

Ultimately, this analysis illustrates that AI risk management is still in a formative phase.
However, it is also a field rich with opportunity, ready for interdisciplinary collaboration,
methodological innovation, and strategic policy alignment. By clarifying the conceptual
landscape, this study provides a roadmap for researchers and stakeholders seeking to
develop robust, responsible, and human-centered approaches to AI governance.

2.6. Interpretation of the Bibliometric Findings

The bibliometric analysis conducted insofar reveals that, to balance opportunities with
risks, a quantitative—albeit practical—approach to AI risk management is necessary. Our
findings suggest that while ethical and regulatory discussions around AI risk have gained
significant traction, there is a pressing need for frameworks that not only articulate princi-
ples but also provide measurable and actionable risk indicators. Such an approach could
be grounded in the four main principles commonly found in established risk management
frameworks: Security, Accuracy, Fairness, and Explainability.

Security refers to the requirement for AI systems to achieve an adequate level of
robustness and cybersecurity. In this context, the failure to ensure security is closely linked
to well-known operational and cyber risks in traditional risk management.

Accuracy is equally critical: AI systems must produce reliable and valid outputs, with
the risk of inaccuracies corresponding to the established notion of model risk. These two
dimensions—security and accuracy—reflect the technical foundation of AI risk, and their
prominence in the literature underscores the continuing influence of computer science and
engineering perspectives.

Fairness, however, introduces a more socially-oriented dimension. It emphasizes the
importance of data representativeness and non-discrimination in AI outcomes, particularly
for groups or individuals affected by automated decisions. This type of risk differs from
conventional organizational risk, in that the loss or harm is often externalized onto users or
society at large. Our analysis indicates that while fairness appears as a recurrent keyword,
its operationalization remains inconsistent across disciplines, calling for more structured,
cross-sectoral methodologies for assessment and mitigation.

Explainability completes the framework, highlighting the need for AI systems to be
understandable and auditable by humans. This dimension aligns with governance risk,
reinforcing the importance of transparency and oversight in complex algorithmic systems.
Although terms like “explainable AI” and “trustworthy AI” feature prominently in our
keyword analysis, their clustering suggests a fragmentation of the debate, with little
convergence on shared definitions or evaluation metrics.

Taken together, these four dimensions constitute a baseline for evaluating AI systems
in a way that is both rigorous and adaptable to different sectors. A valid risk management
framework should, therefore, be capable of quantifying the risk of an AI system failing
along any of these axes. By managing and mitigating such risks, AI systems can evolve
toward being not only technically sound but also ethically responsible and human-centered.

Beyond identifying major clusters and trends, our analysis also reveals several ten-
sions and knowledge gaps in the current literature. A key insight is the coexistence of
highly normative debates—such as those focused on ethics, values, and governance—with
more recent but still underdeveloped technical concerns, particularly around robustness,
explainability, and scalability. There is a notable misalignment between the rapid pace of
AI innovation and the comparatively slower development of empirical tools and standards
for risk measurement. Moreover, the increasing visibility of keywords like “generative AI”,
“existential risk”, and “catastrophic AI” suggests a growing academic interest in long-term
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and global-scale implications. However, these are not yet consistently integrated into the
core methodological literature, which continues to prioritize regulatory compliance and
system-level auditing.

Foundational concepts such as “risk perception”, “AI impact assessment”, and “trust-
worthiness”, although present, appear with low frequency or in peripheral thematic clusters.
This indicates that some critical areas remain underdeveloped or clustered within special-
ized communities. These findings reinforce the necessity of interdisciplinary collaboration,
both to fill empirical gaps and to harmonize conceptual frameworks across domains.

Policymakers and practitioners can use this bibliometric mapping to identify underex-
plored but strategically important themes, prioritize research funding toward areas of con-
vergence (such as explainability and regulation), and foster the development of integrated
risk assessment frameworks. Ultimately, bridging these conceptual and methodological
divides is essential for building AI systems that are not only efficient and innovative, but
also safe, equitable, and aligned with societal values.

3. Conclusions
This study presents the first bibliometric analysis explicitly focused on the emerging

field of AI risk management, offering a structured and replicable overview of its evolving
research landscape. Our findings show that interest in AI risk has grown significantly in recent
years, yet the field remains conceptually fragmented, with limited integration across technical,
ethical, legal, and policy dimensions. Through co-occurrence analysis, thematic mapping, and
collaboration network visualizations, we identified key topics—such as fairness, explainabil-
ity, cybersecurity, governance, and regulation—that form the backbone of current debates.
However, these foundational themes often remain unevenly developed and disconnected,
indicating the need for more cohesive theoretical frameworks and applied methodologies.

From a practical standpoint, the literature highlights the urgency of adopting a proac-
tive, multi-dimensional approach to AI governance. Addressing AI risk requires the
combined efforts of computer scientists, ethicists, legal scholars, and policymakers to de-
velop systems that are not only efficient and innovative, but also safe, fair, and accountable.
In this context, our work emphasizes the importance of advancing quantitative tools for
risk assessment, such as the proposed Key AI Risk Indicators (KAIRIs), which can help
standardize how risks are measured and managed across sectors.

Nevertheless, some limitations should be considered. First, the reliance on the Scopus
database, while methodologically sound, may exclude relevant studies indexed in other plat-
forms. Second, restricting the search to English-language publications introduces a potential
linguistic bias, despite the global reach of the topic. Third, the relatively small sample size (129
documents) reflects both the niche status of “AI risk” as a bibliographic keyword and the in-
fancy of the field. Fourth, subjective decisions in keyword standardization and clustering may
have shaped the structure of the thematic networks. Finally, the interpretability of co-word
and thematic analyses depends heavily on the quality and consistency of author-assigned
metadata, as well as the clustering algorithm chosen for the bibliometric analysis.

Despite these limitations, this paper provides a robust foundation for future research
and policy efforts. It maps the contours of an emerging field, identifies underexplored
areas, and offers a roadmap for further academic inquiry and regulatory design. By doing
so, it contributes to the development of a more responsible, sustainable, and risk-aware
ecosystem for Artificial Intelligence.

The key takeaway for this paper is that research on AI risk management is very relevant
and necessary, particularly in terms of measurement models. This paper summarizes the
available research efforts and contributes to identifying which research activities are in
place and which require more attention.
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Note
1 This algorithm is widely used for community detection in large networks. It is a modularity-based method that optimizes the

modularity score—a measure of the density of links inside communities compared to links between communities. The Louvain
method operates in two phases: (i) nodes are assigned to communities in a way that locally maximizes modularity, and (ii) the
resulting communities are aggregated into a new network where each community becomes a node, and the process is repeated.
The result is an efficient partition of the network into thematically coherent clusters Blondel et al. (2008).
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