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Abstract: Taiwan has a rapidly increasing aging population with a considerably high life expectancy
rate, which poses challenges for healthcare and medical systems. This study examines three key
factors: safety concerns, family expectations, and privacy concerns, and their influence on surveillance
system installation decisions. A cross-sectional study was conducted involving a group of physically
active older adults in Taiwan, using a questionnaire to collect data on the reasons for in-stalling
a surveillance system and preferences for three image privacy protection techniques: blurring the
face and transformation to a 2D or 3D character. The study concluded that while safety concerns
and family expectations facilitate the adoption of surveillance systems, privacy concerns serve as
a significant barrier. Furthermore, older adults showed a clear preference for avatar-based privacy
protection methods over simpler techniques, such as blurring. The outcomes of this research will
be instrumental in shaping the development of privacy-conscious home surveillance technologies,
adeptly balancing safety and privacy. This understanding can pave the way for technology design that
skillfully balances privacy concerns with remote monitoring quality, thereby enhancing the well-being
and safety of this demographic. These results could possibly be extended to other demographics
as well.

Keywords: aging in place; home surveillance systems; privacy concerns; image privacy protection;
technology acceptance

1. Introduction

The global population of people aged 65 or older is expected to rise from 10% in 2022
to 16% in 2050 [1], mainly due to improved survival rates and decreased fertility levels.
The aging of the population is an even more concerning issue in east Asian countries such
as Japan, South Korea, Singapore, and Taiwan [2]. The population of older adults (over
65 years old) has reached a new high of 17.68% as of 2023 [3]. Over 57% of individuals
aged 65 years or above in Taiwan had a consistent exercise routine of over 150 min per
week [4], which indicates that the majority of the senior population in Taiwan is physically
active. However, at the same time, a recent report also shows that 84.7% of the older adults
are suffering from at least one chronic disease [5]. In Taiwan, while the healthcare system
covers the majority of older adults and provides timely medical care, there is a growing
demand for assisted ambient living systems as the families of older adults become more
concerned about their well-being. Additionally, the Taiwanese government plans to use
technological aids to assist older adults as a means of further improving their quality of life
and well-being.

Aging in place is a complex issue, and older individuals value their connections to
their homes and broader community, including social networks, familiarity, and resources,
as highlighted in [6]. The study also emphasizes that there is no one-size-fits-all solution
for an ideal living environment as seniors age in place, due to varying preferences and
requirements. In a similar context, Taiwan’s rapidly aging society faces several challenges,
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including the need for age-friendly environments and intergenerational cohesion [7]. As
traditional family caregiving declines and more older adults live separately from their
families, fostering community-based care and aging in place becomes crucial. While the
government is working to promote age-friendly cities, developing culturally appropriate
solutions that prioritize aging in place is essential to address the overall needs of Taiwan’s
elderly population. A systematic review presented in [8], indicated that the factors in-
fluencing the acceptance of technology for aging in place among community-dwelling
older adults include concerns regarding technology, expected benefits, need for technol-
ogy, alternatives, social influence, and personal characteristics. Additionally, the study
suggested that in order to promote acceptance and support aging in place, practitioners
should address individual concerns, communicate concrete benefits, involve supportive
individuals, and be sensitive to alternative solutions.

In recent years, camera-based surveillance systems have emerged as a potential solu-
tion to assist older adults aging in place. These systems are designed to provide remote
monitoring, fall detection, activity monitoring, and other safety features for older individ-
uals, whether they are living alone or with family. By ensuring the well-being of older
individuals while they are home alone, these systems can promptly alert emergency ser-
vices or caregivers in the event of an emergency. This method of supporting aging in place
helps address the challenges faced by an aging population while promoting independence
and peace of mind for older adults and their families. In [9], a low-cost fall detection system
for smart homes using image processing technique is presented that achieves over 96% accu-
racy in detecting falls in controlled environments. An omni-directional vision sensor-based
remote monitoring system for elderly persons has been proposed in [10], enabling real-time
health care through motion object tracking, human posture recognition, and behavior
analysis, achieving high monitoring accuracy. In [11], a computer vision-based system
using a stereo depth camera was developed to monitor the actions of the elderly, enabling
real-time action detection and recognition with potential applications in active and assisted
living, anomaly detection, sleep quality analysis, and emergency alerting systems. Another
vision-based monitoring system is introduced in [12], using Hidden Markov Model to
differentiate falls from normal states in elderly people. In [13], a vision-based system was
developed that achieves high accuracy in recognizing poses and actions while integrating
an end-user application that allowed guardians to efficiently explore events related to the
monitored individual. A real-time monitoring prediction system for early detection of high
fall risk in hospitalized elderly patients is developed in [14]. In a systematic review pre-
sented in [15], the effects of nocturnal digital surveillance technologies on health, welfare,
and social care provision outcomes for individuals aged 50 years and older are examined
in comparison to standard care. While this study concluded that there is no significant
difference between the quality of monitoring between standard or nocturnal cameras, it
still points out that overall, a monitoring system is effective at delivering alerts in the event
of an emergency. All these systems, along with many other commercial solutions, rely on
camera-based surveillance and often incorporate image processing techniques and artificial
intelligence to improve overall accuracy. Some also consider the energy efficiency of video
surveillance systems, as discussed in [16,17].

While many of the recent technological advancements in elderly monitoring systems
are mostly focused on increasing accuracy and efficiency, factors such as privacy are
usually ignored during development stages. Ambient intelligence in healthcare, involving
contactless sensors and wearable devices coupled with machine learning algorithms, offers
potential improvements in care quality but presents ethical challenges, including privacy,
data management, and informed consent [18], which must also be addressed for widespread
acceptance [19]. A study conducted among older adults from the United States and
Canada [20] pointed out that the ambient assisted living (AAL) technologies can improve
security and self-confidence for seniors, but they may also alter the perceptions of the home
and give rise to ethical concerns about privacy and the social construction of dependences.
Therefore, ensuring a balance between perceived usefulness, ease of use, and privacy
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concerns [21,22] is required for widespread acceptance of monitoring systems for older
adults. One way of addressing such concerns includes involving the older adults during
the development stage of such monitoring systems [23].

Concerns about privacy in surveillance technologies for elderly care need to be ad-
dressed. These technologies may unintentionally reproduce social inequalities, reinforce
ageism, and limit personal freedom [24]. It is important to carefully examine their design
and use within the broader context of political, economic, and social factors affecting aging
populations. At the same time, some older individuals may see electronic care monitoring
as a way to stay independent at home; however, the importance of personal choices still
remains the dominant factor when choosing surveillance systems [25]. Several studies
show that perceived usefulness is a key factor in older adults’ attitudes and willingness to
use smart home products due to their safety benefits [26–30]. However, affordability, tech-
nology skepticism, privacy concerns, and return on investment also significantly impact
older adults’ intentions to adopt these technologies.

Several new developments in the area of elderly surveillance are addressing the
privacy concerns of the older adults. As presented in [31,32], vision-based systems are
being developed where only skeletal data obtained after post processing the raw video feed
are used to generate the actions and events data of those being monitored. In recent years,
environmental sensors and wearables are also gaining popularity to assist the elderly in
living independently and minimally obstructing their privacy and data security [33–36]. In
recent developments, as presented in [37], the research outlines the challenges in adopting
assisted living technologies among the aging population and proposes a holistic solution
that integrates these technologies into a mobile robotic platform for in-home assistance.
Although these technologies offer data security and privacy protection for seniors, their
complexity and potential high costs can deter adoption. As a result, video surveillance,
a widely used and understood method for monitoring activities and emergency events,
requires particular focus on preserving privacy.

In this research, two innovative and one traditional method for image privacy protec-
tion method are surveyed for their potential to improve the acceptance of video surveillance
among healthy older adults. The study’s focus on healthy older adults was largely influ-
enced by two key considerations. Firstly, healthy older adults, generally capable of living
independently, provided a unique perspective for understanding their willingness and
preferences towards home surveillance systems, anticipating future needs. These individu-
als often spend considerable periods alone, which raises concerns among family members
during such intervals. Secondly, this focus allowed the exploration of the decision-making
processes of these older adults while their health status still permitted a significant degree
of independence. This paper presents a cross-sectional study focusing on following points:

• This study explores the factors influencing the willingness of healthy older adults in
Taiwan to install privacy-preserved home surveillance systems.

• This study analyzes the survey data to find the seniors’ preferences regarding the level
of privacy protection.

2. Materials and Methods
2.1. Research Context

This study aims to explore the preferences and factors that influence the willingness
of healthy older adults in Taiwan to adopt home surveillance systems with privacy preser-
vation features, as well as to understand their desired level of privacy protection. Building
on previous studies on acceptance of video surveillance system [18–23], this study extracts
three main factors with which to analyze the willingness to install a surveillance system
within the context of Taiwan’s elderly demography: individual factors, social factors, and
privacy factors. This study develops the framework for adoption of video surveillance
by older adults in Taiwan, as shown in Figure 1. Individual factors include perceived
usefulness, which is a feeling of safety/security (referred as “For Safety” here on) in this
case. The social factor is interpreted as the expectations from family members to install a
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monitoring system (referred as “Family Expectation” from here on). Family’s expectations
for their senior parents’ security and wellbeing are a major factor for the acceptance of
home surveillance. This study separates another major factor, the privacy factor, into two
main attributes: “Visual Privacy” and “Behavioral Privacy”. The two types of privacy can
be described as follows:

• Visual Privacy: This can be described as the protection of a person’s visual appearance,
including their face, body, and any identifiable features. In the context of video
surveillance, it can be addressed by using techniques such as blurring or pixelating
faces [38] or replacing the whole body images with avatars to ensure the person’s
privacy. Recent advancements in the machine learning approach to image and video
processing has shown many techniques [39–41] for converting human images in videos
to two-dimensional (2D) or three-dimensional (3D) avatars.

• Behavioral Privacy: this type of privacy pertains to the protection of an individual’s
actions, routines, and habits. In the context of video surveillance, behavioral privacy
can be protected by ensuring that only relevant data are collected, by limiting the data
history, or by using secure data processing techniques. In practice, ref. [42] shows
context-aware machine learning models can be used to analyze the video data to extract
the relevant information about the scene. A smart surveillance camera system [43] can
be also used to process the scene data locally and transmit only emergency and critical
events, protecting the overall behavioral privacy of the person.
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Using the above framework, this study aims to address three research questions:
(1) what factors, specifically individual, social, and privacy factors, influence the willingness
of healthy older adults in Taiwan to install home surveillance systems? (2) What is the
desired level of privacy expectation among the healthy older adults in Taiwan when using
home surveillance systems, especially in terms of visual or behavioral privacy? (3) What
are preferences of healthy older adults in Taiwan regarding home surveillance systems
with privacy protection features? By addressing the above research questions, this study
provides valuable insights through survey data analysis for future research, policy, and
product design/development for privacy-protected video surveillance system for older
adults in Taiwan.

2.2. Data Collection

This research uses a cross-sectional study method where data were collected through
a structured questionnaire designed to explore the preferences and factors that influence
the willingness of healthy older adults in Taiwan to install home surveillance systems
with or without privacy preservation features. Using the previous studies mentioned
in Sections 1 and 2.1, the questionnaire also directly addresses whether older adults are
more concerned about their visual privacy, their behavioral privacy, or both. The target
population for this study was older adults aged above 65 years old who identified them-
selves as healthy and physically active. A total of 50 healthy older adults were given
the questionnaire out of 87 older adults that were approached during the data collection
phase. To address the technical aspects of the questionnaire used in this study and ensure
accurate comprehension of the research context and questions, a detailed explanation of
participants was provided prior to data collection. Informed consent was also obtained
from all participants to determine whether they fully understood the scope of study and
were willing to participate based on explanation of the study objectives. This approach
was used to improve participants’ understanding of the study’s objectives and clarify any
potential misconceptions or ambiguities, thus promoting the validity of the collected data.

For clarity and ease of understanding for the older adult participants, the study
adopted a Yes/No questionnaire format, which is less complicated than the Likert scale. The
questionnaire, as shown in Figure 2, included yes/no type and multiple-choice questions
to identify whether the participants had already installed a home-surveillance system.
For the individuals who answered “yes”, further multiple-choice question was presented
to determine which factor influenced the installation of surveillance system as “Safety”,
“Family Expectation” or both. For participants who answered “no”, the multiple-choice
question proceeded to identify the factors that affected their decision as “Visual Privacy”,
“Behavioral Privacy”, both, or none. Another set of questions was also asked of both groups
of participants who answered “yes” or “no” for the first question: whether they intend
to install a privacy preserving home surveillance system. For those who answered “yes”,
the questionnaire provided a multiple-choice question offering several privacy-preserving
methods to choose from: blurry (blurring the face and body in the video) as shown in
Figure 3a, 2D avatars (replacing the body in image with 2D avatars) as shown in Figure 3b,
and/or 3D avatar (replacing the body in image with a detailed 3D representation), as
shown in Figure 3c. The questionnaire also comprises questions regarding the age range
(a 5-year scale starting from 65 years old) and living arrangements, i.e., whether they live
alone, with a spouse, with a caregiver, or with their family. Family visit frequency was
categorized in 5 levels (Daily, Often, Sometimes, Rarely and Never).
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The questionnaire shown in Figure 2 directly addresses three research questions
formulated in Section 2.1:

1. Factors influencing the willingness of older adults in Taiwan to install home surveil-
lance systems are explored through Questions 4, 5, and 6. Question 4 initially deter-
mines if a home surveillance system has been installed, and if so, Question 5 further
probes the motivating factors behind this decision (e.g., safety concerns, family expec-
tations). Alternatively, if a system has not been installed, Question 6 delves into the
concerns or obstacles preventing such installation.

2. The desired level of privacy expectation among older adults in Taiwan when us-
ing home surveillance systems is gauged through Questions 6 and 7. Question 6
investigates the privacy concerns of respondents who have not installed a surveil-
lance system, while Question 7 identifies respondents’ openness to considering a
privacy-preserving home surveillance system in the future.

3. The preferences of older adults regarding home surveillance systems with privacy
protection features are explored in Question 8. This question assesses the preferred
methods of privacy preservation for those respondents who expressed a willingness
to consider a privacy-preserving system in the future (as indicated in their response
to Question 7).

Finally, Questions 1–3 provide valuable context by gathering demographic data (age
and living arrangements) and data about social interaction (frequency of family visits),
aiding the interpretation of the responses to the primary research questions.

2.3. Data Analysis

This study uses the descriptive data analysis to perform the initial analysis of the
dataset regarding the attributes such as age, gender, living conditions, and family visit fre-
quency. Given the small size of the samples, this study employed a two-sided Fisher’s exact
test [44] to determine the non-random association between variables using
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2 × 2 contingency tables to answer the research questions planned in Section 2.1. The main
reason for using Fisher’s exact test over the Chi-square test is because Fisher’s exact test
does not require the expected cell counts to be greater than 5 for at least 80% of the cells.
This makes it a suitable method when working with the smaller datasets [45,46] such as
those presented in this study. This study also employs the phi coefficient (ϕ) to measure
the direction and strength of association [47,48] between binary variables.

3. Results

Given the study’s focus on healthy older adults in Taiwan, accounting for the margin
of error is an important consideration. The study adopted a random sampling method, and
the target demographic—adults over 65 as of 2023 [3]—constitutes 4,122,171 individuals.
With a 95% confidence interval and a z-score value of 1.96, this study yields a margin of
error approximated at ±14% [49,50]. Despite a relatively high margin of error, the findings
from this limited sample can still offer valuable preliminary insights for understanding the
research objectives.

3.1. Sampling and Participant Characteristics

In this subsection, an overview of the participant’s characteristics is provided that
will help contextualize the main findings. This subsection mainly presents descriptive
statistics for the healthy older adults who took part in this study, including their age
distribution, living arrangements, family visit frequency, and if they have already had a
home surveillance system installed. There were 23 male participants (46%) out of a total
50 older adults who took the questionnaire. Table 1 presents the frequency table for the
age distribution of participants, with most of the participants falling within the range
of 65–70 and 71–75 years old. In Table 2, the living arrangement of the participants is
displayed. Most of the participants are living with family or with their spouses, followed
by participants who are living alone and living with their caregivers. The frequency of
family visits is shown in Table 3, and it is clear from the table that most of the older adults
have a daily visit from at least one of the family members. The percentage of participants
who have already installed a surveillance system in their homes is only 32% compared
to 68% of who have installed no surveillance systems, as shown in Table 4. This shows
that the majority of the healthy older adults do not have any video surveillance systems
installed in their home or living compartments.

Table 1. Frequency distribution table of age of the participants.

Age Range Frequency Percent

65–70 16 32.0
71–75 15 30.0
76–80 4 8.0
81–85 7 14.0
86–90 5 10.0
>91 3 6.0

Total 50 100.0

Table 2. Frequency distribution table of living arrangement of the participants.

Living Arrangement Frequency Percent

Alone 11 22.0
With Spouse 17 34.0
With Family 19 38.0

With Caregiver 3 6.0
Total 50 100.0
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Table 3. Frequency distribution table of family visits to the participants.

Living Arrangement Frequency Percent

Never 2 4.0
Rarely 4 8.0

Sometimes 7 14.0
Often 5 10.0
Daily 32 64.0
Total 50 100.0

Table 4. Frequency distribution table of participants with or without a video surveillance system
installed in their homes.

Surveillance Installed Frequency Percent

Yes 16 32.0
No 34 68.0

Total 50 100.0

3.2. What Factors Influence the Willingness of Healthy Older Adults in Taiwan to Install Home
Surveillance Systems?

As formulated in Section 2.1, we consider three major factors, including, “Safety”,
“Family Expectation”, and “Privacy”, to be the influencing factors for installing or not
installing a home surveillance system. We also categorized the “Privacy” factor into two
types: “Visual Privacy” and “Behavioral Privacy”. It should be noted that the contingency
table for “Visual Privacy” and “Behavioral Privacy” also includes the concerns raised by the
participants who already have a surveillance system installed in their homes, while the table
for “Privacy” only includes the data of the participants who do not have any surveillance
system installed in their homes. In Table 5, cross tabulation of results is presented based on
answers from the participants.

Table 5. Cross-tabulation of binary variables examining the factors influencing the installation of
surveillance systems among older adults.

Safety Family
Expectation Privacy Visual

Privacy
Behavioral

Privacy

No Yes No Yes No Yes No Yes No Yes

Surveillance
installed

No 34 0 34 0 0 34 5 29 13 21
Yes 1 15 7 9 16 0 16 0 16 0

The contingency table for cross-tabulation between installation of surveillance system
and “Safety” factor showed a strong positive association (ϕ = 0.954, p < 0.001). Additionally,
the Fisher’s exact test for safety consideration (p < 0.001) shows a significant relationship
between a “Safety” factor and having a surveillance system. Out of 50 older adults, 34 did
not install a home surveillance system and reported that safety was not an influencing factor.
At the same time, 15 out of 16 participants who installed a surveillance system reported that
safety concerns indeed influenced their decision to do so. Similarly, a significant association
was found between installation of a home surveillance system and “Family Expectation”
(p < 0.001) using Fisher’s exact test. The strength of association was positive and high
(ϕ = 0.683, p < 0.001) in the symmetric measures analysis. The cross-tabulation also shows
that 9 out of 16 participants have installed a home surveillance system because of the
influence of their family members.

When taking the “Privacy” factor into account, 34 out of 34 participants who did
not install a surveillance system did so because they were concerned about their privacy.
This shows a perfect negative association (ϕ = −1.0, p < 0.001) between privacy concerns
and installation of a surveillance system, which is also confirmed by Fisher’s exact test
(p < 0.001). When discussing the concerns about specific types of privacy in terms of
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“Visual Privacy”, the result of Fisher’s exact test shows a statistically significant association
(p < 0.001) with the decision to install a surveillance system. The symmetric measures
analysis using the Phi coefficient also shows a high negative association (ϕ = −0.806,
p < 0.001) between these two variables, as 29 out of 34 participants who did not install a
surveillance system reported that they did so because they were concerned about their
visual privacy. For the “Behavioral Privacy”, based the on results of the analysis, Fisher’s
exact test shows strong association (p < 0.001) between “Behavioral Privacy” and installation
of a surveillance system. There is also a significant negative association (ϕ = −0.806,
p < 0.001) between installation of a surveillance system and concerns for behavioral privacy
by the participants. Although the results show that “Visual Privacy” is a more prominent
factor than “Behavioral Privacy,” it is evident that privacy concerns, in general, have a
substantial influence on installation of a surveillance system by older adults. Based on this
analysis, the factors can be ranked by their strength of association (ϕ value), with “Privacy”
concerns being the most powerful deterrent for non-installation, while “Safety” emerges as
the primary motivator for those who choose to install a surveillance system, followed by
“Family Expectation.”

3.3. What Is the Desired Level of Privacy Expectation among the Healthy Older Adults in Taiwan
When Using Home Surveillance Systems, Especially in Terms of Visual or Behavioral Privacy?

In order to understand the desired level of privacy expectation among healthy older
adults while using home surveillance systems, it important to understand which type
of privacy is important to the participants of this study, and whether in fact there is an
association between visual and behavioral privacy. In Table 6, the contingency table
between “Visual Privacy” concerns and “Behavioral Privacy” concerns is shown. Based on
Fisher’s exact test, it can be concluded there is indeed a statistically significant association
(p = 0.042) between two variables. Using the odds ratio measure, it can be reported that the
“Visual Privacy” concern is 3.94 times higher among individuals who also have “Behavioral
Privacy” concerns. In symmetric measures analysis (ϕ = 0.313, p = 0.053), a moderate
positive association can be observed. However, the p-value above 0.05 may deem this
association insignificant.

Table 6. Cross-tabulation of binary variables examining the visual and behavioral privacy factors.

Behavioral Privacy

No Yes

Visual Privacy No 16 5
Yes 13 16

Table 7 shows cross-tabulation of responses from participants regarding whether they
will install a privacy-preserved version of the surveillance system regarding their concerns
for a specific type of privacy. This table was constructed to analyze whether privacy
concerns have a non-random association with the willingness to install a privacy-preserved
version of the home surveillance system.

Table 7. Cross-tabulation of binary variables examining the factors influencing the willingness to
install a privacy-preserved surveillance system among older adults.

Visual
Privacy

Behavioral
Privacy

No Yes No Yes

Will install privacy-preserved
surveillance

No 4 5 6 3
Yes 17 24 23 18

The analysis of Table 7 shows there is no significant association between willingness
to install a privacy preserving surveillance system and “Visual Privacy” (p = 1.0, Fisher’s
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Exact Test) or “Behavioral Privacy” (p = 1.0, Fisher’s Exact Test) concerns of the participants.
While Fisher’s exact test reported no statistical significance for both types of privacy
concerns and willingness to install a privacy protected surveillance system, this study
found that the majority of the participants (n = 41, 82%) prefer a privacy-protected version
of a home surveillance system, regardless of their privacy concerns.

3.4. What Are the Preferences of Healthy Older Adults in Taiwan Regarding Home Surveillance
Systems with Privacy Protection Features?

In this study’s questionnaire, participants were presented with three distinct privacy
protection methods to choose from. These methods involve altering the individual’s image
within the surveillance video by transforming it into a “2D Avatar,” a “3D Avatar,” or
by “Blurring” the image. This selection allows respondents to express their preferred
approach to maintaining privacy in the context of surveillance systems. Table 8 presents
the contingency table illustrating the distribution of these methods in relation to the
participants’ inclination towards the installation of privacy preserving surveillance systems.

Table 8. Cross-tabulation of binary variables examining the preferences for privacy preservation
method and the willingness of installing a privacy-preserved surveillance system among older adults.

2D Avatar 3D Avatar Blurring

No Yes No Yes No Yes

Will install privacy-preserved
surveillance

No 9 0 9 0 9 0
Yes 7 34 24 17 36 5

Using Fisher’s exact test, a statistically significant association (p < 0.001) between
converting images into “2D Avatar” and willingness to install the privacy-protected system
was found. There is also a high positive association (ϕ = 0.683, p < 0.001) for participants
choosing the “2D Avatar” method if they also choose to install a privacy-preserving system.
Similarly, the “3D Avatar” method also shows a significant association (p = 0.02, Fisher’s
exact test), but only moderate positive association (ϕ = 0.336, p = 0.047) regarding willing-
ness to install a privacy-preserving system. However, no statistically significant association
(p = 0.57, Fisher’s exact test) was observed for the “Blurring” method and willingness to
install the privacy-preserving system. Overall, observations showed that 82.9% of older
adults who are willing to install a privacy-protected surveillance system prefer the “2D
Avatar” method, while 41.4% also prefer the “3D Avatar” method, but only 12% prefer the
“Blurring method” of privacy protection.

4. Discussion

The respondent characteristics show a diverse range of ages, living arrangements, and
family visit frequencies, which are essential to understand the context of the study and
interpret the results. It has been established several studies prior to this on the topic of
technology adoption that older adults have unique needs and concerns about their privacy,
and these attributes can help explain the factors affecting their decision-making process
in context of home surveillance system. While privacy concerns are the main focus of this
study, it is also important to analyze what other factors, such as individual or social factors,
affect the decision of older adults.

The results of this study demonstrated that safety (individual factor), family expec-
tation (social factor), and privacy concerns (privacy factor) play important roles in the
willingness of older adults to install home surveillance systems. The prominence of safety
as a motivator, with 15 out of 16 participants (93.75%) who installed a surveillance system
citing safety concerns, aligns with the prior research that emphasizes the importance of
individual factors and sense of security in one’s living environment. This factor, as an
individual factor that affects the decision, is especially important because older adults are
more vulnerable to various risks (e.g., falling, emergency medical conditions, etc.) while
staying alone in their places. In this study, the second motivator for installing a surveillance
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system is social pressure or family expectations. This highlights that the influence of family
members on their older parent’s decision to install a monitoring system is evident, as the
cross-tabulation shows that 9 out of 16 participants (56.25%) installed the surveillance
system due to influence from their family members.

Privacy concerns of older adults in Taiwan were found to be a dominant deterrent
against installing a home surveillance system, with 34 out of 34 participants who did
not install a surveillance system citing privacy concerns. Among this group, 24 out of
34 participants (85.29%) were concerned about their visual privacy, while 21 out of 34 partic-
ipants (61.76%) were also concerned about their behavioral privacy. This finding highlights
the significance of privacy considerations in the context of technology use among older
adults in Taiwan, as the expectation of privacy is very important for maintaining dignity
and autonomy. The strong association between privacy concerns and non-installation of
surveillance system suggests alignment with the previous studies on the same matter in
other demographic regions and proves that in the context of older adults in Taiwan, the
same theory can be applied.

Regarding the expectation of privacy, our study found a significant association between
visual and behavioral privacy concerns. This result also shows that while healthy older
adults in Taiwan value both aspects of privacy, the expectation of visual privacy is more
dominant than that of behavioral privacy. This study also showed that older adults in this
population preferred a privacy-protected version of a home surveillance system regardless
of their concerns for visual or behavioral privacy, with 82% participants expressing interest.
This further emphasized the importance of privacy protection for this population.

Further, this study also explored the privacy protection features based on image
privacy protection methods. The results revealed that a substantial majority (82.9%) of the
participants favored the “2D Avatar” method among the group of participants who were
willing to install a privacy-protected system. At the same time, 41.4% participants also
favored the “3D Avatar” method of image privacy protection, while the image blurring
method was found to be the least favorite. This finding suggests that healthy older adults
prefer methods that transform their images within the surveillance video over simply
blurring their image. The preference of avatar-based method could be attributed to these
methods offering a higher level of privacy protection by completely replacing the original
image while retaining the functionality of the surveillance system. This also suggests that
future developments in the area of privacy-protected surveillance systems in the Taiwan
region can focus on developing systems that replace the original images with avatars rather
than making the images unidentifiable by blurring or wrapping them.

In summary, this study contributes to the understanding of factors influencing the
willingness of healthy older adults in Taiwan to install a home surveillance system and their
privacy preferences. The results emphasize the importance of individual, social and, most
dominantly, privacy concerns. Incorporating feedback from older adults and addressing
privacy concerns in the design of home surveillance systems can significantly enhance their
acceptance among Taiwan’s population. This, in turn, can contribute to the promotion of
the overall well-being and safety of older adults while also ensuring the protection of their
privacy rights.

5. Conclusions

This study has provided valuable insights into the factors influencing the installation
of home surveillance systems among healthy older adults in Taiwan. This study concludes
that privacy concerns are a major deterrent factor for adoption of surveillance systems,
while concerns of safety and family expectations play a positive role in their adoption.
Furthermore, the results also emphasize the importance of visual and behavioral privacy
protection for this population, with a clear preference for avatar-based methods over
simpler techniques, such as blurring.

These insights have significant implications for the development of privacy-protected
home surveillance systems tailored to the needs of healthy older adults in Taiwan. It
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is crucial to understand that the focus on healthy older adults is intentional, as they
may not currently have immediate health concerns necessitating the installation of a
monitoring system. However, they typically spend significant time alone at home without
the company of their family members. Therefore, this study aims to evaluate the trade-offs
between the perceived benefits of home surveillance and potential privacy implications. A
privacy-protected system can address the safety concerns and family expectations while
prioritizing the privacy concerns of users as well. The outcomes of this study can facilitate
the development of video surveillance technologies that promote the well-being and safety
of healthy older adults.

One notable limitation of this study is the small sample size, which could limit the
generalizability of the findings. Notably, the adopted sample size yields a margin of error
approximated at ±14%, potentially impacting the precision of our estimates. Despite this,
the findings from the sample offer valuable preliminary insights that can be informative for
understanding the research objectives of this study. The sample primarily comprises older
adults from a region in Taiwan, raising potential difficulties in generalizing the findings
to other countries, cultural backgrounds, or age groups. In line with existing research
and models such as the Technology Acceptance Model (TAM) and the unified theory of
acceptance and use of technology (UTAUT) model, the three key factors explored in this
study—privacy concerns, safety concerns, and family expectations—may not be exclusive
to the older adults, suggesting the possibility that our findings could apply to younger
adults. However, without targeted research within these different demographic groups, we
caution against overgeneralization and encourage research in this direction for more clarity.

These limitations open up future research avenues to extend the findings to a broader
population and different age groups. Longitudinal study designs could help us to further
understand how preferences and attitudes towards home surveillance systems evolve over
time and in response to using privacy-protected systems. Exploring diverse geographical and
cultural contexts would provide a more comprehensive understanding of the adoption factors
for home surveillance systems, particularly in light of recent technological advancements.

While the study focuses on the Taiwan demographic, the findings may have broader
implications and could provide valuable insights into the development of video-based
assisted living solutions worldwide. Future studies could build upon these findings
and technological aspects to develop technologies that better meet the unique needs and
preferences of various populations.
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