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Abstract: We provide three new authentication schemes without secrecy. The first two on finite fields
and Galois rings, using Gray map for this link. The third construction is based on Galois rings. The
main achievement in this work is to obtain optimal impersonation and substitution probabilities in
the schemes. Additionally, in the first and second scheme, we simplify the source space and obtain a
better relationship between the size of the message space and the key space than the one given in a
recent paper. Finally, we provide a third scheme on Galois rings.
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1. Introduction

In an authentication model introduced by Simmons [1], three participants: a transmit-
ter, a receiver, and an intruder. The transmitter wants to send a message to the receiver
through a public channel. Since the communication channel is public, there is the possi-
bility that an intruder could deliberately observe or disrupt the ordinary communication.
There are two types of authentication schemes: without secrecy and with secrecy [2]. In an
authentication code without secrecy, the pieces of information are sent to the receiver in
plaintext, and the secret key is used for authentication purposes only. In an authentication
code with secrecy, the information pieces are sent to the receiver in an encrypted form.

Different messages can be sent by the receiver through the communication channel
using the same secret key in an authentication scheme. The intruder observes the i > 0
distinct messages and sends a message m’ to the receiver, hoping that it will be accepted as
authentic. This action is known as the spoofing attack [3]. If i = 0, it is called impersonation
game, and if i = 1, it is called the substitution game. We study the cases when i = 0 and
i = 1 (cases considered, for example, in [4-6]).

The authentication schemes without secrecy are considered, for instance, in [4,5].
There are two main problems: the first problem consists of determining optimal minimal
attack probabilities. The second is keeping the size of the key spaces as low as possible
compared to the size of the message space, namely the product of the dimensions of the
source state space and the tag space. These goals are conflicting, and thus a trade-off
strategy is required. When optimal probabilities are reached, there are then inequalities
regarding the size of the key space and the message space (see Theorems 2.3 and 3.1 in [6],
and Theorem 14 in [7]). In this case, an optimal relationship between the sizes of the spaces
can be found.

In this work, we achieve the main objective in the three schemes: to determine the
minimum values for the success probabilities of impersonation and substitution attacks
(related to impersonation game and substitution game). Furthermore, the spaces’ size
inequalities are better in construction 1, 2 than the scheme given in [8] because here, we use
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a source space with more elements (giving less difference between the key space and the
message space). Besides, in [8], the source space is impractical, and the proof of injection
between the key space and the encoding rules is very long (approximately eight pages) and
laborious. In the second scheme, we reduce the first schemes’ parameters, thus obtaining
an alternative scheme. Construction 3 is a generalization, now on Galois rings, of the
scheme given in [9] on finite fields. If the characteristic of the Galois ring is p®, p prime, s
positive integer, then there is one more variable in the scheme, s. If p is kept constant and s
increases, then the values for the success probabilities of impersonation and substitution
attacks decrease. If s = 1, we have the case of [9].

We work over two structures, Galois rings and finite fields, using the Gray map to
relate these. Additionally, trace function and resilient functions are introduced in these
schemes. Using the composition of all these functions, we obtain balanced functions and
distinct properties, for instance, Corollary 1, Theorems 9, 10 and 13.

The current construction scheme is in line with previously constructed codes using
rational, non-degenerated and bent functions on Galois rings and compositions of maps
and the generalized Gray map on Galois rings [10-12].

The paper is organized as follows: In Section 2, Galois rings are reviewed, and ¢-
resilient functions and Gray maps definitions over these rings and finite fields are recalled.
It also reviews the important properties of these functions. In Section 3, three authentication
schemes without secrecy are constructed and compared with other schemes. Minimum
values for the success probabilities of impersonation and substitution attacks are obtained.
In Section 3.1, the general authentication scheme without secrecy scheme is recalled. In
Section 3.2 a first authentication scheme using the map Gray is proposed. In Section 3.3 a
second scheme using the Gray map also is presented, a modification of the first scheme. In
Section 3.4 a third construction only over Galois rigs is introduced. In Section 4 the final
conclusions are presented.

2. Background

A monic polynomial /1(x) € Zys(x] is called monic basic irreducible (basic primitive) if
its reduction modulo p is an irreducible polynomial (primitive polynomial) over [F,,. The
Galois ring of characteristic p* and degree extension m, respect to Z s, can be written as:

GR(p*,m) = Zys[x]/ (h(x)),

where hi(x) € Zps[x] is a monic basic irreducible polynomial of degree m and (h(x)) is the
ideal of Zps[x] generated by h(x).

If h(x) is a monic basic primitive polynomial, then it is possible to define the Teich-
miiller set

Ter(psm) = 10,1,8,...,¢" '}

and each element in GR(p®, m) can be written uniquely in a p-adic form,
s—1
Y- biph,
k=0

with by € TgR(ps,m)- For details we refer the reader to [13,14].

Definition 1. [15] Let n € Z*, | := {jo, ..., jt-1} C {0, ...,n — 1}. The affine J-variety deter-
mined by a = (ay, ...,a;_1) € Fh is

V],a,n = {x S FEZ | Vk € {0,...,i’ - 1} Xj = a]-k}.

Let f : 7 — T2 be a function, m < n.

1. The function f is J-resilient if Va € F%, the function f |V, 18 balanced.
2. The function f is t-resilient if it is J-resilient for any set | such that |J| = t.
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The above definition is also given for finite fields of any characteristic and Galois
rings [16].

Let m,n,s be positive integers, p prime number. Let S = GR(p®,mn) and R =
GR(p®, m) be Galois rings of characteristic p®, such that S is an extension of R of degree
mn, R an extension of Z,s of degree m, and f : S — § a t-resilient function. We denote
§* =85—pS, U(S) = (S — pS) U {0}. The following observations can be found in [8].

1. Fora € S§%, the function S" — S, x +— af(x), is t-resilient.

2. Fora € §%, the function S" — Zys, x +— Ts r(af(x)), where Tg g : S — Ris the trace
function, is a balanced function.

3.  The function

Yavf : S = R, yapg : x = Tsyr(af(x) +b - x)
is balanced whenever wy(b) <'t, (a,b) € U(S) x (U(S))", (a,b) # (0,0).
4. The Fourier transform of the function af is

Sr N C, b guf(b)/ Caf(b) _ Z e%iTS/R(af(x)*bW)'

xeSs”

which satisfies that {,¢(b) = 0 because the function x ~— Ts/g(af(x) + b x) is
balanced under the same conditions as the above assertion.

Consider g = p™. Let us recall necessary facts [12]:

Lemma 1. [12] Let u € R. Then,

Z QZHiTS/R(MX)/PS _ { qs ifu=20

= 0 ifu#0"

Definition 2. [12] Let u € R,
s(u) — 2 eZmTR/Zps (ux)/p and wh(u) — _ls(u) + (qsfl _ q572>‘
Xx€R—pR q

wy, is called the homogeneous weight at the ring R.

The homogeneous weight at R is given by

0 if u=0
wy(u) =< ¢571 if uep!R-{0} .
qs’l — qs’2 if ueR-— ps’lR

An important tool since it provides a relationship between Galois rings and finite
fields is the Gray map.

Definition 3. [10] The Gray map on R is

s—1
P R — Fi
ro+rp+-c+reoptt = FocotTior + o+ Teo10s

cii=W+6(u—v)® - @v+dis o(u—0)), i=0,...,s—1,
and
v:=(1,...,1) €Fl, u:=(0,7,7%...,77 ") € Fl.

There is an isometry between the Galois rings and the finite fields, considering the
homogeneous distance and the Hamming distance.



Mathematics 2021, 9, 942

40f15

Theorem 1. [10] Let u, v € R. Then
dp(u,0) = dp(P(u), ®(0)),
where dy is the Hamming distance and dj, = (u,v) = wy,(u — v).
Lemma 2. [8] Let @ be the Gray map on R. Then,
®(a+Db) = 0(a) + @(b),
foralla € Rand b € p>~'R.

3. An Authentication Scheme without Secrecy on Galois Rings
3.1. A General Scheme without Secrecry

An authentication scheme [5] provides a method to ensure the integrity of the infor-
mation when sent through a channel public. A transmitter and receiver share a secret key,
which allows the receiver to verify that the message received is authentic. An authentication
scheme without secrecy is a quadruple:

(S,T/ICIE = {Ek k € IC})/

where S is the source space, 7 is the tag space, K is the space key, and E : S — 7T is the
encoding rule. The sets S, 7, and K are assumed to be finite and not empty. Additionally,
the message space is defined, M := S8 x T.

A transmitter and the receiver share a secret key k € K. The transmitter wants to
send a piece of information (called source) s € S to the receiver, then the transmitter
calculates t = Ei(s) € T and inserts into the public channel the message m consisting
of the ordered pair (s, t). The receiver, when receiving m’ = (s',t') calculates Ei(s") and
verifies if Ex(s’) = t'; if so, the receiver accepts the message as authentic, otherwise the
message is rejected. Since the communication channel is public, there is a risk that an
intruder may deliberately observe, and cause a communication disturbance. It is assumed
that the intruder can insert a message into the channel or replace the observed message m
with another message m’. The success probabilities in these attacks (impersonation and
substitution) denoted by P; and Ps, are respectively [6].

[{k € K: Ex(s) = t}]

Pro=" max K] )
[k € K E(s) = 1, Ex(s) = 1}

= 2

PS = AT e spxr K€K : Eyls) = 1] @)

Lower bounds are obtained for P; and Ps [5]:

1

— <P
|71

1
, = < Ps.
(.

Relationships between the sizes of the spaces are given.

Theorem 2. [7] Let A be an authentication scheme without secrecy in which P = Ps = ﬁ
Then

Kl > [S|(IT1=1)+1i|S| > |T|+1 and |K| > |TPif|S| < |T|+1.
The authentication scheme is optimal if the equality |[KC| = |S|(|T| —1) +1if |S| > |T| + 1.

In this way, the relationship between the cardinality of the source space and the tag
space is compromised by obtaining the minimum bounds for P; and Ps.
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3.2. A First Construction Using Gray Map

We give an authentication scheme without secrecy. Encoding rules with domain in a
Galois ring and image over a finite field, using Gray map, trace map, and resilient functions
are given. We obtain minimum bounds in success probabilities in impersonation and
substitution attacks.

In [8] there are a tedious source space and a long injection proof between key space and
encoding maps, eight pages approximately. Here we simplify the source space increasing
its number of elements, obtaining a better relation between message space and key space.
The reader can see the link between the message space and key space in [6]. On the other
hand, we reduce the injection proof of [8] mainly due to Gray map properties, the new
source space, and Theorem 3.

Letn >s,p>2and L:={lg+hp+--+1L2p° 2 |lo,...,Is 2 € Tr}. We can see
that (p*~1) = {ap*~' |a € Tg}. Ifa,b € L, thena—b € (R — p* 'R) U{0}.
s—1
Let f : " — S be a t-resilient function, r,t € Z*,r >t >1,and ® : R — IF‘Z be
the Gray map. We build the following authentication scheme,

Ay =(S,T,K,E): G)

S:=U(S) x{(by,...,b;1,0...,0),(0,...,0,04,0,...,0),...,(0,...,0,b,)}
xL, b; e U(S),i=1,...,r, if (a,b,c) € S,(a,b) # (0,0),

T =T,

K= qu(nr+1)r

& = {Ex(s) = pri(us), k € K,s € S}.

wheres = (a,b,c) € S, € p" 'R = {B1,B2,..., By},

vs,8(x) = B+ Ts/r(af(x) +b-x)+¢,
usp = (P(v55(x))) g
Us = (uszﬁ)ﬁepsflR'

. . . s(nr+1) . .
and pry the projection function ZZ to [F, sending u; to the k-th coordinate.

We can see that 1
S| = H(q” ~1)g"¢Y 41 {((q” —1g" e +1) 4 W] - 1} g,
T =g, K| = €] = gD,

where
W=(r—t+1)- {(q” — 1)1 4 1}.

The size of S is greater than the respective space in the first scheme given in [8],
and the tag space is similar. Therefore, in this work || and |S|(|7| — 1) + 1 are closer,
obtaining then (following the Theorem 2) a better relationship between the spaces.

Please note that the source space can be considered to be

t

Si={acU(S)} x {be S [b=(by,...,br), b € U(S),wn(b) < 5

(a,0) # (0,0).

x L},

In this case, |S| = H((q” — 1)q”(5’1) + 1) . W} — 1} gL,
where
W=C(r,1)Wo+C(r,2)W3 + - + C(r,t/Z)Wé/z 1.
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Wo = (g" = 1)g"~V.

Before resolving the injection problem, we give the next results.

Theorem 3. Letn >s,a€S,a #0,andb € ps’lR. Then exists an element ag € S™ such that
TS/R(CI(]CI) = b

Proof. We know that there are q”(s_l) zero divisors in S. Given b € ps_lR, there are
(4°"/q°) = ¢°"° elements a in S such that Ts,g(a) = b. As n > s, then

qsnfs _ ‘Z;Sn > 7;: _ qsnfn _ qn(sfl).

Let a € S*. Hence there is at least an element ag in S* such that Ts /g (apa) = b if
bes.

Leta € pS. In particular a = pia’,1 <i<s—1,a € S*. Thereis apin S* such that
TS/R(aoa’) = by, by € Psil*lR.

Ts,r(a0a) = p'Ts/r(apa’) = p'by = b € p" 'R
O

We will consider @, the value in the w coordinate of ®,1 < w < qs_l.
Remark 1. [8] Letc =rg+rip+---+ rs,zps_z € L. Then
D(c) =TFoco + 7101+ -+ - + Fs—2Cs—2.

Consider two coordinates k, j of ®(c).

If k — j is not a multiple of q, then take c such that only rs_p # 0. In this case Py (c) and
®@;(c) values are different.

Ifk — jis multiple of g such that ¢ <k —j < g*1,i=0,1,...,s —2andi+1+1=5s—1,
then take c € L such that only r; # 0. In this case the two coordinates k and j of ®(c) are different.

If k — j is a multiple of q such that k — j = q°~1, then take c € L such that only rq # 0. In
this case P (c) and ®;(c) values are different.

Remark 2. If g — 1 is an even number and § € T a generator, then —¢ € Tr or =1 € Tgr. In
any case, if x* € Tr,d € {1,...,q — 1}, hence —x? € T. Therefore, if

ao-l-ﬂl]?*l-"'—l-ﬂsfzps_z €R

is in p-adic form, then
—ag—ajp— - —as_op° 2 ER

is also in its p-adic form.
Theorem 4. Let the function H : K — & be given by H(k) = Ey. Then H is a bijective function.

Proof. Note we need to prove the following:

Let ky # kp coordinates of us. If pry, (us) # pri,(us) for an element s € S, then H is a
bijective function.

We compare all the possibles coordinate pairs of us considering its length by parts.
Let us consider three cases.

Case 1: Two coordinates of ®(vs g(x)), x € S, p € p* 'R.

Case 2: A coordinate of ®(v,4(x)) and a coordinate of ®(vs5(y)), x # y, x,y € S,
Bep IR
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Case 3: A coordinate of ®(vg g, (x)) and a coordinate of q)(vs,/g].(y)), Bi # Bj, Bi, Bj €
p* IR : two cases, x = y and x # y.

Case 1:

Let x € S" and the first two coordinates (a,b) of S. If

Ts/r(af(x) +b-x) =ag+ - +ap" + - +asop" 2 +as_1p° Y,

by Remark 2 we can take ¢ = —ag + - - - + cxp* + - - - + (—as_op*~2) € L such that:

If a; # 0, then ¢; = 0. Thus, Ts g (af(x) +b-x) +c = ap* +as_1p°71,

If a; = 0, then ¢ # 0. Thus, Ts g (af(x) +b-x) +c = cpp* +as_1p° .

Therefore if s = (a,b,¢) € S as above, given two coordinates of CID(Us/ﬁ(x)), B € pIR,
these are distinct. It follows from Remark 1 and Lemma 2.

Case 2:

Let us pick a coordinate of ®(v;g(x)) and a coordinate of ®(v;5(y)), x # y.

In a first place we consider the same coordinate w in ®(vs g(x)) and in @(v, 5(y)), that
means @y, (vs 5(x)) and Dy (Vs 5(y))-

Let a = 0 and ¢ = 0. We know that exists a k entry such that x; — yx # 0 (of x — y). By
Theorem 3 we can choose an element b € (S — pS)”, by # 0, and b; = 0,] # k such that

Ts,r(b(xx — yx)) € p* 'R — {0}. Hence, if
To/r(bx) =bo+bip+ - +bs_op* 2+ bs_1p° "

and
Ts/r(bye) = by +bip+ -+ b, op* 2 +b,_1p° ",

then by = bj, by =b,,...,bs_p =b,_,, bs_1 #b._;.
So that @ (Ts/r (bxx)) # Puw(Ts/r(byk))- Therefore @y (vs5(x)) # Pu(vs5(y)) with
s =(0,b,0).
We now consider distinct coordinates w1, w, in ® (v (x)) and in ®(v g(y)). Similarly
as above,
TS/R(bxk) =by+ b1P + -4+ bs_zps_z + b57lps—1

and
Ts/r(by) = bo +bip+ - +bsop™ 2 + b4 p" ",
bsy_1 #b,_.Ifa=0andc=—by—bip—---— bs,zps_2 (p-adic form by Remark 2), then
@y, (gs,ﬁ(x;) = @y, (B+bs—1p"") # Puy (B, 1p°7") = Pu,y (vs p(y))-
ase 3:

Let B; # Bj, Bi, Bj € PR, (a,b,c) € S.Ifx =y, x,y €S, then

Doy (05,p,(x)) 7 Pu(vs,8,(y))-

In otherwise we would have g; = B;.

Let two distinct elements wy, wy. Let an entry k of x, x; # 0. By Theorem 3, there is
a b such that Ts, g (byxi) € p° 'R (by, k-th coordinate of b € (S — pS)") and bij=0,j #k
from here ¢y, (b - x) = ¢u, (b - y). On the other hand, ¢w, (B;) # Puw,(B;)- Therefore a = 0
and ¢ = 0, and by Lemma 2, @, (v5 6, (x)) # (I)w(US,Ig/. (y))-

Let x # y,a = 0 and ¢ = 0. Using Theorem 3, we know exists b € (S — pS)’, such that
Ts/r(bk(xk — yx)) = 0, where by € S — pSand b; = 0, # k. Then,

Doy (0s,p,(x)) # Puw(vs,p,(y))

follows from Lemma 2.
Finally, the case x # y and distinct coordinates. Let 4 = 0, and similar to above we
find by € S — pS such that Ts /g (b (xx — yx)) = 0. Hence,

Ts/r(b-x) =bo+bip+ -+ +bs_op® 2+ bs_1p° !
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and
Ts/r(b-y) =bo+bip+- +bsop” 2 +bs_1p° .

Then, we consider,c = —bp —b1p — -+ — bs_zps_z. Therefore,

Davy (vs,,(x)) 7 Proy (0,,(¥))

follows from Lemma 2.
The distinct above cases conclude the proof. O

The procedure to obtain bound for P; and Pg is similar to Proposition 4 of [8]. We give
this result for granted.

Theorem 5. The scheme A; satisfy,

PlzlandPszl.
q q

3.3. A Second Construction Using Map Gray

In this authentication scheme, we remove a parameter from the first scheme, thus
reducing the key spaces’ size; however, it is necessary to reduce the size of the source space.
We obtain minimum bounds in success probabilities in impersonation and substitution
attacks. To show that the minimum values for P; and Ps are obtained, we find balanced
functions in the composition of the Gray map, the trace and the resilient functions on
Galois rings.

Let us recall that S = GR(p®,mn), R = GR(p®,m), and L as the scheme A;. Let

s—1
f:S" — Sbea t-resilient function, p > 2,n >s,r,t € Z*,r >t >1,and ®: R — IFZ
be the Gray map. We build the following authentication scheme,

Ay = (S, T,K, ) @)

S:= ({1} x {(b1,...,b:-1,0,...,0),(0,...,0,b,0,...,0),...,(0,...,0,b,)} x L)
u({o} x {(?},0,...,0),...,(0,...,0,b})} x L), b; € U(S),b; € S—pS,i=1,...,r,
T :=TF,,

K= Zq5(11r+1)71/

& 1= {Ex(s) = pri(us), k € K,s € S}.

where s = (a,b,¢) € S,
0,(x) = Ts r(af(x) + b 1) ¢,
Us = (CD(US(X)))xeS“

. . X s(nr+1)—1 . .
and pry the projection function ZZ to Fy, sending u; to the k-th coordinate.

t—1
We can see that |S| = {((q"—l)q"(sn +1) +w} LT =g, 1K = |€] =
qs(nr—&-l)—l, where
W= (r—t+1)-[(¢" = 1)g"cV +1] +r(g" = 1)q ¢,
Theorem 6. Let the function H : K — & be given by H(k) = Ej. Then H is a bijective function.

Proof. Note we need to prove the following:
Let ky # ko coordinates of us. If pry, (us) # pri,(us) for an element s € S, then H is a
bijective function.
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We compare all the possibles coordinate pairs of us considering its length by parts.
Let us consider 2 cases.

Case 1: Two coordinates of ®(vs(x)), x € S".

Case 2: A coordinate of ®(vs(x)) and a coordinate of ®(vs(y)), x #y, x,y € S".

We can see that the proof of these two cases is similar to the first two cases of the
demonstration of Theorem 4, since in this proof only 8 = 0 is considered. Additionally,
we know that the image of an element 8 € p*~!R under the Gray map is a vector with all
equal entries. [

To find P; and Ps, we give the following results.

Let¢; € IFZ*l be the vectors in the image of the Gray map given in Definition 3,
i=0,...,s—1.

Theorem 7. The sum of two or more elements of the vector set {co,c1,...,cs—p} as above has
the form
[P )g-r-1, (Pt [Py -a (Dl

where

= [[O]qs,,,z, [g]qs—l—b ceey [«:‘7*1],45472] ,

P, i=0,1,...,q — Lare arbitrary permutations of the vectors [{] <12 in cj, { € Fy, and c; and
cy are the last and second last terms of the sum, respectively, in increasing order of the indexes.

Proof. The claim is proved by mathematical induction.
Basis step:
Let two summands, cjand ¢;, j < i, € {0,...,s=3},ie{1,...,s —2}. We know that

o= [ 8]

g

and

;= [[O]qs_i—Z/ [g]qS—[—z,. .., [qul]qs—i—z} g

Please note that

Ci = H[qui% [g]qsfiﬂr- e [gqil]qsfffz} qij1:| q]

g
which indicates that each vector [{] -2 of ¢; has exactly 77771 times the length of the
vector ¢. Then,

Gtei= |:[P0(Cg>]qi*]"]/ [P@(Cﬁ)]qifjflf ceey [ngifl(cﬁ)}qffjﬂhj,

PE(Cl) 1= 8l ellorr = (184 Olpoias [0+ Elgriczy oo [+ 8T Mo

¢ ey

Inductive step:

Suppose that we have the sum of k — 1 vectors (the sum in increasing order with
respect to indexes) of the set {co, c1,...,cs—2} found in the image of the Gray map, where
the second last vector is 7 and the last is [:

[[Po(ep)g-r-1, (PLE) g [Py (€Dl ]
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Now, a k-th vector, ¢y, is added to the resulting sum above:

r

[[PO(C;)]ql—r—l, [P (C;)}ql—r—l, ceey [Pq,1<cf)]ql—r—1:| v + H[C;] qzzfl:| q""lq:|

= [[POCPO (€l yo-t-1, [PEP () g1, [P Py (g,

o “[CQ’]W’“M - H[C;]qv'}q’”q}qr'

q

where

Observe that [c}] 4o has length g°~/~1. This completes the inductive step.
So by mathematical induction we prove the statement of the theorem. O

Let ¢; € Fg_l be the vectors in the image of the Gray map given in Definition 3,
i=0,...,s—1.

Corollary 1. Let co,c1,...,cs—2, be s — 1 vectors as above. Then, in the sum of at most s — 1 of
those terms, every element t € Fy is in q°~2 entries.

Proof. Consider a finite sum, such that the vectors c, and ¢; are the last and second last
terms of the sum, respectively, in increasing order of the indexes. The resulting vector is

conformed by a permutation of the vectors [{] go-1-2 in cl,, where

o[l

¢ = [[0] o2 [Egsens o [E77Y) qsfvfz} :

It follows from Theorem 7.
Then, the number of entries equal to a value ¢ € I, is equal to ¢° 2, being that each

element [{] vl

ql

o2 of ¢}, is repeated g 99" = q° times in ¢,. [J

q
Corollary 2. Let ¢,c® € {agco +aic1+ -+ +as_ocs_2 | ag,aq,...,85_2 € Tr}, ¢ # ¢°. Then
{k € qufl | Dr(c) =t Dp(c®) =t} = q573.

Proof. By proof of Theorem 7, ¢ and ¢® can be obtained from vectors ¢; and ¢;, i,j €
{0,1,...,5s — 2}, j < i, giving the respective permutations of vectors [{] ;> and [{] i
in these. Where

q
6 = | Ol Elypoizr oo [0 eia]
and
— , ) -
Ci = H[[O}qszz, [C]qs—172/ RN [‘:q ]q5*1*2i| qi]-1:| ] )
q q]
We can see that any element in F; is repeated in the same coordinates of ¢; and ¢,
qsfz?Zqifjflqj — qsfjffi times.
Please note that different from Corollary 3, here the sum of the elements cg, ¢y, ..., cs—2

have coefficients, but this does not represent a problem, since we would only have addi-
tionally permutations of elements of c and ¢°. O

The following theorem is a generalization of Proposition 3 of [9], now on Galois rings.
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Theorem 8. Let f : S" — S be a t-resilient function and let (a1,by,c1), (a2, by, ¢2) € S such that
(a1,by) # (az,by), uy,up € R, and

N(f;a1,b1,¢1,a2,bp,c0;u7,up)
= [{x €S : Ts/r(arf(x) +by-x)+cy =uy, Tsyr(azf(x) + by~ x) +co = uz}|.
Then,

. . _ —2
N(f/ ar, b]/ C1,42, bZ/ C, Uy, 1/[2) — qsnr S-

Proof. There are the following equalities

7*N(f;a1,b1,a0,bo;u7,u2)
- ¥ lz TR 2 (yl(TS/R(ﬂlf(X)+b1-X)+C1u1))/p*‘]

xeS" [y1€R

[ Z ezm'TR/Zps (yz(TS/R(ﬂzf(x)+bz'X)+Czuz))/PS]
y2€R
Z 2 2 EZHiTR/Zps (y1(Ts/r (a1 f (x)+b1-x)+c1—u1) +y2(Ts R (a2 f (x)+ba-x) +c2—u2)) / p°
xe€S"y1€ERy€R
— qsnr + Z
Y1,¥2 € R
(ylryZ) 7é (0/0)
TR 2y (y1t —Yaity1e1+y202) /0 ) 27572, (101+y202) f () + (11 -+y2b2) )/ 7°
xeSs’

27iTR 7z s (—y1u1—Yy2ua+yic1+y2c2)/p°
= ¢+ )y e

y1,y2 €R (dy,dp,...,d¢) €St
(y1,y2) # (0,0)
2T T5/2,s (101+9202) f () + (11 -+yb2) %)/ 72

snr O+---+0 _ snr

The last equality is justified as follows:

Please note that y1b1 + y2b2 and y1a; + Y242 cannot both be zero, unless y1 = y2 =0,
because of the shape of source space.

If y1a1 + yoao = 0 and y1b7 + y2bay # 0, exists z € S” such that
Ts/z, ((y1b1 + y2b2) - z) # 0. Then, similar to Lemma 2.1 proof of [12],

27ti T, b1+yaby)-x)/ps
Z . S/Zps((yl 1+y2b2)-x)/ p —o.

xeS’
If y1a1 + yoay # 0 and y1b1 + yaby = 0, then, since f(x) is balanced and by Lemma 1,

y 25z, (o tyam) N /v _

xes”

Finally, if y1a1 + y2a2 # 0and y1b1 + y2by # 0, suppose without loss of generality that
the nonzero entries of y1b1 + y2by are in the entries x1, ..., x;. Since f is t-resilient, these ¢
entries of S” are kept constant. Then,

f(x) \xlzdl,.‘.,xt:dt
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is balanced; even more, (y1b1 + y2b2) - X|x,—q, . is constant, and also by Lemma 1 we

L Xp=ag
have the last equality.
From here,
qZSN(f; ai, bl, as, bZ; uy, “2) _ qsm’ =0.
Therefore,
N(f, ay,bi,ar,bo;uq, uz) — qsm’fZS'
O

Theorem 9. Let S, T, K be as in scheme Ay, and t € F;. Then, the vector of length qsn”s’l,
(@(vs(x))),eqr, where vs(x) = Ts/r(af(x) +b-x)+c s = (a,bc) € S, has g2
coordinates equal to t, namely the value of the distinct coordinates are balanced.

Proof. By Corollary 1, in the sum of at most s — 2 vectors of ¢ = ¢g, ¢y, . .., cs—p of the Gray
map, every element ¢ € Iy is in g° ~2 entries. On the other hand, if an element

a=ag+ap+---+asopt 2 4a,_1p €R,

then

®(a) = agco +a161 + -+ +as_2Cs 2 +as_1Cs_1 € FZS '
To have the number of images ®(a) equal to a value t € F; for any element a in R, it is
necessary to consider the possible values that can have the coefficients ag, 4y, ...,a45s_2,a5_1 :
If we consider the possible combinations for the sum of s — 1 terms without the case
ap = a; = --- = a;_p = 0 and without considering the last term, then (§°~! — 1) - 452
entries are equal to t.
If the term @;_1c;_1 is considered:
1. If the sum of the first s — 1 terms is nonzero, then the number of combinations
increases to (¢° 1 —1) - ¢ 2. g = (g5~ — 1) - g° 1, since there are q distinct elements
7 1.
2. If the sum of the first s — 1 terms is zero, then we only have the term @;_1c;_1. Since

there is only one element a;_1 € [, such that a;_1 = t, then we have a vector with

q°~! entries equal to t. Hence, the possible combinations are (§°~ 1 —1) - g°~ 1 + 457! =

qZS—Z‘

The above is valid for all elements in R repeated only once because in us each element
of R is repeated ¢*" 5 times. Therefore, there are 4" 75~2 elements in K that corresponding
to coordinates of us equal to t. [

Theorem 10. Let S, T, K be as in the scheme Ay, t1,ty € Fy, t # to. Then
{x € S| @(v5, (1)) =, P(v5, (x)) = b2} = g™ 2,

where vs, (x) = Ts/r(a1f(x) + by - x) +c1 and vs,(x) = T r(azf(x) +by-x) +c2, 51 =
(a1,b1,¢1) € S,50 = (a2, by, c2) € S, (a1,b1) # (az,b2).

Proof. Let s; = (a1,b1,c1) and s, = (ap, by, ¢2) such that (ay,b1) # (az.by). Then by
Theorem 8 and proceeding as in the proof of Theorem 9, |[{k € K|ex(s1) = t1,ex(s2) =
f2}| — (qs—l o 1)qs—1qsnr—25 + qs—lqsnr—2s — q25—2qsnr—25 — qsnr—Z. O

Theorem 11. In the scheme Aj,

p[Z*IZ?’ldPgZE.
q

Proof. Let us find P;:
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By Theorem 9, [{k € K|ei(s) = t}| = ¢”"""*~2. Thus, the probability of imperson-
ation is
_ |{k S /C| ek(s) = t}| B qsnr+5_2 1

Py |]C‘ - qSTTlJrS*l q

Let us find Ps:
Let (611, bl/ Cl) 75 (ﬂz, bz, 6‘2) and tl 75 tz. By Theorem 10 if (alrbl) 75 (llz, bz), then

|{k € ’C| ek<51) = t1,€k(52) = t2}| — qsnr72'

If (a1,b1) = (az,b2), then 1 # cp. Thus, {k € quq | Di(c) =t,Dr(c) =t} = g3 (
follows from Corollary 2). Hence,

|{k € ]C| ek(51> = tlrek(SZ) = tz}‘ = qsf3qsnr = qan’S*s'

max{qsnr—z, qsnr+s—3} _ 1

Therefore, Ps = = 0O

qsnr+s—2 q

3.4. Third Construction: Without Map Gray, over Galois Rings

In this scheme, the composition of resilient functions and trace function on Galois
rings are provided. We get a generalization on Galois rings of the authentication scheme
given on finite fields in [9]. If s = 1, then we obtain the scheme presented in [9], with the
difference that the source space of the scheme constructed here has a greater cardinality;
this result brings a better relationship between the message space and the key space for
our scheme (see Theorems 2.3 and 3.1 in [6] and Theorem 14 in [7]).

Let f : S" — S be a t-resilient function, r,t € Z*, r > t > 1. We build the following
authentication scheme,

A3 = (S, T,K,&E): 5)

S= ({1} x{(b1,...,b;_1,0...,0),(0,...,0,b,0,...,0),...,(0,...,0,b,)})
u({0} x {(¥},0,...,0),...,(0,...,0,b))}) C Sx U(S),
bi,...,by1 € U(S),b},...,b. €S*.
T =R,
K=g,
&= {Ek ke ’C},
and
Ei(s) = Ts/r(af (x) + b - x),
x€K,s=(ab)eS.
t—1
We can see that |S| = [((q” —1)g"=1 +1) +W’}, T =q° IK| = €] =g¢°",
where W' = (r—1+1) - [(¢" = 1)g"c~) + 1] + 7(g" = 1)g"C~D

This authentication scheme is a generalization of the first authentication scheme given
in [9], where the scheme is considered on finite fields. In our scheme if we consider s =1,
then we obtain the same scheme, except the size of the source space; here, this is greater
than the size of the source space given in [9]. Therefore, in this work K and |S|(|7|—1) +1
are closer, following the Theorem 2. Then, we have a better relationship between the spaces.

The following result ensures that the encoding rules are equally likely to be chosen.

Theorem 12. The function H : K — & defined by H : k — Ej is a bijection.
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Proof. Suppose Ex = E,/, x,x" € §". Then,
Ts/r(af(x) + bx) = Ts/r(af(x') + bx'), V (a,b) € S.

Let x — x’ be nonzero in its i-th entry. Leta = 0and b = (0,...,0,b;,0,...,0). Then
Ts/r(bi(x —x");) =0 Vb; € U(S) — {0}. Thus, x — x’ = 0, namely x = x’. O

Solving similarly to the proof of Theorem 8, the following result is granted.

Theorem 13. Let f : S" — S be a t-resilient function, (a1,by) # (az, by) elements of S, uy, uy €
R, and

N(f;a1,b1,a2,by;u1,up)
= {x €S :Ts/r(arf(x) +by-x) = uy, Ts/r(a2f(x) + bz - x) = ua}|.

Then,

snr—2s

N(f;a1,b1,a2,bp;u1,up) =g

In the following result, minimum values for P; and Ps are obtained.

Theorem 14. Let the authentication scheme Ajz. Then,
netin L
Proof. Let (a,b) € S, (a,b) # (0,0). We know that the function
k= Ts/r(af (k) + bk)

is balanced. Then,

P, = max {k € K: Ts,r(af (k) + bk) = t}
seSteT |’C|
qSl’lr—S

qSI’H’

1
¢
Now by Theorem 13,

snr—2s

N(f;a1,b1,a2,bp;u1,u2) =g

Also,
{k € K: Ts r(af(k)+bk) =t}| =q""".
Thus,
p _  max max {k € K : Ex(s) =t E(s") =t}
ST seS e85 #s [{k € K : Ex(s) = t}|
teT teT
qsnr—Zs
= qSTlT*S
1
frd E'
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4. Conclusions

We obtain minimum values for the success probabilities of impersonation and substi-
tution attacks in the distinct schemes. In the first and second scheme, compared to the first
scheme in [8], a better relationship between the parameters’ size is obtained, simplifying
the source space. On the other hand, the injectivity proof between the key space and the
encoding rules is substantially reduced. In the second scheme, a parameter is removed
from the first scheme, leading to a more in-depth analysis of the Gray map and also of
the composition with the resilient functions and the trace function. In the third scheme, a
generalization is obtained on Galois rings, of the first scheme on finite fields given in [9],
improving the relationship between their spaces’ size, based on Theorem 2.
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