. mathematics

Article

An Extended Chaotic Map-Based Authentication and Key
Agreement Scheme for Multi-Server Environment

Yicheng Yu !, Oliver Taylor 2, Rui Li 3 and Baiho Sunagawa *

check for

updates
Citation: Yu, Y,; Taylor, O.; Li, R;;
Sunagawa, B. An Extended Chaotic
Map-Based Authentication and Key
Agreement Scheme for Multi-Server
Environment. Mathematics 2021, 9,
798. https://doi.org/10.3390/
math9080798

Academic Editor: Borislav Stoyanov

Received: 2 March 2021
Accepted: 6 April 2021
Published: 7 April 2021

Publisher’s Note: MDPI stays neutral
with regard to jurisdictional claims in
published maps and institutional affil-

iations.

Copyright: © 2021 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

Cyberspace Security Research Center, Pengcheng Laboratory, Shenzhen 518055, China; yuych@pcl.ac.cn
School of Engineering and Computer Science, University of Hull, Hull HU6 7RX, UK; oliver.taylor@hull.ac.uk
Department of Electrical and Computer Engineering, University of Texas at Dallas,

Richardson, TX 75080, USA; ruilil3@utdallas.edu

4 School of Computing and Mathematics, Keele University, Newcastle ST5 5BG, UK

*  Correspondence: b.sun@keele.ac.uk

Abstract: With the increasing number of users and the emergence of different types of network
services, a multi-server architecture has emerged in recent years. In order to ensure the secure
communication of Internet participants in an open network environment, the authentication and
key agreement protocol for multi-server architectures were proposed in the past. In 2018, Chatterjee
et al. put forward a lightweight three-factor authentication and key agreement protocol for a multi-
server environment, and they claimed that all known security features with satisfactory performance
could be realized in their protocol. However, it is found that their scheme is vulnerable to user
impersonation attacks and cannot achieve user un-traceability and three-factor security through our
cryptanalysis. In order to solve these shortcomings, we propose a new lightweight and anonymous
three-factor authentication scheme for the multi-server environment in this article. Furthermore,
the proposed protocol is proved to be AKE secure theoretically, and we use BAN-logic to prove
that our protocol realizes mutual authentication between communication participants. Finally, we
show that our proposed scheme is practical and efficient through the comparison of security features

and performance.

Keywords: authentication; key agreement; three-factor; cryptanalysis; multi-server environment

1. Introduction

In the past two decades, people’s lives have changed significantly because of the
development of the Internet. People benefit from a variety of Internet services anytime and
anywhere, such as telemedicine services, online shopping, online meetings, online games,
and so on. Online life has become the mainstream mode of life, and the virtual network
has changed the world [1,2]. With the continuous growth of the online network service
business, security and privacy protection has become one of the most important challenges
restricting its further development [3,4].

Authentication key agreement protocol is an effective security protocol to realize
communication security in a client-server architecture. It can realize mutual authentication
between users and servers, ensure that only legitimate users can access the server. At the
same time, it can also effectively resist server spoofing attacks. When the user and the
server complete mutual authentication, the two sides will negotiate to get their session
key, which is used to ensure the security of their future communication. Moreover, the
session key is obtained by negotiation between the two parties, and both parties have the
same contribution to the generation of the session key, which enhances the security of the
session key.

In the traditional single-server network environment, there is a service provider that
provides network services for many users. When users access network services, they
need to provide legal user identity and authentication factors (passwords, smart cards,
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biometrics). However, with the strong demand for more types of network services, users
need to prepare multiple sets of user identity and authentication factors to register multiple
single server network systems in order to access different single server network systems.
Obviously, this has caused great inconvenience. If users set the same authentication factor
for different systems, when the user password of a system is leaked, it will also affect the
security of other systems, which has great security risks. On the other hand, each network
service system needs an authentication server to complete the user registration operation,
which causes a serious waste of resources.

In order to solve the above drawbacks, the authentication key agreement protocol
for a multi-server environment arises at the historic moment. Users can use the same set
of identity and authentication factors to complete mutual authentication with different
servers in the system so as to obtain the corresponding network services. Generally, the
registration center RC needs to complete the initialization of the system. At the same
time, it is responsible for the registration of users and service providers into the system
and distributes the secret information related to the registrants when the registration is
completed. When the registered users want to access the network services, they need
to authenticate with the server and establish their session key after the authentication
to ensure their future network communication security [5]. The network model of the
multi-server environment is shown in Figure 1.

N %
> el X M
Registration Geriter . ™.

Internet ir

Figure 1. Network model of multi-server environment.

In 2001, Li et al. [6] proposed the first authentication protocol in a multi-server environ-
ment. However, Lin et al. [7] pointed out that the performance of the protocol is poor due
to the use of the neural network. Meanwhile, to improve the performance of the protocol,
Lin et al. designed an authentication protocol based on a discrete logarithm problem [7].
Unfortunately, their scheme was soon found unable to resist the attack of fake users [8]. At
the same time, for the sake of improving the performance, many authentication protocols
based on symmetric cryptography primitives [9-15] have been proposed.

Although these protocols use lightweight symmetric cryptography primitives and
their performance has been improved, it is difficult for these protocols to achieve strong
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security attributes, such as perfect forward secrecy. To ensure the security and practicability
of the protocol, researchers designed an authentication protocol based on Elliptic Curve
Cryptography in a multi-server environment. In 2013, Yoon and Yoo proposed a three-
factor authentication protocol based on elliptic curve cryptography [16]. However, the
protocol is not secure; malicious users can fake the identity of other users to obtain network
services [17]. Subsequently, He and Wang put forward an improved protocol [18] based on
Yoon's protocol [16], but Odelu et al. [19] pointed out that the improved protocol could not
achieve user anonymity. In 2015, Tsai proposed a new authentication protocol for multi-
server environments [20] and claimed that their protocol could achieve strong security.
However, reference [21] claimed that the protocol could not resist server spoofing attacks.
Since 2017, Kumari et al. [22] and Wu et al. [23] have proposed relevant authentication
protocols for multi-server environments. However, some security problems were found
in the proposed scheme by Feng et al. [24] and Wang et al. [25], respectively. Kumari
et al.’s scheme [22] has weak user un-traceability and is vulnerable to man-in-the-middle
attacks. Wu et al.’s scheme [23] is vulnerable to smart card stolen attacks and temporary
information leakage attacks. Based on the previous works, the improved schemes enhance
the security and performance step by step. For example, Haq et al. [26] put forward a new,
improved protocol based on the work of Ying-Nayak et al. [27] and Kumar-Om et al. [28]
in 2021. In recent years, as an effective security mechanism to ensure network security, the
authentication protocol in multi-server environments has been paid attention to by scholars,
and the related protocols [29] have been proposed one after another. In the research process
of authentication and key agreement protocol, these schemes not only need to improve the
security (such as introducing biological information as the security factor) but also should
have better performance to adapt to the more practical environment, such as wireless
sensor network, body area network, and so on.

Through the review of the authentication schemes above, we find that researchers are
easy to ignore the user un-traceability and N-factor security of their protocol, and many
protocols are also vulnerable to user impersonation attacks. For instance, Chatterjee et al.
proposed a three-factor authentication and key agreement protocol based on an extended
chaotic map for the multi-server environment in 2018 [30] and claimed that the protocol
could achieve all known security features with satisfactory performance. However, it is
found that their scheme is vulnerable to user impersonation attacks and cannot achieve
user un-traceability and three-factor security through our cryptanalysis.

Based on our analysis of the above protocols, we propose three basic design principles
of authentication and key agreement protocol for multi-server environments in this study:

(1) The authentication and key agreement protocol with high-level anonymity can-
not be realized only by using symmetric cryptography (such as hash function and XOR
operation). In other words, public key technology is a necessary condition to realize
user anonymity.

(2) In order to ensure the n-factor security of the authentication protocol, the local
verification of the smart card cannot be the deterministic verification method, and the fuzzy
authentication technology should be introduced to avoid the offline password guessing
attacks initiated by the adversary.

(3) In the login and authentication phase, the requester has a complete set of legal
ID, password, smart card, and biological information, which is the necessary condition to
generate legal login request information. Only in this way can we ensure the correctness of
users’ identity and resist the user impersonation attacks.

Contributions

Our crucial contributions are as follows.

(1) We review and analyze Chatterjee et al.’s three-factor authentication scheme for
multi-server environments. Further, we show that their scheme is vulnerable to user
impersonation attacks and cannot achieve user un-traceability and three-factor security.
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(2) We present a new lightweight anonymous three-factor authentication scheme with
perfect forward secrecy for multi-server environments. Our scheme uses an extended
chaotic map and achieves strong security.

(3) The proposed protocol is proved to be AKE secure theoretically, and we use
BAN-logic to prove that our protocol realizes mutual authentication between communica-
tion participants

(4) Through the comparison of security features and performance, it can be found that
our proposed scheme is excellent and practical.

2. Preliminaries
2.1. Discrete Logarithm

Given a finite cyclic group G; and its generator ¢ € Gy, there is a unique integer x
suchthata = g%, a € Gy. xis the discrete logarithm of a, which is recorded as x = log,a.

Discrete logarithm problem (DLP): Given a finite cyclic group G; whose generator is
g € Gy and an element a € G1, DLP is to find the integer x such thata = g*.

Computational Diffie-Hellman problem (CDHP): Given a finite cyclic group G; whose
generator is ¢ € G; and two elements g%, ¢’ € Gy, CDHP is to calculate the value of g*?.

DLP and CDHP are known mathematical problems, which are not computationally
feasible; that is, they are not solvable in polynomial time. They are often used in the
construction and design of public-key cryptography.

2.2. Chebyshev Chaotic Map

Chebyshev  chaotic map satisfies the following iterative relation:
Tu(x) = 2xT,_4(x) — T, _,(x),wheren > 2,n € Z,x € [-1,1],To(x) = 1,T1(x) = «x.
Chebyshev chaotic map has semi-group property, i.e., T,(T (x)) = T, (x) = T (T,(x)).

In 2008, Zhang et al. [31] extended the domain of Chebyshev chaotic map x € [—1,1]
to x € [—oo, +00]. The extended Chebyshev chaotic map still has the semi-group prop-
erty, namely T,(T,(x)) = T, (x) = T,(T,(x)), where T,,(x) = cos(n * arccos(x)) mod p,
n>2né€Z x € [—0co,+00],and p is a large prime number.

Chaotic map discrete logarithm problem (CMDLP): Given a Chebyshev chaotic map
Tu(x) and two random variables: xand y = T,(x), CMDLP is to calculate the value of r.

Computational chaotic maps Diffie-Hellman Problem (CMCDHP): Given a Chebyshev
chaotic map T, (x) and (x, y = T,(x), z = Ts(x)), CMCDHP is to calculate the value
of T (x).

2.3. Adversarial Model

Due to the openness of the Internet, the attacker can easily control the information
spread in the public channel, tamper, replay, block the information, and then launch a
possible malicious attack, as shown in Figure 2. In this paper, the adversary A’s capabilities
in a multi-server environment are set as shown in Table 1.

Table 1. Attackers’ capabilities.

Capabilities

A can enumerate every possibility of user identity and password.
A can extract the secret information from the smart card through
side-channel technology.
A can intercept, modify, or block messages propagated in the public channels.
For a three-factor scheme, A can capture two of the authentication
factors simultaneously.
A can capture an expired session key.
A can get the long-term private keys of users, RC, or servers (only when evaluating
forward secrecy).

AN Ul = W N -
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Figure 2. Security threats.

3. Review of Chatterjee et al.’s Scheme

In the highly cited paper published by Santanu Chatterjee et al., an authentication
protocol based on an extended Chebyshev chaotic map for multi-server environments was
proposed in 2016 [30]. This section will take Chatterjee’s protocol as an example to analyze
and point out the security defects of this kind of authentication protocol.

Chatterjee et al.’s scheme mainly consists of the following phases: system setup phase,
user registration phase, server registration phase, login and authentication phase, user
password, and biometric update phase. Table 2 lists the symbols used in their scheme.

Table 2. Notations in Chatterjee et al.’s scheme.

Symbol Description
H(-) Hash function
BH(-) Biological hash function
Ty (") Chebyshev polynomial
Ex(-)/ Dy (") Symmetric encryption/decryption alogrithms
Ks, K, Private key of RC
Xj Private key of S;
IDy, Identification of U;
IDg, Identification of S;
PW; Password of Uj;
B; Biological information of U;
SC; Smart card of U;
SKjj Session key of U; and S;
D XOR operation

I Concatenation operation

The detailed description of the scheme is as follows:
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3.1. System Setup Phase

Step 1: The Registration Center RC randomly selects Ks and K, from [—co, +o0].

Step 2: RC selects a secure hash function H(-), a biological hash function BH(-), a
Chebyshev polynomial Tx(-), and a pair of symmetric encryption/decryption algorithms
Ex(-)/Dy(-). Then, {H(-), BH(:), T,(-), Ex(-)/Dy(-)} will be passed onto the public.

3.2. Server Registration Phase

Step 1: The server §; sends its identity IDg, to RC through a secure channel.
Step 2: After receiving the registration information, RC randomly selects x;, calculates

Ty, (Ks) Ty, (Ku) ,and sends {x;, Ty, (K,), T, (K,)}backto S; through the secure channel.

3.3. User Registration Setup Phase

Step 1: The user U; selects his identity IDyj;, password PW; and enters his biological
information B;. Next, U; obtains the current timestamp T;, generates a random number R;

to calculate ID; = H(ID . || R; || T,«), bi= BH(B;), RPW; = H(ID, | PW; || b; || R)),
Ki= H(b; || R; || ID;), Ci= R; & H(b; || IDy, || PW;), and transmits the registration
information {ID;, T;, K;, C;, RPW;} to RC through the secure channel.

Step 2: After receiving the registration request from U;, RC randomly selects x; and Ky,

and computes the Chebyshev polynomials Ty, (Kui> and Ty, (K ). Afterward, RC calculates
SKi= K, © x, P = Ky ® H(x, || K), A= H(IDy | RPW, | T, | To(K,, ) || x| P),
writes {ID;, T;, A, Txi(Kui)r C, SK;, P, T, (K,), < IDS]_, Tx],(KS), 1<j< m>}to

smart card SC;, and gives it to U;, where m is the number of servers in the system.
Step 3: After U; completes registration, RC selects a random number Ur; and calculates

Uh; = H(T, (K ui) || Ur;). Finally, RC transmits {Uh;, Ur;, ID;} to all servers in the
system through the secure channel.

3.4. Login and Authentication Phase

Step 1: The user U; inserts his smart card SC; into the terminal, inputs his identity ID;,
password PW;, and collects the biometrics B;. SC; calculates b; = BH(B;),

Ri= C; @ H(b; || IDy, || PW;), ID;= H(IDy, | R || Ti)/ RPWj = H(ID; || PW; |
bi || R), Ki = H(b; || R} || ID}), %} = SKi ® K}, A} = H(IDy, | RPW} | T; || T (K, ) |
xj || P). The smart card verifies whether A!? = A, is true or not; if not, SC; rejects the
login request of U;; otherwise, SC; obtains the current timestamp TS;, generates a ran-
dom number RN;, and calculates Ks = P & H(x; || K!), Tk, = Txl.(ij (K,)), Ty, (K,),
Ky = H(T x/'(K s) I ID; || I Ds; | TSi). Finally, SC; sends the login request information
M= {ID;, IDs,, Ex, (ID; || IDs, | T, || T (K, ) | To(K,) || T (K, ) || RN: | Ki), TS,
H(K; || TS; || ID; || IDs, || RN; || Txi(Ku> | Tk, )} to the server S;.

Step 2: The server §; receives M and first verifies the validity of the time stamp
TS;. If the time stamp TS,; is invalid, S; rejects the login request; otherwise, S; calculates

K = H(Tx]_(KS> I ID; || IDs; | TSi) and decrypts E, (ID, || IDs; || Tx, | Txi(Ks) I
T (K,) || To(K,, ) | RN; || Ki) with K] to get ID;, IDs,, Ty, Ty (K,), T (K,), T (K., ).
RN;, K;. Sj uses the decrypted ID; to search for the corresponding (Uh;, Ur;) and verify
whether Uh; ? = H (Tx]_ (Ku,-> | Ur;) is true; if not, Sj terminates the session; otherwise,
S; calculates H(K, || TS; || ID; || IDs, || RN; | Tx,.(Ku) | Ta,), T, = T (T, (K,)), and

compares the calculated result with the received corresponding value; if not, S; termi-
nates the session; otherwise, Sj authenticates U; successfully. Next, S]- obtains the current
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timestamp TS; and calculates Tg, = Ty,(T, (K, )), Y = K; & Tk,, Ko = H(T,, (Kul) I
IDg, || ID; || TS; || TS; || RN; || Tg,), Tx, = Tx(T,(K,)), and the session key
SK;j = H(ID; || IDs; | TS; [| TS; || RN; || RN; || TI’<1 | Tk, || TK3). Finally, S; transmits
M, = {ID;,IDs;, Ex,(ID; || IDs; || Y | Tx,-(Ku) | RNj || Tx,), H(TS; || TS; || RN; || RN;
1Y || Tx, | ij(Ku)),TSj} back to user U,.

Step 3: Uj receives M, and verifies the validity of time stamp TS;. If TS; is invalid, U; ter-
minates the session; otherwise, U; computes K, = H(Txi(Kul_) I IDs; | ID; || TS; || TS; ||
RN; || T,) and decrypts Ex,(ID; || IDg; || Y || Tx].(Ku) | RN; || Tk,) to get ID;, IDg,,
Y, Ty (Ku), RNj, Tk,, and then U; computes Ty, = K; & Y, Ty, = Txi(ij(Ku))‘ If
TI’<3 ?= Tk, holds, U; authenticates S; successfully and calculates session key
SKj= H(ID, || 1Ds, || TS, || TS; || RN; | RN; || Tx, || T4, || Tg, ).

The process of login and authentication phase is shown in Figure 3.

U; Sj
Insert SC;, input PW;, B;
Compute b; = BH (B;), R, = C; ® H (b; | [ Dy, || PW;)
ID; = H (IDy, |[R|| T:) , RPW/ = H (ID/ | PW;| b;||R})
K. = H (b |R| ID)) . 2, = SK; © K]
A; = H (IDy, |[RPW]| T; | Tz, (K.,)|| z}|| P)
Check A!? = A
Generate T'S;,RN;
Compute Ky = P® H (ml||Kl’) Tk, =Ty, (sz (Ks))
Ty, (K,), K\ = H (Ty, (K;) |ID;|| IDg, ||TS;)
M, = {ID;,IDs,,TS;,H (K; |TS;|| ID; | IDs, || RN; | Tz, (K.)|| Tx, ) ,
Bx, (ID; |[IDs)|| Ty, || T, (K| T, (Ko) |, (Ko, )| RNG|K) }

My

Check T'S;
Compute K} = H (T, (K,) |ID;| IDs,|TS;)
Use K for decryption, get
ID;,IDs; Tk, , Ty, (Ks) , Tr, (Ku) , Tr, (Ky,) , RN;, K;
Check Uh;? = H (T, (K., ) ||Ur;)
Compute H (K; | TS;|| ID; |[IDs, || RN; || T, (K.)|| Tk, ) , T, = To, (Te, (Ks))
and compares the calculated result with the received corresponding value
Generate T'S;
Compute Ty, = T, (To, (Ky,)),Y = K; ® Tk, , T, = Ty, (To, (Ku))
Ky = H (T, (K.,) |[IDs || ID: |TSi| TS; | RN: | Ty,
SKi; = H (ID: | IDs, | TS: |TS;|| RN: || RN; | T, |1Tic || T,
M, = {ID;,IDs,, Ex, (ID; ||IDSJ“Y||T$J (Ku)|| RN;|| Tk, )
H (TS; |TS;|| RN; |RN;|| Y || T, || Tz, (Ku)) , TS5}
M,

Check T'S;

Compute Ky = H (Tz' (Ky,) ||IDS, || ID; |TS;|| TS; || RN;|| TK,)

Use K for decryption, get ID;, IDs,,Y,T,, (K,), RN;, T,

Compute Ty, = K; @Y, Ty, =Tq, (Tz] (Ku))

Check T}, ? = Tk,

Compute SK;; = H (IDi |IDs, || TS; |TS;|| RN; | RN|| Tx, | T, | T;ﬁ)

Figure 3. Login and authentication phase of Chatterjee et al.’s scheme.
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3.5. User Password and Biometric Update Phase

Step 1: The user U; inserts his smart card SC; into the terminal, inputs his iden-
tity IDy;, and password PW;, and collects his biometric B;. SC; calculates b; = BH(B;),

Ri= C; @ H(b; || IDy, || PW;), ID;= H(IDy, | R || Ti)/ RPW; = H(ID; || PW; |
bi || RY), K= H(b, | || D), x}= SK; & K}, Al = H(IDy, || RPW, || T; || Ty (K., ) |
x} || P). SC; verifies whether A!? = A, is established; if not, the smart card rejects the login
request of U;; otherwise, SC; makes U; enter a new password and new biological information.

Step 2: U, enters the new password PW;““ and new biometric B/*“. Then, the smart
card  computes b'v = BH(B/"), Crew = R; @ H(b™ || IDy, || PW}®),
RPW/¥ — H(ID; | PWPee | byew [ R;), Allew = H(IDLI,- | RPWI || T; || Txi(Kul) I
xi || P)-

Step 3: SC; replaces A, C"*“ with A; and C;.

4. Cryptanalysis of Chatterjee et al.’s Scheme
4.1. User Un-Traceability

The adversary can intercept the information transmitted between the user and the
server in the public channel. Due to the protection of hash function, the adversary cannot
directly extract the user’s identity. However, in the login request information of user
u, ID; = H(ID || R; || Ti), Ri= C; @ H(b; || IDy, || PW;) where T; is the time stamp
obtained when U; registers. It can be found that the ID; generated by the same user in
each login request is fixed. Therefore, it is easy for adversaries to determine whether two
sessions are initiated by the same user through ID;, so as to track the user’s behavior.
Therefore, the protocol proposed by Chatterjee et al. cannot achieve user un-traceability.

4.2. Three-Factor Security

Chatterjee et al.’s protocol involves three security factors: user password, smart card,
and user’s biometrics. Suppose that the adversary accidentally obtains the smart card
and biometric B; of user U;, the adversary can obtain the password of U; through the
following operations:

Step 1: The adversary A uses the side-channel attack technology [32] to extract the se-
cret information {ID;, T;, A;, Ty, (Kui), C,, SK;, P, T (K,), <IDS]_, Tx]. (Ky),1<j <

m >} stored in the smart card of U;, and calculates b;= BH(B;).

Step 2: A guesses that the identity and password of U; are (ID a_, PW7} ) , where D]
and PW; are generated from user identity space D;; and password space Dy, respectively.

Step 3: A calculates R = C; & H(b; || ID}; | PWf), ID; = H(ID}, || R} | Tl->,
RPW; = H(ID] | PW} || b; | Rf), Ki= H(b; | R |ID}), «xf=SK & K,
Ap = H(IDY, || RPW; || T | T (K, ) | 57 1| P).

Step 4: The smart card verifies whether A7 ? = A; is true; if it is true, (ID tli’ PW} )
are correct; otherwise, go to Step 2.

According to the above steps, it takes (5T) -|Did‘-|Dpw‘ to complete the offline
password guessing attack, where T}, is the time-consuming of hash function running
once, and XOR operation can be ignored due to its small time-consuming. According to
reference [33], [D [ < [D | < 10°. Using the computing processor intel-i7-5500 3.6 g
Hz in reference [34], T, ~ 0.564ys, the adversary can complete the above attack within
33 days. If a high-performance cloud platform launches the attack, the user’s password
can be guessed within a few hours.
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4.3. User Impersonation Attack

Since {(ID 5 Ty, (Ks))|1 < j < m} is stored in each user’s smart card, malicious
users can intercept the login request information of user U; to initiate login request as user
U; and pass the authentication of server S;. The specific operations are as follows:

Step 1: The malicious user A intercepts My = {ID, IDs,, Ex, (ID; I IDg, | Tk, ||
T (Ko) |l

T (K,) || T (K, ) || RNG || K), TS;, H(K; | TS; || 1D; || 1Ds, | RN; || T (K, )
| Tk, )} transmitted in the public channel.

Step 2: A calculates K; = H(Tx]_(KS> | ID; || IDs; || TSi),Where ij(Ks) is extracted
from the smart card of A, ID;, I Dsj/ TS; is obtained from M;. Then, A uses Kj to de-
erypt Ex, (ID; || IDs, || Tx, || T (K, ) | T (K,) || T (K,, ) | RN; | K;) to get ID;, IDs,

T, T, (K,), T, (K,), Txi(Kui), RN, K;.

Step 3: Through the information obtained in Step 2, A can generate a new times-
tamp TS/ and construct the legitimate request information m of user U; requesting to log
in to server S Mj = {ID,, IDs,, Ex,(ID; || IDs, || Tx, | Txi(KS) | Tw, (K ) | Txi(Kui) I

RN; | K7), T}, H(K, | TS} || 1D; || IDs, || RN; || Tq (K., ) || Te,).

5. The Proposed Scheme
The proposed protocol includes the following phases: system setup phase, server
registration phase, login and authentication phase, user registration phase, user password,

and biometric update phase. The symbols used in the proposed protocol are shown in
Table 3.

Table 3. Notations in Chatterjee et al.’s scheme.

Symbol Description
h(-) Hash function
BH(-) Biological hash function
Te(-) Chebyshev polynomial
X,y Private key of RC
K; Private key of S;
ID; Identification of U;
SID; Identification of S;
PW; Password of U;
Bio; Biological information of U;
SC; Smart card of Uj;
SKjj Session key of U; and S;
2 XOR operation
I Concatenation operation
mod Modulus operation

The detailed description of the agreement is as follows:

5.1. System Setup Phase

The registration center RC randomly selects x, y as the system master keys in [— oo, +o0].
Next, RC selects a secure hash function h(-).

5.2. Server Registration Phase

Step 1: The server S; selects its identity SID; and passes it to RC through a secure
channel.

Step 2: After receiving SID;, RC calculates K; = h(SID; | ¥) and publishes informa-
tion {SID jr z}. Next, RC sends K; back to S; through the secure channel.
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Step 3: S; receives K; and keeps it in secret.

5.3. User Registration Setup Phase

Step 1: The user Uj; selects his identity ID; and password PW; and enters his bio-
metric Bio;. Then, U; uses the biological hash function BH(.) to get b; and calculates
PID; = h(ID; || b;), PWB; = h(PW, || b;). Finally, U; transmits the registration informa-
tion {ID;, PID;, PWB;} to RC through a secure channel.

Step 2: After receiving U; ‘s registration information, RC computes A; = h(ID; ||
PWB;) mod n, B; = h(PID,; || x), C;= B; & PWB,;, where 2* < n < 28 Next, RC
calculates D;y = (B, || K;), Ej = B; ® Kj, Fj= Djj ® h(B;) where1 < j < mand m
is the number of servers in the systems. Atlast, {A;, C;, Ej;, Fjj, n, h(.), h(x || y), z} are
written into the smart card SC;, and SC; is transmitted to U; via the secure channel.

Step 3: U; keeps SC; properly.

The process of the registration phase is shown in Figure 4.

S Private Channel RC
Select SID;

{SID;}

Compute K; = h (SID;||y)

{Kj} Public {SIDj, z}
Store K; secretly )
U; Private Channel RC

Input ID;,PW;,Bio;
Compute b; = BH (Bio;)

PID; = h(ID;||b;)

PWB; = h(PW;||b;)

{ID;, PID;, PWB;}

>
>

Compute A; = h (ID;||PWB;)modn

B; = h(PID;||z)

C; =B, ® PWB,;

Di; = h(Bi||K;)

E; =B oK,

F;j = Di; ® h(B;)

Write {4;,C;, E;j, Fjj,n, h(.), h(z||y), 2z} into SC;
SC;

A

Store smart card SC;

Figure 4. Registration phase of proposed scheme.
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5.4. Login and Authentication Phase

Step 1: The user U; inserts his smart card SC; into the terminal and inputs his identity
ID;, password PW; and biometric Bio;. SC; calculates b; = BH(Bio;), PID; = h(ID; || b;),
PWB; = h(PW, || b;), and verifies whether A; ? = h(ID; || PWB;) mod n is established; if
not, SC; terminates the session; otherwise, SC; generates a random number #;, selects the
identity of the server to be accessed SIDj, and calculates N; = T, (z), Pj = Ejj & h(SID ||

h(x || y) | Ni), Ny= h(B; || N;), Dj= F; & h(Bi), CID;j= PID; & h(P || Bi),
My = h(B; || Dy || CID;; || Ni). Finally, U; sends {PZ-]-, CIDj;, N;, Ml} to server ;.

Step 2: Upon the receipt of login request from U;, S; computes Ej = Pj & h(SID; ||
h(x | y) I N;), Bi= Ej ® Kj, Djj= h(B; || K;), Ny = h(B; || N;), M = h(B; || Dy ||
CID; || Ni), and verifies that My and M; match. If not, Sj terminates the session. Oth-
erwise, Sj generates a random number 1 and calculates N]- = Tnj(z), PID; = CI Dij @

h(Pij H Bi)/ M = h(PIDI- H P,'j H Dij H B; || SID]‘ || N]), Mz = Np & N] Afterward, S]
sends {M,, M3} to U;.

Step 3: U; receives {M,, M3} and calculates N; = M3 @ Nj. U; verifies whether
M, ? = h(PID; || P;j || Dy || B; || SID; || Nj) is established; if not, U; terminates the ses-
sion; otherwise, U; identifies S; as legal. After that, U; computes My = h(B; || Dy ||
N; || SIDj), T; = Tnz.(N]-), and gets the session key SK;j = h(PID; || P; || T;). Ulti-
mately, {M,} is delivered to S;.

Step 4: S; receives {M,} and verifies whether My ? = h(B; || Dy || N; || SID;) holds;

Y
if not, S]- terminates the session; otherwise, S]- certifies that the identity of U; is legal.

Furthermore, S; computes Tj; = Tn],(N i) and reaches the same session key with U;:
SKji = h(PID; || P; || Tji) = h(PID; || P; || Ty) = SKj.

The process of login and authentication phase is shown in Figure 5.

5.5. User Password and Biometric Update Phase

Step 1: The user U; inserts his smart card SC; into the terminal, inputs his iden-
tity IDy;, and password PW;, and collects his biometric B;. SC; calculates b; = BH(Bio;),
PIDZ‘ = ]’l(IDl- || bi)/ PWBZ' = h(PWi || bl)andvenﬁeﬁwhetherAl ? = ]’l(IDl- H PWBZ‘) mod n
is established; if not, SC; terminates the session; otherwise, SC; makes U; enter a new pass-
word and new biological information.

Step 2: U; enters the new password PW}““ and new biometric Bioj*“. Then, SC;
computes b"" = BH(Bio[“"), PID}*” = h(ID, || b"*"), PWB}®“ = h(PW " || bI¥),
Al = h(ID; || PWB}*“) mod n, CI'*” = C; ® PWB; & PWB/*Y.

Step 3: SC; replaces A, C"*” with A; and C;.
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U; Public Channel S j

Insert SC;, Input 1D;,PW;,Bio;

Compute b; = BH (Bio;) , PID; = h (ID;||b;), PWB; = h (PW;||b;)
Check A;? = h (ID;||PWB;)mod n

Compute B; = C; ® PWB,;

Generate n;, compute N; = T, (2)

Compute P;; = Ej; & h (SID;||h(z||y)||N:)

Ny = h(B;||N;), D;; = F;; & h(B;)

CID;; = PID; & h(P;||B;)

M, = h(B;[|Di;||CID;;||Ny)

{P,j, CID;;, My, N;}

>
>

Compute E;; = P;; & h (SIDj||h(z||y)||N:)
B; = Ei;® K;,D;; = h(B;||Kj)
Ny = h(Bi||N;), M{ = h(B;||Dy;||CID;;|| Ni)
Check Mf? = M1
Generate nj, compute N; = T}, (2)
Compute PID; = CIDiJ' © h(PzJHBz)
M = h(PID;||P;||Dy;||B:||SID;||N;)
M; = N, & Nj
{M>, M;}

Compute N; = M3 & N;;
Check M,? = h(PID;||P;||D;;|| B:||SID;||N;)
Compute My = h(B;||Dy;||N;||SID;)

Tij = T, (N;)

SKi; = h(PID;||P;||T;)

{M,}

>
>

Tji = Ty, (N:)
SKji = h(PID;||P;||T;)

Figure 5. Login and authentication phase of the proposed scheme.

6. Security Analysis
6.1. Provable Security

Based on the BPR2000 model [35], the following is the description of the random
oracle model and the definition of AKE security:
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(1) Participants

As participants, users U and servers S have many different instances, which are called
oracle. The i-th instance of U and the j-th instance of S are denoted as U* and S/ respectively,
and any instance can be denoted as I uniformly.

(2) Queries

Execute(ui, Si ) : The query captures the passive eavesdropping of the scheme, and

its output includes all the communication records of the scheme between U’ and S/.

Send(U', start): This query indicates a login request that triggers the scheme startup
and outputs U'.

Send(1 h m): This query captures active attacks. More precisely, the adversary A
constructs a forged message m by interrupting and intercepting messages. Then, A sends
m to I' and gets a response from I'.

Reveal (I i) : If I' accepts the session and generates the session key SK, it will respond
to A with SK.

Corrupt(I', a): The query simulates the capture of any two of the three security factors.
Ifa=1and I = U, the user password and all parameters stored in the smart card are returned
to A. If a = 2 and I = U, the user biometrics and all parameters stored in the smart card are
returned to A. If a = 3 and I = U, the user password and biometrics are returned to A. If
a=1and I =S, the long-term private key of the server is returned to A.

Test (I i) : The oracle tosses a coin b € (0,1); if b = 1, it returns the session key; if b = 0, it
returns a random number with the same length as the session key.

(3) Partnership

U’ and S are called partnerships if: (i) U’ and S/ are accepted; (ii) and have the
same session identifier (sid), that is, sz’diu = sid; (iii) the partner identifier of S/is U’ and
vice versa.

(4) Freshness

A user instance or server instance is called fresh if (i) I has calculated an acceptable
session key; (ii) A has not made any Reveal queries to I or its partners. (iii) From the
beginning of the game, A makes Corrupt query to I or its partners at most once.

Definition 1. The adversary A outputs the result of guess b’ through Test queries. Ifb' = b, A
wins the game. The advantage probability of breaking the security of the protocol P is defined as:
AdvKE(A) = |2Pr[b/ = b] — 1| . If the probabilityAdvsXE (A) is negligible for any probabilistic
polynomial time adversary A, the protocol P is AKE secure.

Theorem 1. Suppose the adversary A operates qqenq Send queries, geve Execute queries and qy,

Hash queries to break the AKE security of the protocol. AdvSMPH (1) represents the advantage

probability of A solving CMCDH problem in the polynomial time t, then we have:

: 22 2
AdUI;KE(A) S 2C/¢]:,md + Gsend ;?;11 + qh 4 (qsendp+ qexe) + zqh . AdU(A;MCDH(t/) (1)

where C" and s’ are the CDF-Zipf regression parameters of password space, | is the bit length of
hash function output, t' < t + (4 4,4+, +1) T , and T, represents the running time of extended
chaotic map operation.

Proof. Game G;, 0 < i < 5 is created to prove that the proposed scheme is provably
secure, and Suc; stands for A correctly guessing b in game G; using Test queries.
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Game Gy: This game simulates the real attack in the random oracle model. We can get:
AdvKE(A) = |2Pr[Suco]—1| )

Game Gj: This game manages Hash list L;, while simulating random oracle. Then
we get:
Pr[Sucy|= Pr[Sucy] ©)]

Game Gy: In Gy, if there is a collision of interactive information or a collision of Hash
query results, the game ends; otherwise, G, simulates all queries in G;. According to
2
Tn

5ot and

the birthday paradox [36], the collision probability of the result of Hash query is
(qsend+qexe)2
2p

the collision probability of interaction information is ; therefore, we derive the

following result:

2 2
T + (qsend + qexe) (4)

Pr[Sucy]—Pr[Sucy] < ST+1 2p

Game G3: In game Gg, if A guesses the information M; and M, used for authentication
correctly, the game ends; otherwise, G3 is the same simulation as the previous game;
therefore, we derive the following result:

Pr[Sucs] —Pr[Sucy] < qud ®)

Game Gy: In this game, A guesses the session key without asking the corresponding

random oracle. Therefore, this game is indistinguishable from the previous game, except

that A makes queries for SKj; = h(PID; || Py || T) = h(PID; || P; || Tj) = SK;;. Thus,
we get that:

Pr[Sucy] — Pr[Sucs] < thdngCDH(t/) + Z—}; (6)
where #/ <t+ (qsend+qexe +1)Tc'

Game Gs: This game is similar to the previous game, but the only difference is the Test
query. If A performs the Test query on h(PID; || Pyj || Tun,(2)), the game will be terminated.
Therefore, the maximum probability of obtaining session key by random oracle query is

2 . . .
2;’%. Moreover, if Corrupt(U', 2) query is executed, Corrupt(U', 1) and Corrupt(U', 3)
can no longer be queried. According to reference [37], in the case of g4, times of send
query for online guess, the probability of getting the password is at most C’ qgén 7

According to the definition of freshness, A can perform Test(I ’) query after per-

forming Corrupt(I h a) query. As a result, outdated copies are used in old games (perfect

2
forward secrecy). Therefore, the maximum probability of A getting Ty, (2) is W

Then, we get:

2 2
/ +
Pr[SuC5] B Pr[Suc4] < C/qgend + Z?J}rll + (qsend2pqu6) 7)

If A does not request any random oracle query with valid input, then the game has
no advantage to distinguish the real SK from the random string with the same length, so
we get:

Pr[Sucs] = % 8)

According to Formulas (2), (3), and (8), we come to the conclusion

AdvKE(A) = 2 x [(Pr|Sucs] — Pr[Sucy]) + (Pr[Sucy] — Pr[Sucs]) + (Pr[Sucs] — Pr[Sucy])+
, 2 2
(Pr[SuCg] o Pr[SuCl])S zclqzend 4 qser1dz“1'i/l1+’7h + z(qsmd;q“’que) +2qh . AdngCDH(t/) (9)
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6.2. BAN-Logic

Burrow, Abadi, and Needham proposed BAN-logic [38] in 1989. BAN-logic is a belief-
based modal logic, which can be used to describe and verify authentication protocols.
When using BAN-logic to analyze the security of authentication protocol, we first need to
idealize the interaction information in the protocol, then make initialization assumptions
according to the specific situation, and finally get the expected goal through reasoning rules.
Table 4 introduces the notations for the BAN-logic, and some basic rules are described in
Table 5.

Table 4. BAN-logic notations.

Symbol Description
Pl=X P believes X.
P«aX P sees .
P|~X P sends X.
P=X P has jurisdiction over X.
#(X) X is fresh.
(X,Y) XorYispartof (X,Y).
(X)g Use the key K to compute X.
pX 0 P and Q reach shared key SK.

Table 5. Basic logical postulates of BAN-logic.

Symbol Description
Message-meaning rule w
—coni - Pl=H#(X
Freshness-conjuncatenation rule PIA(X. )
Nonce verification rule %
Jurisdiction rule Pl=Ql= X;P\E Q=X
Believe rule PI=QI=(X,Y) PI=XPI=Y

P=QI=X ’ PI=(X,Y)

(1) The idealized form of the proposed scheme
Message 1: U; — Sj: (PID;, Py) i , Pij, My, N;
Message 2: S; — U; : (PID;, Py, Dj SID N;) LB e

1]/ l]/
UiS;

(2) Verification goals

= U, &)

s‘z(ulﬂisj).
Goal 3: S ‘_ (U, ¥ ).
Goal 4: S; ‘_ = (U, <—>S)

(3) Assumptions about the initial state
Al: Ui|=#(n;,n)).
A2: S]’E #(I’Zi, 7’1])
B

A3: ui’: (uiés])

B:
A4 Sj\=(U; < S]')
SK
A6: = Uy = (U, & s)
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(4) Proofs
Step 1: According to Message 1, we know that S; <t (PID;, Pij)u B -
7o)
Step 2: According to Step1, A4, and the message-meaning rule, we obtain the following:
= Ui = (PIDI-, Pij)u,-gsj
Step 3: According to A2, freshness-conjuncatenation rule, P;j = Ej;; @ h(SID || h(x ||
y) || Ni),and N; = Ty,(z), the following can be inferred: S;|= #(PID, Pj;).
Step 4: From Step 2, Step 3, and the nonce verification rule, we get that:

5]

S] = Ui = (PIDi’Pij)UigS/
Step 5: From Step 4, A4, and SK = h(PID; || P; || T;), we prove Goal 4:
SK
S]’E U;|= (Ui — S])
Step 6: According Step 5, A6, and the jurisdiction rule, we prove Goal 3: §; ‘ = (U, &s j> .
Step 7: According to Message 2, we know that U; < (PID;, Pij, Dij, SID]-, N]-)u B
Step 8: According to Step 7, A3, and the message-meaning rule, we obtain the follow-
ing: Ul- = S] = (PIDZ, Pij/ Dij/ SID], N]')Uigsj

Step 9: According Al, freshness-conjuncatenation rule, N; = Ty, (z), the following
can be inferred: ul|E #(PIDZ, Pijr Dij/ SID], N])

Step 10: From Step 8, Step 9, and the nonce verification rule, we get that:
= S;|= (PID;, Py, Djj, SIDj, N;) 5 .
j + Fijr Pijs r N
: / u;ds;

Step 11: From Step 10, A4, and , we prove Goal 2: U;

U;

SK
= (Ul- S<—>K S]) .
It can be seen from Goal 1, Goal 2, Goal 3, and Goal 4 that the mutual authentication

between user U; and server S; is completed, and the session key SK trusted by both parties
is reached.

Step 12: According Step 11, A5 and jurisdiction rule, we prove Goal 1: U;

6.3. Informal Security Analysis

The new scheme can effectively improve the shortcomings of Chatterjee et al.’s scheme.
First of all, the new protocol ensures that the information related to user identity and
security factors are used reasonably in the process of generating login request information,
which can effectively resist the user impersonation attack. Secondly, in the verification
phase of smart cards, the modular operation is introduced, which can avoid the offline
password guessing attack so as to achieve three-factor security. Finally, the construction of
user login request information needs the participation of random numbers to ensure the
realization of user un-traceability.

On the other hand, according to the description of the login and authentication phase
of the new protocol, only with the ID, password, biological information, and smart card of
the legal user Uj, the user can generate the legal login request information while only the
server §; with the legal K; can generate the legal response information. Therefore, on the ba-
sis of ensuring the mutual authentication between the user and the server, the server S; can
get the correct PID; by calculating PID; = CIDj; & h(P; I (Ej & K;)). Due to the semi-
group property of the extended Chebyshev polynomials, Tjj = Ty, (N ]-) = Tnj (N;) = T
U; and S; reach the session key SKj; = h(PID; || P; || T;) = h(PID; || P; || T;j) = SK;;
for future sessions. They complete the session key agreement, and the contributions
to session key generation are equal. Next, we make a specific security analysis of our
proposed protocol.
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(1) Anonymity and un-traceability

In the login and authentication phase, the adversary can intercept the login request
information of the user and the response information of the server. Obviously, under the
protection of Hash function, the adversary cannot obtain the user's identity. Therefore,
the proposed scheme can achieve user anonymity. On the other hand, the construction of
Pj, CIDj;, Nj, My, M, M3, and My is related to the random number 7; or n;. Therefore,
the interactive information generated in each session is different. Even if the adversary
intercepts the message, it is still unable to determine whether two sessions originate from
the same user. Therefore, the new protocol can achieve user un-traceability.

(2) Perfect forward secrecy

Suppose that the adversary accidentally obtains the private keys of RC: x and y, and
iir CIDjj, Ni, My, My, M3, M4} propagated in the public
channel. The adversary can compute E;j = P & h(SID; || h(x || y) || Ni), Bi= Ej @
h(SIDj || y), PID; = CIDi]' D h(Pi]- || Bi)/ Ny = h(Bl || Ni),Nj = M3 & Ni. However,
it isa CMCDH problem to get Ty = Ty, (N;) = Tnj (N;) = T;; in polynomial time from

intercepts the information {P

the known information. Therefore, the adversary is still unable to calculate the session key
between user U; and S;, and the perfect forward secrecy of the new scheme is realized.

(3) Mutual authentication

According to the description of the new scheme, only with Uj;'s identity, password,
smart card, and biometrics can the legitimate login request information be generated.
The server can authenticate the U;’s identity by verifying the legitimacy of the received
information. On the other hand, only the server S; with legal K; can correctly respond
to the user’s login request information. Therefore, the new scheme realizes the mutual
authentication between the user and the server.

(4) Session key agreement

Based on the description of the new scheme, the user and the server can reach the
session key for future communication after completing the login and authentication phase
SKji= h(PID; || P; || Tyj) = h(PID; || P; || Ty) = SKj.

(5) Three-factor security

For the three-factor authentication protocol, the difficulty of breaking through the user
password is obviously lower than the difficulty of breaking through the secret information
of smart cards or user biometrics. Suppose the adversary accidentally obtains the smart
card and biometrics of U;, and the secret information in the smart card is extracted through
the side-channel technology. However, the verification A; ? = h(ID; || PWB;) mod n
performed by the smart card in the login phase is a fuzzy verification. Even if the adver-

sary’s guess (ID z}i, PW7} ) passes the above verification, the adversary still cannot confirm
whether PW7 is the real password of U;. Specifically, through offline password guessing,
1D eyl / 2% ~ 2% possible (ID s PW; ) pairs. The adversary
still needs to log in online (not offline) and traverse these user identity and password pairs
to obtain the accurate user password. The server can identify the victim according to the
adversary’s login request. By setting the threshold of login times, when the adversary’s
online login times exceed the threshold, the server can refuse the adversary’s login request.

The adversary cannot log in to the system many times, so he cannot get the correct one of
the 232 possible passwords. Therefore, the new protocol can achieve three-factor security.

(6) Good Repairability

the adversary can get |D ;;

In our proposed scheme, the user U;'s private information stored in the smart card
includes Ai = h(IDl H PWBI) modn = ]’l(IDl || h(PWl || bl)) mod n, Ci = Bi ) PWBZ
= h(h(ID; || b;) || x) & PWB;, Ej= B; @ Kj= h(h(ID; || b;) || x) & K
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Fj= Dj ® h(B;) = Dy ® h(h(h(ID ; || bi) | x)). Therefore, U;'s password and bio-
metrics will directly affect the secret information. When the smart card SC; is lost, U; only
needs to modify his password and biometrics to ensure the security of the system. Thus,
our scheme has good repairability.

(7) Resistance of other known attacks

Insider attack: Insiders can get the registration information {ID;, PID;, PWB;} of
user U;. However, the information is protected by Hash function, and the attacker cannot
extract the user’s password or biometrics. Therefore, the insider attack is invalid for the
proposed new scheme.

Stolen verifier table attack: There is no password-related and biometric-related in-
formation table stored in the servers and RC. Therefore, the stolen verifier table attack is
infeasible in our proposed scheme.

Temporary information leakage attack: In our proposed scheme, the user U; and the
server S] reach a session key SK]l = h(PIDl || P1] || T]z) = h(PIDl || P1] || Tl]) B SKl]
Even if an adversary captured the temporary information 7; and 7;, he could not launch a
temporary information leakage attack without PID;. As a result, our proposed scheme can
resist a temporary information leakage attack.

Replay attack: According to the description of the proposed protocol, the user and the
server generate the new random number 7; and 7; in the authentication phase. Both sides
can easily find replay attacks by checking the validity of the received message. Therefore,
the new protocol can effectively resist replay attacks.

DoS attack: After receiving the login request from Uj, the server S; verifies whether
M; ? = M; holds. Only U; calculates the legitimate login request information according to
his identity, password, biometrics, and smart card and can pass the verification. Therefore,
Sj can confirm that the login request is from U;, which can effectively reject a large number
of invalid login requests from attackers.

According to the previous analysis and proof, we also know that the new scheme
can resist user impersonation attacks, server spoofing attacks, man-in-the-middle attacks,
offline password guessing attacks, and smart card stolen attacks.

7. Performance Analysis

In this section, we will compare the performance of the proposed new protocol with
other authentication protocols based on the extended chaotic map in multi-server environ-
ments, including the comparison of computation cost and communication cost. Since the
registration phase of users and servers only occurs once, and users do not frequently update
their passwords and biometrics, this section only discusses the performance comparison
between the login and authentication phases.

7.1. Comparison of Computing Costs

The new scheme and other similar protocols [30,39-41] all use fuzzy extractor algo-
rithm or bio-hash function to extract users’ biometrics for protocol design. According
to literature [42,43], the time cost of the fuzzy extractor algorithm and bio hash function
is considered equal. Therefore, the user biometric extraction operation is ignored in the
comparison of computation cost.

The comparison between the new proposed protocol and the protocols proposed by
Chatterjee et al. [30], Lee et al. [39], Irshad et al. [40], and Braeken et al. [41] is shown in
Table 6. The symbols used in the table have the following meanings:
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Table 6. Comparison of computing costs (millisecond).
Protocol User Server
Chatterjee et al. 10T, +3T,+2T, /4 ~ 85.46 6Ty +3T+2T,/; ~ 8.432
Lee et al. 12T, 43Ty, ~ 69.06 7T,+3Ty =~ 6.732
Irshad et al. 7T+4T,, ~ 87.58 4T, +4Ty, =~ 8.656
Braeken et al. 7Ty +3T gy +Teyq =~ 75.26 6T, +3Ty+T,/q =~ 7.552
Proposed 10Ty, +2T,, ~ 47.04 8T, +2T,, ~ 4.688

Tj,: Time to execute a general hash operation.

T, /4: Time to execute a symmetric encryption/decryption algorithm.

T, Time to execute a chaotic map operation.

(The computation overhead of XOR operation is ignored).

The running time of the user to perform the above operation is obtained from the
experiment of Intel Pentium 4 2600 MHZ processor and 1024 MB memory platform in
reference [30]. The server performance is assumed to be 10 times of 2.4 GHz processor
and 2GB memory platform. The running time of different operations on two platforms is
shown in Table 7.

Table 7. Running time of operations (millisecond).

Protocol User Server
T 21.02 2.104
Tesa 8.7 0.88
Ty 0.5 0.06

From the results in Table 7, the proposed protocol has a lower computation cost than
the other four protocols for both the user and server sides.

7.2. Comparison of Communication Costs

For the convenience of comparison, it is assumed that the length of identification,
random number, timestamp, and other parameters involved in the new protocol and other
related protocols is 128 bits, the length of large prime p is 128 bits, the output length of Hash
function is 160 bits (such as SHA-1), and the ciphertext length of the symmetric encryption
algorithm is an integral multiple of 128 bits (such as AES).

In the login and authentication phase of the proposed protocol, the interaction infor-

ijr CIDl'j, N;, Ml}, {M,, M3z}, and
{M }. The total length of interactive information is 160 * 7 = 1120 bits.

In the login and authentication phase of Chatterjee et al.’s protocol, the interaction

information between the user and the server includes {ID,IDs , Eg, (ID, || IDg, || Tk, ||
] ]

T (K) || Ty (K, ) Txi(Kuz-) I RN; || K;), TS;, H(K; || TS; || ID; || IDs; || RN; ||

T,(K,) | Te)} and {ID, IDs, Ex,(ID; || IDs, | Y || T (K, ) | RN || Te,), H(TS, |

TS || RN; [| RNj | Y || Ty [| Tx; (K ), TS]-}. The total length of interactive information is

(128 + 128 + 128 % 9 + 128 + 160) + (128 + 128 + 128 = 7 + 128 + 160)
= 3136 bits.

Table 8 shows the comparison of communication cost between the proposed new
protocol and Chatterjee et al. [30], Lee et al. [39], Irshad et al. [40], and Braeken et al. [41].
From the comparison results, it can be seen that the communication cost of the new
proposed scheme is at a better level compared with similar protocols, and it has good
communication efficiency. It should be noted that our scheme is the only one that needs
three times of data transmission. This is to further strengthen the identity authentication
of the server to the user, to further ensure the security of the system. If we give up
the information M, that the user transmits to the server, the server can complete the

mation between the user and the server includes {P



Mathematics 2021, 9, 798 20 of 22

authentication of the user in the second step of the authentication phase and also generate
the session key SK;;. We finally choose stronger security, and the communication overhead
caused by this is acceptable.

Table 8. Comparison of communication costs.

Length of Interactive

Protocol Number of Messages 1 .
nformation
Chatterjee et al. 2 messages 3136 bits
Lee et al. 2 messages 1152 bits
Irshad et al. 2 messages 992 bits
Braeken et al. 2 messages 1216 bits
Proposed 3 messages 1120 bits

8. Conclusions

In recent years, multi-server network architecture is widely used in practical applica-
tions. Moreover, due to the insecurity of the network, abundant researches on authentica-
tion and key agreement protocol for multi-server architecture have been put forward. In
2018, Chatterjee et al. published an authentication protocol based on an extended Cheby-
shev chaotic map for multi-server environments. However, through the analysis of their
protocol, we find that the protocol cannot achieve user un-traceability and three-factor se-
curity and cannot resist the counterfeiting attacks launched by malicious users. In order to
ensure the communication security of participants in multi-server network environments,
this study proposed a secure three-factor authentication protocol based on the extended
chaotic map. The new protocol can effectively avoid the security defects of Chatterjee’s
protocol and achieve all known security goals. Moreover, the proposed scheme is analyzed
and verified by the provable security and BAN logic. The results show that our scheme
realizes the mutual authentication of communication participants and can effectively resist
all kinds of attacks. Compared with other related protocols, the new protocol has good
practicability and can be applied to multi-server environments.
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