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Abstract: The traditional SIRS virus propagation model is used to analyze the malware propagation
behavior of wireless rechargeable sensor networks (WRSNs) by adding a new concept: the low-
energy status nodes. The SIRS-L model has been developed in this article. Furthermore, the influence
of time delay during the charging behavior of the low-energy status nodes needs to be considered.
Hopf bifurcation is studied by discussing the time delay that is chosen as the bifurcation parameter.
Finally, the properties of the Hopf bifurcation are explored by applying the normal form theory and
the center manifold theorem.

Keywords: SIRS-L model; stability; Hopf bifurcation; wireless rechargeable sensor networks

1. Introduction

With the development and application of communication technology and sensor tech-
nology, wireless sensor networks (WSNs) have come into being. WSNs are widely used
globally, such as in the military industry, agricultural production, ecological monitoring,
disaster warning, and infrastructure status monitoring [1]. Due to the self-organized net-
work of WSNs, sensor nodes are vulnerable to various attacks in the process of information
transmission [2-10]. Thus, it is of practical significance to prevent and deal with malicious
attacks in WSNs.

The characteristics of WSNs can be listed as follows: adapting wireless communication,
the topology being able to be changed dynamically, the security mechanism being imperfect,
and the energy of nodes being limited, etc. Thus, the security of wireless sensor networks is
facing great challenges. The attacks against sensor network nodes can be roughly divided
into the following types: network worms, bots, and Trojans, among others [11-14]. Most
malware attacks in WSNs mainly aim at paralyzing them or losing their power. In order
to overcome the defect of short life cycle of WSNs, wireless rechargeable sensor networks
(WRSNSs) have been developed and have caught more attention. Consequently, a relatively
special attack has appeared to against the nodes” power, namely, the denial of charge
(DOC) [15]. The prevention and control of malware spread in WRSNs have become a
hot issue.

The propagation mechanism of malware is similar to that of viruses in biological
groups. Many scholars have made great contributions to malware propagation dynam-
ics. In the beginning, the spread of malware mainly focuses on the traditional Inter-
net. For example, Zou et al. put forward the worm propagation models represented
by SI (susceptible-infected), SIS (susceptible-infected—susceptible), and SIR (susceptible—
infected-recovered) [16-19]. These studies lay a foundation for the later studies on the
propagation behavior of malware in WSNs. However, it is worth noting that there are some
differences between WSNs and the traditional Internet: (1) Because of their topological
structure, the communication range of WSNs has physical limitations. (2) The limited
energy characteristics lead to uneven communication capabilities. (3) The link-layer access
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conflict and avoidance mechanism of WSNs sharing wireless channel also introduces space-
time correlation for the propagation dynamics of WSNs. (4) WSNs have a high degree of
self-organization. Therefore, it is of great significance to study the malware propagation
model in WSNs, which has been proposed in recent years. For example, Tanachaiwiwat be-
gan to study the propagation behavior of network worms in 2009 [20]. Khayam et al. used
signal processing technology to study the propagation model of worms in 2006 [21]. Fur-
thermore, the SEIR (susceptible—exposed—infected-recovered) model is adapted to study
the spread of malware [22], while the SEIRS-V (susceptible—exposed—infected-recovered-
susceptible and vaccinated) model explores the application of Hopf bifurcation during the
malware spreading [23,24]. With the development, the research on WRSNs was pushed
forward recently [25-31], considering the new concept of L (low-energy status) nodes. It
is worth noting that the transition from the low-energy status nodes to the normal status
nodes is called charging. At present, there are many charging methods for WRSNs, such as
unmanned aerial vehicle (UAV) charging [32].

The related techniques and modeling basis of this paper mainly refer to the papers in
Table 1:

Table 1. Related research on the modeling and analysis of this paper.

Authors

Model Characteristics Reference Content

Zhu et al. [33]

The authors put forward the ~ SIRS model is taken as the premise

SIRS (susceptible—infected— time delay of the immune of modeling; the SIRS-L model
recovered-susceptible) validity; the SIRS model is considering the low-energy state
applied to WSNs analysis. nodes is proposed in this paper.

Zhang et al. [23]

SEIRS-V (susceptible—exposed—
infected-recovered-susceptible

It provides the analysis reference of
Time delay is applied to Hopf bifurcation and the
SEIRS-V model. corresponding mathematical

and vaccinated i
vaccinated) processing method.

Liu et al. [25]

SIS-L It first proposes the

oo . low-energy state nodes and It provides a theoretical basis for
(susceptible—infected—susceptible— . . .
Jow-energy status) combines them into the the low-energy status modeling.
&Y research of WSRNS.

Liu et al. [26]

(susceptible-infected—anti-
malware-susceptible—low-

SIAS-L The status of anti-malware is

proposed and the optimal
strategy is considered.

It provides a theoretical basis for
the low-energy status modeling.
energy status)

Liu et al. [29]

Time delay is considered for

SIS-L the first time in the model It provides a theoretical reference
(susceptible—infected—susceptible— with the low-energy state for time-delay analysis and the
low-energy status) nodes. However, the feasibility in modeling.

bifurcation is not discussed.

In order to promote the study of virus dynamics in WRSNs, the modeling in this
paper is mainly based on the SIRS (susceptible-infected-recovered—susceptible) infectious
disease model. Combined with the charging delay in WRSNs, the bifurcation in the process
of charging needs to be considered. Therefore, the general contributions of this paper are
as follows:

1. Establishing the SIRS-L (susceptible-infected-recovered—susceptible-low-energy) model.

2. The equilibrium solutions of the SIRS-L model are obtained, and the basic reproduc-

tive number RO is defined through the regeneration matrix [34].

Revealing of the stability of the SIRS-L model when the charging delay is ignored.

4. The variation of the solutions of the characteristic equation are discussed if the
charging delay is considered through the theory in [35], and the occurrence conditions
of Hopf bifurcation are figured out.

®
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5. The properties of the Hopf bifurcation are explored by applying the normal form
theory and the center manifold theorem [36].

The content of this paper is organized as follows: In Section 2, we establish the
SIRS-L (susceptible-infected—recovered—susceptible-low-energy) model combined with
the concept of low-energy nodes and the charging delay; in Section 3, the equilibrium points
analysis and the corresponding Hopf bifurcation conditions are presented; the properties of
the Hopf bifurcation are given in Section 4; the simulation analysis are revealed in Section 5;
the conclusions are given in Section 6.

2. Modeling

On the basis of the classical SIRS model, we obtained the SIRS-L model as follows (1),
with the parameters being explained in Table 2:

G =A- “15152;“) —0gS(t) — 1S(t) = bS(t) + a2I(t) + asR(t) + P2 LS(t — 1)

B = 9SO o 1(1) — bI() — B1I(1) — a3l () + BLI(— T)

RO aI(F) + aaS(t) — BR(t) — BiR(t) — asR(E) + PoLR(t — T) W
L) — ByS(t) — BLS(t) — BoLS(t — )

O = ByI(t) — BLI(t) — BoLI(t — 7)

4RO _ g R(t) — BLR(t) — BoLR(t — T)

Table 2. Interpretation of the model parameters.

S(t) The Susceptible Nodes

I(t) The infected nodes

R(t) The recovered nodes

LS(t) The low-energy status susceptible nodes
LI(t) The low-energy status infected nodes
LR(t) The low-energy status recovered nodes
N(@) Total number of nodes

A Injection rate of new sensor nodes

o Diffusion rate of malware

o Self-healing rate of the infected nodes
as Recovery rate of the infected nodes

oy Immune rate of the susceptible nodes

Immune failure rate of the recovered nodes; the recovered nodes will be re-exposed

s to the malware and may be infected again
B Low-energy node conversion rate, which is to describe the process of the general
! nodes dropping to the low-energy nodes
B2 Charging success rate
b Node deactivation rate
The following formula is obtained through the injection rate and the deactivation rate:
deEt) = A — bN(t). Therefore, we can obtain N(c0) = % if the total number of nodes is
stable. In order to make the analysis more clearer, the system (1) is simplified as follows
. . X(t . . T
(2) with the meaning x(t) = %, where x(t) = (s(t), i(t), r(t), Is(t), li(t), Ir(t))" and
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X(f) = (S(¢t), I(t), R(t), LS(t), LI(¢), LR(t))T. Thus, x(t) represents the proportion of
nodes in the system (1).

o = b —as(t)i(t) — ags(t) — Brs(t) — bs(t) + azi(t) + asr(t) + Bals(t — 7)
- wrs(£)i(t) — ani(t) — bi(t) — Bri(t) — asi(t) + Boli(t — T)
B0 = agi(t) + s (t) — br(t) — Brr(t) — asr(t) + Balr(t — T) o)
d{ = B1s(t) — bls(t) — Bals(t — 1)
S = Bui(e) = bli(h) = poli(t — )
M — Byr(t) — blr(t) — Balr(t — T)

3. Local Stability and Analysis of Hopf Bifurcation

The disease-free solution ¢y and endemic solution e of the system (2) can be obtained

as follows:
eo (S0, io, 70, Iso, lig, I1o)
— ( b 0 1X4b
a4+‘51+b7ﬁ257% 4 4 (ﬂ4+ﬁ1 +b*ﬁ2€)(h+ﬁ1+0é5*/g28)70(40(5 4 (3)
eb ’ 0 engb )
“4+ﬁ1+b*ﬁz£*% 7 (ag+B1+b—PBoe) (b+B1+as—Bae) —agns /7
€+ (S+/ i-‘rr T+, lS+/ li-‘-r lr+)
_ (062+b+ﬁ1+0¢3—1328 (b+B1+as—Poe)r+ —aas+ (g =015+ )orgS4 +a3(wg+pP1+b—Poe)s+ —azb
a0y ¢ a3 ’ (v2—a15+ ) (b+P1+as—Poe) +azas + (4
e(ap+b+pytas—Poe)  e[(b+p1+as—Poe)ry —aysy] 6[(“2*MS+)064S++0¢3(“4+l31+b*l32€)5+*ﬂésb])
a1 ! a3 ! (ay—aysy)(b+B1+as—Pae)+azas ¢
where ¢ = hﬁﬁ
The basic reproductive number RO is obtained through the next generation matrix
method [34].
Set: o
_( ays(t) O
P (w0 0), .
and
0£2+b+,31+£t3 —B2 )
V= . 6
( i b+ b2 ©
Thus,
_ l’élso(b + ﬁz)
RO=p(FV71) = . 7
P(F) = b TR ) s BB 7

It can be found that if RO > 1, the model (2) has the unique endemic solution e... By
linearization technique, the characteristic matrix of system (2) about e can be obtained

as follows.
A—an —ain —b1367AT —b1487AT 0 0
—an A—ap 0 0 —b25€7/h' 0
](6 ) _ —as1 —aszp A—az — b33€7/\r 0 0 —b3667AT
+ —ag 0 0 A—ag — b44€_/\T 0 0
0 —asy 0 0 A —ass — b55€_)‘r 0

0 0 —0a63 0 0 A —age — b6637AT
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where
ap) = —aiiy — &g — B —b,a10 = —a154 +ao, 413 = a5, by = P2
ax1 = 1i4, ap = w154 — &y — b — B — a3, bys = B2
a31 = a4, azx = a3, a3 = —b — By — a5, bzg = P2
ag1 = P1, asg = —b, by = —p2
asp = PB1, ass = —b, bss = —p2
as3 = P1, a6 = —b, bes = —Po.

The characteristic equation of the model (2) at e is shown as:

A® o AsAD + ANt + A3A3 + ApAZ + AjA + Ay
+(BsA® 4 ByA* 4 B3A3 + ByA2 + ByA + By)e 7
+(CaAt + C3A3 + CuA? + CiA + Cp)e 2T
+(D3A% + DA% + D1A + Dy)e 3T = 0.

®)

The detailed representations of X, (X = A,B,C,D;n = 1,2,3...) are given in Appendix A.
Firstly, we study the local stability of system (2) at e when T = 0.
If T = 0, Equation (8) can be rebuilt as:

A8 4+ EsA® 4+ E4A* + E3A3 + EpA? + EfA + Ep = 0, 9)
where

Es = As + Bs, Ey = Ag+ By +Cy, E3; = A3+ B3 +C3+ D3,
Er=A+B+C+Dy, Ei=A1+B1+Ci+Dy, Eg=Ap+ By+ Co+ Dy.

The following formulas can be obtained:

Ay = Es,
Es 1
Dy = Es E, |
Es 1 0
Az = | E3 Eg Es5 |,
E, E, Es
Es 1 0 0
Es E, Es 1
Ny = EL E, Es Ei | (10)
0 Ey E; E,
Es 1 0 0 0
Es E, Es 1 0
As = | Ey E; E3 E4 Es |,
0 E, E; E, E
0 0 0 Ey E
N = EgAs.

Ifhypothesis (Hl) Es, Ey4, E3, Ep, E1, Eg > 0, Al/ Az, Ag,, A4, A5, Aé >0and T =0,
in Equation (10) holds, and all the characteristic solutions of Equation (9) are negative.
Thus, e is locally asymptotically stable under the theory of the Hurwitz criterion.

Then, we begin to consider the change of the characteristic solutions of Equation (9)
when the charging time delay T is introduced.

If T > 0, multiplying e** on both sides of Equation (8), we can obtain the follow-
ing equation:

BsA® + ByA* + B3A® 4+ ByA?2 + BiA + By (11)
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Referring to the processing method of the paper [35], let A = iw (w > 0) be the root of
Equation (11). After separating the imaginary and real parts, we obtain

{ Fi cos Tw — B sintw + F3 = Gy sin2tw + Gy cos 2Tw (12)

Fysintw — Fscos tw + Fg = Gy cos2tw — Gy sin2tw

where
F = —wb + A4w4 - AZC&JZ + Ag + C4(U4 - Czwz + Co,
B = Asw® — Azw® + Ajw + Caw® — Cw,
F3 = Byw* — Bow? + By,
F, = A5w5 - A3w3 + Ajw — C3(IJ3 + Ciw,
Fs = —wb + A4w4 - Az(uz + Ag — C4w4 + Czwz — Cp,
F6 = B5w5 - B3(/J3 + Blw,
G1 = D3a)3 — Dlw,
G2 = D2w2 - Do.

Squaring and adding the two Equations in Equation (12), we obtain
(Fpcostw — B sintw + F3)2 + (Fysintw — F5cos Tw + F6)2 =G+ G2 (13)

Because of sin Tw = +£v/1 — cos? Tw, the following two cases are discussed:
Case 1: If sin Tw = V1 — cos? Tw, Equation (13) could be represented as follows:

<F1 cos Tw — FvV1 — cos? Tw + F3)2 + <F4\/m — F5cos Tw + F@)z =G24+ G2 (14)
Equation (14) can be calculated as follows:
Hy cos* Tw + Hjz cos® tw + Hp cos® tw + Hy cos Tw + Hy = 0, (15)
where

Hy = (F?+ F> — BK? — F42)2 +4(EF - BR)?,
Hs = (R + BsFo) (B2 + 5% — B2 — ) +8(FaFs — FR) (FiFs — BoF),
Hy = 4(RFs + FsFs)? — 4(BFs — B F)? + 4(EFs — FoFs)?
+2(F2+ % — B2 — B2) (R2+ B2 + B2+ 2 — G2 — G?),
Hy = 4(Fp? + F3? + Fy2 + Fs® — G12 — Gp2)*(FyFs + FsFo)
—8(FyFs — i R) (FyFe — B2 F3),
Hy = (ng + F32 + F42 + F(,z - G12 - Gzz)z — 4(F4Fy — F2F3)2.

Let cos Tw = y, and the following equation can be obtained:

H H H H,
— 4y 3.3, 120, N o
and u " u
' — 443 3.2 2.1, M1
fly) =4y +3H4y +2H4y +H4' (17)
Set
v+ DLy +hy' +1 =0, (18)
where
_ 3H; H, H;

L= = Ip= —L.
27 4H, ' 2H, YT 4l
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The following solutions can be calculated:

_ 379
Nn=o0—-="%—-3

) h_b*

L b7 I n \/53‘7 J +oq

— 3 9 __ L2 _ 9% _ Bl
V2= o 372 3 L (19)
L5’
3 9
L B2 L V3| 254
— 3 "9 _ L o0 :
Y3 = 2, 32t 2 L

where

1
3
LS nLL  L\* (L D2\’ Iy bL® LI
o= 2 A=z 0y (A2 ) 02 A
27 6 2 3 9 227 6
Then, the expression of cos Tw can be obtained as fi(w) = cos Tw; combined with
Equation (13), we can obtain f,(w) = sin Tw. A function concerning w can be obtained by

f%(w) + o (w) =1. (20)

Thus, (H2) Equation (20) has finite positive roots wy; (i = 1,2, ...,n). The correspond-
ing time delay can be obtained as follows:

Gy 1 2jr . .
T = Jarccosfl(wli)th—li, i=12,...,n j=012... (21)

1i

Case 2: If sintw = —+/1 — cos? Tw, Equation (13) could be represented as follows:
(Fl cos Tw — Bv/1 — cos? Tw + F3>2 + <F4\/m — F5cosTw + F6)2 =G24+ G2 (22
Similar to Case 1, a function concerning w can be obtained by
(@) + fit(w) = 1. (23)

Thus, (H3) Equation (23) has finite positive roots wy; (i = 1,2,...,n). The correspond-
ing time delay can be obtained as follows:

;H_ 1 A L i =0,1,2 24
Ty; wZiurccosfg(wzl)—F WZi’l R (| , L2 (24)

Let
T = min{fl(?),fz(?)},i =1,2,...,n. (25)

Then, if T = 79, Equation (13) has a pair of purely imaginary roots +iwy. Next, the
conditions for bifurcation are obtained in the following analysis. From Equation (11),

we obtain
dA T A + (V)M + (AT + (Me T 1 26
Llr} K (M)eM 4 Ky (A)e AT 4 Kz (A)e2AT A )
with
J1(A) = 5BsA* + 4B4A3 + 3B3A% + 2By + By,
J2(A) = 6A% +5A5A* + 4A4N3 + 34302 + 24,01 + Ay,
J3(A) = 4C4A3 +3C3A2 +2CoA + C,
Ja(A) = 3D3A% +2D,A + Dy,

Ki(A) = —A7 — AsA® — AgN® — AgA* — ApA3 — AjA? — Ag),
Kp(A) = C4A% + C3A* 4+ CuA% 4+ CiA% + CoA,
K3(A) = 2(D3A* + DA + DA% + DoA).
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Thus,
a1t Mg + Mji
— . = - 7
[dr} A=iwy T Ng+Nji’ @7)
T="17
where

MR = 5Bswo* — 3Bswo? + By + (5Aswp* — 3A3wp* + A1 — 3C3wo® + Cy) cos Towo
+ (—66005 + 4A4CU03 —2Arwqy — 4C4w03 + ZCZ(IJO) sin Tpwy
+ (—3D3w02 + Dl) Cos 2Tpwy

+2D2(U0 sin 2”[0600,
M; = —4B4w03 + 2Bywo + (6(4)05 — 4A4(/J03 +2Arwqg — 4C4CUQ3 + 2C2w0) COS Towy
+ (5A5w04 — 3A3wp? + Ay + 3C3wg? — C1) sin Towy
+2D>w( cos 2Tywy
+ (3D3w02 - Dl) sin ZT()a)(),
Nr = (A5w06 - A3w04 + A1w02 + 3C3w04 — Clwoz) COS Towy

+ (—wo7 + A4CLJ05 — Az(,U03 + Apwo + C4CU05 — C2w03 + C()CU()) sin Tpwy
+2(D3w04 — Dlwoz) COSs 2Tpwy
+2(—D2(,U()3 + Doa)o) sin 2Tywy,

N = (w07 — A4C(J05 + A2w03 — Agwg + C4w05 - C2w03 + Cowo) COS Tpwy
+ (A5(4J06 — A3w04 + A1w02 - 3C3w04 + Clez) sin Tpwy
+2(—D2w03 + Dowo) Cos 2Tywo
+2(—Dswo* + Dywp?) sin 2pwy.

-1
If the hypothesis (H4) sign (Re {Z—’T\} i = sign(MgrNg + M[Ny) # 0 holds, the
=1
following Theorem 1 can be obtained by the Hopf bifurcation theorem [36].

Theorem 1. If (H1)-(H4) hold, the endemic solution e of the model (2) is locally asymptotically
stable for Te[0, 1), and the model (2) undergoes a Hopf bifurcation at the endemic solution e if
T = 1.

4. Properties of the Hopf bifurcation

The properties of the Hopf bifurcation are explored in this section by applying the normal
form theory and the center manifold theorem [36]. Let T = 19 + p, #eR. The transformations
are given as u1(t) =s(t) —sy, up(t) = i(t) — iy, us(t) =r(t) —ry, ug(t) =Is(t) —Isy,
us(t) =li(t) — liy,ug(t) = Ir(t) — Ir; and t — (£). Thus, the model (2) can be written as:

u(t) = Lyus + F(p, ut), (28)
where u; = (up(t) up(t) uz(t) ug(t) us(t))” € C([~1,0],R®) and

Ly® = (1 + p)(AT®(0) + BT ®(-1)),
—oc1<1>1(0)<I>2 (0)
0c1CI>1 (O)q)z (O)
F(p,m) = (70 + 1) 0

0
0
0
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where
an
az
At = | %1
agn

0

and

Bt =

o O O o o

0

a2
a
as2

as2

o O o oo

0

a3 0 0 0
0 0 0
ass 0 0 0
ags 0 0
0 ass5 0
ae3 0 0 ae6
0 byy 0 O
0 0 by O
0 0 0 b3
0 by O O
0 0 bss O
0 0 0 |be

According to the application of Riesz representation theorem, there exists a 6 x 6

matrix function 7(0, u) : [~1,0] — R®*® such as:

0
L,® /71 dn (6, 1)®(8),® € C.

The following equation is chosen:

10, u) = (o +n)(AT6(6) +BT6(0+1)).

with ¢ is the Dirac delta function.

For @ € C([—1,0], R®), the following equations are defined

-1<6<0,

JZ1dn(6, w)@(6), 6=0,

d®(8)
A(#)<D={ ¢

and
Re = {

The model (28) is equivalent to

0,

F(p, 0),

-1<60<0,
=0

u(t) = A(p)ur + R(p)uy.

A* is defined as

(s)

do
A(p) = { d

with a bilinear form

0 0
9(s),@(0) = 9(0)2(0) ~ [ [ (0 (O)(@)d,

where #(0) = 7(6,0).

s 7/

— 0<s«1,
1%, dnT(s, 0)p(—s), s=0,

(29)

(30)

(31)

(32)

(33)

(34)

(35)
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The eigenvector of A(0) is shown as h(

= (1, hy, hsz, hy, hs, hé)Teiwoe with iwg 1y, and

)
the eigenvector of A*(0) is shown as ii*(s) = D(1, k3, b}, b}, hi, h%)el“os with —iwyTp. Then

the following results can be obtained:

h (iwp—as5—bsse 070 )5
2= asp
h (iwo—aes—bege 0™ ) hg
57 463
4= aq i
iwofﬂ447b44eflw070
he = 421457 ]
(iwo—az2) (1w0 a55—bs5e 070 ) —bysasye 070
he = (a31+a32h)a63
(iwp—as3) (iwp—ae6 —bese 070 ) —bagas
and 4
e (a55+b55e‘f"OT0 +lwo)h§
2 bzse'wOTO
Ik — (a66+bese™ 00 +iw )
3 bg,(,ei“’OTO
P - LT
47 ayy+by4e 070 +Hicwy 4
- (1112-"-{13211;)}725@‘*701'0
> (az+iw) (ﬂ55+b556"”0T_0 +iwg ) —basas,e 070
* — a13b36€'0™ .
6 (a33+icwp) (“66+b6631w0T0 ‘HWO) —bzgag3e 00

We obtain Equation (38) from Equation (35):
(h*(s),1(8)) = D[1+ halty + hshs + hahy + hshs + hehg + hybashs
+h3bsshe + hybashs + hsbsshs + hebehs )]
Equation (39) is chosen as:

D= [1 j— hzﬁz + }E),E; + h4ﬁ;+ h5ﬁ§ + h@ﬁz + ToeiionO (hybig + E;b25h5 + E§b36h6
+ ybaghy + hsbsshs + hgbeshs)] ™,

with (h*,) = 1 and <h*,ﬁ> = 0.
Following the computation introduced in [36], we obtain
820 = 201 79Dh3 (E; -1),
811 = 0(1T0E(h3 +E3) E; — 1),
802 = 2&{[05%3 E; —-1),
@21 = 2a11Dhs (T3 — 1 (wl(}>(0)h3 + 1wl 0k + W (0) + %w§g><o>).

with ‘
Wzo(@) = ZSZ?OhTE]O) eWOToe'i_lg%gS-g) ﬂwo'ro(?_i_E e2iwoTof
Wi (9) = %elwofoe_i_lggohr(o) ﬂworoe_i_Ez
and
2iwg — ag —ain —a13 _bl4e—2iw01'0 0 0 1 Ez(l) -
—ay] 2iwg — ax» 0 0 _b25e721w01'0 0 Ez(z)
E, = —as31 —asp 2iwy — azs 0 0 _b36e—21w01'0 0
' —a41 0 0 o 0 0 0
0 ~ 52 0 0 a'ss 0 0
0 0 ~fe3 0 0 @66 0

(36)

(37)

(38)

(39)

(40)
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a1 A4 413 b1y 0 0 B, T
ap axp 0 0 bos 0 E,@
B, — — | 31 M2 43 0 0 bse 0
’ agg 0 0 ag+by 0 0 0
0 as 0 0 ass + b55 0 0
0 0 ae 0 0 a66 + s 0 |
where
0/44 = 216(70 — a44 — b44972%a}0T01 a/55 — leo — ds5 — b558721¢u010,
11/66 = 21(410 — dge — b66e*21w0’f0/

E\D = —a1hy, E/® =wmhy, EW=-n (hz +Ez), E,?) =y (hz +Ez)

Thus, the following values can be obtained:

. 2 2
C1(0) = o0 (gllgzo —2|gnl" — 7"?“32‘ ) + 828,

Re{C1(0
H2 = — R:{{Nl((ro))}}' (41)
B5 = 2Re{C;(0)},
T, = _ Im{G(0) }+pa Im{MN (10) }
Towo :

Theorem 2 is given as:

Theorem 2. For the model (2), if yup > 0(up < 0), the Hopf bifurcation is supercritical (subcritical).
If B5 < 0 (B3 > 0), the bifurcating periodic solutions are stable (unstable). If T, > 0 (T, < 0), the
bifurcating periodic solutions increase (decrease).

5. Simulation
5.1. Parameter Dependence of R

In this section, prevention methods are analyzed in system (2).

The basic reproduction number Ry is generally used to describe the infectivity of virus.
Therefore, it is also applicable to the spread of malware in WRSNs. On the assumption that
the system is stable, if Ry < 1, malware will be cleared eventually. If Ry > 1, malware will
always exist.

The size of Ry is affected by different parameters. What is worth concerning about
is the influence of the parameter («x, a3, &4 or a5) on the malware spread under different
diffusion rates a1. Here, we first assume that only one parameter (a3, a3, a4 or as) and «
are changed while the other parameters are unchanged. We observe the spread of malware
in the system.

(1) The parameters are as follows in Figure 1la: b = 0.05, a3 = 0.15, a4 = 0.3, a5 = 0.7,
a1 € [0, 1],and ay € [0, 1]. Figure 1a shows that with the increase of the diffusion
rate a1, the malware is more easier prevailing. However, the self-healing rate of the
infected nodes a; has a inhibitory effect on the spread of malware. Figure 1a also
shows that the charging behavior (B, = 0.2) makes the spread of malware easier.

(2) The parameters are as follows in Figure 1b: b = 0.05, ay = 0.02, a4 = 0.3, a5 = 0.7,
ap € [0, 1],and a3 € [0, 1]. Figure 1b shows that with the increase of the recovery rate
of the infected nodes a3, the spread of malware can be effectively suppressed, which
will provide us with the reference value in the control of malware. Similarly, Figure
1b also shows that without the charging behavior (8, = 0), the control of malware
will become easier.

(3) The parameter settings are as follows in Figure 1c: b = 0.05, ap = 0.02, a3 = 0.15,
a5 = 0.7, a1 € [0, 1],and a4 € [0, 1], and in Figure 1d: b = 0.05, ay = 0.02, a3 = 0.15,
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ag = 0.3, aq € [0, 1],and a5 € [0, 1]. It is shown that the increase of the immune
prevention rate a4 can suppress the spread of malware but the increase of the immune
failure rate a5 helps the malware to spread.

(4) Figure la—d together reflect that the charging behavior (B, = 0.2) will encourage the
spread of malware, which will provide us with the data reference for the control of
the malware spread in the SIRS-L. model.

Next, the influence on the malware spread under different low-energy-node conver-
sion rate B and charging success rate 3, are also discussed.

(5) The parameter settings are as follows in Figure le: b = 0.05, a; = 0.87,a; = 0.02,
a3 =015, a4 = 0.3, a5 = 0.7, B1 € [0, 1],and By € [0, 1]. Figure le reflects the
influence of the low-energy node conversion rate $; and the charging success rate
B2 on malware propagation. It is shown that if the low-energy node conversion rate
B1 is less than 0.2, the increase of the charging success rate §; can easily lead to the
prevalence of malware. On the other side, if the low-energy node conversion rate 31 is
larger than 0.4, we can appropriately reduce the charging success rate 5, to suppress
the spread of malware.

B =02

p.402

(@) (b)

(e)

Figure 1. Mutual influence of parameters. (a) The relationships between a1, a3, and Ry. (b) The rela-
tionships between a1, a3, and Ry. (c) The relationships between a1, a4, and Rg. (d) The relationships
between a1, a5, and Ry. (e) The relationships between 1, B2, and Rg.

5.2. Analysis and Display of Equilibrium Solutions

In this section, the distribution of nodes’ states under different parameters of Ry and
T are discussed to verify the stability of the system and to discuss the bifurcation.

(1) The parameter settings are as follows in Figure 2: b = 0.05,a; = 0.87, a2 = 0.02,
a3 = 015,04 = 03,05 =0.7,8; =02, 52 = 0,and Rg = 0.3149, T = 0 with the initial
value of nodes’ scale: (s(0), i(0), r(0), 1s(0), 1i(0), 1r(0))= (0.9, 0.1, 0, 0, 0, 0). It is shown
that (s(0), i(00), r(00), 1s(00), li(c0), Ir(c0)) = (0.1520, 0, 0.0480, 0.6079, 0, 0.1920). It is
shown that if the malware appears in the model (2), it will gradually disappear if
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Ro < 1. It also can be shown that if B, = 0, the total proportion of the low-energy
nodes (Is, 1i, Ir) is larger than that of the general nodes (s, i, r).

The parameter settings are as follows in Figure 3: b = 0.05,a; = 0.87, a2 = 0.02,
a3 = 015,04 = 03,45 = 0.7, 1 = 0.02, B2 = 0, andRy = 1.8633, T = 0, with the initial
value of nodes’ scale: (s(0), i(0), r(0), 1s(0), 1i(0), 1r(0))= (0.9, 0.1, 0, 0, 0, 0). It is shown
that (s(c0), i(c0), r(00), 1s(c0), li(e0), Ir(co)) = (0.2756, 0.2770, 0.1616, 0.1103, 0.1109,
0.0646). It shows that the malware will prevail if Ry > 1.

The parameter settings are as follows in Figure 4: b = 0.05, a1 = 0.87, a5 = 0.02,
a3 =015, a4 = 0.3, a5 = 0.7, B1 = 0.2, B2 = 0.2, and Ry = 0.5743, T = 0, with the ini-
tial value of nodes’ scale: (s(0), i(0), r(0), 1s(0), 1i(0), Ir(0))= (0.9, 0.1, 0, 0, 0, 0). It is
shown that (s(o0), i(c0), (0), Is(0), li(c0), Ir(c0)) = (0.4027, 0, 0.1529, 0.3221, 0, 0.1223).
It shows that if the malware appears in the model (2), it will gradually disappear if
Rp < 1. It also can be shown that if B, = 0.2, the total proportion of the low-energy
nodes (Is, 1i, Ir) is smaller than the proportion of the low-energy nodes in Figure 2 if
the charging operation is not performed f, = 0.

The parameter settings are as follows in Figure 5: b = 0.05, a1 = 0.87, a2 = 0.02,
a3 = 0.15, a4 = 0.3, a5 = 0.7, ,Bl =0.2, ,52 = 0.2, and Ry = 1.3473, T = 0, with the ini-
tial value of nodes’ scale: (s(0), i(0), r(0), 1s(0), 1i(0), 1r(0)) = (0.9, 0.1, 0, 0, 0, 0). It is
shown that (s(c0), i(00), r(c0), 1s(c0), li(c0), Ir(c0)) = (0.2988, 0.1204, 0.1364, 0.2391, 0.0963,
0.1091). It shows that the malware will prevail if Ry > 1. Similarly, it also can be
shown that if B, = 0.2, the total proportion of the low-energy nodes (Is, li, Ir) is smaller
than the proportion of the low-energy nodes in Figure 2 if the charging operation is
not performed f, = 0. The total proportion of the low-energy nodes is similar to the
corresponding proportion in Figure 4, which represents the proportion of low-energy
nodes is only related to f; and S».
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Figure 2. The distribution of nodes if Ry = 0.3149 and B, = 0.
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Figure 4. The distribution of nodes if Ry = 0.5743 and B, = 0.2.

The above results (1)-(4) can be summarized as follows: the system is locally stable
on the premise that the parameters meet the hypothesis (H1). In addition, if Ry > 1, the
malicious software will persist in the system, while if Ry < 1, the malicious software will
be finally cleared. Next, we verify the bifurcation of the system.

)

The parameter settings are as follows in Figures 6 and 7: b = 0.05, a7 = 0.9059, ap = 0.02,
3 =0.15 a4 =03, a5 = 0.7, f1 = 0.2, B2 = 0.2, and Ry = 1.4029, with the initial value
of nodes’ scale: (s(0), i(0), r(0), 1s(0), 1i(0), 1r(0)) = (0.9, 0.1, 0, 0, 0, 0). It can be cal-
culated that 7p = 11.5370 and wp = 0.2254. In Figure 6, it can be seen that the
model (2) is asymptotically stable if T = 10.25 < 15 = 11.5370. What’s more, in
Figure 7, the model (2) undergoes a Hopf bifurcation if T = 11.74 > 15 = 11.5370.
According to Equation (41) and Theorem 2, the following parameters can be ob-
tained: A’(79) = 0.0292 + 0.0328i, C;1(0) = —1.4520 + 0.7622i, pp = 49.7260 > 0, 5
= —2.9040 < 0,and T, = —0.9203 < 0 . The result can be concluded that the Hopf
bifurcation is supercritical, the bifurcating periodic solutions are stable and the period
of the periodic solutions decreases.
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1.4029 and T = 11.74 > 1y = 11.5370.

6. Conclusions

This article puts forward a novel SISR-L model that considers the low-energy status
nodes. Combined with the reality, the charging delay 7 is introduced in the model to study
the bifurcation. We have proved that the system is locally stable under certain conditions.
In addition, the influence of different parameters on the spread of malware is displayed
in the simulation. It is worth noting that in the SISR-L system, the charging behavior will
make it more difficult to control the spread of malware. On the analysis of bifurcation,
we reveal that the SISR-L. model is locally asymptotically stable if the charging delay is
less than 1y, and the model undergoes a Hopf bifurcation at the endemic solution e if the
charging delay is larger than 1y. Finally, the properties of Hopf bifurcation were explored
through applying the normal form method and the center manifold theorem. All the
analyses can provide theoretical reference for the control of malware propagation in the
SISR-L model.
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Appendix A

As = —ay] — ax — 33 — d4q — ds5 — deg,

Ay = aes(a11 + axn + az3 + ag + ass) + a1102 — a12a21 — A13a31 + ag4(a11 + ax + az3) + ass(ar1 + ax + a3z + a44)
+azz (a1 +axn),

Az = a13(axaz — a21a32) — (@33 + a4a + as5 + e ) (A11022 — A12821) + asa(a13a31 — azz(a11 + ax))+ass5(a13a31
—ag(a11 + axn + as3)—azz(a11 + ax)) + aee(a13a31 — asa(a11 + az + azz) —ass(a11 + axn + asz + ags) —azz (a1 + a2)),

Ay = a4a(m13a21032 — a13022031)+ (33 (44 + a55 + ae6) + (A4 + a55)a66 + A44a55) (a11422 — A12021)

—ae6(a44(a13a31 — azz(a11 + ax))+ass(a13a31 — asa(ary + ax + azs) — asz(an1 + ax))+(assas — a13) (a2143 — a2a31))
—assagy-(a13a31 — a3 (a1 + axn)),

A1 = —age(aga(azz(arnax — a1nar)+aiz(axnas; — anas))+ass(azs(a11a2 — a12a21)+asu(a11a2 — a1par — a3
-a31 + azz(a11 + ax))+a13(axasy — axaz))) —asaass(as3(a11a — a12a1)+a13(az a3 — axaz)),

Ay = agas5a66(a33(a11a2 — a12a21) + a13(anazy — axnazi)),

Bs = —bys — bss — beg,

By = bg(ar1 + axn + asz + ass + ags) + bss(a11 + ax + a33 + ass + aes) + bes (11 + a2 + a3z + ass + ass) — agbiy
—asybys — ag3bse,

Bz = —(be + bag + basbss ) (a11a20 — a12a21 — a13a31) — (beess + baades + bssaes) (a11 + a2 + a3z + asa) — (besas
+bs5044 4 bagass) (a11 + a2z + a33) — (Des33 + baaasz — basbssazs(aiy + azn)+(ax + ass5) (asbia + as3bze)+(a11
+a44)(as2bos + asabse)+(a33 + aes) (a41b14 + aspbos),

By = bssazs(a11a22 — a1201)+(Aaabss + ass + asebss + aaabes + assbas) (a11a22 — a12a21 — a13a31) 4 (44433055
+a55033 + A6633b55 + A33b66 + A55033044 + A66033b44) (a11 + a22) 4 (A66044b55 + A55044 + A55a66b44) (a11 + a22
+a33) + bssanz(ax1a32 — axaz) —azz(axasbig + a11aspb25) —ase (a1 (as2bos + agzbse) + azaaspbys + axnaesbse)
—a66(a33(as1b1a + aspbos) + axas bia + a11aspbos + ag1as5b14 + A44057b25) —ass5(aa1b14 + ae3bze) + a33a41b14
+b36(a11a63 + 044a63) ) ) +(baaati3 — a13066) (A21a32 — A22031 )+ (44be6a33 — A63b36 + bagazs) (a11a20 — A12a21)
+a13a31as2b25,

By = aes(a33(a0a41b14 + a11a50b5) +as5(axas bia 4 a33a41b14) +as4(a11as:b05 + azzasybys ) —a13a31a52b5) —bss
(a4 (as3(ar1a20 — a12a21)) +aes(a33(a11a20 — a12a21))) —bes (Aaa (a33(a11a20 — a12a21) + 13 (ax a3 — axnaz;))
+ass(a33(a11a20 — 412a21))) —baa(ass(as3(a11a22 — a12a21)+a13(ax1a32 — a0az1))))+ass(a11a33asbos — ai3a3;

-aspbys + 1120063036 — 1202163636 ) +a55 (44 (a11863b36 + A20063D36 ) +A2003341 D14 + A11822063D36 — 12421 -063D36)
+(bssa44a13 + 5506633044 — Des13a44 + (1 — a66)a55a13b44) (A21032 — A20031) + (A2444b55066 + besaa
044 + A66055a55b44) (A11022 — A12021 — A13a31 + az3(a11 + a2)),

By = ae6(a44((a11a33 — 13031 )a52b25) + a20833041855b14) —A44055 (11022 — 12821 ) A63b36+a44a55b66 (a33 (a11020 — a12
-ap1) + a13(a21a32 — A22031)) +aAaa066D55(a33 (11022 — A12021 ) +a13(A21432 — A22031) ) +a55066b44 (a33(a11022 — A12-021)
+aq3(ax1a3 — axnaz)),

Cy = baybss + beg(bag + bss),

Cs = bss(as1biy + ae3bse — bag(a11 + axp + a3z + ags) ) + baa(asobos + asabss) + bes(aa1b14 + aspbos — bag(a11 + azp + azz + ass)
—bss (a1 + ax + a3z + ag4)),

Co = agasybiabos — baa(a11(asabos + assbae) +(asaasabos + axae3bze 4 asrae6b25 + assa63b36) —bee (433 (a41b14 + asp-bos)
—bys(a11a2 — a1pa21 — a13a31 + ass(a11 + axn + asz)+azz(an + ax))—bss(a11a2 — a12a21 — a13a31
+aga(an + ax + azz)+azz (a1 + ax))+a20a4bis + 11052095 + a41a55b14 + A44055b5) —bss (a0 (a41b14 + a63b36) — bag
(@182 — a12a21 — A13a31 + aee(a11 + ax + azz)+azz(an + ax))+azzasbis + a11063b36 + 4166014
+a44a63b36) +a41a63b14b36 + a52a63b25D34,

C1 = bas(aes(a11a52b95 + a3zasabos)+ass (a11a63b36 + A2263036) +a1133052b05 — A1303150b25+011422863b36 — A12-A21463b36)
+bs5(a66 (A20041 014 + a33041014) +a44 (11063636 + A20063036) —baa(a33(a11a22 — a12021)
+aee(a11-a22 — 1221 — a13a31 + asz (a1 + ax))+a13a21a32 — a13022a31) +0a22033041 D14 4 1122063536 —A1202163b36) + Des
-(a33(axas b1y + a11a53b5) +as5(a22041 014 + a33041014) + ass(a11as52b05 + a33as2b25) —bag(as3(ar1a2 — a12a1)
+ass(ar1a2 — a12a21 — a13a31 + a3z (a1 + ax))+a13a21a3 — a13022a31) — bss(azz(a11a2 — a12a21)+as (a1 — arp
-ag1 — a13a31 + a33(a11 + a20))+a13021a32 — 413022a31) — A13431852D25) — A33041052014b25 — A22041063014b36— 11052
-A63b25b36 — 415266014025 — 4155063014536 — A44052063b25b36,

Co = —bes(asa(ar1as3asybys — a13a31a52b05) —aabss (azz(a11a20 — a12a21)+a13a2143 — A13022031) —A55b44(a33(A11a20 — A12421)
+a13a21a3) — A13022031) + 022033041055D14) —b55(A44 (a11022a63b36 — A12021063036) —a66bas (33 (a11020 — A12-021)
+a13a21a3) — A13022031) + 022033041 066D14) —basa (66 (a11033a52b25 — A13031a52b95) 455 (a1122063036 — A12-A21063D36))
+a11044a52a63025036 + 22041a55063014b36 + a33441a52066D14b25,

D3 = —bysbssbeg,

Dy = —beg(bss(asibig — baa(ar1 + axn + asz)) + aspbosbas) — as3bzsbasbss,

Dy = bss(baa(a11463b36 + a20a63b36) — 41063014036 ) +bes (bas(a11a52005 + azzasybrs) +bs5(aa4b14 — baa(ar1a2
—a12ay1 — a13a31 + az3(a11 + a22) ) +a33a41b14) — a41a50b14005) — A52063b25036b44,

Dy = —bss5(baa(a11022a63b36 — a12021063b36) — A20041063014536) +bes (55 (baa (a33(a11a22 — a12021)+a13021a3 — a13

-A031) —a22033041D14) — basa(a11a33a52025 — a13031a52025 ) +a33041a52014b25) + a11a52063025036b44— 41052063 D14b25b36,
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