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Abstract: Matrix embedding (ME) code is a commonly used steganography technique, which uses
linear block codes to improve embedding efficiency. However, its main disadvantage is the inability
to perform maximum likelihood decoding due to the high complexity of decoding large ME codes.
As such, it is difficult to improve the embedding efficiency. The proposed g-ary embedding code can
provide excellent embedding efficiency and is suitable for various embedding rates (large and small
payloads). This article discusses that by using perforation technology, a convolutional code with a
high embedding rate can be easily converted into a convolutional code with a low embedding rate.
By keeping the embedding rate of the (2, 1) convolutional code unchanged, convolutional codes with
different embedding rates can be designed through puncturing.

Keywords: g-ary codes; matrix embedding; optimal design; maximum decoding; convolutional codes

1. Introduction

Among the numerous steganography techniques that have been developed, matrix
embedding (ME) [1,2] provides high undetectability and embedding efficiency, which
result in efficient steganographic security. Steganography refers to embedding data to
conceal objects such as images, videos, or audio. In steganography, the covered object is
modified to obtain a stego.

Numerous ME codes based on covering codes [3-6] have been developed because they
exhibit high embedding efficiency due to their favorable structural characteristics, such as
excellent weight distribution of the coset leaders of linear codes. In [5], several coverage
code series are constructed using factorized block-by-block direct sum (BDS). BDS(6) and
BDS(8) provided the highest embedding efficiency. The use of nonlinear covering codes
considerably improved efficiency. Fridrich et al. [7] proposed an ME-based embedding
technique that comprises two types of linear block codes, namely simplex codes and
a random code. The technique exhibited high efficiency for large payloads [7], which
resulted in superior steganographic security. Furthermore, they use structured simple
codes (including decoding by using fast Hadamard decoding) to obtain effective ME codes
and approach the efficiency limit of large payloads. Generally, good ME codes are based
on suitable linear block codes that are long enough. Due to the complexity of maximum
likelihood (ML) decoding, it is difficult to determine the coset preamble of a large linear
block code. Numerous approaches using structured codes [8-13] have been developed.

In coding theory, the best ME code (ME code that can approach the upper limit of
the embedding efficiency of the rate-distortion function) requires a well-structured code
and a sulfficiently long effective decoding algorithm, such as a low-density generator
matrix code [14]. Researchers have developed a great number of embedding techniques in
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adaptive steganography. The study in [15] proposes an adaptive algorithm called the linear
independent approximation embedding (LIAE) algorithm. The LIAE algorithm has the
ability to perform data embedding at an arbitrarily specified cover location. The method
presented in this study used a family of convolutional codes known as convolutional
embedding (CE) codes for g-ary payloads. The CE code can be used as an alternative
approach to the theoretical upper limit of embedding efficiency. The CE code is based on
a grid structure and Viterbi decoding (this is an ML algorithm). The CE code is suitable
for encoding a payload with a sufficiently large block length to increase the embedding
efficiency and change the embedding rate. Additionally, the optimal design of current CEs
can be used to obtain the embedding scheme. Moreover, a puncturing technique is suitable
for altering the embedding rate of CE codes. For the g-element payload, the CE code can be
easily obtained at an embedding rate of 1/2 CE by using a piercing strategy. Experimental
results show that the embedding efficiency of CE code is better than that of ME code.

The rest of this article is organized as follows. The second section briefly introduces
the basic theory and the scope of the embedding scheme. The third section introduces the
embedding algorithm of g-element payload using CE. The fourth part provides experimen-
tal results and constructive analysis of the performance of various embedded algorithms.
Finally, Section 5 presents conclusions.

2. Preliminaries

1.  Cover for multitone images

The g-ary convolutional codes were applied to multitone images. The procedure for
constructing the proposed embedding scheme involves the following aspects: (i) how to
generate multiple-level tone images from a grayscale image; and (ii) how to construct an
embedding system using an optimal decoding algorithm.

Error diffusion is a popular halftoning technique. Two-level representations are used
in this technique to replace the original grayscale image or color image. This technique
can be considered a generalization of multiple tones. Let gy, and hy , be coordinates of a
grayscale image and a multiple-tone image, respectively, after quantizing point gy ;. The
quantization error ey, is expressed as eyy = gxy — hxy. The multiple-tone point ki, can
be obtained using the following expression:

t1, Sxy > [255/n]
ty, |255/n) < gy < 2|255/n] "

hx,y = :
tn, (71 — 1) L255/nj < Sxy < 255

To transform the grayscale image into a multiple-tone image, an error filter is used
in all filtering areas to obtain the final multiple-tone image. By contrast, in the recovery
procedure, the multiple-tone image is recovered as the grayscale image. A low-pass filter is
used to filter the points in the grayscale image and to obtain a continuous tone image.

2 Embedding scheme and efficiency bound
The goal of the binary embedding scheme is to quantify the source limited by the

distortion theory. The embedded model and extraction model are shown in Figure 1.

u

A
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[E— > > S
S embedder extractor !

Figure 1. Block diagram of a binary embedding system.
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Under the assumption that a logo s; embedded into a cover u is transmitted to the
receiver, the optimal stego I’ = u — eopt is provided by the embedder. Thus, a message U,
which is modified from u, corresponds to syndrome s;. Given a cover u, which is a Bernoulli-
1/2 process in the binary symmetric source, it subtracts some toggle ¢; thus I’ = u — e. Even
though the embedder knows the cover u, it cannot simply cancel this known interference
due to the constraint that the average number of 1s cannot exceed 16, where n is the block
length and 0 < 6 < 0.5. We define the optimal or minimum quantized error eopt = dy (I',u),
where dp () denotes the Hamming distance between stego I’ and cover u. The optimal
quantization error e,p; is the optimal modified vector such that the host u and stego [ " are
of optimal quantization error. The rate distortion can be calculated as R(d) = 1 — h(d),
where d denotes the bound and /1(d) = dlog, 1/d + (1 —d)log, 1/(1 — d) denotes a binary
entropy function, by an (1, k) linear code C with a code rate R, = k/n =~ R(9). Thus, the
embedding rate is R,;, = (n — k) /n ~ h(J). Therefore, for a given good linear code with
embedding rate /1(J), optimal distortion § can be approached. Theoretically, the codeword
of alinear code C can be regarded as a quantized message set C = {c}, with ¢ as the average
distance between an arbitrary cover set U = {u}. The upper bound of the embedding
capacity can thus be expressed as follows:

E[d(rcr}gﬁgnéh(CIU) (6) 2

where h(6) is the embedding rate corresponding to the optimal distortion J. If a well-
designed linear code exists, then the theoretical upper bound can be approached by an
associated embedder. However, the major concern is to determine a parity-check matrix
with a well-behaved (7, k) linear code and a code rate R.. Furthermore, with the embedding
rate requested in such a linear code C, the aforementioned equation can then be expressed
as follows:

h(6) =1 —k/n=m/n ©)]

For a binary symmetric source and an 7 bit source sequence u € {0,1}", the average
distortion per bit is defined as follows:

E[d(ﬁ, u)] _ Dﬂvg

davg = (4)
where il represents a quantized codeword existing in code C, and Dy, is the average
Hamming distortion between I and u per block. For an (#,k) linear block code, the
minimum average distortion can be expressed as follows:

§=h"Ym/n)=h" (Ry), (5)

where 1171(.) is the inverse function of the binary entropy function /. The aforementioned
equation is the rate-distortion function. The lower bound ¢ of average distortion for each
bit in a code block is 6 < dgyg = D/n. The lower bound J of each bit average distortion in
blocks is displayed in Figure 2.

When performing the binary data embedding of a sequence of length n bits, the
embedding efficiency is defined as follows:

R m

= — = — 6
;7 da‘(}g D ()
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Figure 2. Rate-distortion function.

3. Embedding Algorithm for Small and Large Payloads

Binary data embedding was achieved by using a standard array as follows: with (n, k)
linear code C, we developed a standard array with a size of 2% x 2%, as displayed in
Figure 3.

Standard array
i | L0
stego
vector i 1 Logo
21 / | s
5 i = | !
o 3 |
8| (3, | -
2 .. ML décoding | Yz
2|Ghy e A2
2;?—}& g \\ |z 4 1 u.
g - \
rj/ P J|_',‘:i ‘, | Su cover syndrome
4 Coverl (., 7! it |
g veclnr(“"'L"I-'IJ'-L 7 i
/ \ P oy e /
L 2
B a
N~ § . toggle syndrome
v Toggle vector

| 2

e Ll

Figure 3. Standard array for the embedding algorithm.

Alternatively, the required coset leader can be determined precisely to perform binary
data embedding or optimal embedding. An (n, k) linear code C can be characterized with
a parity-check matrix H of size (n — k) x n as follows:

C= {r|HrT:o} @)

where the sequence is r € F/'. Based on (7), the syndrome s of the sequence r is defined as

s = HrT. Furthermore, the set composed of all the sequences  corresponding to identical s
is referred to as the coset of code C and is defined as follows:

Cs = {r\HrT:s} = {c+elceC) ®)

where e denotes the coset leader in the standard array. The term s can be derived through
H from an arbitrary sequence r, and e can be expressed using an ML decoding function

as follows:
eopt = f(HIT) = £(5) ©)

where f(-) represents the decoding function of the linear codes. Using ML decoding, the
coset leader e is added to r to recover the codeword ¢, which is closest to the sequence r.
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As displayed in Figure 3, for convolutional codes, it is necessary to determine the
minimal toggle vector, e,,;, namely the coset leader, for a convolutional code C in the vector
domain to solve the equation x = u — I, where [T = H~!s;. We considered the following
simple embedding method. Using a systematic form CE in the vector domain, the equation
can be used to solve the following expression:

eopt = f(5x) = f(stT) = f(Hs(u — l)T)-

Assuming that I = (s;,0,---,0) is a solution for IT = H’lsl, toggle vector x can
be determined immediately with u and s;; toggle x = u — I can also be determined
immediately. This section focuses on the efficient identification of the toggle vector using
a systematic encoding technique. A symbol must be defined to describe the embedding
of algorithms based on convolutional codes. Assuming that the convolutional code is a
non-system generator matrix, it can be converted into a system generator matrix using
basic row operations. Alternatively, the code can be expressed in a system recursive form.
We use CE to embed binary messages as follows:

An embedding scheme with small payloads is used for numerous applications. How-
ever, for a case of (1, k) CE codes with a low embedding rate, the trellis structure has high
branches per state because of a large k, which indicates that a complex mechanism is re-
quired when performing the Viterbi algorithm. To avoid this disadvantage, we constructed
a CE code at a low embedding rate. The (2,1) CE code was obtained through puncturing.
In the time domain, we constructed an embedding rate R, = (1 — N)/ (2t — N), where T
is the puncturing period and N = 0,1, - - - , T — 1 is the number of deleted bits. Systematic
recursive CE codes can be obtained by puncturing the output of a (2,1) convolutional code
with the puncturing matrix P as follows:

p—| P11 P2 .- Pl,r}:{Pl}. (10)
P21 P22 --- P21 p2

Based on (10), we selected N and T to obtain the required R.. In puncturing matrix
P, if p;j =1, the corresponding output bit from the CE code is embedded. Otherwise, the
corresponding output bit from the CE code is deleted. To construct a systematic CE code
by puncturing, the embedding algorithm must first locate the matrix I corresponding to
message s; with length T — N bits in period 7. However, because of a systematic encoder,
s = {Sl,i} is set in assigned locations with respect to the set of indices S C {1,2,---,T}.
Here, |S|= T — N of the second-row sequence p; in period 7. We located T — N assigned
indexes in s; corresponding to the location p, ; as follows:

. 11,1 11,2 ll,T
(Z)P”"_|:Zz,1 12,2 ler ! (1)

where /1 ; = 0 and I, ; is expressed as follows:

Sy ,ifie S
b, = ¢ . 12
2 {o Jifies 12)

Thus, provided a cover matrix u corresponding to P, we can obtain the toggle matrix
as x = u — | in a puncturing period .

A notation must be defined to describe the embedding of a convolutional code-based
algorithm. Here, CE is a nonsystematic generator matrix that can be translated into a
systematic generator matrix using elementary row operations. Alternatively, it can be
expressed in systematic recursive form. We used a CE to embed the binary message
as follows:

A CE with a generator matrix G(D) is defined as follows:

A = {c(D) = o(D)G(D)} (13)
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where the information sequence is v(D) € F,;‘(D) and the codeword sequence is ¢(D) €
F}(D). Codeword ¢(D) € A is closest to a random binary sequence u(D) with respect to
the Hamming distance over the binary symmetric source. Convolutional code A was used
to generate the minimum error sequence e, (D) from a quantization perspective as follows:

ey = argmin d(c(D), u(D))
= u(D) - Q(u(D)) (14)
=u(D) mod A
where the Q(x(D)) is the quantizer, which can be expressed as follows:
Q(u(D)) =c'(D) € A,
where ¢(D) € A and
dp(u(D) — er(D)) < du(u(D) —c(D))

The nearest neighboring quantizer Q(-), which we interpreted as the minimum error
vector ¢, (D) in quantizing u(D) using A and Q(-), can be realized using the Viterbi
algorithm for CE with a trellis structure. Finally, we defined the Voronoi cell of A as the set

Vo = {eopt(D)} = {u(D) : Q(u(D)) = 0}. (15)

Consider the use of algebraic equations for the coset code of CEs. Furthermore, assume
the shifted coset code Al of a convolutional code A, where Al is defined as the sum of A
and a minimum error sequence eyp;(D). Subsequently, by using Al, an arbitrary binary

sequence 1(D) is quantized using coset code A’ as follows:

eopt(D) £ u(D) mod Al

u(D) —1(D) mod (A —1)
(D)
(D)

(16)

X mod A
x(D) - Q(x(D))

where the shift sequence /(D) € A/, thatis, I(D) = ¢(D) + eopt(D) and eopt (D), denotes
the error sequence or coset leader sequence in quantizing toggle sequence x(D) by A. It
is assumed that cover sequence (D) is uniformly distributed in F}(D); moreover, the
toggle sequence x(D), which is obtained by subtracting message sequence /(D) from cover
sequence u(D), is also uniformly distributed. The minimum distance sequence e,,(D)
between cover sequence u(D) and message sequence [(D) is equal to (16). By quantizing a
random binary sequence x(D) by A!, an average quantized distortion level is represented

as follows:
Davg = E[w(x(D) = Q(x(D)))]

D
D
D

_ E[%w(xl(D) — Q(xi(D)))] (17)
= E[Zw<eopt,i<D)>

Vi

Similar to the linear block codes, the optimal toggle vector must be determined
using convolutional systematic codes. A simple method similar to the systematic coding
approach is data embedding using linear block codes with a coset vector [ associated
with s;. The method in which the toggle vector was obtained in a systematic block code
binary embedding was applied to the systematic CE binary embedding. The embedding
procedure for systematic CE is as follows:

For a message syndrome sequence s;(D) of length N(nR.), it is necessary to determine
sequence (D) € A! of length Nn with syndrome s; as the linear code. For a special (11,1)
systematic convolutional code case, a generator matrix Gs(D) can be defined as follows:

Gs(D) =[1g1(D) £2(D) --- g,,(D)] (18)
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where m = n — 1. The transposition of G(D) yields the following expression:
@) 10 - 0
Hs(D) = : 01 --- 0 (19)
gm(D) i o1

where H;(D) is an m x n matrix and embedded sequence s;(D) € F}'(D) and is derived
using the following expression:

Hy(D)I(D)" = 5,(D). (20)
which is used to solve the following expression:
I(D)" = Hy(D)'s;(D)"

This equation is complex. Due to the systematic encoder, [(D)" = [0 --- 05,(D)] of
size 1 x n can be solved. Furthermore, the toggle sequence x(D) is obtained by subtracting
u(D) from /(D). Embedder A quantizes the arbitrary toggle sequence x(D) to generate
the optimal stego sequence (D) as follows:

I'(D)

(D) = (x(D) mod A(D))

u(D) - (x(D) - Q(x(D))) @

Finally, sequence I'(D) closest to sequence u(D), corresponding to syndrome s;(D), is
derived as follows:
ZI(D) =u(D) +eopt(D) (22)
At the receiver, message sequence s; (D) is extracted as follows: s; (D)T = Hy(D)(I'(D))".
To illustrate the nested CE algorithm, the following example is based on a systematic con-
volutional code to describe the embedding procedure, displayed as follows. Consider an
embedded message sequence s; = [1,1,1,1,1] and a cover sequence u = [11,01,11,01,11].
As the systematic convolutional codes are used, we easily obtain solution /(D) corre-
sponding to Hs(D)I(D) = s;(D). Subsequently, a systematic CE binary embedding is
performed. Assuming thats; = (Iy,1,---,Iy) is the symbol intended for embedding,
vector I = (0,11,0,1,- -+ ,0,1) represents a sequence, that is, a (2, 1) systematic CE with
the syndrome s;, I = (0,1,0,1,0,1,0,1,0,1), and the toggle sequence corresponding x to sy
and falling within the coset C* can be determined as follows:

x =1l+u
=(0,1,0,1,0,1,0,1,0,1) + (1,1,0,1,1,1,0,1,1,1)
= (1,0,0,0,1,0,0,0,1,0).

The optimal toggle sequence e,¢(D) corresponding to syndrome sy (D) can be discov-
ered by performing Viterbi decoding of x(D) as follows:

eopt(D) = Viter(x(D)) + x(D)
=(1,1,0,0,1,0,0,0,1,0) + (1,0,0,0,1,0,0,0,1,0) (23)
=(0,1,0,0,0,0,0,0,0,0)

where Viter(-) is a Viterbi decoding function. The procedure for finding an optimal toggle
sequence e,p¢ (D) is displayed in as above. Finally, the stego sequence can be obtained
as follows:
I'(D) = u(D) +eopt(D)
= (11,01,11,01,11) + (01,00, 00, 00, 00) (24)
= (10,01,11,01,11)
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In the receiver, we reconstructed the message sequence s;(D) as follows:
A crucial factor of CE codes is the method for determining the optimal generator
matrix for large payloads.

si(D) = Hs(D)I'(D)

T
0
11 (1)
00 11 .
=110 00 11 .
10 00 11 0
10 00 11 ]
1
L 1 -

=(1,1,1,1,1)"

4. Optimal Design for Q-Ary CEs

We used g-ary CE codes to achieve a high-performance ME. A structured code is
commonly required in an efficient embedding algorithm. The ML decoding algorithm can
be used to determine the optimal embedding algorithm. Optimal ML decoding (Viterbi
decoding) can be performed with an existing CE. The CE features a sufficiently larger
length of codeword compared with the block code, in which a short block of fixed length
is used as a codeword set. A good CE code with a sufficiently large codeword length has
21109) cosets.

Next, the nonbinary embedding algorithm using CE codes, which involved modifica-
tion of the cover samples by £| (g — 1) /2], was demonstrated. The algorithm was applied
to an arbitrary selection of cover location. Although the proposed scheme used the embed-
ding algorithm over F;, it can be used in the nonbinary domain for various applications for
increasing embedding efficiency. We used g-ary random codes and searched the generator
matrix to implement the nonbinary embedding algorithm. By applying +|(q —1)/2]
embedding, we could generate embedding codes with optimal embedding efficiency and
obtain numerous designs of generator polynomials of CE codes over F, as displayed in
Figures 4-10.

Lipnt

l[] 0 ul

Figure 4. 3-Ary, constraint length = 4, y = 4.37.

Lt 2 2 11
fres '{{1 = L i i
'l 1 2 12

Figure 5. 3-Ary, constraint length = 5, = 4.53.
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Figure 8. 7-Ary, constraint length = 5, 7 = 5.56.
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Figure 9. 5-Ary, constraint length = 3, = 4.8.
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Figure 10. 5-Ary, constraint length =5, = 5.1.

Constructing a structured g-ary CE code with embedding efficiency close to the
theoretical limit is a key open problem, involving the following aspects: (1) the embedding
scheme requires a structured code of sufficient length, and must have an excellent parity
check matrix or generator matrix; (2) the structured code is computationally efficient, and
an effective encoding/decoding process has been developed based on the structured code.
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5. Simulation Results
In this section, we describe how the packet form of g-ary CE codes is used in the

application field. Consider the initial first packet data in Figure 11. This packet information
is embedded into the £ (q — 1) /2] least significant bit channel.

Header
Length

/\

2 digital 18 digital 17 digital 10 digital 1 digital 4 digital 8 digital
Generator | Puncturing
Matrix Matrix

Stego data ‘ CRC ‘
-—

! AN
! . Data Length

Stego Multi-User

Length

Security

‘ g-ary

7

Number of
memory

Parity position

Periodic

Generator matrix

Figure 11. Packet form in the application field.

Next, Figure 12 presents an example of the practical packet form.

16 digitals 17 digitals 10 digitals 1 digitals 4 digitals 221196 digitals 8 digitals
01120102 | 22111120
02010000 | 00000000
(221196) 0

/

4 digitals

20102020

1 ‘ 1000 ‘ Stego data

2001000000

‘ :

T
\ \
\ \
\

I
|
|

\
(BN \
roN \

I \ \

>
2 1 1

- =
1 2

Figure 12. Example of the packet form.

Figure 13 displays the graphical user interface (GUI) of image steganography per-
formed using MATLAB for embedding various images of different sizes over the proposed
packet form. Total embedding involves cryptography with a random key. The embedding
system includes the cyclic redundancy check (CRC) detection model. In the model, we
examined the sensitivity of computer simulation results to the various images of different
sizes to represent the rand errors and retransmission in the simulation. In the CRC model,
it is assumed that the size of image capable for embedding can be protected for total length
of the packet. The party check of CRC mode uses the following standard of ITU-IEEE:

gx) =14+ x>+ 23+ + 48

g(x) =14 2x + 2% + &7
g(x) =3 +4x+x°
g(x) =5+ 6x +3x% + 2%+ x4

The GUI embedding system has the following characteristics: (1) image visualization:
the image logo message stream is embedded with a g-ary cover and the packet of the
embedding message is used in the security system. (2) Optimal design: some reordering or
permutation of the image cover can be used to optimize g-ary CE codes. (3) Error detection
mode: the component is used to protect the message packet from the attack channel.
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Figure 13. GUI of the image steganography system.

Figure 13 indicates that the recovery logo messages in the GUI were the same as the
original logo message. Thus, the transmitted and received message were the same. The
square of CRC indicated simulation results that use the above party check polynomial
to protect the packet, and the generator polynomial with various sizes was selected. The
generator polynomials of g-ary convolutional with q = 3-7 and length 2-5 were used in the
simulation. For convolutional codes with low embedding rate, the grid structure has a large
number of branches per state, which means that a smaller number of metric operations are
required to execute the Viterbi algorithm, and vice versa.

For constructing a high complexity code, a convolutional code with a high embed-
ding rate is structured using a convolutional code with a low embedding rate through
puncturing. Ultimately, the embedding rate of a (2, 1) convolutional code is maintained
constant to design a convolutional code with various embedding rates through puncturing,
and the complexity of the designed convolutional code is compared with that of the (2, 1)
convolutional code. Moreover, the work of [16] proposed that the LDGM embedding codes
and the embedding efficiency was the best performance for the study in steganography.
Figure 14 shows the comparison of embedding efficiency between [16] and this study.

(] T T T 1
Bound with g=2 e
gt
[16] LDGM Cade, n=10000 _
5.5 {2,1,6) Convolutional Embedding Code _,_.,»"" -
e 0 51I
L
8 =l
g kS
=
2 -
c
]
8
=
- |
=
£
&)
o
]
£ -
£
w
|II
5 L L L L L L
1 1.5 2 25 3 3.5 4

Ve

Figure 14. The embedding efficiency between [16] and convolutional embedding codes.

6. Conclusions
A novel decoding method based on g-ary convolutional codes for ME in steganog-

raphy was proposed in this study. Generally, the g-ary embedding scheme is applied to
multiple-tone images. The g-ary level and the simulation of optimal embedding is run
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using the full search method. In g-ary CE, we used a q value of 3-7 and a code length
of 3-5. The proposed method not only performed optimal decoding but also achieved
optimal embedding efficiency for ME convolutional codes. The Viterbi decoding procedure
was also used for this study. Moreover, the operation can be performed using a GUI for
embedding applications.
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