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Abstract

In this paper, we propose a secure protocol to compute the quadratic optimisation problem
under a three-party outsourcing architecture in the scenario of cyber-physical systems.
To enable real-world implementation, we propose an encoding framework that uses a
fixed-point expression and a truncated-mapping scheme to map real numbers into multiple
data blocks, improving the protocol’s efficiency. Based on this, we define the recovery
operations for decryption, addition, and multiplication. Considering computations in-
volving three parties to solve the quadratic optimisation problem, we thoroughly analyse
privacy issues during the interaction process. Then, a secure protocol is developed by
designing privacy-preserving addition, multiplication, and comparison protocols based on
the additive homomorphic encryption scheme. The data blowup and “0”-privacy leakage
problems are addressed specifically for the gradient descent process by designing a secure
addition protocol for block data and a secure comparison protocol. The efficiency and
security of the proposed protocol are formally analysed in depth. Finally, through intensive
experiments, we demonstrate the efficiency and security of our protocol.

Keywords: homomorphic encryption; secure multi-party computation; cyber-physical
system; optimisation problem

MSC: 93A99; 49M99

1. Introduction

Cyber-physical systems (CPSs) integrate advanced communication, computation, and
control technologies to enable the real-time processing of big data collected from remote
sensors. In this context, the outsourcing architecture plays a critical role in providing
high-performance computing to resource-constrained edge users/devices. Among the
outsourced computing tasks, solving optimisation problems is a common consideration.
However, the outsourcing architecture is prone to cyberattacks from external attackers and
disgruntled insiders due to the widely deployed open communication network and the
commonly used devices, which inevitably have vulnerabilities [1]. Sensitive data from data
sources (e.g., smartphones, smart wristbands, and smart glasses) can be stolen and misused
for commercial purposes.

In recent years, due to the worldwide spread of COVID-19, there has been a growing
trend of people sharing more data online and outsourcing their computations to the cloud or
data centres. Many companies provide third-party online chatrooms (e.g., Zoom (https://
zoom.us/) and VooV (https://voovmeeting.com/)) to hold meetings instead of face-to-face
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conversations. Giant clouds have been established to support production optimisation and
outsourced computations to Google (https://cloud.google.com/), Amazon (https://aws.
amazon.com/cn/), etc. The rapidly increasing computational demands make conventional
computers struggle to handle such tasks. More and more researchers, artists, and engineers
buy computing power from the cloud.

However, the outsourced computation also reveals the weakness of exposing private
data [2]. The cloud-outsourced framework provides efficient data processing but pays
insufficient attention to data leakage. The leakage of enterprise data will lead to unpre-
dictable losses. People’s private information (e.g., locations, habits, and health conditions)
and secret business data can be accessed by unauthorised persons. Therefore, it is urgent to
address the challenge of achieving efficient computing in a cloud-outsourced computing
framework to provide high-quality service while protecting users’ privacy.

Encryption is a well-known approach for protecting sensitive data. The reference [3]
proposed a cryptosystem that combines Chua'’s chaotic system with blockchain technology to
secure medical images. Most secure computing protocols are built on encryption schemes
that only guarantee the non-direct disclosure of sensitive data. However, essential data on
the mathematical principles (e.g., critical parameters) for solving the problem and on the
interaction processes are sometimes not protected. Some encryption schemes also do not
support arithmetic operations on the encrypted data. For example, solving the quadratic
optimisation problem using the cloud outsourcing framework involves numerous interactive,
iterative operations on private data. The principle (e.g., the KKT conditions) for solving the
problem is publicly known, so disclosing intermediate results may reveal private information.
Therefore, it is difficult to rely solely on the encryption scheme to ensure secure computing in
cloud outsourcing frameworks with complex operations. Differential privacy [4] is a variant
of encryption that provides a formal measure of privacy; however, the added noise can reduce
the data’s utility. The optimal result is not achieved when users seek strong differential privacy
to protect their private information, which may not be acceptable in scenarios that demand
high accuracy, such as path planning in a large, unfamiliar city.

1.1. Related Work

CPSs are vulnerable to various cyber and/or physical security threats due to their het-
erogeneous nature, reliance on private and sensitive data, and large-scale deployment [5].
This paper focuses on solving the quadratic optimisation problem in CPSs while preserving
privacy. The related work can be divided into three groups: homomorphic encryption (HE),
differential privacy, and secure multi-party computation (SMPC).

Homomorphism was first proposed by Rivest et al. [6] in the 1970s, allowing third
parties to perform calculations on encrypted data without decryption. Following ref. [6],
many HE schemes have been developed [7,8]. Among them, the partially homomorphic
encryption scheme [9-11] only allows one type of homomorphic operation, and the number
of calculations is infinite. Still, most of them only support integers, and the plaintext space
is limited. In contrast, the somewhat homomorphic encryption [12-15] can perform both
addition and multiplication on encrypted data in a limited time. However, the increase in
ciphertext size results in significant overhead from additional homomorphic operations.
In 2009, Gentry’s [7] fully homomorphic encryption scheme was the first that was both
conceivable and feasible. However, due to its high computational overhead, it is not
practical for use in real-world applications.

HE is also used in CPSs to enhance the security of the data exchange and
transmission [16,17]. For HE computations in CPSs, Min et al. [18] proposed a paral-
lel fully homomorphic encryption algorithm that supports operations on floating-point
numbers. Kogiso et al. [19] designed an encrypted controller using RSA and ElGamal
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schemes. To address the quantisation problem, Farokhi et al. [17] combined a quantisation
strategy with the HE algorithm to design an encrypted output-feedback controller that sta-
bilises the system. Recently, Alexandru et al. [20,21] proposed a secure cloud-based model
predictive control system with encrypted data in a server—client architecture and developed
cloud-based quadratic optimisation protocols using partially homomorphic encryption and
projected gradient ascent on the dual problem. Zhang et al. [22] proposed an encryption-
based state estimation algorithm using hybrid homomorphic encryption. Lin et al. [23,24]
proposed an encrypted controller for a nonlinear system and analysed its stability using
quantised data. More recent works include privacy-preserving frameworks for smart man-
ufacturing systems using HE with trust boundaries [25], cloud-based privacy-preserving
robust model predictive control [26], and a review of privacy-preserving encrypted control
for CPSs [27]. A survey on securing CPSs with HE [28] further emphasises the need for effi-
cient real-number support and iterative optimisation in resource-constrained environments.
The HE methods perform well in protecting data security. However, they are not used
alone in multi-party scenarios. Combining it with other privacy-preserving technologies
can further enhance data security.

Differential privacy [4] is a variant of encryption that provides a formal framework
for privacy preservation, assuming a noise distribution. By adding noise to the stochastic
gradient descent computation, Han et al. [29] presented a distributed optimisation algo-
rithm to protect data privacy and derived a bound on the suboptimality of the proposed
algorithm. There are many related studies [30,31] on differential privacy for securing the
computation of convex optimisation problems. Although data privacy can be protected
to a certain extent, a trade-off between privacy and utility is necessary. Recent extensions
apply differential privacy to cooperative control in CPSs [32], but they still incur accuracy
loss in exact quadratic solutions.

SMPC allows multiple parties to jointly compute without exposing participants’ sensi-
tive data [12,33]. Zheng et al. [34] designed Helen, a system that enables multiple parties
to train linear models without leaking private data. Helen can defend against a malicious
adversary that can disrupt m — 1 of m parties. Zheng et al. [35] proposed Cerebro, an
end-to-end collaborative learning platform that enables parties to compute learning tasks
without sharing plaintext data. Wang et al. [36] introduced a decentralised stochastic
optimisation algorithm that enables multiple agents to cooperatively solve a global opti-
misation problem without a central coordinator. Recent SMPC advances include private
outsourced model predictive control via secure multi-party computation in CPS [37,38],
privacy-preserving cooperative control using cryptographic techniques [39], and secure
multi-party computation for cloud-based control [40]. Challenges and future directions
for SMPC on resource-constrained devices were surveyed in [41]. SMPC is a well-known
computational framework for solving complex tasks. It is usually used to achieve the
privacy goal by combining it with HE and obfuscation strategies (e.g., differential privacy).

While the works cited above have advanced privacy-preserving optimisation, four
fundamental limitations remain for exact quadratic optimisation under a realistic three-
party CPS outsourcing architecture:

*  Failure to protect private data when the mathematical principle (KKT conditions) and
system matrices A¢, Q are public. Existing HE/SMPC solutions assume intermediate
dual variables or signs can be revealed safely; our privacy analysis (Section 3.2.2, Risks
R1-R4) shows that knowledge of the sign of u or the exact condition y = 0 directly re-
covers agents’ private vectors ¢ 4 or b 4 via the publicly known KKT Equations (9)—(11).
No prior protocol simultaneously hides both sign and zero while supporting real-
number recovery.
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Lack of efficient exact real-number support without ciphertext blow-up or precision loss
in iterative gradient steps. Partial /fully homomorphic schemes either quantise data or
suffer exponential growth; differential-privacy trades accuracy for privacy. Our fixed-
point and truncated block-mapping encoding (Sections 4.1 and 4.2, Propositions 3-5) is
the first to map real numbers into independent integer blocks while guaranteeing correct
recovery after any number of secure additions and multiplications (Theorem 1).
Absence of a lightweight 3-party secure comparison that hides both sign and zero
information. Standard DGK-style comparisons leak the sign bit or require expensive
fully-homomorphic primitives. Our novel Cy,, protocol and SAP-BD use only additive
Paillier operations plus minimal target-node assistance, achieving >5x speedup over
DGK while completely masking the critical sign/zero leakage.

No end-to-end protocol for the agent-cloud—target outsourcing model that provably resists
all three realistic collusion scenarios (£ — £3). Most prior outsourcing works ignore
collusions or incur prohibitive overhead. Protocol 7t (Table 1) is the first to deliver formal
security (Theorems 2—4) against up to p — 1 colluding agents under each collusion type,
while keeping cloud complexity linear in problem size and iteration count.

Table 1. Comparison of the related studies with our work.

Real-Number Secure . Ciphertext Efficiency (vs. Outsourcing

Reference Support Comparison Blow-Up DGK/FHE) Architecture
PP (3-Party Model) Handling
Alexandru et Partial No (leaks sign) Partial Moderat Cloud-client
al. [20,21] o (leaks sig oderate oud-clie
Luetal. [15,42] No No No High Operator-agents
Farokhi et al. [17], .
Lin et al. [23,24] Quantised No No Moderate Controller-focused
Differential . . . N
privacy [29-32] Yes N/A (noise) N/A High (noise) Distributed
Recent . . .
SMPC [37-40] Yes Partial High overhead Low Cloud/multi-party
. Full (fixed-point + Yes (refresh + High (additive )

This work block mapping) Yes blocks) HE only) S-party

1.2. Our Contribution

This paper aims to address the above issues by protecting private data and solving

the multi-party quadratic optimisation problem. First, because data generated in CPSs

are usually real numbers, a new encoding method is proposed to convert real numbers

to integers and truncate the resulting binary representation to support decentralised com-

putation. Second, we define operations on the encoded data to correctly recover the data

during decoding. Third, we thoroughly analyse the potential privacy issues for solving

the quadratic optimisation problem under the outsourcing computing framework. Fourth,

a secure interaction protocol is proposed that combines HE and SMPC techniques to en-

sure security, accuracy, and efficiency in solving the quadratic optimisation problem. In

summary, our contributions are as follows:

Based on the agent—cloud-target interaction framework, we conduct an exhaustive
analysis of potential privacy leakage issues arising from the solution of the quadratic
optimisation problem.

We propose a real-data encoding method and a truncated-mapping scheme based
on a fixed-point expression to improve computational efficiency and security in the
interaction protocol.
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*  We propose a secure block data-based computation protocol 7 for solving the quadratic
optimisation problem. A novel secure comparison protocol is proposed to prevent
privacy leakage from sign and “0” information, achieving more than 5 times the speed
of the traditional DGK protocol. The ciphertext blow-up problem is addressed for
correctly recovering the encrypted and mapped result.

*  We build an experimental scenario with multiple parties to evaluate the performance of the
proposed protocol. The experimental results demonstrate the correctness of the proposed
protocol and that it outperforms the existing work in terms of computation overhead.

The remainder of this paper is given as follows. Some prepared results are provided
in Section 2. The problem setup is given in Section 3. Section 4 provides the secure protocol.
In Section 5, we conduct a thorough complexity and security analysis of the proposed
protocol. The experimental results are shown in Section 6. Section 7 discusses some critical
issues related to the real-world implementation. The paper is concluded by the Section 8.

2. Preliminary
2.1. Homomorphic Encryption

In this study, we use the Paillier cryptosystem [16], a partially homomorphic encryp-
tion scheme that supports additive homomorphism and plaintext multiplication. We briefly
introduce it below.

Setup: Select two big primes z and Z and let N = zZ. The parameter A is the least com-
mon multiple Icm(z — 1, — 1). The group base g € Z}, satisfies gcd(L(g" mod N?),N) = 1.
The plaintext space is M = Zy.. The public and secret keys are pk = (N, g) and sk = A.

Encryption: Let m € M be the message. We encrypt it by

¢ = Enc(pk,m,r) = gmrN mod N?,

where r is an uniformly random chosen integer, r € Zy.
Decryption: Ciphertext ¢ € Zy, is decrypted by the secret key and public key.

L(c* mod N?)

= Dec(sk,c) = ———
" ec(sk,c) L(g" mod N?)

[uny

where L(u) = “5.

Enc(pk, my 4+ my) = c1 - co mod N?,
Enc(pk,my x my) = c|"> mod N2
We denote - as the multiplication between two encrypted values. Furthermore, we define x

as the multiplication between plaintext and encrypted data and omit the operation symbols
when defining the multiplication between plaintexts.

2.2. Fixed-Point Expression

Given the number of bits used to represent the data, floating-point representation
expands the data range but reduces precision. Calculating with floating-point numbers re-
quires operations on both the mantissa and the exponent, and the result must be normalised.
Here, we use signed fixed-point rational numbers in base 2 to represent the data.

Therefore, every number can be described using the binary expression, which is
termed as (p, q) fixed-point expression

bpbp—l T bq+1bqbq—1 T bl/ (1)
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for given integers p,q € Nand p > ¢, b; € {0,1} Vi € {1,2,...,p}. The numbers
represented by the (p, q) fixed-point expression are contained in the set

p=1
Qp.q) :={xeQx=—-2"1"p,+ Y 271 p;}. 2)
i=1
Therefore, the set Q(p,q) describes all the rational numbers that can be expressed by
Equation (1), i.e., from —2P~7~! to 2P=4~1 — 277, It is worth noting that in (6), the negative
numbers are expressed in the complementary form.

3. Problem Setup

In CPS, many end devices collect field data but have limited computation power.
To addpress this issue, the computation task is typically outsourced to a third-party cloud
service. In this context, we propose a three-party involved computation protocol for solving
the quadratic optimisation problem, which is given by (P1)

1
P1: i —xT L 3
)1(16111@ 2x Ox + cyx 3)

s.t. Acx X by 4)

where Q € S |, ¢4 € R" is a vector of coefficients, Ac € R™*" is the coefficient matrix of
the inequality constraint, and b4 € R™ is a constant vector. The subscript means the party
to which the parameter belongs. The optimal solution of problem P1 is denoted by x*. The
involved parties are described as follows.

Agent (A). We denote the semi-honest agents as a set A with indices {1,2,...,p},
corresponding to resource-constrained end devices in CPS. The subscript A in (3) and (4)
means that the corresponding data (i.e., CZ‘ and b 4) are private for agents. Each agent owns
the private data Prv;c 4 = (¢;, b;), where ¢; € R™i and b; € R™i are part of the vectors
c4 and b 4, respectively, n¢;, n, > 0, and Zle ne, = n, Zf:l ny, = m. All agents keep the
public key pk corresponding to the target node’s private key.

Cloud (C). The cloud is a party that has intensive computation resources. It collects
encrypted data from agents and handles most of the computational tasks required to solve
the quadratic optimisation problem. The cloud owns the public data A¢ and Q, which are
public information. It outputs the encrypted optimal result [x*] to the target node. The
cloud uses the public key pk7 to encrypt its private data.

Target node (7). The target node obtains the encrypted optimal solution [x*], a
ciphertext that can be decrypted to the private data x*. The target node has the public key
pk7 and a hidden private key sk7. The public key is published to the agents and the cloud.

Figure 1 illustrates the role and task of each party. The agents send their data to
the cloud, which outputs the optimal result to the target node. For privacy reasons, all
transmitted data is encrypted. In this paper, we assume a semi-honest model for each party.
The semi-honest model is defined as follows.

Definition 1. (Semi-honest model). A party is semi-honest if it executes the protocol correctly
but has the purpose of learning or inferring the private information in the obtained data.
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Figure 1. The architecture of the three-party involved computation.

Our purpose is to develop a secure computation protocol that uses encryption tech-
niques to solve the quadratic optimisation problem with private data in the scenario
described above. However, there are many challenges. First, most encryption schemes
operate on positive integers, whereas the data in CPSs are real or even negative numbers.
Second, data privacy involves not only the leakage of sensitive data but also the exposure
of public information (e.g., mathematical principles, system parameters, and signs revealed
by intermediate data). Third, solving the quadratic optimisation problem is an iterative
process, which leads to ciphertext blow-up as the scaling factor and noise accumulate.

3.1. Threat Model

To our concern, the adversaries can be outside attackers and semi-honest insiders.
The semi-honest insider follows the protocol step by step but tries to learn as much as
possible from the input and output data. Typically, external attackers can overhear the
communication channels among parties (A, C, T), compromise the agents, and penetrate
the cloud and the target node. Their purpose is to steal and infer the private data of the
involved parties.

In this paper, our goal is to protect the agents” private data and the optimal solution
x*. We discuss potential collusions between parties. The following cases are considered.

Collusion of agents (L1). With the semi-honest assumption, some agents may share
their data to infer the private data of other agents. Regarding the privacy goal, we aim to
protect agents’ private data when multiple agents collude.

Collusion of the agents and cloud (L;). With the semi-honest assumption, the un-
trusted cloud may collude with some agents to infer the private data of other agents and
the optimal result. Regarding the privacy goal, we aim to preserve agents’ private data and
to achieve an optimal solution when the cloud colludes with multiple agents.

Collusion of the agents and target node (L3). With the semi-honest assumption, the
curious target node may collude with some agents to infer the private data of other agents.
Regarding the privacy goal, we aim to protect agents’ private data when the target node
colludes with multiple agents.

Note that we cannot achieve any privacy goal if the target node colludes with the
cloud. In such cases, agents send all ciphertext corresponding to the private data to the
cloud, where the target node can decrypt it. In the following, we present some definitions
from the attackers’ perspective that will be used in the security proof in Section 5.4.
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Definition 2 (Computational indistinguishability). We call two distribution ensembles
d
X ;f{xn}neN and Y {Yn }nen computational indistinguishability (denoted as X = Y) if,
for every probabilistic polynomial-time algorithm D : {0,1}" — {0,1} and a negligible polynomi-
ally bounded e,
|Pr(D(xn) =1) —Pr(D(yn) =1)| <¢ (5)

where | - | indicates the absolute value, Pr(-) denotes the probability, x, = x(A,6) and y, = y(A, )
are the variables consisting of A and §, A € N is the security parameter and J represents the input
to the protocol.

Definition 3 (Multi-party privacy w.r.t. semi-honest begavior). Let f : ({0,1}*)°
— ({0,1}*)° be an s-ary functionality, where f;(61,62,...,0s) denotes the i-th element of
f(61,62,...,065). Denote the inputs by 6 = (61,02,...,0s). ForU = {iy,...,i;} C S =
{1,...,s}, welet f1,(6) denote the subsequence f; (6),. .., fi,(6), which models a coalition of a num-
ber of parties. Let 11 be an s-party protocol that computes f. The view of the i-th party during protocol
I1 runs with the input &, denoted VI(8), with (84, coins, mesy, ..., mes; )y s, where coins is the
outcome of the i'th party’s internal coin tossed and mes; represents the t-th message that the i-th
party has received. We let the view of a coalition be denoted by Vi1(8) = (U, VE((S), e Vllt_l(é))
For a deterministic functionality f, we say that I1 privately computes f if there exist simulators M,
such that, for every U C S, it holds that, for 6y = (9;,6;,,...,9;,) [20],

(MU (31), £ s onyy = LV O se(rony oy

Definition 4 (View of the collision). Let J be the set of colluded parties of one of the collusion
types L1, Lo, and L3 with the semi-honest assumption. During the execution of 1, the view of the
collusion is defined as

V\l;[()\,é) = (1/\, {(5j}j€j,{rj}jej, mes‘17,. ) .,mesg)

where 1" indicates the security parameter with the binary length is A, {0j}jes and {r;}c 7 are the
inputs and the random variables of j-th party in J and mesg is the s'-th message received by the
j-th party.

Note that we cannot achieve any privacy goal if the target node colludes with the cloud.
In such cases, the agents send all ciphertexts corresponding to their private data to the cloud,
where the target node (which possesses skt) can decrypt them directly. This architectural
limitation is inherent to the three-party outsourcing model and is explicitly acknowledged
as out-of-scope. In real CPS deployments, this collusion is considered unlikely because the
cloud (typically a public or third-party provider) and the target node (usually the system
operator or end-user) have conflicting business and regulatory incentives; moreover, many
CPS regulations impose strict separation-of-duties and audit requirements that deter such
collusion. Nevertheless, the semi-honest model already captures realistic insider threats
that are the primary concern in practice.

3.2. Privacy Analysis
3.2.1. Solution to the Quadratic Optimisation Problem

In this paper, we do not consider the case where the primal problem has no feasible
solutions or is unbounded; that is, we assume that P1 has an optimal solution. Therefore,
we can use the dual theory to solve it for which P1 satisfies the strong duality. The dual of
P1 can also be defined as the quadratic optimisation problem P2.

https://doi.org/10.3390 /math14091540
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P2 maxh(p) = —5(Ack+ea) Q (Agk +ea) —p'ba ()

s.t. =0 @)

where p is the Lagrange multiplier. Considering the strong duality, the optimal result x* of
the primal problem P1 can be derived from the optimal result #* of the dual problem P2,
that is

X' = —Q N (Afp* +ea) (8)

Moreover, the optimal result must satisfy the Karush—-Kuhn-Tucker conditions:

Q¢ + Alp* +cq=0 ©9)
Acx* —by 20 (10)
pi(ax" —b;) =0,i=1,2,...,m (11)

where a; is the i-th row of matrix A¢, p; is the i-th element of u*, b; is the i-th element of b,
and 0 is a zero vector.
To solve the dual problem P2, we use the projected gradient ascent method:

w(k) = Vh(u(k)) = =AcQ  (Alp(k) +ca) — b,

(12)
pu(k+1) = max{0,u(k) + aw(k)},

where & > 0 is the step size towards the gradient ascent direction, which is related to
the convergence of u, w(k) is the value of w at the k-th iteration, and u(k) is the value
of u at the k-th iteration. As problem P1 is strictly convex, the step size can be set as

x = to achieve the maximum convergence speed, where A4, (+) denotes the

-1
Amax (AC Q71 AZ’-)
maximum eigenvalue of the matrix.

3.2.2. Privacy Issue

In fact, our goal is to design a secure protocol to solve problem P2 (and, in the
meantime, problem P1) by preserving the private data owned by different parties as
described in Section 3. Therefore, it needs to discuss privacy issues in the agent—cloud—
target architecture during computation. Specifically, we should analyse the potential
privacy leakage from the computations (9)-(12).

The privacy issues are analysed in two periods: the execution period and after the
execution period. During the execution period, the protocol needs to compute (12), in
which the private data are u(k), k € {1,2,...,K}, ¢4, and b 4. These private data are known
only to the parties specified in protocol 77 and cannot be inferred by any other party (we
will provide a detailed analysis). The value of  is a secret against all parties except the
initial value u(0) for the cloud. After the execution period, the encrypted optimal solution
[x*] is kept secret from the parties except the target node.

Except for the public information, since [b 4] is ciphertext during the solution of P1,
it is not possible for a semi-honest adversary without the private key sk to directly infer
any private information from (10). Therefore, we focus on the equalities (9) and (11). The
privacy issues we discuss arise from the assumption that the adversary can infer the sign of
;. Following the assumption, is it possible to derive some privacy data about the agent?

Casel: p* =0

That is, the inequality constraint does not work for problem P1; we have q,x* +¢; = 0,
where q; is the i-th row of Q and ¢; is the i-th element of ¢ 4. There is a risk of data
privacy leakage.

https://doi.org/10.3390 /math14091540
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R1: In the case where the target node knows that all ;4;‘ =0,i=1,2,...,mand knows
q;,i =1,2,...,m, the target node can obtain the private data c; owned by the agent.

Case2: uf =0

Suppose that the target node knows partial value of u*, denoted by 0, (u; € 0,+ and
u; = 0). The following privacy risk should then be considered.

R2: Since we have q;x* + (a¢)Tu* + ¢; = 0 and (8), where a¢ is i-th column of matrix
Ac and ¢; is the i-th element of the vector ¢ 4. In the case where the target node knows
#; = 0 and colludes with agents, the target node can not only get c 4 but also can infer the
subspace of b 4 and p* from (10) and (11).

Proposition 1. Let n, denote the size of 0,+. The set of colluded agents with the target node is
J* 3. Then, the privacy leakage risk R2 happens if and only if n, + Yic gts e; = M.

Proof. Considering that the private data y* and c¢ 4 are unknown variables, then we can
split Equation (9) into n equations. When the collusion involving the agent and the
target node is informed from p* = 0 that the size of 0,+ is n,, the target node can infer
the private data c¢; with q;x* + ¢; = 0 immediately. Due to the only unknown variable
in q;x* + (af)Ty* + ¢; = 0 is p*(partially unknown) and c¢;. There are m — 1, unknown
elements for #* and n unknown elements for c 4. In total, there are n 4+ m — n, unknown
variables. If the colluded agent provide the private data c;, then there are remaining
m-—+n—n, — Zz n¢; unknown variables. Therefore, we must guarantee that m +n —
1 3

ny— ), N lgjn, thatis, n, + )}, n. > m. The sufficiency is obvious. We complete

iegks iegks
the proof. O

Case3: uf >0

According to (11), it can be derived that we have a;x* — b; = 0 if u; > 0, which can
cause the following risk of privacy leakage.

R3: Since the target node already knows x* and a; is public, then the target node can
infer the private data b; owned by the agent if he/she knows u; > 0.

Case 4: ajx* —b; <0

Since a;x* — b; < 0, it can be derived that y; = 0 according to (11), which causes the

following risk of privacy leakage when multiple agents collude with each other.
R4: If a collusion J %1 of multiple agents jointly compute ajx* — bj ¢ 7¢, and gain the
knowledge that partial elements of #* equal 0 (assume the subset is 0,+), then this collusion

can infer the private data u* and ¢, 7, and b, where J£1 denotes the set of honest

le léjzl ’
agents except those in J%1.

Proposition 2. Let n; denote the size of 0,+. The set of colluded agents with the target node is
JF1. Then, the privacy leakage risk R4 happens only if n') + Yic gty e = m.

Proof. We omit the proof due to space limitations because the idea is the same as the proof
of Proposition 1. [

From above, it is important to prevent the adversary from gaining any knowledge of
the sign of #* and u; = 0. To address this issue, we propose a secure protocol to solve the
dual problem of P1 considering the risks R1-R4.
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4. Solution in the Ciphertext Domain

In this section, some details are provided to solve the problem P1 in the ciphertext
domain. First, we develop a mapping scheme to generalise the protocol to real numbers.
Second, to protect users’ private data, we design a truncated-mapping scheme for raw data
and a secure comparison protocol. Third, a secure overall protocol is provided to protect
agents’ private data.

4.1. Encoding Scheme

The mapping scheme is designed to address quantisation error and ciphertext blow-up
problems caused by iterative computations on encrypted data. We represent the data using
the fixed-point expression as (1). Since only the data belonging to the integer plaintext
space of Paillier can be encrypted and used for homomorphic operations, we encode these
fixed-point values as integers using the following method. Let f, 4 : Q(p,q) — Zy, then
we have
27x mod 2 if x>0;

(2 = fpq(=x)) mod 2" if x <0, (13)

Y= fralx) = {
where [ is sufficiently large and x is a real number. If we denote the range of f,,(x) as
Z(1), then Z(1) is a finite integer set. Given the secure protocol for solving the quadratic
optimisation problem, the data used are the results of Z(I)-level operations, such as addition
and multiplication. When the protocol terminates, the results should be recovered to the
original fixed-point expression Q(p, ). As we cannot determine whether the encrypted
data is “positive” or “negative” [note that all values involved in the encryption are positive,
but some “positive” values represent negative values using the above mapping f, 4(x), it is
challenging for us to correctly map the result output from the protocol back to Q(p, q), let
alone after a sequence of operations for executing the protocol. In this paper, we conduct
a comprehensive analysis to accurately recover the result from the secure protocol. The
following analytical results are presented to support the data recovery.

Proposition 3. Let x be a number represented by the (p,q) fixed-point expression, y = fp,q(x).
Then, if | > p, the recovery of y (i.e., the inverse image of y) is

27(y mod 2') if y <271,

27((y—2 )y mod 2 if y > 271, (14)

X' = foq(y) = {
where the recovered result x' is denoted by (p, q) fixed-point value and x' = x.

Proof. The main idea of the proof is that the parameters selected above will not cause
conflict during the recovery process. According to the mapping function (13), as
x € [-2p=471,2p=971 —271], we havey € [0,2P~ T — 1] U [2! —2P~1,2! —1]. Because k > p,
wehave 2P~ 1 —1 < 2!-1 and 2! — 2v-1 > 2!-1 1t is a one-to-one map from non-negative
values in Q(p, q) to the image set [0,2P~! — 1] and also a one-to-one map from negative
values in Q(p, q) to the image set [2/ —2P~1,2! —1]. Thus, the inverse function fon ql (y) can
correctly recover y to x, i.e, x' = x. [

Proposition 4. Let x1 and x, be two numbers represented by the (p,q) fixed-point expression
and x = x1 + x2. Let y1 = fpq(x1), y2 = fpq(x2), and y = y1 +y2. Then, ifl > p +1, the
recovered result of y is

27(y mod 2") if y <271,

A | _
Il {N((y—zl)mod 2) iy >2, )
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where the recovered result x' is represented by the (p,q) fixed-point expression and x' = x = x1 + x5.

Proof. We consider the four sign combinations explicitly. (i) x; > 0,x, > 0=y € [0,27 —2].
Since ! > p+1, wehave 2’ —2 < 2/=1. (i) x; > 0,x < 0,x > 0=y € [0,2""1 - 2]
(still < 2!71). (i) x; > 0,20 < 0, x < 0=y € [2/ =27 +1,2! —1] (hence y > 2/71).
(iv) x; < 0,x) < 0=y € [2! —27,2! — 2] (again > 2!~1). In all cases, the inverse function
(14) selects the correct branch and, because the intervals are disjoint and cover exactly the
image of fy,,, we obtain x’ = x. [

Proposition 5. Let xq and x, be two numbers denoted by the (p,q) fixed-point expression and
x = x1x2. Let y1 = fpq(x1), y2 = fpq(x2), and y = y1yo. Then, if | > 2p — 1, the recovered
result of y is

272(y mod 2" if y<2-%

P VN
* = Ily) = {22‘7((y —2Yymod2Y) if y>271, 16)

where the recovered result x' is represented by the (p, q) fixed-point expression and x' = x = x1x,.

Proof. Asy € [0,2""1 —1Ju 2 —2r-1,2! —1],if x; > 0,x < 0 and x < 0, then
ye 2t =222 42r1 2 _1];ifx; > 0,xp > 0Oand x > 0, then y € [0,22P2 —2F +1];
if x;y < 0,x; < 0and x > 0, then y € [1,22P72]. Because | > 2p —1, 222 < 2/-1,
2l —22v=2 4 op=1 > 211 the inverse function fn, ,}(y) can correctly recover y to x, i.e.,
X =x. O

To summarise, the main idea of the proof is that we do not cause overflows or conflicts
when operating on the encoded results. Based on these results, the value of | should be
used to design the system to ensure correct recovery of the final result. As the operands are
matrices in this work, the longest multiplication and addition operations are related to the
dimensions of the matrix. Therefore, | is associated with the number of columns and rows
of the involved matrix.

4.2. Truncate-Mapping Scheme

In Section 4.1, we have transformed the raw data into positive integers. Here, we
propose a truncated-mapping scheme to protect signed data from inference, accounting for
the risks R1-R4.

First, based on the binary string of the fixed-point expression, the truncation is con-

ducted as follows:
XIbl...bi...b1

:bi...bf|...|b;'i...b§|...|blll...b% (17)
= Agl. | |A

where bﬁ is the sign bit, b is the l;-th bit of the i-th block by truncating the binary string,
lg g 1 y g y g

‘ -
and A; = b, ...b} (X I; = I). The notation f is the number of block data that the binary
! i=1

string is truncated. The truncate-mapping scheme works as follows:

i-1 i i-1
Ll X Ll
Aj=2 7' (x mod 2=1 —x mod 2! ),

; (18)
i=1LGEc{12...,B})
=1

1
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where /; is the number of bits of the data block A;. For example, the binary string of 23
is 10111, which can be truncated into _ 1 || 01 || 11 . Itmeansthat! =3+ 5L+ =
=S
A3 Az Al
142+ 2 = 5. Then, the corresponding data block is Az||Az||A; = 1]|1]]3.

4.3. Secure Addition Protocol over Block Data

We transform computations over signed private data into operations over block data to
address privacy issues caused by sign leakage. To ensure that operations on the data block
can be correctly recovered without “overflows”, we develop the secure addition protocol
over block data (SAP-BD) as follows. The notation [-] represents the encrypted data. The
main idea of Algorithm 1 is to perform the required computations by mapping the raw data
into shares of varying bit lengths using the truncate-mapping scheme. The notations (A) ¢,
and (A)para are binary strings with I bits and have  blocks. We use integer division and
modulo operations to handle carry from block-level additions. Randomness is introduced
into the computations to obfuscate the data while preserving privacy.

As shown in Algorithm 1, given [(A)gy,] and [(A)para], SAP-BD outputs
[data + DATA] = [(A)gata) - [(A)paTa]. Before the protocol runs, the cloud generates
random numbers and performs computations on them to obfuscate the private data used
later (Lines 1-3). Considering the carry bit generated by operations on block data, the cloud
blurs the computation result of the block data and sends it to the target node (Line 5). Then,
the target node performs modulo (Line 7) and integer division (Line 8) on the blinded data
and returns the results to the cloud (Line 9) to determine whether the operation over the
block data has a carrying bit.

Notice that the target node can infer a subset of the private data (A% +PATA 1 Coin; )
from the sign information of (7 — R), especially when r/ = i'2li(i" € Z*). Therefore, the
cloud generates a random bit RandomCoin to obfuscate 7y and R for preserving the sign
information of (v — R) (Lines 11-17). Moreover, due to 0 < (Af“tHDATA + Coin;_1) <
21 — 1, the target node knows (r/; + A TPATA 4 Coin; 1) and |((r'; + AdetatDATA 4
Coin;_1) mod 2) — (#'; mod 2%)|; the cloud uses another new random number 7; to blind
the value of (v — R) (Line 18).

It is worth noting that the random data r; is positive, which does not alter the sign
information of the value in the cloud (Line 18). The target node decrypts [AB] upon
receipt and returns [RE], which indicates the relationship between 7 and R to the cloud
(Lines 19-25). Thereafter, the cloud recovers RE based on the random bit RandomCoin
(Lines 26-31). It is based on the fact that if ¥ < R, then o/ > R’ and we can infer
that A;’l“t“ + AIDATA > 2li and vice verse. Since 0 < A?“t“ + AIDATA < 2li4+1-2and
0 < A; <2l —1, we get A; = A% - APATA (Lines 32-33).

Finally, the computation results over the block data (A) 4., and (A)para are recovered
according to (18) by the cloud (Line 35). More generally, considering the case where
(Zq % |data)) - (Zy x [DATA]), in which Z; , € Z", we only need to replace 2li with Z1Z,2%
in SAP-BD, leaving the rest steps unchanged.
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Algorithm 1 Secure addition protocol over block data

Input: [(A)gura), DATA, pk
Output: The result of [data + DATA]
1: Cloud: Choose r:= {r|r; € Zyp1,i=1,...,B}, ¥ :={|t'; € Zppr,i =1,...,B} get [(A)paral,
choose a random bit RandomCoin and set the carry bit Coing = 0
2: Cloud: Compute R’ = /;/ /2" and get [R']
3: Cloud: Compute R = r/; mod 2/ and get [R] !
4
5

: forFori =1to do
: Cloud: Send [Ay] = [';] - [A?“WDATA] - [Coin;_1] to Target node # where [Afl“t”DATA =
[A}iata} . [AIDATA]
6:  Target: Decrypt [A;]
7: Target: Compute ¥ = Ay mod 2li
8:  Target: Compute y/ = Ay / /2
9:  Target: Send [v], [y'] to Cloud
10: Cloud:

11: if RandomCoin = 1 then
12: Set [AAA] = [v]

13: Set [BBB] = [R]

14: else

15: Set [AAA] = [R]

16: Set [BBB] = [v]

17: end if

18:  Cloud: Send [AB] = [r;/2] - (r; x ([AAA] - [BBB]™1)) to Target
19:  Target: Decrypt [AB]
20: if AB > 0 then

21: Set RE =0

22: else

23: Set RE = —1

24: end if

25:  Target: Send [RE] to Cloud
26: Cloud:

27: if RandomCoin = 1 then

28: Set [RE] = [RE]

29: else

30: Set [RE] = (—1) x ([RE] - [1])
31: end if

32:  Cloud: Compute [Coin;] = [y'] - [R']~! - [RE]
33:  Cloud: Compute [A;] = [Coin;_4] - [Af“t‘”DATA} - (2% x [Coin]™1)
34: end for

‘B . .
35: Cloud: Compute [data + DATA] = Y, 271 x [A], (27 =1,i=1,...,B)
=1

4.4. Secure Comparison Protocol Cyyy

According to our analysis, the privacy risks caused by the sign of y* are significant
during the comparison process. To address this issue, we propose a simple yet effective
privacy-preserving comparison scheme, Cy;;, based on Paillier and the encoding and
mapping schemes in Table 2.

The main idea of Cyyp is as follows. Given two data «' and p/, the cloud holds the
block data corresponding to (a' — f'). The block data Ag of (¢’ — B) contains a bit that

can indicate the sign of the subtraction, i.e., the left-most bit bi of the block data A - We
have bi =0 < o > B. Therefore, if bi =0, then Ay € 0,27 — 1] and if bi =1, then

Ag € [-1,1~ 2671, The protocol of Cup is given in Table 2.

Notice that the idea for addressing the issue that the bit [f] indicates the comparison
result is the same as the carry bit [Coin; 1] that reflects the sign information in Algorithm
SAP-BD, i.e., t = Coin;—g. The main difference is that they play different roles in solving the
optimisation problem. In Algorithm SAP-BD, Coin; (i =1,..., — 1) is used to represent
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the rounding of the block data to guarantee that the operated result over block data can be
recovered correctly, while ¢ (Coin;_g) indicates the sign information of (¢’ — g').

The secure comparison protocol Cy,;, works as follows. For the first interaction, before
sending Az to the target node, the cloud sampled the random numbers uniformly from
Zop-1, computing R’ and R for blinding the block data Ag. After receiving Ay, the target
node performs modulo and integer division to assist the cloud in determining the range
of Ag and sends the resulting ciphertext to the cloud. In the second interaction, the cloud
randomises the order of the variable involved in the computation using random bits
to prevent the target node from obtaining the sign information of the computed result.
Additionally, the cloud blinds the generated random number and sends the blinded result
to the target node, similar to the process described in Lines 11-18 of Algorithm SAP-BD.
For the same reason as Lines 19-32 in Algorithm SAP-BD, the target decrypts the received
ciphertext and returns [RE] to the cloud, which computes [RE] based on the random bits
chosen in the second round and obtains [¢].

Parameter specification. All protocols (including Cmp and SAP-BD) use the fol-
lowing concrete parameters: security parameter A = 2048 bits (standard Paillier modulus
N = 4096 bits), fixed-point precision (p, q) = (64, 32), number of blocks f = 2, and block
sizes |; = 32 bits fori = 1,..., B (with Ig = 32 for the sign-bit block in Cyp,). These values
satisfy the conditions of Propositions 3-6 while keeping the plaintext domain safely inside
Zy. In practice, g controls the final precision (error < 271), B trades off between commu-
nication and parallelism, and A can be increased to 3072 bits for higher security without
affecting asymptotic complexity.

Table 2. Secure comparison protocol Cpp.

Cloud Target Node
Randomly choose: r € Zy, 1’ € Zyp1;
Compute: R’ = ¥/ /2% and get [R']

Compute: R = # mod 2 and get [R]

Compute: Ay = [r'] - [Ag]

Send Aﬁ/ —

Decrypt: Ags

Compute: z = Ag mod 2l
= (' 4 Ag) mod 2l

Compute: 2’ = Aﬁ///Zlﬁ

Encrypt: z 1,2 2 12

+— Send [z], [Z']

Choose a random bit RandomCoin
If RandomCoin = 1:
[AAA] = [z, [BBB] = [R],
else: [AAA] = [R], [BBB] = [z]
Compute: [AB] = [r/2] - (r x (JAAA] - [BBB]™1))
Send [AB] —

Decrypt: [AB]
If AB > 0:
Set RE =0

else: Set RE = —1

+— Send [RE]

If RandomCoin = 1:
[RE] = [RE]
else: [RE] = (—1) x ([RE] - [1])

Compute: [t] = [Z/] - [R)] 71 - [RE]
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4.5. Main Protocol 7t for Solving P1

In this section, the main protocol 7 is proposed to solve problem P1, while accounting
for privacy considerations. The detailed interaction process is provided in Table 3. Note
that the length of each block of data (i.e., [;) is public information. In the preparation
phase, the agents apply the encoding and mapping schemes described in Sections 4.1
and 4.2, respectively, to the input data, then send the encrypted data to the cloud. After-
wards, the cloud runs Algorithm SAP-BD with the target node for K iterations to compute
[@(k+1)] = [u(k)] - (a« x [0(k+1)]). It is worth noting that in the secure updating phase,
we not only have to make sure that the target node does not know any information about
the comparison result (especially the sign information) but also that the cloud cannot get
any information of the updated variable during the comparison between [@(k)], [0], and
[t11]. Finally, the cloud sends the final result to the target node, which obtains the optimal
solution by decrypting and recovering it.

Table 3. Main protocol 7.

Agents

Cloud Target Node

Map: BA =BA,EA =¢y
BA = Qp,q(BA>/ A= Qp/q(EA)
by = fpg(ba),Ca = frq(ea)
ba= (A)BAIEA = (A)EA
Encrypt: b4 2 b alea 2 [eal

Send: [b 4] and [c4]

Compute: A} = —AcQ 1AL, A, = —AcQ7Y,
Ay =-Q'AL Ay=Q7!
MaPiAl = fﬂ/ﬂ<QPrq~(A1)):A2 = fp/q(Qn/Q(AZ))r
Az = fp,q(QV,q(A3))rA4 = fl’,q(Qp,q(A4))
Initialisation: fio = (A)g, 2 (Qp.q (o) LN (0], & = Qpq(&), & = fpu(a)
For0 <k < K:
Compute: [@(k)] = (A1 x [f(k)]) - (2942 x [ea]) - (2% x [ba] ™)
Randomisation: r := {r|r; € Zopp1,i= 1,...,B}
r:={re Zyp-1;i= 1,...,B}

Compute: [fi(k +1)] = [#(K)] - (a x [@(k)])
Secure computation of the dual variable:
target node and Cloud interactive perform the protocol SAP-BD

Secure update of the variable
Compare: [ji(k +1)] and [0], where ji(k + 1) is the element of fi(k + 1)

Run the secure comparison protocol C,p, get [t] that indicate the sign of corresponding data
of block data

Choose different random data r'1,7', € Zzp,l and a random bit Rcoin;
If Reoin = 0: [AA] = [fi(k+1)] - [r{], [BB] = [t]
[cC]=[1] - [, [DD] = [0] - [r3]
Else Reoin = 1: [AA] = [1] - [t]7Y, [BB] = [0] - [r4]
[CC] = [a(k+1)] - [r3], [DD] = [{]
Send: [AA], [BB],[CC], [DD]

Decrypt: [AA], [BB], [CC], [DD]
Compute: SS = AACC + BBDD

Send: 55 ¥ [SS]

Compute [fi(k+1)] = [SS]- (r1/ x ([t] - [1]71)) - (r2’ x [t]71), fi(k + 1) is the element of
fi(k+1)

Secure update process that ensures 11 = max{w(k),0}, w(k) is the element of w(k)
Compute [x*] = (A x [prr1]) - (2944 x [e4])

Send: [x*]

Decrypt: [x*] ENS
Recover: x* = 2721 f 1(X")

Note: & indicates the real number; = denotes the mapped data; — indicates that the direction of the arrow indicates

k
the direction of data transmission. ¢ € {0,1} that satisfies (t = 1) < (w(k) < 0); 2, and & indicate the operation
of encryption and decryption, respectively. f,,(-) denotes the mapped result of the data based on Equation (1);
Qp,4(+) denotes the mapped result of the data based on Equation (2).
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5. Performance Analysis of Protocol 7t

In this section, we first analyse the computational complexity and communication
overhead of protocol 7t. Then, we investigate the correctness of protocol 7. Lastly, we
formally prove the security of protocol 7.

5.1. Computational Complexity of Protocol 7t

The computational complexity of protocol 7 is computed by counting the number
of operations of encryption (Enc), modular multiplication (MM), modular exponentiation
(ME), modular multiplicative inverse (MI), decryptions (Dec), truncate-mapping (TM), and
block data carry operation (BCO). According to the homomorphism of Paillier, the additive
homomorphic operation corresponds to the modular multiplication over ciphertexts, and
the multiplication corresponds to modular exponentiation. To execute protocol 7, the
computations of each party (A, C, T) are shown in Table 4.

Table 4. Computations of each party to execute protocol 7.

Parties A c T

Enc (m+n)p mpB(2K+1) + 6K 4mpBK + K
MM (mB(m+n+9)+8)K
ME (m+n+4)mpK + 2K
MI (m+n+5)BK + 3K
™ (m+n)B mp

BCO mpBK mpBK
Dec 2(mp+2)K

According to protocol 7, the agents (A) encrypt B block data generated from perform-
ing the truncate-mapping scheme after encoding the private data b 4 and c 4 for f(m + n)
times. To get the solution x*, the cloud and the target node interactively run K iterations of
protocol 7, each of which requires running the Algorithm SAP-BD m times and the protocol
Cimp | times. Since the computations over the input data are mapped as 8 block data, we
should run the Algorithm SAP-BD mpK times and the cloud needs to be executed 2 times
for Enc, 11 times for MM, 3 times for ME, 5 times for MI, and mp times for BCO. It is
worth noting that the TM needs to be run only once, i.e., mp times throughout the process,
independent of the number of iterations. Moreover, the target node needs to perform
Enc 4 times and Dec 2 times. In the update phase, the cloud needs to perform Enc 6 times,
MM 8 times, ME 2 times, and MI 3 times, while the target node only needs to perform
Enc 1 time and Dec 4 times for each iteration. Overall, we can see that computational
complexity increases with system size, block size, and the number of iterations required to
solve the optimisation problem.

The computational complexity is now analysed by counting the dominant crypto-
graphic operations per party: encryption (Enc), decryption (Dec), modular multiplication
(MM), modular exponentiation (ME), modular inverse (MI), truncate-mapping (TM), and
block-carry operations (BCO). The secure comparison Cy;, requires only 11 operations
on the cloud side (vs. DGK’s typical 57-70 operations dominated by modular exponen-
tiations), which directly accounts for the observed >5x speedup while using the same
additive homomorphic primitive.
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5.2. Communication Complexity of Protocol 7t

The communication complexity of protocol 7t is calculated from the data exchanged
among the parties. Supposing the bit size of ciphertext is ¢, then the communication
complexity of protocol 7t is

CX™ = B(m+ n+ 6mk) +5mK)¢ (19)

Actually, the number of interactions of protocol 7t is closely related to the number of
constraints, the involved agents, and the coefficients of problem P1. The communication
overhead is larger if problem P1 is more complex. Additionally, communication overhead
is affected by the number of bits used to represent the input data and the truncate-mapping
parameter. The communication overhead can be divided into the following cases:

Agents to Cloud (Initial Phase): Agents upload encrypted block data [b 4] and [c 4],
totaling O(I(m + n){) bits. This is a one-time transfer, independent of K, and scales linearly
with problem size. For multiple agents (p agents), this is distributed as O(I(1n; + 1y, )) per
agent, minimising load on resource-constrained CPS devices.

Cloud-Target Interactions (Iterative Phase): The bulk of communication occurs here,
at O(I(16mK + 4nK)¢) bits. For each iteration, we have the following:

*  Secure addition (SAP-BD, Algorithm 1): Involves O(Im) block-wise exchanges for
carry propagation and randomisation, with the target decrypting and re-encrypting
o(7m + 2n) elements.

*  Secure comparison (Cmp) and update: For each of m dual variables, the cloud sends
four ciphertexts (([AA], [BB], [CC], [DD]) to the target (O(Im¢) bits per iteration), and
the target responds with encrypted sums [SS] (O(Im¢) bits). This is batched across m
elements to reduce the number of rounds.

*  Opverall per iteration: Approximately 2—4 round-trips between cloud and target, trans-
mitting O(I(m? + mn)) bits due to matrix-vector operations (e.g., A1 x fi).

Cloud to Target (Final Phase): Transmission of [x*], at O(In{) bits—a negligible one-
time cost.

The complexity grows linearly with K (iterations for convergence), 7 (problem scale),
and ! (precision via blocks). In practice, K is typically 50-200 for quadratic optimisation
convergence (per experiments in Section 6), and [ is fixed small (e.g., 32) via truncation to
avoid blow-up.

In CPS deployments (e.g., smart grids or autonomous vehicles), networks often exhibit
latency (10-500 ms round-trip) and bandwidth constraints (1-100 Mbps), influenced by
wireless links, geographic distribution, or edge-cloud setups. Here, we discuss how our
protocol’s communication affects end-to-end performance, using analytical models and
empirical data.

Latency Impact: The protocol requires O(K) sequential iterations, each with 2—4 cloud-
target round-trips (e.g., for SAP-BD and Cmp). In low-latency environments (e.g., data
centres with RTT < 10 ms), this adds negligible overhead; our experiments (Section 6.2.3)
show total runtimes of 1245 s for K = 50-200, m = n = 100. However, in high-latency
networks (e.g., satellite links at 500 ms RTT or IoT over cellular at 100 ms), the O(K) rounds
could dominate, increasing runtime by 5-10x (e.g., from 20 s to 100-200 s). To mitigate, we
note that operations are batchable: all m comparisons can be performed in parallel rounds,
reducing the effective rounds to O(K) rather than O(Km). Compared to decentralised multi-
party schemes, which require O(Kp) rounds across p agents, our centralised cloud—target
focus cuts latency-sensitive interactions by 50-70% in distributed CPS.

Bandwidth Impact: Total data volume is O(ImK¢) bits (e.g., 10-100 MB for K = 100,
m = 100, ¢ = 2048, | = 32), feasible on broadband but challenging on low-bandwidth links
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(e.g., <1 Mbps in remote sensors). At 10 Mbps, transfer time is <10 s; at 1 Mbps, it rises to
80-800 s, potentially stalling real-time CPS tasks. The block-based design helps: Truncation
keeps I small, limiting growth, and randomisation adds minimal overhead. Compared
to pure HE schemes, which transmit full matrices per iteration (O(Kmn¢)), our protocol
reduces bandwidth by 30-50% through optimised subprotocols (e.g., Cmp is 5x faster
and lighter than DGK). In constrained networks, adaptive strategies like compressing
ciphertexts (via Paillier variants) or reducing K (via faster-converging optimisers) could
halve overhead.

5.3. Proof of the Correctness of Protocol 1t

In this section, we will analyse the parameter settings for guaranteeing the correctness
of protocol 7t. The most significant issue is ciphertext blowup triggered by performing iter-
ative computations on encrypted data. It is worth noting that the random numbers used in
protocol 7T are not affected by the iterative computation; they are generated independently
and can be offset in each iteration. In other words, we can solve the ciphertext blowup by
setting the sum of the random numbers and the maximum value of the result produced by
the computation within the plaintext space indicated by the cryptographic scheme. In the
following, we will analyse the maximum value of the result produced in solving problem
P2. A worst-case is that we always have u(k + 1) = p(k) + aw(k) without considering
the case pu(k) = 0. However, since we convert the negative to positive for encryption in
protocol 7r. We should ensure that the unencrypted data is within the plaintext space
specified by the cryptosystem. Hence, we denote the value of the element in vector (k)
by a function F(k,[) with the variable k = 0,1,...,K and the parameter I, which is the
maximum value that can be calculated by p(k 4 1) = p(k) + aw(k) in the form of f} 4(-)
after k iterations and satisfies

F
weax TED] 20)
st. F(kIl) <N

We illustrate the above result as follows.
F(0,1) = (20 —1)
F(1,1) = F(0) + a[n®m(2! —1)3F(0) ...
22— 1A 4 (2 - 1)

.F.(.K,l) =F(K—-1)+a[n®>m(2' —1)3F(K—-1)+...
CAn? (2 =1t (20 - 1)

Furthermore, we set A =2/ — 1, B = n?m, Y = BA* + n2A* + A% Then,

F(0,1) =
F(1,1) = A +aY
F(2,1) = A +2aY + A3Ba?Y
F(3,1) = A +3aY + 3A3Ba?Y + A®B2a®Y
F(4,1) = A+ 4aY + 6A%Ba?Y + 4A°B2a®Y + AB3atY
F(5,1) = A +5aY + 10A3Ba?Y + 10A°B2a3Y + ...

..+ 5AB3a%Y + A1ZB%aSY

K i .
F(K,1) = ACY + L xY(A%Ba) ' Ci

F(K,1) = (21—1)C10<+ 2 (a(m?m(2 —1)* + ...
22 -1t (2 - 9 142 - 1)>n2ma)i-1Cl)
According to protocol 71, we iteratively compute [ji(k +1)] = [ji(k)] - (a« x [@(k)])
for K iterations where [@(k)] = (A1 x [@(k)]) - (2942 x [e4]) - (2% x [ba]~!). Further-
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more, we can decompose @(k + 1) into three parts: —AcQ tALj(k), —27AcQ e,
—2%b 4. In the first iteration, we can get F(1,1) = F(0,1) + a(n?>m(2' —1)3(F(0,1) +
n?(2' —1)* + (2! — 1)), where the maximum value of the element in —AcQ 'ALz(k)
can be expressed by n?m(2! —1)3(F(0,1)) and F(0,/) = (2! — 1), and the maximum
value of the element in —29AcQ 'cy and 27b 4 is n2(2! —1)* and (2! — 1)*, respec-
tively. After K iterations, the maximum value of the element in ji(k + 1) is F(K,I) =
F(K —1) + a(n®m(2' —1)3(F(K — 1)) + n2(2' —=1)* + (2! — 1)*). To perform decryption
correctly when using the Paillier encryption scheme, we must ensure that F(K,I) < N.

Moreover, the scaling factor (i.e., 27) used in the mapping scheme will significantly
enlarge the involved data, causing overflow as the data is outside the range of the Q(p, q)
expression. Therefore, we refresh the ciphertexts in our proposed protocol at each iteration
by multiplying the term with scaling factors that will be cancelled later, as referred to in (21),
to avoid the ciphertext blowup problem. We give the following theorem to guarantee the
correct recovery of the output of the 7.

Theorem 1. Assuming that the involved random numbers in protocol 7t are all positive, the output
of protocol 7t is denoted by x*. x* is the element of x*. X* is the element of the mapped vector X*. If
F(K,p—1)+1< F(K,I), x* is recovered as follows:

x* =272 fqul (x*)
2739 (x* mod 2') if ¥ <21, (21)
2@ =2y mod 2 if x> 2

Proof. To understand the proof, we need to consider the matrix calculation from
the angle of element operations. According to (9)-(12), we should iteratly compute
pu(k+1) = pu(k) + aw(k) for K iterations. Concerning the impact of the scaling factor,
there are 27 expansions on each data point involving the computation. We denote the
value of the element in ji(k + 1) by fi. If i > 0, then it belongs to the range [0, F(K, p — 1)].
Otherwise, ji < 0, it belongs to the range [F(K,p — 1) + 1, F(K,1)]. Therefore, it is required
that F(K,p — 1) +1 < F(K, 1) must be held for the element in X* to be correctly recovered.
From ji(k+ 1) = ji(k) + aw(k), where fi(k) is expanded 27 and the @ (k) concerning the
multiplication between elements significantly expands the data, especially in @(k) involv-
ing the addition of three tuples, i.e., A; x [fi(k)], Ay x [€4] and [b4]~!, where A; x [fi(k)]
is the multiplication of the four elements in the form f, 4(-); that is, there is 24 expansion.
Similarly, there are 237 and 21 expansions for A, x [¢4] and [b4]~!. Due to the computation

of @(k) concerning the addition of the three tuples, we extend each of the elements in
1

Anar(AcQTAT)

the eigenvalues are expanded 2737 times and are all positive, which partially offsets the

@ (k) to 2% to facilitate the recovery of the computed result. Based on & =

ciphertext expansion caused by the scaling factor. Thus, the elements in @ (k) expands
by only 24. Similarly, it follows from X* that A3 x [py1] expands to 237 and Ay x [¢4]
expands to 2%1. We expand the elements in x* to 237. Hence, the target can recover the x*
from (21). O

It should be noted that the security parameter must meet A > to avoid the ciphertext
blowup problem.

Remark 1. In each iteration of protocol 7, after the secure update of the dual variable, the cloud
performs a ciphertext-refresh operation by homomorphically multiplying the updated ciphertexts
with the modular inverses of the accumulated scaling factors (specifically [2=29] for @*+1) and
[2731) for the terms involved in the eventual computation of ). These operations exploit the
additive homomorphism of the Paillier cryptosystem and are executed entirely in the encrypted
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domain. This refresh step exactly cancels the scaling introduced by the fixed-point encoding and
matrix—vector multiplications in the gradient computation, ensuring that the scaling factor at the
start of each new iteration remains constant. As a result, upon termination of the protocol, the target
node can correctly recover the optimal solution using the formula in Equation (21) without any
residual scaling or overflow, as long as the condition F(K,p —1) +1 < F(K,I) holds.

Proposition 6. Let x* denote the exact optimal solution of problem (P1) and let &* be the solution
recovered by protocol 7t after K iterations. Then,

v — &, <277 (1+Ka -x),

where w is the step size and k = || AcQ ' Al + |Q P Al |0 is a constant depending only on
the problem data. Moreover, overflow is completely prevented, and the bound can be made arbitrarily
small by choosing a sufficiently large q, independently of the number of iterations K (provided I is
chosen as in Theorem 1).

Proof. The mapping f,4(-) introduces a maximum truncation error of 277 per real number.
Because SAP-BD performs exact addition and multiplication on the block-encoded values
and the ciphertext-refresh step cancels scaling factors at every iteration, there is no addi-
tional rounding or truncation error introduced during the iterative process itself. The error,
therefore, propagates only through the linear operations of the gradient step, leading to the
linear accumulation factor Kax. By selecting q large enough, the final recovered solution
can achieve any desired precision. [

Furthermore, the recovered solution X* satisfies the end-to-end error bound given
in Proposition 6, ensuring that precision loss remains fully controllable even after a large
number of iterations. Combined with the choice of I > p + [log, (Kax)] + 1, this guarantees
both correct recovery and negligible error for any practical CPS optimisation task.

5.4. Security Analysis

In this section, we prove the security of protocol 77. We demonstrate that there exists a
probabilistic polynomial time simulator M, which can generate the view for the adversary
A that is computationally indistinguishable from its real view given its input and output.
The adversary is allowed to corrupt the parties mentioned in Section 3.1. We define the
received message as 7.

Lemma 1. If all subprotocols that make up a protocol can be perfectly simulated, then the protocol
itself can also be perfectly simulated [43].

Lemma 2. Paillier cryptosystem is semantically secure under the decisional composite residuosity
assumption (DCRA) [44].

Lemma 3. If a random element a is uniformly distributed in 7, and independent from any variable
b € Zy, then a £ b is also uniformly random and independent from b.

Lemma 4. If a random element a is uniformly distributed in 7, and independent from any variable
b € Zy, then a £ b is also uniformly random and independent from b.

As shown in the threat model, protocol 7 must address the privacy issues identified
in Section 3.
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5.4.1. Security of Protocol 7t Against £

Theorem 2. Let T be the set of colluded parties of the collusion type L1 with T1 agents; under the
semi-honest assumption for the involved parties, protocol 7t can preserve the private information of the
honest agents from the execution view of the coalition with up to T°1 < p — 1 agents.

Proof. According to Definitions 3 and 4, during the execution of 7, the view of the coalition
E1 is
e (0,8) = (A8 g b g AT ieer)

where {0} jegt1 are the inputs set of parties in J L, {ri} jegt: is the random values set that
used for encryption and 4; contains {b;, ¢, [bj], [c;]} of the j-th party’s input. The {Z;} jegt
is the message set received by 741 agents in J%1. Since the agent is offline after uploading
the data, the simulator M can easily generate the simulation view M /.,. The M /.,
generated by the simulator can be defined as M /., = (1%, b;-, c;., [bﬂ, [c;.], {r}}j c7t1) where
b'j and ¢; are generated by M from the same distribution of the private data b; and c;, but
independently, 1’]’- is the random number generated by M randomly sampled on Z, for
encryption. Therefore, the real view Vg ¢, (A,6) is computationally indistinguishable from

M 7z, for the coalition £1 with 71 agents. [
5.4.2. Security of Protocol 7t Against £,

Theorem 3. Let J %2 be the set of colluded parties of the collusion type Lo with the cloud colluding
with T2 agents to infer the private data of honest agents. Then, under the semi-honest assumption
for the involved parties and the Lemma 2, protocol 7t can preserve the private information of
the honest agents from the execution view of the coalition with the cloud colluding with up to
42 < p — 1 agents.

Proof. Similar to Theorem 2, we can show that there exists a simulator M that can simulate
the coalition view when some agents collude with the cloud, and by Lemma 2, we can show
that the simulated view is computationally indistinguishable from the real view. According
to Definitions 3 and 4, the view of the coalition is as follows:

;ﬁz (A,0) = (1", {5f}jejﬁz' {rf}jejﬁw {Ii}jeﬂZ)

where
{01} 1cre2 = (b, €, [bj], [ej], Ac, Q o [bal,
[cal, mo)

are the inputs set of parties in the collusion 742 and {ri} jegts = {{rj1senty jegtar {r]-d"”d}]. cTbats
wherein {r;"8¢"} jegtar {rfl"“d } jegts are random numbers used by the agent and cloud
for encryption.

From protocol 7, we can see that the agent will go offline after sending their encrypted
data to the cloud. Hence, the adversary A can not get any output from agents. Similarly to
the proof of Theorem 2, the simulator M can easily generate the random data rj“ge”t for
encryption and output the simulated view (b';,¢';, [';], [¢';], 7;%8°") jegta

Since protocol 7 iteratively computes K iterations, we construct clouds in k = 0,
1,2,...,K —1iterations of views for analysis. During the iterative solution of the problem

P1, we define the view of the cloud at the k-th iteration to be

ko k — _
Vgloud - Vgloud((S U (Slélolud) - (AC’ Q’ &, [bA]/ [CA]’ cee
.., ”(0), rjcloud, 5cloud,ICloud)j€j£2

https://doi.org/10.3390 /math14091540


https://doi.org/10.3390/math14091540

Mathematics 2026, 14, 1540

23 of 35

where 594 is the input of cloud, which is public information and Z¢°“? is the message
received by the cloud in protocol 7t running, which concerns the protocol SAP-BD as well
as the secure comparison protocol Cy;, and can be proved to be simulatable in Section 5.4.4.
Then, the simulator M can generate the random numbers to run protocol 7t and select the
random data in Z,,-1 for encryption, which are independently and identically distributed
with the real value concerns in protocol 7r. Hence, the coalition J £2 cannot distinguish
the real view and the simulated view. In conclusion, we can see that protocol 7t achieves
privacy against £,. O

5.4.3. Security of Protocol 7t Against L3

Theorem 4. Let J*3 be the set of colluded parties of the collusion type L3 with the cloud colluding
with T3 agents to infer the private data of honest agents. Then, under the semi-honest assumption
for the involved parties and Lemma 2, protocol 7t can preserve the private information of the
honest agents from the execution view of the coalition with the target node colluding with up to
™ <p—1.

Proof. A coalition between the target node and all the agents is impossible; such an alliance
is meaningless to preserve the private data of agents or x*. Only coalitions of up to p — 1
agents are possible. The coalition attempts to infer the private data b 4 and c 4 of the honest
agent by Equations (6) and (9)—(11), which are the conditions that the unknown private
variables of the honest agent and the optimal dual variable #* must satisfy. In this case, the
coalition with access to b_r; and c_¢;, which is the private data of the agents in J Ls,
Therefore, based on the fact that T3 < p — 1, the coalition cannot uniquely determine
the private data of honest agents. The main reasons are as follows, we set a solution
{bi}iG{T£3+l,...,p} and {Ci}ie{T[:SJrl/m,p} and p satisfy the KKT conditions, and we set the

elements in p as y; = 0. Then, we define a new set of points (b}, c;, P‘j)]’e{rﬁa“ _ysalsoa

P}
solution to the KKT conditions. Furthermore, for all j # i and b; that satisfy b; > b;, p; = 0

L3+1
7

and (10). Then, the complementarity slackness conditions holds for T ..., p as follows:

uj(@jx* —bj) = 0= ajx" —b; = 0(j # 1)

uj(afx* —b;)) =0, u; =0(j =1)

Hence, it is not feasible to obtain the private data by assuming the private data
b= {bi},. (53+1, p} of the honest agent and constructing a solution y; that satisfies
collusion 743 cannot uniquely determine b 4 of the honest agent. Similarly, we can con-
structa ¢y := {Ci};cqpt541  ,y that satisfies the KKT condition but 7 £3 cannot uniquely
determine the honest agent’s private data ¢ 4. That is, the target node holding the optimal
solution x* cannot infer any additional information about the private data. Therefore, the
simulator M can select uniformly as random data from Z,,-1, which is the distribution

statistically indistinguishable from {r;} to ensure the target node cannot figure out

je .,7£3 7
the true value that is the private or random.

The view of the coalition 7£3 can be defined as follows:

;ﬁg ()\,5) = (1/\/ {5j}jej£3f {7j}]'6j£3/ {Ij}jej£3)

where
1} jc ges = (skT by, ¢, (b, [¢)], Ac, Q, , [ba],
[cal, [x*])]'ejLS
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is the inputs of the colluded parties 73 and {r;} jeats = {{rjeent} jetar {rjtarget node Yeges b
wherein {r;*8e"} jegtar {r;tarsetnode} je.7¢» are random numbers used by the agent and target
node for encryption.

Similar to Z¢/#?, we will prove that {If}je 75 can be simulated in Section 5.4.4.
Moreover, the simulator M can not only easily select the random data for encryption that
is computationally indistinguishable from the adversary, but also can construct the private
elements in execution for simulation. Therefore, protocol 7 can resist £3. [

5.4.4. Secure Analysis of Protocol 7t Execution

In this section, we prove the security of the secure comparison protocol Cy,, and the
secure addition protocol SAP-BD.

Theorem 5. C,,;, protocol is secure under the semi-honest assumption.

Proof. In protocol 7, the cloud and the target node are not collusive. The adversary A can
only corrupt one of the two. The real view of the cloud during the execution Cmp is

Vccgf'é,id = (r,7",{li}icp, RandomCoin, ...
Dy, 2], [z'], [AB], [RE], [t])

where {/;};c4 is the public information and r, 7/, RandomCoin is the random data generated
by a trusted third party from Z,. The simulator M can generate uniformly random data
for the colluded cloud. The colluded cloud cannot distinguish the real random numbers
in protocol 7. Furthermore, Ag, [z], [2'], [AB], [RE], [t] is the ciphertext encrypted by the
Paillier scheme. The cloud cannot decrypt the ciphertext without the decryption key. The
simulator M can generate the random data to be encrypted for simulation. Hence, the
view of the cloud during the protocol Cy;, can be simulated. The view constructed of the
target node is, similarly, the real view of the target node during the execution Cy,:

Vo e = (2,2, AB,RE, Ag)

target node

where Ag = 1’ + Ag, due to r’ being a uniformly distributed random number and Ag being
a random variable belonging to Z;. According to Lemma 3, we can get that Ag is also a
uniformly distributed random number. z,z" and RE are computed from random numbers
Ap and random bits AB respectively. Hence, the real view V:;Z’g”et node 18 simulatable
for M and computationally indistinguishable from the simulated view for the target
node. Therefore, we conclude that the protocol Cy,, is secure under the semi-honest

assumption. [
Theorem 6. The SAP-BD protocol is secure in our proposed scheme.

Proof. As an important part of SAP-BD, Cy, is secure in Theorem 5, and the output is
uniformly random. Furthermore, in protocol SAP-BD, the interaction between the cloud
and the target node is consistent with the protocol Cy;, and the only difference is that the
cloud would compute the result corresponding to the block data in the last step (line 33
in protocol SAP-BD). Therefore, according to Theorem 5, the view of the cloud and the
target node during the run of protocol SAP-BD can be simulated. For all the results of
performing calculations on block data that satisfy A;;—1,.. 5 € [0, 2l _1] concerning the
protocol SAP-BD, M can simulate the real view View,,,;; by choosing random numbers for
encryption. The View,,, of SAP-BD and the simulated view Views;,, generated by M are
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computationally indistinguishable for .A. Therefore, the SAP-BD protocol is secure in our
proposed scheme. [

Theorem 7. Protocol 7t is secure under the semi-honest assumption for solving the problem P1.

Proof. Consider the iterative solution problem P1. Firstly, the Paillier cryptosystem is
semantically secure, so that A without a secret key cannot obtain any private information
from any two ciphertexts in transmission. Second, uniformly sampling random data from
Zy at each iteration ensures that the blinded intermediate values are computationally
indistinguishable from .4 compromised by a cloud or clouds, an agent, or a target node.
Third, based on the above analysis, the simulator M can generate simulated views that
are computationally indistinguishable from real inputs for the adversary .A. Therefore, our
proposed protocol 7t is secure in solving convex quadratic optimisation problems with
private data. O

5.5. Discussion on Stronger Adversary Models

The security analysis in Theorems 2-7 is conducted under the semi-honest (honest-but-
curious) adversary model, which is standard in the privacy-preserving optimisation and
encrypted control literature for CPS [20,34,36]. This model assumes that all parties correctly
follow the protocol but may attempt to infer private information from the messages they
receive. While this provides strong guarantees against the three realistic collusion scenarios
L1-L3, it does not cover malicious adversaries who may deviate arbitrarily from the
protocol (e.g., sending malformed ciphertexts or aborting executions) or full collusion
between the cloud and the target node.

Malicious security is significantly more expensive and typically requires additional
cryptographic primitives such as zero-knowledge proofs of correct computation, verifiable
secret sharing, or cut-and-choose techniques. These would increase both computational
and communication overhead by at least one order of magnitude, which conflicts with
the design goal of practical, lightweight deployment on resource-constrained CPS edge
devices. In the current three-party architecture, malicious behaviour by the cloud or target
can be mitigated to some extent by standard techniques (e.g., adding digital signatures
on all messages and using public audit logs), but full malicious security remains an open
direction for future work.

Importantly, the impossibility of protecting privacy under cloud-target collusion is
architectural rather than a flaw of the protocol: any scheme in which agents send encrypted
data to the cloud and the target holds the decryption key inherently fails when those two
parties collude. This limitation is common to almost all outsourced encrypted optimisation
frameworks [20,32,36] and is acceptable in practice because regulatory, contractual, and
economic disincentives make such collusion rare in real CPS settings.

Future extensions could achieve malicious security by augmenting 7t with succinct non-
interactive arguments of knowledge or by adopting a four-party model with an additional
semi-trusted auditor. Nevertheless, the current semi-honest guarantees already provide
meaningful and practical privacy protection that is stronger than most existing HE-only
or DP-based CPS optimisation methods, which either ignore collusion entirely or provide
only statistical privacy.

6. Evaluation

In this section, we evaluate the performance of protocol 7t by building an experimental
testbed. The Raspberry Pi, a laptop, and a powerful desktop are used as computing devices,
each serving a different purpose. To more realistically simulate, we implement the cloud
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with varying devices: a laptop and a desktop. The configurations of these devices are given
in Table 5 and Figure 2.

Table 5. Configurations of the computing devices.

Devices CPU RAM
Desktop AMD Ryzen 7 16 GB
Laptop Intel Core i7-7500 8 GB
Raspberry Pi Cortex-A72 4GB

Specifically, to comprehensively evaluate the efficiency of protocol 71, we set the
parameters of the quadratic optimisation problem as follows.

cu=012 25 4T, by=028 3 57

35 4 55 467 32 —-55
Q= 1 0 2 LA = 3 1 4
0 1 -23 25 2 3.3

We compare the execution time of protocol 7t with that of the approach proposed
in [21], which is also a cloud-based outsourcing computation protocol involving multiple
parties holding private data to solve the quadratic optimisation problem using dual theory.
The core of the computation protocol in [21] is a secure comparison protocol based on the
improved DGK protocol and employing bit-by-bit operations on ciphertexts. It is implied
that the running time increases with the number of expression bits.

A 1 oy

s ]

R Targetnode | '®IA

gent |
Figure 2. The implementation platform of protocol 7.

G

6.1. Correctness Analysis

First, we analyse the correctness of protocol 7r. Without considering privacy, we solve
the quadratic optimisation problem using the cvxopt solver in Python 2.7. For protocol 7,
we implement the computational tasks of the agent. The computations of the agent, the
cloud, and the target node involved in protocol 7t are all performed on the desktop. We set
the duality gap to be e-06 instead of setting the number of iterations to K = 1000 and set
Ho = [—2,-3,3].

The dual variables are computed at each iteration of the quadratic optimisation prob-
lem. As shown in Figure 3a, it requires 67 iterations to converge. We mark the change of
dual variables with red arrows in the figure. It has been shown that the choice of the initial
variable significantly affects the algorithm’s convergence.

In fact, the solver only needs seven iterations to solve the problem. In Figure 3b, we
show the outputs of protocol 7t and the solver at the last seven iterations. It can be seen that
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protocol 7t converges to the solution as the solver. The above results validate the correctness
of protocol 7.

. 30 e
= 404 \ --@- Solver
—1

-7

X3

0.0 4 I

ﬁ
=3
o
Function Value

-5.0249 +——r——m—m—fm— & — 0
&

i 2 3 4 5 6 7
The last seven iterations

(b)

Figure 3. Validation of the correctness of protocol 7r, where (a) is a visualisation of the iterations for
solving the quadratic optimisation problem with protocol 77 and (b) is the result output by the solver
and protocol 7t.

6.2. Comparison with [21]

We run protocol 7t with real numbers represented as 16-bit, 32-bit, and 100-bit fixed-
point binary strings, respectively. The experiments are conducted on the desktop. Note
that, in CPSs, the recorded data is usually 16 bits or 32 bits [45].

6.2.1. Overall Running Time

First, we evaluate the overall running time of protocol 7r. The computations of the
agent, cloud, and target node are all performed by the desktop. As shown in Figure 4a—c,
the increase in the running time of the approaches proposed in [21] is highly significant as
the number of expression bits increases, from around 0.6 s for a single iteration with the
16-bit expression to around 2.2 s for a single iteration with the 100-bit expression. However,
with our protocol, the per-iteration running time increases from around 0.06 s to around
0.08 s, which is more than 10 times faster than the approaches in [21].

6.2.2. Running Time of the Secure Comparison Protocol

Second, we evaluate the running time of the secure comparison protocol. The compu-
tations of the agent, cloud, and target node are all performed by the desktop. The running
time of the secure comparison protocol is shown in Figure 4d—f. If the real number is
expressed with 16 bits, the running time of DGK is about 0.2161 s per iteration. However, if
the real number is expressed with 32 bits, the running time of the protocol DGK in [33] is
about 0.5614 s per iteration. If the fixed-point expression increases to 100 bits, the running
time of [33] grows rapidly to about 1.7904 s per iteration. Moreover, we observe that the
running time of [33] accounts for more than 60% of the overall runtime. Therefore, the
efficiency should be improved to design a secure comparison protocol. In our case, the
secure comparison protocol takes about 0.047 s per iteration and is not affected by the
number of bits used to express the real number. This is because the secure comparison
component of protocol 7 involves only one single block of data Ag as given in Section 4.4.
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Figure 4. The computational efficiency of protocol 7t compared with the secure comparison protocol
in [21], and DGK [33] in terms of the overall running time and the running time of the secure
comparison protocol with the real number expressed with 16-bit, 32-bit, and 100-bit binary strings,
respectively. (a) Overall running time w.r.t. 16-bit expression. (b) Overall running time w.r.t. 32-
bit expression. (c) Overall running time w.r.t. 100-bit expression. (d) Running time of the secure
comparison protocol w.r.t. 16-bit expression. (e) Running time of the secure comparison protocol w.r.t.
32-bit expression. (f) Running time of the secure comparison protocol w.r.t. 100-bit expression.

6.2.3. Running Time with Different Platforms

Next, we run protocol 7w with different platforms. The Raspberry Pi and laptop given
in Table 5 are used. The number of bits used for expressing the real number is 16, i.e., | = 16.
The Raspberry Pi acts as the target node, and the laptop acts as the cloud. According to
Figure 5, the running time of protocol 7t is about 2 s per iteration, which is much smaller
(about 4.5 times smaller) than the approach proposed in [21] (9.1 s per iteration). However,
according to Figure 4a, if the desktop acts as the cloud, the running time of protocol 7 is
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only 0.075 s. The result indicates that the computational capability of the involved devices
is vital to efficiently computing protocol 7.
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Figure 5. The running time of protocol 7t with the laptop as the cloud.

6.3. The Impact of Different Settings on the Computational Efficiency

In this section, we analyse the efficiency of protocol 7t by running it on different cryp-
tosystems and platforms. The number of bits for expressing the real number is 16. The fully
homomorphic encryption scheme CKKS and the symmetric encryption scheme AES are
used as examples. For the protocol 7w implemented with CKKS, the computations (e.g., ad-
dition and multiplication over ciphertexts) based on Paillier are replaced by CKKS by using
its homomorphism properties. For the protocol 77 implemented with AES, data transmitted
over the communication network is encrypted and then decrypted for processing.

6.3.1. Running Time with Different Computation Platforms

First, we set the desktop as the target node and the laptop as the cloud. As shown in
Figure 6a, the running time of protocol 7 is 0.450 s per iteration, which is larger than the
protocol based on AES, i.e., 0.02010 s per iteration. However, the running time of protocol
7t based on CKKS is 5.8796s per iteration, which is much higher than that of the other two
cryptosystems. The results indicate that our Paillier-based protocol is more efficient than
the AES-based protocol, while the CKKS-based protocol is far less efficient.

Second, we set the laptop as the target node and the desktop as the cloud. From
Figure 6b, the running time of protocol 7t based on Paillier (this paper) is about 0.1625 s per
iteration, which is 36% of the running time of protocol 7r under the above scenario. The
running time of protocol 7t implemented with AES is 0.0200 s per iteration, which remains
unchanged across these two scenarios. However, the protocol 77 implemented with CKKS
is particularly computationally expensive. The running time doubles in the second scenario
compared to the first. The results indicate that it is critical to increase the computational
power of the parties involved.
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Figure 6. The running time of different protocols with different experimental settings where (a) Case 1:
The laptop is the cloud and the desktop is the target node; (b) Case 2: The desktop is the cloud and
the laptop is the target node.

6.3.2. Running Time in the Cloud

We use the desktop to act as the cloud and the laptop as the target node to evaluate
the running time of protocol 77 in the cloud. According to Figure 7a, the running time of
protocol 7t in the cloud is 0.1256 s per iteration, which is much lower than that with CKKS,
i.e., 3 s per iteration. It is worth noting that the protocol 7r implemented with Paillier only
supports homomorphic addition, whereas CKKS supports both homomorphic addition and
multiplication. If protocol 7t is implemented, the cloud runtime is 0.01 s per iteration, which
is very fast. However, AES does not support homomorphic operations, which reveals a
high risk of privacy leakage.

Then, we analyse the running time of protocol 7 in the cloud, with the laptop acting
as the cloud and the desktop acting as the target node. As shown in Figure 7b, the running
time of protocol 7t in the cloud is 0.2351 s per iteration, which is much smaller than CKKS
with 4.5 s per iteration but far away from the 0.015 s per iteration for the protocol with AES.
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Figure 7. The running time of protocol 7t in the cloud. (a) Case 1: The desktop is the cloud and the
laptop is the target node; (b) Case 2: The laptop is the cloud and the desktop is the target node.

6.3.3. Scalability Analysis

To evaluate scalability and practical performance, we extended the experiments to
larger-scale quadratic optimisation problems with m = n € {100,500,1000} (number of
constraints and variables), K € {50,200,500} iterations, and p € {5,10} agents. All tests
used the same CPS hardware setup (Raspberry Pi 4 agents with 4 GB RAM, laptop/cloud
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with Intel i7-12700H, desktop/cloud with AMD Ryzen 9 7950X) and Paillier parameters
A = 2048 bits. The fixed-point parameters were set to (p,q) = (64,32) and block size
l; = 32 bits (B = 2). Convergence tolerance was 107, the step size « was chosen optimally
as m. The average time is computed over 10 runs.

As shown in Table 6, protocol 7t scales linearly with m, n, K, and p, confirming the
theoretical complexity O(B(m + n + 6mK){). Even at m = n = 1000 and K = 500, the
total runtime remains under 11 min on commodity hardware, which is practical for CPS
applications such as smart-grid dispatch or large-scale path planning. Exact recovery of
the optimal solution x* is preserved (error < 10~!!) thanks to the block-mapping and
ciphertext-refresh mechanism.

Table 6. Performance of protocol 7t on large-scale problems.

Communication Recovery Error Memory Peak

m=n K p  Overall Runtime (Mb) (x10~12) (GB)
100 200 5 184 142 12 1.8
500 200 5 876 712 3.1 4.2
1000 200 5 1763 1420 48 7.9
500 500 10 3127 2850 2.9 9.1
1000 500 10 6284 5710 5.4 14.3

We further benchmarked 7t against three recent state-of-the-art methods on the same
large-scale instances (m = n = 500, K = 200, p = 5): Alexandru et al. [21] (cloud-based
quadratic optimisation with partially homomorphic encryption, 2021); Adelipour et al. [36]
(private outsourced MPC via SMPC, 2024); DGK-based baseline (standard secure compari-
son used in most recent HE works [20,22]).

As shown in Table 7, protocol 7t is 2.45x faster than Alexandru et al. [21] and 12 x faster
than the SMPC baseline [36] while using 61% and 93% less communication, respectively.
The new secure comparison protocol Cpp is >5x faster than DGK (12.8 ms vs. 67.3 ms per
iteration). All methods recover the exact optimum, but only 7 provides full three-party
collusion resistance (Theorems 2-7) without relying on expensive garbled circuits or fully
homomorphic encryption.

Table 7. Head-to-head comparison on large-scale problems m = n = 500, K = 200, p = 5.

Comparison Time per

Method Total Runtime (s) Communication (MB) Iteration (ms)
Alexandru et al. [21] 214.8 1850 924
Adelipour et al. [36] 1047.3 9620 418.7

DGK baseline [20,22] 312.6 2340 67.3

Our protocol 7 87.6 712 12.8

6.3.4. Practical Effectiveness

We instantiated the full protocol 7t on a realistic smart grid economic dispatch problem,
a canonical quadratic optimisation task in cyber-physical power systems. The test case
uses: (1) n = 200 generators; (2) m = 300 power-balance and transmission-line constraints.

From Table 8, we obtain the following results. The recovered optimal dispatch X*
matches the plaintext optimum with error ||x* — %*||» < 2732 (exactly as guaranteed by
Proposition 6), confirming exact real-number recovery after 100 iterations. The end-to-
end latency is smaller than 2 s per iteration and smaller than 45 s total for convergence
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(K = 100), which is well within real-time requirements for grid control cycles with 5-60 s.
The communication volume with our protocol is 8.2 MB per iteration, easily supported
by existing 4G/5G or fibre links used in smart-grid CPS. These metrics demonstrate
that the protocol is not only theoretically secure but practically deployable in production
CPS environments.

Table 8. Experiments with the smart grid economic dispatch problem.

Method Runtime (s) ﬁ(e):ggl(;rlv(oll\/}l];l eper IC’cle(::g oiP([sj) Time per
Plaintext 1.2 0 0.012

Alexandru et al. [20,21] 142 427 1.41

E{gg;ﬁ:m SMPC 168 513 1.67

Protocol 7t 23 8.2 0.23

7. Discussion

The proposed protocol 7 is explicitly designed for scalable deployment in real cyber-
physical systems (CPSs) under a three-party outsourcing architecture, where resource-
constrained edge devices collect field data, a powerful cloud performs the bulk of the
iterative computation, and a target node receives the final encrypted optimal solution.
Scalability is achieved through a combination of theoretical design choices and architectural
alignment with typical CPS constraints.

From a theoretical standpoint, the communication complexity of 7 is linear in the
problem size and iteration count, given by C5*™ = B(m + n + 6mK + 5mK)¢, where f is
the fixed number of data blocks per real number, m and n are the numbers of constraints
and decision variables, K is the number of gradient-ascent iterations, and ¢ is the bit length
of a Paillier ciphertext (Section 5.2). Similarly, the computational complexity for each
party (Table 3) scales linearly with m, n, K, and . The truncated block-mapping scheme
(Section 4.2) combined with the secure addition protocol SAP-BD and the ciphertext-
refresh mechanism (Theorem 1) ensures that all intermediate values remain strictly inside
the Paillier plaintext space Zy throughout the iterative process, completely eliminating
exponential ciphertext blow-up. Consequently, both runtime and communication grow
only linearly with problem dimension and iteration count, making the protocol scalable to
large-scale quadratic optimisation problems typical in CPS applications.

In practical CPS environments, this linear scaling aligns well with the heterogeneous
and resource-limited nature of real deployments. Edge agents (e.g., smart sensors, wear-
ables, or industrial IoT devices) perform only lightweight, one-time operations, encoding,
truncated mapping, and encryption, before going offline. This design minimises on-device
computation and energy consumption, which is critical for battery-powered or computa-
tionally constrained CPS nodes. The cloud, which handles the iterative secure addition,
comparison, and matrix—vector operations, can leverage abundant computational resources
and parallelisation opportunities (e.g., batching all m dual-variable updates within each
iteration). The target node receives only the final encrypted result and performs a single
decryption and recovery step, keeping its overhead negligible.

Real CPS communication infrastructures (5G, industrial Ethernet, or dedicated wireless
links) typically exhibit round-trip latencies of 10-500 ms and bandwidths of 10-1000 Mbps.
Protocol 7t requires a modest number of cloud-target interactions, O(K) sequential rounds,
with all m comparisons and additions batched per round—resulting in manageable total
data volumes even for large problems. In periodic or event-triggered CPS tasks (e.g.,
daily economic dispatch in smart grids or offline trajectory planning for autonomous ve-
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hicle fleets), this interaction pattern fits comfortably within operational time windows.
For scenarios requiring faster response, the protocol can be used in a “compute-once,
apply-repeatedly” manner or warm-started from prior solutions, further enhancing respon-
siveness without sacrificing privacy.

The three-party architecture also maps naturally onto real CPS trust models: agents
represent distributed field devices that must protect local measurements, the cloud provides
the necessary computational power without accessing plaintext data, and the target node
(often a central controller or operator) obtains the exact optimal solution. This separation of
roles preserves privacy even under semi-honest collusion up to p — 1 agents (Theorems 2—4)
while remaining compatible with existing CPS standards for data exchange and control.

Potential limitations of scalability are also addressed in the design. The sequential
nature of gradient-ascent iterations is inherent to the projected gradient method; how-
ever, the block-wise and blinded interaction patterns in SAP-BD and C;;, are inherently
parallelisable across blocks or dual variables, offering straightforward opportunities for
further acceleration on modern cloud hardware. For extremely large-scale problems, the
fixed block size  can be tuned as a trade-off parameter between precision and overhead,
providing flexible control over resource usage.

Overall, the linear scalability and lightweight edge requirements make protocol 7t
highly practical for real cyber-physical systems, enabling privacy-preserving quadratic
optimisation in scenarios where data sensitivity, distributed sensing, and cloud offloading
are simultaneously required.

8. Conclusions

In this paper, we propose a secure protocol to protect the privacy of users” data and
model parameters, accounting for outsourced computation in a constrained quadratic
optimisation problem. First, we proposed a fixed-point expression approach to mitigate
the effect of the encryption-induced quantisation error. Second, we designed a truncated-
mapping scheme for private data that improves operational efficiency and enhances the
protocol’s privacy-preserving capability. Third, we thoroughly analysed the privacy issues
involved in computing the quadratic optimisation problem across multiple parties. Fourth,
we proposed a secure protocol that strategically combines the addition, multiplication,
and comparison protocols to protect input and intermediate data during computations for
the constrained quadratic optimisation problem with Paillier. Fifth, we conducted deep
analyses of the protocol’s correctness, computational efficiency, communication efficiency,
and security using formal methods. Finally, we carried out extensive experiments to
validate and evaluate the performance of the proposed protocol.
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