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Abstract

This manuscript proves specific theorems for transforming Boolean expressions of logical
formulas when moving from one basis to another, simplifying the solution of complex
equations, especially for cryptographic applications. The paper develops methods for
solving specific nonlinear systems of Boolean equations used in cryptographic S-boxes
using transformations to simpler forms, such as disjunctive normal forms (DNFs) and Zhe-
galkin polynomials. The main contributions include a mathematical basis for transforming
formulas, a complexity-reducing grouping method, and the RLSY program for practical
implementation. A rigorous theory, cryptographic relevance, and a detailed description
of the algorithm are proposed. The grouping method reduces the system complexity by a
factor of 211, as shown in a test example, improving computational efficiency. A solution to
a special class of systems of nonlinear Boolean equations of the second degree, which are a
logical model of algebraic cryptanalysis, is also proposed. Test examples of logical formula
transformations are given.

Keywords: Boolean equation; analytical transformation; logical formulas; algebraic-logical
method; Zhegalkin polynomials; elementary conjunction

MSC: 94C11

1. Introduction

Algebraic-logical methods are traditionally applied in solving a wide range of prob-
lems in pattern recognition theory, neural structure theory, intelligence theory, and math-
ematical linguistics [1-5]. These methods serve as both a means of formalization and an
effective tool for solving the problems that arise in these fields [2,6,7].

We will outline some of the methods used in logical operations when solving systems
of logical equations and finding their solutions. As is well known, logical problems are
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primarily presented in the form of analytical formulas with arbitrary bases [8,9]. It is
evident that performing any operation on these formulas is difficult, even with the help
of computers. Therefore, we now examine some of the main methods commonly used
in logical operations within logical propositions and explore the criteria for transforming
logical formulas when transitioning from one base to another [10-13].

The solution of systems of second-degree nonlinear Boolean equations, which serve
as a logical model for algebraic cryptanalysis, is investigated. Test examples of logical
formula transformations are constructed [14-18]. The solution of systems of second-degree
nonlinear Boolean equations of a special class is considered. The advantage of the research
results compared to others lies in the ability to solve systems of special second-degree
nonlinear Boolean equations based on grouping and minimizing logical propositions in the
disjunctive normal form (DNF) class [19]. These equations serve as the algebraic model of
S-blocks in symmetric encryption algorithms [5,20-22].

2. Criteria for Analytical Transformations of Boolean Expressions

It is easy to notice that when performing successive elementary transformations,
the number of different logical operations increases significantly, requiring enormous
computational resources. We will present several formulas in which logical transformations
frequently occur, determining a direct transition from one expression to another, as well as
the apparatus of decimal numbers, which can be easily implemented on computers [23-28].

Let us introduce the following notation: ~" ,, V" |, A", ®,, / /1", =", refer tom-
fold equivalence, disjunction, conjunction, modulo 2 addition (mod 2), Sheffer’s operation,
and implication.

Let us denote by E% the set of all binary vectors {a1, &y, ...,a,}. It can be considered
as the set of all vertices of a unit n-dimensional cube, with the vectors {a1, ap,...,a,}
representing the vertices of the cube [29-32].

Defination 1. The i-th level of a cube is defined as the set of tuples in E2 whose number of unit
coordinates is equal to i, where i = 0,1, ..., n.

3. Methods of Boolean Formula Transformations for Simplifying
Logical Statements

We consider analytical criteria for transformation that examine the issues of converting
formulas from an arbitrary basis ({—x, x; & xp, X1 V X2, X1 = X2, X1 @ X2, X1 ~ X2,X1/X2})
into formulas over the basis {0,1,x1 & xa, x1 ® xp} [33-37].

In what follows, we transform logical formulas through an expression of the form

1
{Aito, = {Ai"};, , where {A;};" = A1~ Ay ... - Ay. We will denote the transformation
from the sequential logical operation 07 to the operation 0y, where 01,07 are symbols
1

m

for logical operations; Lo} (m) is the number of occurrences of variables in {AJ*} =
0j

1,2,....mj=12,..., m!; and m! = Kégg (m) is the number of elementary conjunctions in

1
{A’-k } ( ), A;j, A’—elementary conjunctions.
1) (02) /

The criteria for transforming formulas are considered here: {U;}” = {U;‘ }gl AU =
{U}*}g], {upm = {U]?*}gl, {uit = {Ll]f‘}g1 (this allows for eliminating intermediate
results in the transformation process and evaluating their complexity in Kg; (m), Lg; (m)).
Additionally, a new approach to transforming formulas from an arbitrary basis to the
Zhegalkin polynomial is considered and theoretically justified [38,39].
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Theorem 1. The transformation {U;}) = {ll;‘ gl is uniquely represented in the form of a
decomposition modulo 2:

& U Y (&) 61 )
i=3
or
1eUn(1® Uy 11 Up2(1®...0Us(1® UiUy)...)))) )

where (2) is obtained from (1) by factoring out common arguments and Ké(m) =m, Ly-(m) =
ol L

Proof. We apply the method of induction:
(a) For m = 2, the following relation holds: U; /U; = U;jU, @ 1.
(b) For m = 3, we have U1 /U, /U3 = U U, Uz & Uz @ 1.
(c) Suppose that relation (2) holds form=n:"//i—1Ui = (1®Un(1®Uy 1(1®...®

Us(1a U Uy)...))).
We will prove the validity of relation (2) for m = n + 1:

0t/ /i4Ui="//i24Ui/Upy1 = ("//iz1U))Upa ®1 =
= (10,10 Un1(1®...4U03(10U1Uy)..)))Up1 &1 =
= (1@Un+1(1@Un(1@Un71(1@...@Ug,(l @U]Uz)...)))

From this, we obtain ™1/ /;_1U;j = 10Uy 1 (1@ Un(1@... @ Us(10 U Uy)...)).

The estimates Ké (m) and Lé(m) are easily derived from Formula (1). O

Theorem 2. The transformation {U;},," = { Uj*}@ml has the form
(U} "™ =Y (U & U & ... & UK) 3)

where (o1 Voo V...V oy = 1),{0,,0,,...,0,} € {o1,00,...,00},0, =0, = ... =0 =
L ix€{L,2,...,m}k<mand Ly" (m)=%" (i-Ci), Kg'(m)=2"—1.
Proof. Let By and I} denote the expression and the number of unit coordinates after trans-

k
forming the formulas 4v1 U; into the Zhegalkin polynomial.
1=
For k = 2 and k = 3, the formulas are found very easily:

Uvly =U1U, @ Uy @ Uy =By, b = 3;

U; VU, VU;z = ByUs @ By ® Uz = U UUs @ U Us®
U, U3 U1U, d U106 U, @ Uz =B, hi=L+L+1=7

Let k = n 4 1. Then, the following holds:
U VU, V...VUn VUp, =BaUpr1 ®Bn @ Upgq, Iner = 21, + 1.
If for By(k = 1,..., n+ 1), the number of unit coordinates is calculated sequentially,
k=15L=1=2"1,
k=25L=241+1=3=22-1,
k=35L=2L+1=7=2%1,

k=n+1, lhyg = 2l +1= 2" 1.

then it is easy to observe that for m variables, we have I, = Kg (m) = 2™ 1.
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If we consider that E2 = 2™ and Ky.(m) = 2™ 1, then the decomposition consists of
all possible unit elements of an m-dimensional cube, through which Formula (3) can be
easily expressed in an analytical form.

It is known that at each level i of the m-dimensional cube, there are C,iﬂ sets, and in
each set, i units participate, corresponding to m variables. Consequently, the number of
variable occurrences in the polynomial {Uj}# equals Ly (m) =X" ,(iC},). O

Theorem 3. In the basis D, = {0,1,x1 & xp,x1 ® X2}, the sequence of implication operations is
uniquely represented in the form of a Zhegalkin polynomial:

3G cm—t42 wm—t43
s"mU=Y2," Z]"”:zﬁ Z;T:jfl v L (Ui Uil U &
m_ (p=1)

p- @D 2 Cm—pt3
DY, 7 L) 221:111 X g (Ui Uil W)

where
;= 2,4, ..., m ifmiseven,
a 1, 3, ..., m otherwise.
L3, ..., m—1; ifmiseven,
a 2,4, ..., m—1; otherwise.
o = 1, ifmiseven,
N 0, otherwise.
and the following holds:

142 (2" 1), if mis even
Ky (m) = 3 ' '
s (m) { % (2m+1 — 1), otherwise.

where p and t represent the number of arquments in the unit coordinate system.

Proof. The proof of the main formula is not provided, as it can be easily obtained using a
method similar to that of the previous theorems or through a sequential transformation
into the Zhegalkin polynomial. Let us consider the proof of the number of unit coordinates
involved in the polynomial for arbitrary m.

Let T;(i =1,2,...,m) be the number of unit coordinates in the polynomial as the
number of variables increases from 1 to m.

For m = 2 and m = 3, we have

U —-U,=UUpU; 81,
U; = U, = Uz =UUUs; & U U, @ U1U3 U @ Us

and, consequently, we obtain T, = 3, Tz = 5.

If we sequentially construct the polynomials, it is easy to notice that the number of
unit coordinates in each subsequent polynomial is either one more or one less than in the
previous one. It increases by one if m is even and decreases by one otherwise.

Thus, we can construct a numerical sequence that defines the number of unit coordi-
nates in the polynomial as m increases:

T. — 2T; 1+ 1, ifiis even,
e 2T;_1 1, otherwise, where i = 2,3,...,m
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Let us divide the sequence into two groups based on even and odd values of m:
To: {3,11,43,171,...} , k= 1,2,...,m/2;

Ty 1: {1,5,21,85,341,...} ,k=1,2,...,(m+1)/2.
From this, it is evident that

T2k = TZ(k—l) + 221(_1 and TZk—l = TZ(kfl)fl + 22k_2 or

Tyo= 14204224+ 254+ 422 1420 4204 2444 2277 =
= 1421 + 4" + 24+ 4y,

Tyq= 204 224+ 244 4222144l p 24 44kl
Using the sum of a geometric progression, we obtain

T = 1+ 2(3) = 1+ 3(4-1),
Ty g = (4k - 1) /3 =1 (4k - 1)
or, considering that 2k = m when m is even, and 2k — 1 = m, 2k = m + 1 otherwise, along

with 4% = 2% the following holds:

T — 1+2 (2™ —1, if miseven
o 1 (2m+1 —1, otherwise.

O

Theorem 4. The transformation {U;}"={U;} can be uniquely represented in the form of a
decomposition modulo 2 (mod?2).

m
—.(2 lli>, if m is even,
i=1

.%l Aj = m
= Y. U;, otherwise.
i=1
and
m+1, ifmiseven,
K& (m) = o, LY (m) =m.
z (m) { m, otherwise. ' = (m)
With this transformation, the inverse problem is also solved in the same manner, i.e.,
m .
" ~ U; |, ifmiseven;
Y Ui= g\,
i=1 ‘~1 U;, otherwise.
1=

Theorem 5. The transformation {U;}"s ={U;}¥'! in its analytical form is uniquely represented as

an expansion in terms of mod2.

m m m 2 3 m
(U} =& (-U) =& U@y ¥ ... ¥ Ul...0y @
i=1 i=1 i=1j=i+1  k=I+1
m—1 m m
®.0y L UleyUal
i=1 j=i+1 i=1
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The proof of the theorem is easily provided using the method of induction.
k+1

Let P(1,X2, -..,xn) = Y, Ui(1,2,.-.,n) be a polynomial over the basis B*, where U;
i=1

is an elementary component, U; # Uj , and let U(O’il, Tinrones O'ik) denote the elementary
component U = xzil : xzz S xgjk.
Theorem 6. The polynomial P(;,,x;,, -..,%;) is identically equal to one if P can be represented

in the form

Uj (03,) @ Ujp (T, 03,) © Uj3 (03, T2 035) © - ® Ui (G, -+, 0321, 0)) © U4 (G-, 0371, T ) (4)

where llj_ el;,i=1,2,...,k+1,.

Proof. Let us express the polynomial (4) in its general form as follows:
k i—1. %\ i P
Lia( & o)y @ & ]

or
oj Ui, 0; 0y Uiy 0 i Tip_1 Ui Ti, Oi,
xil1 eBxillxiz2 @ xillxizleé3 Q... xil1 ...xik:lxik" @ xil1 ...xik". O
Corollary 1. Uj; ©...®Uj; 1 ®Uj; 1 ®...®&Uj; = Uj; ®1,holdsif U &...®
U,,eU, o...0U; , = U;&l, satisfies the condition of formula (4), where
U, I=12...k+1

Corollary 2. If the elementary componentU,i =1,...,m; G]-,j =1,...,t canbe expressed

f f m t

asU = -U’, Gj= xG’; where U, G; (elementary component)and - U’; = 1, ¥ G'; =1,
i=1 =1

j
t
then Y U & ¥ G =0.
i=1 =1
4. Text Example

1. Initial analytical formula: R = R RyR3Ry, where R = X & X3 & x5, Ry =
—|X2 & X3 & —|X4 & X5, Rg, = —\X3 & —|X5, R4 = —\Xl & —|X3 & —\X5 (See Table 1).

Table 1. Formula representation in the reduced basis.

X
R X1 X> X3 Xy X5
1 1 #1 0 * 1
2 * 0 1 0 1
3 * * 0 * 0
4 0 * 0 * 0

1 *—accepts an arbitrary value (0 or 1) and does not affect the remaining values, which makes no difference.

op ~ 0y ~ 03 ~ 04 = 1 is the set of tuples satisfying the following equality:
Q = {0000, 0011, 0101, 0110, 1001, 1010, 1100, 1111}.

2. Corresponding disjunctive normal form (DNF)

R= _‘Al & _\Az & _\A3 & ﬂA4V _‘Al & _\AzAg & A4V_\ Al & A2 &
& ﬂAg, & A4V
VﬁAl & A2 & A3 & ﬁA4V Al & ﬁAz & ﬁA3A4V A1 & ﬁAz & A3 & ﬁA4V
VA1 & A2 & ﬁA3 & ﬁA4VA1 & Az & A3 & A4,‘
3. Result of the obtained formula after minimization in the reduced basis.
4. Result in analytical form (See Table 2):

R2=X2 & X3VX3 & X4VX3 & Xg,vyl & X2 & X5VX1 & X4 & X5VY1 & X:;

https:/ /doi.org/10.3390/math14040594
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Table 2. The result of the obtained formula.
X
u; X1 Xz X3 Xy X5
1 * 1 1 1 * *
2 * * 1 1 *
3 * * 1 * 0
4 0 1 * * 1
5 0 * * 1 1
6 0 * 0 * *

1 *_accepts an arbitrary value (0 or 1) and does not affect the remaining values, which makes no difference.

5. Solution of Second-Degree Nonlinear Boolean Equation Systems of a
Special Class

This study examines the solution of second-degree nonlinear Boolean equation sys-
tems, which serve as a logical model for algebraic cryptanalysis [40]. Test examples of
logical formula transformations are constructed. The research also explores the solution of
second-degree nonlinear Boolean equation systems of a special class. The key advantage of
the findings compared to other approaches lies in the ability to solve such systems based
on the grouping and minimization of logical statements in the class of disjunctive normal
forms (DNFs), which serve as an algebraic model of S-boxes in symmetric encryption
algorithms [41-43].

A special class of systems of nonlinear Boolean equations of the second degree is being
studied:

R = {fl(x1/x2/"'/xl’l) = [xl/ f2(x1/x2/"'/x71) = ‘X2/~--/fm(x1/x2/-'-/xn) = am}

Moreover, the statement f(xq,xp,...,X,) from R has the form

k+3 e+3 p+3 q+3 t+3
f= Y axixi® Y biyxixj® Y ciixixj @ Y dijxix; & Zelxl,

ij=k ij=e ij=p ij=q

i<j i<j i<j i<j

wherek+3<e e+3<p, p+3<q, g+3<4t

k+3 e+3 p+3 4+3
Yo=Y b= ) =) dij=4 {ajbycjdge} €{01}
i,j=k ij=e i,j=p i,j=q

Here, the symbols @, X are understood as summation modulo 2.

To solve nonlinear Boolean equations of the second degree, the study focuses on
compactly representing statements f by grouping elements, introducing new variables,
transforming f into specialized disjunctive normal forms (DNFs) using a more optimal
decimal representation method, simplifying these specialized DNFs, and analyzing the key
features of formula implementation for this special class of nonlinear Boolean equation
systems of the second degree

Here, sums of the form Z qijx;x; and Z e;x; will be referred to as groups of elements

ij=v
of the statement f. Moreover, the groups of dlfferent equations (statements) in the system

R do not coincide pairwise.

The method for solving system R consists of compactly representing f; by grouping
elements, introducing new variables, transforming them into disjunctive normal forms
(DNFs), and simplifying them. The search for solutions to system R is carried out using an
algorithm for solving systems of linear Boolean equations.

The functional of an arbitrary system «, obtained from R by grouping and replacing
variables in the elements of the statements, is denoted as follows:

https:/ /doi.org/10.3390/math14040594
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o = Y ¢y, where {Y} is the set of variables in system «, ¢, is the number of occur-
rencesof Y € {Y}inY, and |Y| is the number of elements in Y. The algorithm for grouping
system R from the given class consists of the following steps:

—  Groups of elements of the statements in system R are identified;

—  Allpossible groupings within these groups are performed, and new variables are introduced.

—  From each group, such groupings of elements are selected to ensure that for the
resulting system g, the functional ¢, is maximized among all functionals g of systems
B formed from the groupings of the system’s groups.

Thus, for a formula like

k+3 e+3 p+3 q+3 43

f = Z a;jXiX; D Z bijxixj D Z CijXiX; & Z di]'xixj (&%) Z X;,
=k ij=e ij=p ij=q i=t
i<j i<j i<j i<j

the matrix A n x n is constructed, where the element a;; = 1 if the formula f contains x;x;
and a;; = 0 otherwise. Here, a;; corresponds to x;x; in formula f, i.e., x;. Then, the maximum
grouping problem in formula f is identical to the problem of finding the maximum identity
submatrix of matrix A. It is easy to see that the algorithm for solving the latter problem has
polynomial complexity.

It has been proven that at the initial stage, each statement f(x1, xp,...,x,) from R in-
volves 20 elementary conjunctions. However, after grouping and introducing new variables,
the statements F(X, Y (X)) in the transformed system R* will contain no more than nine
linear conjunctions. From this data, basedon U; @ Up @ - -- ® Uy = \Y U;f I &

01D P...Bor=1
U2 & ... & U', weobtain Ly(f) = 2%, L(F) = 2°.

From this, it is evident that the complexity difference between statements f and F
is reduced by a factor of 2!, i.e., Ly = Z’i(g = 222 = 211, where L;(Q) is the number of

elementary conjunctions in the disjunctive normal form (DNF) Q that we obtain.

This means that the method of grouping elements and introducing new variables for
second-degree equations of a special class reduces the complexity of Boolean equation
statements by a factor of 2!1.

Solving systems of nonlinear Boolean equations is an N P-complete problem. Moreover,
the SAT or Mutant solvers offer a solution to the problem based on posing all binary sets
(w1,&2,...,0n) of the set E2 for each equation without simplifying the Boolean equation
statements. This increases the complexity of the system /E2/ times, where /M/ is the
cardinality of the set M.

However, the article proposes grouping nonlinear polynomials. Moreover, this is not
always the case; in the best case, second-order polynomials can be reduced to a linear
polynomial by grouping, demonstrating the transition from the NP problem to the P prob-
lem. For example, the equation x1x3 + x1x4 + X2X3 4+ X2x4 = 1 can be transformed to the
equation (x1 + x2)(x3 + x4) = 1, which is identical to the system x; + x, = L,xz + x4 = 1.

In addition, minimization of statements of nonlinear Boolean equations is performed,
for example, in the application of the formula

Let

F5 <F4 (Fs (FZ(Fl),>,>,> =1 (6)

There are 13 solutions in total (See Table 3).
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Table 3. The solution of the equation using Formula (6).
Number of Solutions
F521; F5:1,' F5:1,‘
F4:0; F4:1,' F4:1,‘
F, F,, F3-optional F; =0, F, ;,-optional FE=1Fr=1F=0
8 4 1

Example: Solve the equation.
F(x1,...,X5) = X1X2X3X4X5 + X3X4X5 + X4X5 + x4 = 1.
It is easy to see that (See Table 4)

!/

X4 (X5 ((Xlxz)lxa)/) =1 7)

Table 4. The solution of the equation using the Formula (7).

Number of Solutions

x4 =1; xg=1
X1, X2, x3-optional x3 =1;(x1,x2) =0
8 3

There are 11 solutions in total.

The following example can be used as an example of the results for S-boxes. For the
GOST R34.12-2015 (Kuznechik) algorithms [44], the S-box ANF consists of y(0), ..., y(7).
For brevity, we present the ANF for y(0).

y[0] = 1+ xex7 + X5X7 + X5%6 + X4X6X7 + X4X5 + X4X5%6 + Xg4X5X6X7 + X3X7 + X3X5X7 +
X3X5Xe + X3Xg4 + X3X4X7 + X3X4Xe + X3X4X5 + X3X4X5X7 + X3X4X5X6X7 + X2X7 + X2X6
+ X2X5X7 + X2X5X6X7 + X2X4X6X7 + X2X4X5 + X2X4X5Xe + X2X4X5X6X7 + X2X3 + X2X3X7 + X2X3
X6 + X2X3X6X7 + X2X3X5 + XpX3X5X7 + XpX3X4 + X1X7 + X1X6 + X1X5X6 + X1X4X5 + X1X4X5X7 +
X1X3X7 + X1X3X5 + X1X3X5X7 + X1X3X5X6X7 + X1X3X4 + X1X3X4X7 + X1X3X4Xe + X1X3X4X6X7 +
X1X3X4X5X6X7 + X1X2 + X1X2X7 + X1X2Xe + X1X2XeX7 + X1X2X5X7 + X1X2X5X6X7 + X1X0X4 +
X1X2X4X7 + X1X2X4X5 + X1X2X4X5X6 + X1X2X3 + X1X2X3X6X7 + X1X2X3X5 + X1X2X3X5X7 + X1X2
X3X5X6 + X1X2X3X5X6X7 + X1X2X3X4X7 + X1X2X3X4Xe + X1X2X3X4X6X7 + X1X2X3X4X5 + X1X2X3
X4X5X7 + X1X2X3X4X5X6 + X0Xe + X0X5 + XoX5X6X7 + XoXaX7 + X0X4Xe + X0X4XeX7 + X0X4X5
+ X0X4X5X6 + X0X3Xe + X0X3X5X6 + X0X3X5X6X7 + X0X3X4 + XoX3X4X7 + X0X3X4Xe + X0X3X4
X6X7 + X0X3X4X5 + X0X3X4X5X7 4+ X0X2X7 4+ X9X2Xe + X0X2X6X7 + X0X2X4 + XgX2X4X6X7 + X0X2
X4X5X6X7 + X0X2X3 + X0X2X3X7 + X0X2X3XeXy + XoX2X3X5 + X0X2X3X5X7 + X0X2X3X5XeX7
+ XpX2X3X4X5 + X0X2X3X4X5Xe + X0X2X3X4X5X6X7 4+ XoX1 + XoX1X7 4+ X0X1Xg + XoX1X5X7
+ X0X1X5X6X7 + XoX1X4X7 + XoX1X4X5 + XoX1Xg4X5X7 4+ XoX1X3 -+ XoX1X3X7 + XoX1X3XX7
+ XpX1X3X5 + XgX1X3X5X7 + X0X1X3X5X6 |+ X0X1X3X4 + X0X1X3X4X7 4+ X9X1X3X4X6X7 + X0X1
X3X4X5 + XX1X3X4X5X6 + X0X1X3X4X5X6X7 + X0X1X2 + X0X1X2X7 + X0X1X2X5 + X0X1X2X5X6
X7 4+ X0X1X2Xq + X0X1X2X4X7 + XX1X2X4X5X6X7 + XgX1X2X3X6X7 + X0X1X2X3X5X7 4 X0X1X2
X3X5X6X7 + X0X1X2X3Xq + X0X1X2X3X4X7 + X0X1X2X3XqXe 4 X0X1X2X3X4X6X7 4 X0X1X2X3X4X5 +
X0X1X2X3X4X5X7 + XX1X2X3X4X5X¢
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After grouping:
y[0] = (xaxs(xo(x3(x2(x6(x7)))"))) + x1x37 (x5 (6 (x4(x0)) ) ) +
xox1x7(x5(x6(x2(x4) ) )) + 312027 (x6 (23 (x5(x0)"))') + x0x123 (37 (x6 (¥4 (x2)") ) ) +
2023 (x7(x0 (x5 (21 (x4)')))) + 2135 (30 (36 (24(x2) )) ) + 232427 (21 (x2(x6)") ) +
x0x2x7 (x6(x3(x1) ) ) + 222527 (x1 (x3(x4)") ) + xoxax7(x1(x3(x2)") ) +
x3x4%6(x1 (x2(x0)") ) + xax5x6 (22 (x1(x3)") ) + 21204x5(x0 (43 (x2)") ) +
x6x7(x4(x5(x2(x0) ) )") + xox526x7 (x3(x2) ) + 2124357 (x0) + x3%527 (x0x1) +
X2 X3X5 (xl (JC6)/), + XQX1XQ(X7(X4),)/ + X1XQX4(JC5(X3)/)/ + X1X3X4(X6JC7)/+
x3x4x5(x7(x6)/)/ + x0x3x4(x1(x2)/)/ + x0x4x6(x7(x3)/)/ + x0x39c4x7(x5)/+
xXoxaxex7(x0) + XX5x6x7(x1) + XoXaX5X6 + Xox3X6(x5) + Xox1X2X5 + Xoxox4 (x1) +
X0X3X4Xe + X1X2X4%7 + X2X3%6 (X7) + XoX2x3(X5) + XaX3X5X7 + X0X1Xe + X1X2X6+
XpX3X4 + XX2Xe + X1X2X3 + X1X5X¢ + X3X5X6 + X2X4X5 + (X + x7) (X2 + Xx5)+
(x0) (1 + x5 4 x6) + (x1) (x2 + x6 + x7) + (x3) (x4 + x7)

where the formula (F(x))" = F(x) @1, i.e., it is the logical negation of the function F(x).
To solve this system, subsystems R* are identified using a first-order neighborhood
algorithm and transformed into a system of linear logical equations,

71,0 o1y iy 1 N e < .
X tap e x Ylimi Yljmjrjylkmkrksk =1,1<ni<8,j<16, k<32,

followed by the simplification of special disjunctive normal forms (DNFs) using the follow-
ing null identities:
(a) For the linear form of two variables:
xl-ijl-]- =0, xl-x*]-YTj =0, JTIJCJTIJ =0, WYU =0,
(b) For the linear form of three variables:
xl-x]-xkfjk = 0, xixjfk@ = 0, xix*jxk@ = O, xix]‘kai]‘k = 0, ximfjk = 0,
Xix X Yije = 0, XiXjxgYijpe = 0, XXX Y = 0.

(c) For the linear form of four variables:

xixXjxex1Yij = 0, x;xxX7Yijer = 0, 2% X1 Yijn = 0, x:X5xx1 Y61 = 0, Xixjxx1Yijeq = 0,
XiXiXeX1Yij = 0, 2 X% X7 Yijen = 0, XixjxeXq Yijen = 0, x:XXx1 Y60 = 0, Xix;Xex1 Yijen = 0,

XiXjxpx1Yij = 0, XXXex1Yijen = 0, XiXjx X1 Yijen = 0, XXX X1 Y61 = 0, ;XXX Yijen = 0,
XiXjXX1 Yij = 0.
Next, we simplify by applying the fundamental features of formula implementation

for the special class of second-degree nonlinear Boolean equation systems:
(a) For the linear form of two variables:

XiYij = Xixj, x;Yi; = xixp, x;Yy; = Xixj, %Yy = x6%p, x;Yj; = 6%,
XiYjj = xiXj, XYy = Xi%;, xi%;Yi; = xixj, %Y = Xixj,
xXiX;Yjj = XX, XiX;Yjj = X;X;.

(b) For the linear form of three variables:

xiXjxg Yijk = XiXjXg, XXX Yijk = XiXjXp, XiX;XgYijk = XXjXp, GXjXYijp = XiXjXg,

XXXk Yijk = XXX, XXX Yijk = XXX, GXjXYijk = XiXjXg, XXX Yijk = XiXjX.

(c) For the linear form of four variables:
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XiXjxpX1 Yij = XiXjXgX1, XiXjXpX1Yijer = XiXjXpX1, XiXjXgx1Yij = X;XjXgxq,

XiXjxpx1Yije = XiXjXgX1, XiXjXeX1Yijgn = XiXjXpX1, XiXjXeX1Yij = X;XjXxX1,

XiXjxX1 Yij = XiXjXgX1, XiXjXpX1Yijgn = XiXjXeX1, XiXXgx1Yjj = XXjXgX1,
XixjXpx1Yijkn = XiXjXpX1, XiXjXpX1Yijen = XiXjXpX1, XiXjXgx1Yije = XXXgxq.
XiXjxX1Yij1 = XiXjXgX1, XiXjXeX1Yijen = XiXjXeX1, XiXjXgX1Yij = X;XjXxXq.

And we obtain a system of equations of the form xgl xgz &... & xg(" =1, for each of
which we derive the solution @ = (a1, «ay, ..., &, ), where

. — Oy, if’)/E (il,iz,...,ik),
v = .
x, otherwise.

6. Description and Structure of the Program for Solving a Special Class
System and a Test Example

RLSY Program: Solving logical equation systems.

The RLSY program is designed to solve systems of second-degree nonlinear Boolean

equations of a special class. It is implemented in the Basic programming language.
The block diagram of RLSY is shown in Figure 1.

=3 — I

o
oo
e

o Output of
Results

n
yes

NABORI1

OTELKA ome NABOR D

i‘oyes

Figure 1. Algorithm for solving logical equation systems.

The program uses 14 procedures.

The SLIP procedure is a control procedure responsible for forming a dataset on a
magnetic disk.

The GEZ1 (F, Z1, N1) procedure is designed for grouping elements of statements in
system R and encoding logical expressions (groupings) into the Z1 array. Here,

—  Frepresents a Zhegalkin polynomial of a special type (a statement of system R);
- Zlisan array of encoded logical expressions;
—  N1lis the number of structural components (s.k.).

In the ABC(L, A) procedure,

— L is the number of structural components in the A array;
—  Aisan array of bit strings corresponding to structural components.

This procedure is used to transform structural components into bit-string arrays.
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The procedure NABOR(B2, N, K) forms the set of all sets V* = (V1, Va,..., V), where
m
V€ {0,1},i=1,2,...Nsuch that |V| = 'Zl V; = K, where
=

—  B2is the array of sets from the set FFX;
- N is the number of bits in vectors V* from FFX;

- K is the number of ones in the coordinates.

This procedure generates all possible combinations of sets (or vectors), where the sum
of the elements in each vector equals K, corresponding to the number of ones in the vector.

The NABOR1(N1, BB, K1, TO) procedure is designed to determine the elements V*
from FF such that V* = (V,V,,..., V), where Vi =V, = ... =V, =1, Vi = ... =
V, = 0, where

—  Nj is the number of c.c.;

- BBisabinary set;

- Kj is the number of one-bit positions;

- TOis an auxiliary conditional parameter.

The OTELKA(H1, BT1,N, AA, CA) procedure is used to perform transformations of
(U & U & ... & Uy)=-U VU V...Vl
utyv...vuy,) =Uut v...vul,, wherel,..., Uy c.c.

Here, H1 represents the number of c.c.; BT1 is an array of bit strings for c.c.; N is
the number of variables; AA and EA are arrays of bit strings corresponding to the DNF
(disjunctive normal form) of the system’s logical statements.

The GDNF(B1,BN1,NN, B11,C11,N, T1,K) procedure transforms an array of bit
strings of c.c. logical statements of the Zhegalkin polynomial into DNF:

the form:

—  Bl—abit string of c.c. statements of the Zhegalkin polynomial;

—  BNl—an array of elements;

—  NN—the number of c.c. of the Zhegalkin polynomial at input and the number of c.c.
in DNF at output;

- B11, C11—arrays of bit strings of c.c. in DNF;

- N—the number of variables;

—  Tl—an auxiliary conditional parameter;

—  K—the number of unit coordinates.

The ANPR(NN, B11,C11, AN, Z) procedure maps binary sets to an analytical repre-
sentation and DNF for variable encoding;:

—  NN—the number of elementary conjunctions in the DNF of system FF;
—  B11,Cl1—arrays of binary sets representing the form;

—  AN—an elementary conjunction in analytical form;

- N—the number of variables;

- Z—an array of encoded functions.

Procedure NO02(NB, N, T, B) generates index vectors of complex conjunctions (c.k.)
during the multiplication of the system and, using subsequent procedures, constructs sets
of solutions for system R:

—  NB—the number of equations in the system;

- N—the number of variables;

—  T—an array containing the number of elementary conjunctions in the equations of
system KR;

—  B—an array of complex conjunctions in system R.

Procedure DLW (NB, L, B, SCH, K7, N)
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This procedure performs the multiplication of complex conjunctions according to the
index vector:

-  NB—an array defining the number of equations;

- L—thesize of array NB;

—  B—an array of elementary conjunctions in the equations;
- SCH—a conditional parameter;

- KV7—the size of array B;

—  N—the number of variables.

Procedure DEMON (N, N5, A, BB)
This procedure determines the structure of the resulting product of complex conjunctions:

—  BB—a vector corresponding to the Zhegalkin polynomial in the product;

—  A—avector corresponding to the remaining part of the product BB;

- N5—the number of Zhegalkin polynomials in BB and the dimension of arrays A;
—  N—the number of variables.

Procedure DEM1 (N, N5, A, BB)

This procedure compares the part of the product represented in the form of the
Zhegalkin polynomial with the remaining part and simplifies the product in case of inter-
sections. The parameters N, N5, A, BB correspond to those in the DEMON procedure.

Procedure DEM2 (N, N5, A, BB)

This procedure forms sets of solutions corresponding to the remaining Zhegalkin
polynomials. The parameters N, N5, A, BB correspond to those in the DEMON procedure.

Procedure DEM3 (N5, A, B, K1)

This procedure compares the sets of solutions obtained in DEM2 with the remaining
part of the product and prints the resulting sets of solutions:

—  N5—the number of Zhegalkin polynomials in the product;

—  B—avector corresponding to the Zhegalkin polynomial in the product;
- A—avector corresponding to the remaining part of the product;

- Kl—the dimension of vector A.

7. Instruction for the RLSY Program (Solution of Logical Systems
of Equations)

The input data for the RLSY program (Resolution of Logical Systems of Equations)
consists of the following:

- N—number of variables;

- M-—number of equations;

- FF(i)(i = 1,2,..., M)—formulas of the system of logical equations of a special second-
degree class.

Since the solution set generated during the program execution can be very large, it is
recommended to publish them gradually rather than storing them in a dedicated array or
to stop the program periodically, printing partial results.

The input parameters, the system of second-order Boolean equations of a special class
FF(i)(i =1,2,..., M) and the sought solutions of the system are recorded as sets of size N,
consisting of Z subsets. If a solution set is obtained, it corresponds to all possible solutions.

As a test example for the RLSY program (Solution of Logical Systems of Equations),
we consider a system of equations where N = 10 and M = 20.

Test Example:
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For simplicity and explanation, we take an analytical test example consisting of
equations from a special class, divided into two groups, with 10 variables and a; = 1
(i=T9).

By grouping elements on the left-hand sides of the equations, we introduce new
variables:

1. Now, to illustrate the effectiveness of this method, we will demonstrate how much
the complexity of the given system has been reduced using simplicity indices.

Let us introduce the following notation:

[U A =(VI,U;)] = 0.—the number of variable letters appearing in the notation of the
left-hand sides of the equations.

[UA=(VIE, U;)] # 0.—the number of elementary conjunctions included in the equations.

& € E2—the complexity of the system is measured using LB and LK:

From this, we obtain ‘@1 U;(&) = 0. The overall complexity difference between the
1=
systems is R = L(R) — L(R") = 129 — 40 = 89 (See Table 5).

Table 5. General difference in system complexity.

Uz y()) =1

No. U@ =1 - @)=1 u@=1 HEYE)=0 B U@ =1
Un(%,y(%)) =0
1=1 11 7 18 3 2 5
1=2 10 7 17 3 2 5
i=3 10 7 17 3 2 5
i=4 9 6 15 3 2 5
i= 9 6 15 3 2 5
i=6 9 6 15 3 2 5
= 10 7 17 3 2 5
i=8 9 6 15 3 2 5
Total 77 52 129 24 16 40

Thus, using this method, the complexity of the system is reduced by more than
three times.

2. Using the formula & € E2, we transform the system R’ into its disjunctive normal
form (DNF).

Naturally, the DNF may contain opposing complex conjunctions (i.e., terms that equal
zero), which are excluded from the DNF.

Based on the program’s structure, the output can be a single solution, several solutions
(k) as per the user’s preference, or all possible solutions.

In our approach, we determine multiple solutions for the given system. To achieve
this, we select one complex conjunction from each equation and apply the method of linear
equation systems.

Y14 - Y5672 * Y345 - Y67910%3 * Y456 - Y78910%3 * Y123 - Yg910X4 - Y234 * Y10

X3 Ya56 * Y789X1 * Y345 * Y67910%2 Y345 Y7910 = 1

From this, it is easy to understand that x; = x, = x3 = x4 = 1. They satisfy linear
expressionsat x; = xp = x3 =x4 =1, Yip3 = Yo34 = Yi4 = 1. Therefore, we will exclude
them from the complex conjunction, leaving only one from Y345 and one from x5 = 1 and
Yg7910- From Y35, it follows that [U (&) — M(&)] = 1. Consequently, from Yjs4 we obtain
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x¢ = 1, and further, we derive Yss; — x7 = 1. These are then excluded from the system of
constraints (s.c.). Thus, we obtain

}767910 =Yo10 =1
Y78910 = Ygo10 = 1

) Ygo10 =1
Y§810 =Ygi0=1
Y789 = Ygo =1

Yer910 = Yo10 = 1

From this, it is evident that the first and last elements are identical and equivalent, so
we remove one of them from the system. The second and third elements are incompatible
(as they correspond to the third and fourth equations in the original system).

Thus, by eliminating each of them, we obtain the solution to the system for the
special class.

Y7910 = Yo10 = 1 X9 B xpdl=1

A YZ8910 = Ygo10 =1 xg D xg @ x10 =1
Yes10 = Ys10 = 1 xg D xy9 =1
Y789:Y89:1 Xg@Xng

The solution to this system is & € E2. Taking into account the previous variable
roots, we obtain the general solution of the system without the fourth equation:
{1,1,1,1,1,1,1,1,0,0}.

B Thus, we obtain the general solution of the system without the third equation:
{1,1,1,1,1,1,1,0,1,1}.

8. Conclusions

This article explores various transformations of logical formulas when transitioning
from one basis to another in the process of solving systems of logical equations and
determining their solution roots. The necessary criteria for formula transformations during
basis transitions are established in the form of theorems, which describe the statements of
Boolean equation systems. A solution is proposed for systems of second-degree nonlinear
Boolean equations, which serve as a logical model for algebraic cryptanalysis. Test examples
of logical formula transformations are provided. Additionally, a solution is presented for
systems of second-degree nonlinear Boolean equations of a special class. The practical
significance of the research results lies in the ability to solve systems of special second-
degree nonlinear Boolean equations based on the grouping and minimization of logical
statements in the class of disjunctive normal forms (DNFs), which serve as an algebraic
model of S-boxes in symmetric encryption algorithms.
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