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Abstract

This paper proposes a lightweight polynomial-based encryption architecture for resource-
constrained IoT and wireless communication hardware. Instead of substitution boxes,
the method uses key-dependent polynomial multiplication with minimal polynomials
over finite fields. Plaintext rows are XORed with secret keys and a nonce-dependent
pseudorandom mask and multiplied by a minimal polynomial; multiplication by a com-
plementary factor recovers the message exactly. A security analysis shows that, because
the transformation is linear over GF(2), reuse of the same key and polynomial allows for
known- and chosen-plaintext key recovery; per-message nonce masking is therefore re-
quired. Software experiments (four message lengths, 100 trials) verified lossless decryption.
The encryption time of the key-assisted method was comparable to that of SPECK64/128
at the same implementation level, whereas AES-128 was faster for long messages, and
the avalanche ratio of the proposed method (0.070) was well below the value of about
0.5 obtained by the reference ciphers. On a Xilinx Artix-7 FPGA, the proposed core used
1211 LUTs and 205 registers without block RAM or DSPs and reached 154.1 MHz, com-
pared with 2305 LUTs and 2733 registers for an iterative AES-128 core. The method is a
compact, S-box-free polynomial processing layer rather than a stand-alone replacement for
standard ciphers.

Keywords: lightweight encryption; FPGA implementation; wireless communication
security; polynomial-based cryptography; IoT security

MSC: 94A60

1. Introduction
The rapid proliferation of wireless communication networks, cloud computing plat-

forms, and blockchain-based systems has created an urgent and sustained demand for
robust cryptographic mechanisms that can guarantee data confidentiality, integrity, and
authenticity. Modern digital ecosystems rely on the secure transmission and storage of
increasingly sensitive data, spanning personal health records, financial transactions, and
authentication credentials, across heterogeneous networks exposed to a growing variety of
adversarial threats [1]. As the volume and sensitivity of transmitted data continue to grow,
so does the sophistication of attacks targeting cryptographic implementations, making the
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design and analysis of new encryption methods a matter of critical importance to both
academia and industry.

The Advanced Encryption Standard (AES), standardized by the National Institute
of Standards and Technology (NIST) in 2001, has served as the dominant symmetric
encryption algorithm across virtually every security-sensitive domain, including Wi-Fi
(IEEE 802.11) [2], 4G/5G mobile networks, virtual private networks (VPNs), cloud storage,
and blockchain applications [3]. The AES operates on 128-bit data blocks using key sizes
of 128, 192, or 256 bits, and its design is fundamentally grounded in arithmetic within
the binary extension field GF(28). The SubBytes transformation, in particular, relies on a
fixed substitution box (S-box) constructed using multiplicative inverses over GF(28). At
the same time, the MixColumns step treats each column of the state matrix as a polynomial
over GF(28) and multiplies it modulo an irreducible polynomial [4].

Despite its continued prominence and resilience against classical cryptanalytic attacks,
the emerging threat of quantum computing, and specifically the threat posed by quantum
algorithms such as Grover’s algorithm, which effectively halves AES key-security levels,
has motivated an active search for new cryptographic paradigms that are either quantum-
resistant or offer alternative structural properties that complement existing standards [5].

Extended Galois fields, denoted by GF(2m), occupy a central role in modern crypto-
graphic engineering. Their algebraic structure, characterized by a finite set of elements
closed under addition and multiplication modulo an irreducible polynomial, provides a
mathematically tractable framework for designing operations with guaranteed invertibil-
ity and strong diffusion properties [6]. Beyond the AES, Galois fields are foundational
to elliptic curve cryptography (ECC), error-correcting codes such as Reed–Solomon and
BCH codes, and the Galois/Counter Mode (GCM) of authenticated encryption, which
is widely deployed in TLS, IPsec, and IEEE 802.11 wireless security protocols [7]. Their
computational efficiency in hardware, especially for binary extension fields where addition
reduces to XOR, makes them particularly attractive for resource-constrained environments
such as IoT edge devices and wireless sensor nodes [8].

Blockchain networks present a distinct and increasingly important cryptographic
context. Unlike traditional client–server architectures, blockchain systems require encryp-
tion schemes that can be efficiently executed across distributed, decentralized nodes with
heterogeneous computational resources, while still providing strong guarantees against
tampering and unauthorized disclosure [9]. Recent research has explored the application
of dynamic AES variants, hybrid AES-ECC frameworks, and Galois field-based dynamic
encryption algorithms (DGFEAs) for securing data in blockchain and 6G-enabled IoT
ecosystems [10,11]. These investigations underscore the need for flexible encryption con-
structions that can scale across different Galois field orders, accommodate varying data
frame sizes, and resist both classical and emerging quantum adversaries.

Minimal polynomials of a Galois field GF(2m) are the monic irreducible polynomials
over GF(2) whose roots are elements of GF(2m). Every element of the field is a root
of exactly one minimal polynomial, and the roots of each minimal polynomial form a
conjugacy class; these roots need not be primitive elements. Minimal polynomials play
a structural role in defining the factorization of xn + 1. While their role in coding theory,
particularly in the construction of cyclic and BCH codes, is well established [6], their direct
application as encryption kernels has received little attention. The present work investigates
whether multiplication by selected minimal polynomials can serve as a compact, S-box-free
processing layer for resource-constrained hardware, and evaluates its correctness, security
limitations, and implementation cost.
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2. Related Work
2.1. Galois Field Theory in Cryptographic Applications

The mathematical foundations of Galois field-based cryptography trace back to the
standardization of the AES (Rijndael), which established GF(28) arithmetic as the bedrock
of modern symmetric block cipher design. Subsequent research has extended these foun-
dations in multiple directions. A comprehensive survey published in the International
Journal of Information Security (2025) [3] provides a panoramic review of the AES, from its
algebraic underpinnings in Galois field arithmetic through its resistance to differential and
linear cryptanalysis, while also mapping the trajectory toward post-quantum hybrid exten-
sions. In the domain of IoT, a 2025 survey of lightweight cryptographic schemes published
in Discover Computing analyzed 77 peer-reviewed studies and found that finite-field-based
constructions, particularly ECC and AES-GCM, consistently offer the best trade-offs be-
tween computational overhead and security guarantees in resource-constrained wireless
sensor environments [12].

A novel cipher-based encryption scheme exploiting Galois field properties was pro-
posed and evaluated by Hazzazi et al. [13] in the journal Sensors. Their approach encoded
plaintext data as Galois vectors and applied field-theoretic mathematical operations, includ-
ing multiplicative inverses, to achieve confusion and diffusion, demonstrating competitive
performance against standard AES on image encryption benchmarks. Complementarily,
work exploring Galois field arithmetic in chaotic and transform-domain image encryption
reinforces the versatility of GF-based operations as encryption primitives [14]. These stud-
ies collectively affirm that Galois field operations can serve not only as components within
the AES but as standalone encryption operators when appropriately structured.

In [15], the security of a video-encryption scheme is examined from a cryptanalysis-
oriented perspective, including known-plaintext, chosen-plaintext, and chosen-ciphertext
attack scenarios, highlighting the importance of key-dependent and dynamically updated
encryption mechanisms. In [16], authors consider nonlinear and dynamically evolving
transformations in the context of image encryption, illustrating the relevance of confu-
sion, diffusion, and dynamic state behavior for high-redundancy multimedia data. The
cryptanalysis-driven perspectives in [15,16] provide useful complementary evaluation
criteria for the proposed lightweight architecture, although these works are not treated as
direct performance baselines because their cryptographic structures, application domains,
and implementation assumptions differ from those of the present method.

2.2. Encryption in Wireless and Blockchain Networks

Secure data transmission in wireless networks has been extensively studied, with
AES in Galois/Counter Mode (GCM) emerging as the de facto standard for authenticated
encryption in IEEE 802.11 (Wi-Fi) [2], IEEE 802.15.4 [17], LTE, and 5G protocols. Bille and
Tischhauser (2024) analyzed three authenticated-encryption algorithm families, proposed
as alternatives to GCM specifically for wireless and real-time systems, focusing on reducing
finite field multiplication overhead while preserving security [18]. Their cryptanalytic
findings highlight the delicacy of constructing GF-based encryption modes that avoid
vulnerability to forgery attacks, underscoring the importance of rigorous algebraic design.

Blockchain networks impose unique cryptographic requirements: encryption must be
computationally tractable for nodes with heterogeneous resources, while providing strong
assurances against both classical and quantum adversaries. A 2024 IEEE Access paper on
dynamic AES encryption with blockchain key management proposed a three-layer security
framework combining AES, ECC public-key encryption, and blockchain-based key lifecycle
management to protect cloud-stored data at rest and in transit [9]. Separately, a hybrid
ECC-AES framework (SymECCipher) reported in Scientific Reports [19] (2025) achieved
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a 25–40% reduction in computational overhead compared to traditional cryptosystems,
while remaining blockchain-compatible and quantum-resistant.

In the context of 6G-enabled smart city infrastructure, a 2025 study published in
the Journal of Supercomputing proposed a dynamic Galois field expansion algorithm
(DGFEA) combined with Reed–Solomon error correction and bio-inspired optimization
for securing IoT data transmission across quantum-threat-aware networks [11]. This work
demonstrates the practicality of extending standard Galois field constructions to dynamic,
adaptive cryptographic systems. The growing interest in blockchain-integrated encryption
for sectors including healthcare, finance, and critical infrastructure further motivates the
need for encryption schemes that are both algebraically principled and computationally
scalable across diverse Galois field orders.

2.3. Research Gap and Motivation

Despite the extensive literature on Galois field-based cryptography, the use of minimal
polynomials as direct encryption operators, exploiting the factorization property xn + 1 =

∏i mi(x) to enable exact decryption via polynomial multiplication, has not been previously
studied as an independent encryption paradigm. Existing schemes that employ polynomial
operations over Galois fields do so primarily within the fixed structure of AES or ECC,
without exploring the flexibility afforded by choosing distinct minimal polynomials of
different orders over multiple fields to encrypt distinct data frames. This paper addresses
this gap by proposing a symmetric encryption method based on minimal polynomial
arithmetic over extended Galois fields, by establishing a theorem on the inclusion of
minimal polynomial sets under field extensions, and by analyzing the correctness, security
limitations, and software and FPGA implementation cost of the method.

The remainder of this paper is organized as follows. Section 2 reviews the related
literature. Section 3 introduces the proposed minimal polynomial-based encryption scheme,
its theoretical foundation, and its security analysis. Section 4 describes the software im-
plementation and compares the proposed method with AES-128 and SPECK64/128. In
Section 5, the proposed core and a standard AES-128 core are implemented and compared
on an FPGA. Finally, Section 6 concludes the paper and discusses potential directions for
future work.

3. Minimal Polynomial-Based Encryption
In this section, we explain our minimal polynomial-based novel encryption–decryption

method. Applications requiring secure data transmission and storage widely use the
Advanced Encryption Standard (AES). For instance, to prevent unauthorized access and
to guarantee the security of data in wireless networks, such as Wi-Fi networks, the AES
algorithm is used.

The AES can also be used to encrypt sensitive data stored in databases containing
personal information, financial records, bank account numbers, and telephone numbers,
among others. It can likewise be used to encrypt sensitive data stored on hard drives,
USB drives, and other storage media; passwords can be encrypted by the AES before they
are stored, and in VPN protocols, the AES secures communication between a client and a
server. The AES is also used in cloud storage to encrypt files and folders in order to protect
sensitive data stored on devices.

In blockchain and wireless communication networks, extended Galois fields, i.e.,
GF(2m), are used. Consider the extended Galois field

GF(2m) = {0, 1, α, α2, . . . , αr}, r = 2m − 2. (1)
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We can write
xn + 1 = ∏

i≥1
mi(x), n = r + 1, (2)

where mi(x) are the minimal polynomials. For instance, in GF(23), we have

x7 + 1 = (x + 1)(x3 + x + 1)(x3 + x2 + 1). (3)

3.1. Data Representation

To encrypt a binary string, we first divide the binary string into frames and write the
frames into the rows of a matrix. Let D be the data matrix and d1, d2, . . . , dk be the rows of
the matrix; that is,

D =

⎡⎢⎢⎢⎢⎣
d1

d2
...

dk

⎤⎥⎥⎥⎥⎦. (4)

Assume that GF(2m) is employed for the design. Binary vectors can be represented
by polynomials having binary coefficients. The rows have polynomial representations
d1(x), d2(x), . . . , dk(x); that is,

D(x) =

⎡⎢⎢⎢⎢⎣
d1(x)
d2(x)

...
dk(x)

⎤⎥⎥⎥⎥⎦. (5)

3.2. Fixed-Length Encryption Using Minimal Polynomials

A row polynomial can be encrypted by multiplication with a selected minimal poly-
nomial. Let d1(x) denote the first row polynomial. If m3(x) is selected, then encryption is
defined as

e1(x) = d1(x)m3(x), (6)

which corresponds to binary convolution of the coefficient vectors, i.e.,

e1 = d1 ∗ m3. (7)

For improved confidentiality, an additional key polynomial may be introduced:

e1(x) =
[︁
d1(x) + k1(x)

]︁
m3(x), (8)

where k1(x) is a secret key polynomial known to the receiver.

3.3. Decryption Using Minimal Polynomials

For the Galois field

GF(2m) = {0, 1, α, α2, . . . , αr}, r = 2m − 2, (9)

we have Equation (2), from which we can obtain

mj(x) =
xn + 1

∏i ̸=j, i≥1 mi(x)
, (10)

which can be written as
xn + 1 = mj(x) ∏

i ̸=j, i≥1
mi(x). (11)
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For instance, for GF(26),

x63 + 1 = m3(x) ∏
i ̸=3, i≥1

mi(x). (12)

For the encryption polynomial

e1(x) = d1(x)m3(x) (13)

obtained in the previous section, the decryption operation can be achieved as

r1(x) = e1(x) ∏
i ̸=3, i≥1

mi(x), (14)

r1(x) = d1(x)m3(x) ∏
i ̸=3, i≥1

mi(x), (15)

r1(x) = d1(x)(xn + 1), (16)

r1(x) = d1(x)xn + d1(x), (17)

where d1(x)xn is the n-bit left-shifted polynomial version of d1, and by properly designing
the parameters it is possible to obtain non-overlapping binary vector versions of d1(x)
and d1(x)xn.

For better data hiding, the encryption operation can also be written as

[d1(x) + key1(x)]m3(x), (18)

where key1(x) is a known key sequence that can be removed from the decrypted sequence
at the receiver side. key1(x) can also be selected from other minimal polynomials.

3.4. Illustrative Example

Assume that we have a 224-bit information vector placed into a matrix as

D =

⎡⎢⎢⎢⎣
00 11 22 33 44 55 66
77 88 99 AA BB CC DD
EE FF 12 23 34 45 56
67 78 89 9A A0 B2 C2

⎤⎥⎥⎥⎦, (19)

where each row contains 56 bits and the matrix contains 4 × 56 = 224 bits.
Consider GF(26); the minimal polynomials for GF(26) can be tabulated as

x, x + 1,

x2 + x + 1,

x3 + x + 1, x3 + x2 + 1,

x6 + x + 1, x6 + x3 + 1, x6 + x4 + x2 + x + 1,

x6 + x4 + x3 + x + 1, x6 + x5 + 1, x6 + x5 + x2 + x + 1,

x6 + x5 + x3 + x2 + 1, x6 + x5 + x4 + x + 1, x6 + x5 + x4 + x2 + 1.

(20)

The first polynomial, x, is the minimal polynomial of the zero element and does not
divide x63 + 1; it is therefore not used for encryption. The remaining 13 polynomials are
the irreducible factors of x63 + 1 and form the set of admissible encryption polynomials.
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Minimal polynomial encryption can be applied to the rows of the data matrix; in
principle, the same operation could also be applied to the columns, but this extension is
not evaluated in this work. For simplicity, only row encryption is considered here.

In Equation (19), each row can be expressed as a polynomial, giving row polynomials

d1(x), d2(x), d3(x), and d4(x). (21)

Let the minimal polynomials from GF(26) chosen to encrypt the rows be

m1(x) = x6 + x + 1,

m2(x) = x6 + x3 + 1,

m3(x) = x6 + x4 + x3 + x + 1,

m4(x) = x6 + x4 + x3 + x + 1.

(22)

The rows are encrypted as

e1(x) = d1(x)m1(x),

e2(x) = d2(x)m2(x),

e3(x) = d3(x)m3(x),

e4(x) = d4(x)m4(x).

(23)

The rows can also be encrypted as

e1(x) = [d1(x) + k1(x)]m1(x),

e2(x) = [d2(x) + k2(x)]m2(x),

e3(x) = [d3(x) + k3(x)]m3(x),

e4(x) = [d4(x) + k4(x)]m4(x),

(24)

where ki(x), i = 1, . . . , 4, are secret key polynomials that may also be chosen from other
minimal polynomials.

At the receiver side, the decryption operation can be performed using the equality

xn + 1 = ∏
i≥1

mi(x), n = 63. (25)

For instance,
e1(x) = d1(x)m1(x) (26)

can be decrypted as
r1(x) = e1(x) ∏

i ̸=1, i≥1
mi(x), (27)

leading to
r1(x) = d1(x)(x63 + 1), (28)

r1(x) = d1(x)x63 + d1(x), (29)

where the term d1(x)x63 corresponds to the n-bit left-shifted sequence and can be separated
from d1(x), since n = 63, each row contains 56 bits, and the data and left-shifted bit
sequences do not overlap.

We now state an important theorem that can be used for the construction of encryption
algorithms employing minimal polynomials.
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3.5. Theorem on Field Extensions

Theorem 1. Let Si denote the set of minimal polynomials over GF(2) associated with the finite
field GF(2mi ), for i = 1, . . . , r. Let

n = lcm(m1, m2, . . . , mr). (30)

If S denotes the set of minimal polynomials over GF(2) associated with GF(2n), then

r⋃︂
i=1

Si ⊆ S. (31)

Proof. The minimal polynomials of elements of GF(2m) over GF(2) are precisely the
monic irreducible polynomials f (x) ∈ GF(2)[x] whose degrees divide m. Hence, for each
i = 1, . . . , r, we may write

Si = { f (x) ∈ GF(2)[x] : f (x) is monic and irreducible, and deg( f ) | mi}. (32)

Similarly, the set of minimal polynomials associated with GF(2n) is

S = { f (x) ∈ GF(2)[x] : f (x) is monic and irreducible, and deg( f ) | n}. (33)

Let f (x) ∈ Si for some i ∈ {1, . . . , r}. Then deg( f ) | mi. Since n = lcm(m1, m2, . . . , mr),
we have mi | n. Therefore, deg( f ) | n. Thus f (x) is also a monic irreducible polynomial
whose degree divides n, and hence f (x) ∈ S.

Since every polynomial in each Si also belongs to S, we conclude that S1 ∪ S2 ∪ · · · ∪
Sr ⊆ S. Therefore,

r⋃︂
i=1

Si ⊆ S (34)

Lemma 1. Let Si and S be defined as in the theorem above. For each i = 1, . . . , r, the polynomial
x2mi−1 + 1 can be factored into a product of minimal polynomials belonging to S; that is,

x2mi−1 + 1 = ∏
ji≥1

mji (x), (35)

where each mji (x) is a minimal polynomial contained in S.

Proof. Over the field GF(2mi ), every nonzero element satisfies α2mi−1 = 1. Therefore, the
roots of x2mi−1 + 1 are precisely the nonzero elements of GF(2mi ).

Since the minimal polynomial of each element of GF(2mi ) over GF(2) belongs to Si,
the polynomial x2mi−1 + 1 can be decomposed as a product of minimal polynomials from
Si. Thus,

x2mi−1 + 1 = ∏
ji≥1

mji (x), mji (x) ∈ Si. (36)

By the theorem, Si ⊆ S. Hence, each minimal polynomial appearing in the fac-
torization above is also an element of S. Therefore, for each i = 1, . . . , r, there exists a
subset of minimal polynomials of S such that x2mi−1 + 1 = ∏ji mji (x), which proves the
desired factorization.
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3.6. Security of the Proposed Encryption Algorithm

The total number of minimal polynomials for GF(2n) is calculated as

N = ∑
d|n

1
d ∑

k|d
µ(k) 2d/k, (37)

where µ(k) is the Möbius function, defined as

µ(k) =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
1, if k = 1,

0, if k is divisible by a square (e.g., p2),

(−1)l , if k is a product of l distinct primes.

(38)

For prime n, the total number of minimal polynomials of GF(2n) can be calculated as

N = 2 +
1
n
(2n − 2), (39)

which grows approximately as 2n/n.
As an example, since n = 100 is not prime, the total number of minimal polynomials

of GF(2100) is obtained from Equation (37) as

12,676,506,002,282,305,273,966,813,560, (40)

which can be considered approximately 1028. The number of admissible encryption poly-
nomials is one less than this value, since m0(x) = x is excluded. The largest degree of the
minimal polynomials is 100.

If four minimal polynomials are chosen from the total set, the number of possible
different choices is nearly

(1028)4 = 10112. (41)

This number determines the cost of an exhaustive search over the polynomial selec-
tions. However, as shown in Section 3.8, it is not by itself a measure of security, since
structural attacks do not require searching this space.

If fields GF(2p) with smaller prime p are employed for the encryption operation, for
instance GF(213), GF(217), GF(219), and so on, a subset of the total minimal polynomials
can be chosen and used for the encryption process. As the number of such fields increases,
the number of minimal polynomials also increases, which enlarges the polynomial-selection
space.

Per-Message Randomization

To prevent deterministic reuse of the same masked polynomial input, a fresh nonce
Nj is introduced for each message or frame j. A nonce-dependent pseudorandom mask is
generated as

ri,j(x) = PRFKR

(︁
Nj ∥ i

)︁
, (42)

where KR is a secret key associated with the mask-generation function, i identifies the row,
and ∥ denotes concatenation. The revised encryption operation is therefore

ei,j(x) =
[︁
di,j(x) + ki(x) + ri,j(x)

]︁
mi(x), (43)

which replaces the original deterministic transformation.
The nonce does not need to be secret, but it must not be reused with the same masking

key. The receiver uses the received nonce and the shared secret KR to regenerate ri,j(x)
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during decryption. In this work, PRF is instantiated with AES-128 in counter (CTR) mode,
and its output is truncated to L bits for each row.

3.7. Encryption for Stream Transmission

The minimal polynomial-based encryption method proposed in this paper can also
be applied to stream broadcasting communication. In stream transmission, a continuous
stream of bits is transmitted without interruption, and the convolution operation can be
performed between a finite-length sequence and an infinite-length sequence in a continuous
manner. For stream transmission, a multiplexing operation between minimal polynomials
can be performed, as shown in Figure 1; this mode is not evaluated experimentally in
this work.

Figure 1. Block diagram of the proposed minimal-polynomial multiplexing scheme for stream
encryption. The dotted arcs denote the switches that select, on the transmitter side, the minimal
polynomial mi(x) and, on the receiver side, the corresponding product ∏i ̸=j mi(x); the arrows
indicate the direction of data flow. d(x): data sequence; c(x): encrypted sequence.

3.8. Security Analysis Against Practical Attack Models

The exact reconstruction demonstrated in Sections 3.3 and 3.4 establishes the correct-
ness and reversibility of the transformation; however, reversibility alone does not establish
confidentiality. Decryption correctness and confidentiality are therefore treated as separate
properties. The analysis assumes that the adversary knows the structure of the algorithm
and can observe ciphertexts; depending on the scenario, the adversary may also possess
plaintext–ciphertext pairs or choose plaintexts and observe the corresponding ciphertexts.
The secret information consists of the key polynomials ki(x), the selected polynomials
mi(x), and the mask-generation key KR. Because XOR and binary polynomial multiplica-
tion are both linear over GF(2), the number of possible polynomial selections describes
only the cost of exhaustive enumeration; structural attacks may exploit algebraic relations
without searching this space.

3.8.1. Known-Plaintext Analysis

In a known-plaintext attack (KPA), the adversary has access to plaintext–ciphertext
pairs. For the deterministic key-assisted transformation ei(x) = [di(x) + ki(x)]mi(x), once
mi(x) is identified, polynomial division gives

ki(x) =
ei(x)
mi(x)

+ di(x). (44)

Since mi(x) divides ei(x) and the admissible set for GF(26) contains only 13 polynomials,
mi(x) can be identified from a single pair by trial division. Reuse of the same key and
polynomial across messages therefore allows for key recovery without exhaustive search.
With the nonce-dependent construction in Equation (43), a known pair reveals only the
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combined quantity ki(x) + ri,j(x); since ri,j(x) changes with the nonce, this quantity cannot
be reused to decrypt another message.

3.8.2. Chosen-Plaintext Analysis

In a chosen-plaintext attack (CPA), the adversary selects plaintexts and observes the
ciphertexts. For two plaintexts encrypted with the deterministic construction and the same
ki(x) and mi(x), addition over GF(2) cancels the key:

ei,1(x) + ei,2(x) = [di,1(x) + di,2(x)]mi(x). (45)

If the plaintexts are chosen such that di,1(x) + di,2(x) = 1, the ciphertext difference
equals mi(x), and the encryption polynomial is exposed directly; the key then fol-
lows from Equation (44). With nonce-dependent masking, the difference becomes
[1 + ri,1(x) + ri,2(x)]mi(x) instead of mi(x), so this direct cancellation attack is prevented
when fresh masks are used. This addresses the deterministic parameter-reuse vulnerability,
but it is not a formal proof of security against chosen-plaintext attacks, which would require
a security reduction to the pseudorandom function.

3.8.3. Algebraic and Equivalent-Key Recovery

When the same polynomial mi(x) is used for several messages, every ciphertext
row has the form ei,j(x) = ui,j(x)mi(x), where ui,j(x) is the key-mixed or masked data
polynomial. The polynomial mi(x) is therefore a common factor of all such ciphertexts and
can be recovered, for example, by a greatest-common-divisor computation, independently
of the masks. Nonce masking protects the data polynomial ui,j(x) but does not hide mi(x).
Consequently, the secrecy of the polynomial selection should not be regarded as a security
parameter, and the confidentiality of the nonce-masked construction relies on the secrecy
of KR and on the pseudorandom function.

3.8.4. Statistical Distinguishability and Ciphertext Predictability

With fixed parameters, identical plaintexts produce identical ciphertexts, and related
plaintexts produce algebraically related ciphertexts, which may reveal repetitions and
structural patterns in correlated data such as sensor measurements, images, or video.
The nonce-dependent mask changes the input of the polynomial multiplication for each
message, so that repeated plaintext blocks encrypted under different nonces produce
different ciphertexts. The diffusion of the transformation was quantified with the avalanche
ratio (Section 4.4), which confirmed that a single-bit change affects only wt(mi) bits of one
ciphertext row. A comprehensive empirical evaluation of statistical indistinguishability,
for example with standard randomness test suites, was not performed in this work and
remains a subject for future investigation.

3.8.5. Scope and Limitations of the Security Claims

The security claims of the proposed architecture are limited to the properties eval-
uated in this work. A large polynomial-selection space increases the cost of exhaustive
enumeration, but it does not establish semantic security or indistinguishability under
chosen-plaintext attack. Exact reconstruction demonstrates correctness rather than con-
fidentiality, and avalanche measurements characterize diffusion rather than providing a
security proof. The proposed architecture is therefore investigated as a lightweight poly-
nomial processing layer for resource-constrained hardware, whose secure use requires
avoiding deterministic parameter reuse and applying message-dependent masking. Formal
security reductions, authenticated-encryption extensions, side-channel and fault-attack
analysis, and comprehensive cryptanalysis remain subjects for further investigation.
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3.9. Description of the Proposed Encryption and Decryption Algorithms

Algorithm 1 presents the proposed polynomial-based encryption method over GF(2),
where each plaintext row is first combined with a secret key sequence and a nonce-
dependent mask using an XOR operation and then multiplied by a row-specific irreducible
polynomial. The pre-computation stage determines the complementary factors required
for exact decryption.

For a selected polynomial mi(x), the complementary factor is qi(x) = (xn + 1)/mi(x),
i.e., the product of the remaining minimal polynomials, as in Equation (14), so that
mi(x) qi(x) = xn + 1. It should be distinguished from a multiplicative inverse—
mi(x) qi(x) ̸= 1—and the reconstruction does not require polynomial inversion, but only
the known factorization of xn + 1; equivalently, the key-mixed row can be obtained by
dividing the ciphertext polynomial by mi(x). Exact reconstruction holds for every admissi-
ble polynomial mi(x), that is, for every irreducible factor of xn + 1, provided that the row
length satisfies L ≤ n, so that the shifted and unshifted copies of the row do not overlap
(here, L = 56 ≤ n = 63).

Algorithm 2 describes the corresponding decryption procedure. Each received ci-
phertext polynomial is multiplied by its associated complementary factor to recover the
key-mixed data sequence. The original plaintext is then reconstructed by applying XOR
with the same secret key matrix and the regenerated mask. Owing to the algebraic fac-
torization property over GF(2), the proposed scheme enables exact and computationally
efficient data recovery.

Algorithm 1 Proposed polynomial-based encryption over GF(2)

Input: D[1..N][1..L] plaintext matrix (N rows, L bits each)
Input: K[1..N][1..L] secret key matrix
Input: KR secret mask-generation key
Input: M = {m1, m2, . . . , mN} row-specific irreducible polynomials over GF(2)
Output: E[1..N] ciphertext polynomials, nonce Nj

Pre-computation: complementary factors
for i = 1 to N do

qi ⇐ PolyDivGF2(x63 + 1, mi)

mi(x) · qi(x) = x63 + 1
end for

Nonce generation: generate a fresh nonce Nj for message j

Encryption
for i = 1 to N do

Step 1: Mask generation
Ri,j(x) ⇐ PRFKR(Nj ∥ i)
Step 2: Key and mask mixing (XOR over GF(2))
dki,j(x) ⇐ Dj[i](x)⊕ K[i](x)⊕Ri,j(x)
Step 3: Polynomial multiplication
E[i](x) ⇐ dki,j(x) · mi(x)
ei,j(x) = [di,j(x) + ki(x) + ri,j(x)]mi(x)
Step 4: Hardware metrics
XOR_count ⇐ XOR_count + L + deg(E[i])
AND_count ⇐ AND_count + L × deg(mi)

end for
return E, Nj
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Algorithm 2 Proposed polynomial-based decryption over GF(2)

Input: E[1..N] ciphertext polynomials, received nonce Nj
Input: K[1..N][1..L] secret key matrix
Input: KR secret mask-generation key
Input: Q[1..N] complementary factors
Output: Drec[1..N][1..L] recovered plaintext

Decryption
for i = 1 to N do

Step 1: Mask regeneration
Ri,j(x) ⇐ PRFKR(Nj ∥ i)
Step 2: Multiply by complementary factor
Ri(x) ⇐ E[i](x) · qi(x)
Ri(x) = dki,j(x)(x63 + 1)
Step 3: Extract first L coefficients
dkrec

i,j ⇐ Ri[1:L]
Step 4: Remove key and mask
Drec[i] ⇐ dkrec

i,j ⊕ K[i]⊕Ri,j
Step 5: Verification
if Drec[i] ̸= D[i] then

Decryption failed for row i.
end if

end for
return Drec

4. Software Implementation and Performance Evaluation
4.1. Experimental Setup

All software experiments were carried out in MATLAB R2023a (The MathWorks, Inc.,
Natick, MA, USA) on a MacBook Pro (13-inch, 2019; Apple Inc., Cupertino, CA, USA)
with a 1.4 GHz quad-core Intel Core i5 processor and 8 GB of 2133 MHz LPDDR3 memory,
running macOS Sequoia 15.7.9. Three variants of the proposed method were evaluated:
the keyless form (Equation (6)), the key-assisted form (Equation (24)), and the key-assisted
form with nonce-dependent masking (Equation (43)). In all variants, plaintext was divided
into rows of L = 56 bits, and each row was multiplied by a polynomial selected uniformly
at random from the nine degree-6 irreducible factors of x63 + 1. The complementary factors
qi(x) were computed once in a pre-computation stage and were not included in the timing.
In the nonce-masked variant, the pseudorandom function in Equation (42) was instantiated
with AES-128 in counter (CTR) mode using a 128-bit nonce, and the cost of mask generation
was included in both encryption and decryption times.

Two reference ciphers were used. The first was the standardized AES-128 in CTR mode
with a fresh 128-bit nonce for each message, provided by the Java Cryptography Extension
(Java SE 1.8.0_202; Oracle Corporation, Austin, TX, USA) and called from MATLAB without
modification. The second was the lightweight block cipher SPECK64/128 in CTR mode [20],
implemented in MATLAB. Both reference implementations were verified against published
test vectors (the example vector in Appendix C.1 of FIPS-197 [4] and the SPECK64/128 test
vector in [20]) before the experiments.

Message lengths of 224, 1024, 8192, and 65,536 bits were tested. For each method and
message length, 100 independent trials were performed after one warm-up run, and a new
random plaintext and new random keys were generated in each trial. All random plaintexts,
keys, and polynomial selections were generated with a fixed random seed (MATLAB
rng(2026)), so that the experiments can be reproduced exactly with the provided script
(File S1). Execution times were measured with the MATLAB tic/toc functions and are
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reported as mean ± standard deviation. Exact plaintext recovery was verified in every trial
for all methods.

4.2. Execution Time

Table 1 shows that the standardized AES-128 implementation was the fastest method
for messages of 8192 bits and longer. Its execution time remained almost constant (approx-
imately 0.13–0.23 ms) across all message lengths, which indicates that, at short message
lengths, it is dominated by the fixed cost of initializing the cipher object rather than by
the encryption itself. For this reason, the shorter execution times of the proposed method
at 224 bits should not be interpreted as an algorithmic advantage over the AES. In addi-
tion, the AES implementation is a compiled library, whereas the proposed method and
SPECK64/128 were executed as MATLAB code; the comparison with the AES therefore
also reflects a difference in implementation level.

Table 1. Encryption and decryption times (ms, mean ± SD, 100 trials) for different message lengths.

Method 224 Bits 1024 Bits 8192 Bits 65,536 Bits

Encryption
Proposed (keyless) 0.040 ± 0.175 0.051 ± 0.016 0.345 ± 0.054 2.557 ± 0.166
Proposed + key 0.043 ± 0.209 0.090 ± 0.032 0.538 ± 0.041 4.321 ± 0.362
Proposed + key + nonce mask 0.335 ± 0.268 0.354 ± 0.128 1.004 ± 0.100 6.714 ± 0.429
AES-128-CTR (Java JCE) 0.233 ± 0.087 0.181 ± 0.064 0.157 ± 0.032 0.207 ± 0.022
SPECK64/128-CTR (MATLAB) 0.060 ± 0.090 0.093 ± 0.025 0.564 ± 0.019 4.299 ± 0.340

Decryption
Proposed (keyless) 0.046 ± 0.165 0.097 ± 0.021 0.694 ± 0.117 5.065 ± 0.367
Proposed + key 0.040 ± 0.015 0.171 ± 0.046 1.066 ± 0.058 8.386 ± 0.355
Proposed + key + nonce mask 0.363 ± 0.351 0.433 ± 0.169 1.543 ± 0.121 10.806 ± 0.362
AES-128-CTR (Java JCE) 0.229 ± 0.082 0.173 ± 0.070 0.131 ± 0.019 0.164 ± 0.025
SPECK64/128-CTR (MATLAB) 0.060 ± 0.096 0.091 ± 0.024 0.563 ± 0.023 4.285 ± 0.133

Under the same implementation level, the encryption time of the key-assisted pro-
posed method was close to that of SPECK64/128 for all message lengths (e.g., 4.32 vs.
4.30 ms at 65,536 bits). Decryption of the proposed method was approximately twice as
slow as its encryption, because reconstruction requires multiplication by the degree-57
complementary factor instead of a degree-6 polynomial. The nonce-masked variant was
the slowest of the proposed variants, since its cost includes the generation of the pseudo-
random mask. The large standard deviations observed at 224 bits are attributed to timing
variability at sub-millisecond durations.

4.3. Ciphertext Expansion

Each 56-bit row of the proposed method produces a 62-bit ciphertext row, which leads
to an expansion ratio of approximately 1.11 independently of the message length; small
deviations are caused by zero-padding of the last row. In the nonce-masked variant and in
AES-128-CTR, the transmitted 128-bit nonce adds a fixed overhead that is significant for
short messages and becomes negligible for long messages (Table 2).
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Table 2. Ciphertext expansion ratio (transmitted bits/plaintext bits), including the transmitted nonce
where applicable.

Method 224 Bits 1024 Bits 8192 Bits 65,536 Bits

Proposed (keyless/+key) 1.107 1.150 1.113 1.108
Proposed + key + nonce mask 1.679 1.275 1.128 1.110
AES-128-CTR 1.571 1.125 1.016 1.002
SPECK64/128-CTR 1.143 1.031 1.004 1.001

4.4. Avalanche Behavior

The avalanche ratio is defined here as the fraction of ciphertext bits that change when
a single, randomly selected plaintext bit is flipped while the key, the encryption polynomial,
and the nonce are kept unchanged. For a cipher with good diffusion, this ratio is expected
to be close to 0.5. Because a single-bit change in CTR mode changes only the corresponding
ciphertext bit, the avalanche ratio of the reference ciphers was measured on a single block
of the underlying block cipher. Each value in Table 3 is the mean ± SD of 1000 trials with
random plaintexts and keys.

Table 3. Avalanche ratio for a single-bit plaintext change (mean ± SD, 1000 trials).

Method Output Size (Bits) Avalanche Ratio

AES-128 (single block) 128 0.501 ± 0.044
SPECK64/128 (single block) 64 0.498 ± 0.064
Proposed (single row) 62 0.070 ± 0.015
Proposed (224-bit message) 248 0.018 ± 0.004

Both reference ciphers reached the expected value of approximately 0.5, whereas the
proposed method produced 0.070 for a single row and 0.018 for a 224-bit message. These
low values are a direct consequence of the linearity of the proposed transformation over
GF(2): flipping one plaintext bit adds a shifted copy of mi(x) to the ciphertext row, so
exactly wt(mi) bits of that row change (three to five bits for the polynomials used here),
while the other rows are not affected. The proposed polynomial multiplication therefore
provides only local diffusion and does not achieve the diffusion level of nonlinear block
ciphers. This limitation is consistent with the security analysis in Section 3 and is reflected
in the revised claims of this paper.

4.5. Storage Requirements

Table 4 lists the stored constants and key material required by each method. The values
refer to a straightforward implementation in which all constants are stored explicitly, and
key material is counted separately and in the same way for all methods. For the proposed
method, the values correspond to the four-row (224-bit) frame of Section 3.4.

Table 4. Storage requirements of constants and key material (bits).

Method Constants Key Material Components

Proposed + key 260 224 mi: 4 × 7; qi: 4 × 58; K: 4 × 56
Proposed + key + nonce mask 260 + PRF 224 + 128 as above; KR: 128; PRF: AES-128 in this work
AES-128-CTR 2048 128 + 1408 S-box: 256 × 8; round keys: 11 × 128
SPECK64/128-CTR 0 128 + 864 round keys: 27 × 32

For the proposed method, the 260 bits consist of the four encryption polynomials
(7 coefficients each) and the four corresponding complementary factors (58 coefficients
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each). If decryption is performed by polynomial division by mi(x) instead of multiplication
by qi(x), the complementary factors need not be stored, and the constant storage reduces
to 28 bits at the cost of a sequential division. Compared with a table-based AES-128
implementation, the proposed method requires less constant storage because it does not
use a substitution box. However, the ARX-based SPECK64/128 cipher requires no constant
tables at all, and the nonce-masked variant inherits the storage of the selected PRF. The
storage advantage of the proposed method is therefore relative to table-based designs and
should not be generalized to all lightweight ciphers.

5. FPGA Implementation and Evaluation
5.1. Hardware Architecture

The proposed method was implemented as a synthesizable VHDL core that processes
one 56-bit row per clock cycle. In encryption mode, the core computes e(x) = [d(x)+ k(x)+
r(x)]ms(x), where ms(x) is selected by a 4-bit index from the nine degree-6 irreducible
factors of x63 + 1, and r(x) is the nonce-dependent mask. The 62-bit product is obtained
with a parallel array of AND gates and XOR trees. In decryption mode, the core computes
only the lowest 56 coefficients of e(x) qs(x), where qs(x) = (x63 + 1)/ms(x) is the stored
degree-57 complementary factor, and then removes k(x) + r(x). The polynomials ms(x)
and qs(x) are hard-wired constants, and no substitution table, block RAM, or DSP resource
is used. Inputs and outputs are registered, so that the latency is two clock cycles and a new
row can be accepted in every cycle. The pseudorandom function that generates r(x) is not
included in the core; the mask is supplied as an input.

As a reference, the standardized AES-128 was implemented using the open-source
secworks/aes core [21], which contains the encipher, decipher, and key-expansion blocks.
The core uses an iterative architecture with four shared S-boxes that process one 32-bit
word per clock cycle, so that each round requires several cycles. The core was placed in a
wrapper with the same input and output registers as the proposed core.

5.2. Implementation Setup and Functional Verification

Both designs were synthesized and implemented separately with Vivado 2025.2
(Advanced Micro Devices, Inc., Santa Clara, CA, USA) for the AMD Xilinx Artix-
7 xc7a35tcpg236-1 device (Basys3 board; Digilent Inc., Pullman, WA, USA), using
out-of-context synthesis, default synthesis and implementation strategies (opt_design,
place_design, phys_opt_design, route_design), and the same 10 ns (100 MHz) clock
constraint. All results were taken after place-and-route. The maximum operating frequency
was computed as fmax = 1/(T − WNS), where T is the clock period and WNS is the worst
negative slack. Power was estimated with the Vivado power analyzer using vectorless
activity estimation (default toggle rate of 12.5% and static probability of 0.5) at 100 MHz;
I/O power is not included because the designs were implemented out of context. These
values are tool estimates and not board-level measurements. The HDL sources, testbenches,
and Vivado script are provided in File S1.

Functional correctness was verified in the Vivado simulator. For the proposed core,
200 randomly generated rows with random keys, masks, and polynomial selections were
encrypted and decrypted, and all ciphertexts and recovered plaintexts matched the refer-
ence software model without error. The AES-128 implementation reproduced the example
vector in Appendix C.1 of FIPS-197 [4] for both encryption and decryption. The latency
and the number of clock cycles per block were measured in the same simulations.
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5.3. Implementation Results

Table 5 summarizes the post-place-and-route results. The proposed core used
1211 slice LUTs and 205 registers, compared with 2305 LUTs and 2733 registers for the
AES-128 core, and neither design used block RAM or DSP resources. Most of the logic of
the proposed core is used by the decryption multiplier with the degree-57 complementary
factor and by the selection among the nine polynomials. The proposed core met timing
with a slack of 3.509 ns and reached an estimated maximum frequency of 154.1 MHz; its
critical path runs from the polynomial-selection register to the output register through four
logic levels, and 80% of the delay is routing delay.

Table 5. Post-place-and-route results on Artix-7 xc7a35tcpg236-1 (Vivado 2025.2, 100 MHz constraint).

Metric Proposed Core AES-128 (Iterative)

Slice LUTs (utilization) 1211 (5.82%) 2305 (11.08%)
Slice registers 205 2733
Block RAM/DSP 0/0 0/0
Data block 56-bit row 128-bit block
WNS at 10 ns (ns) 3.509 0.419
Maximum frequency (MHz) 154.1 104.4
Critical-path delay (ns), logic levels 6.52, 4 9.53, 7
Latency (clock cycles) 2 55
Throughput at fmax (Mbit/s) 8630 243
Throughput per LUT (Mbit/s/LUT) 7.13 0.105
Dynamic/static power (mW) 16/68 19/68
Total on-chip power (mW) 85 88
Energy per bit at 100 MHz (pJ/bit) 2.9 81.6

Throughput is given in plaintext bits. Energy per bit is the dynamic power divided by the throughput
at 100 MHz. The AES latency was measured in simulation and includes the wrapper registers and
handshake; key expansion requires 17 additional cycles.

Because the proposed core processes one 56-bit row per clock cycle, whereas the AES
core requires 55 cycles per 128-bit block, the proposed core achieved a substantially higher
throughput and a lower energy per bit. This difference is mainly a consequence of the
different architectures (a fully parallel linear datapath versus an iterative round-based
cipher) and should not be interpreted as an equivalent level of security: as shown in
Sections 3 and 4, the proposed transformation is linear over GF(2) and provides only local
diffusion. The dynamic power of the two designs was similar (16 and 19 mW), and the
total on-chip power was dominated by the device static power in both cases. Finally, the
nonce-masked variant requires a pseudorandom function; if this function is realized with
an AES core, as in the software experiments, its area adds to that of the proposed core.
The hardware advantage of the proposed method is therefore limited to the polynomial
processing layer itself, and a lightweight mask generator would be required to preserve it
in a complete implementation.

6. Conclusions
This paper introduced a polynomial-based encryption framework for resource-

constrained IoT and wireless communication hardware by exploiting minimal polynomials
over extended Galois fields. Unlike conventional AES-type structures that rely on fixed
nonlinear mappings, the proposed method performs encryption and decryption directly
through polynomial convolution and complementary factorization over GF(2), without
substitution tables. Two practical variants of the proposed method were investigated, and
a nonce-dependent masking stage was added to the key-assisted variant.
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The security analysis showed that exact reconstruction establishes correctness but not
confidentiality. Because the transformation is linear over GF(2), deterministic reuse of the
same key and polynomial allows the encryption polynomial and the key to be recovered
from known or chosen plaintexts without exhaustive search. The size of the polynomial-
selection space alone is therefore not a measure of security. Per-message nonce masking
prevents this direct cancellation attack, although it does not constitute a formal proof of
chosen-plaintext security.

Software experiments with four message lengths and 100 repeated trials verified
lossless decryption for all variants. At the same implementation level, the encryption
time of the key-assisted method was comparable to that of SPECK64/128, whereas the
standardized AES-128 implementation was faster for messages of 8192 bits and longer.
The ciphertext expansion was approximately 11%, independently of the message length.
The avalanche ratio of the proposed method (0.070 per row) was well below the value
of approximately 0.5 obtained by AES-128 and SPECK64/128, showing that polynomial
multiplication provides only local diffusion. The constant storage was lower than that of a
table-based AES-128 implementation but not lower than that of the table-free SPECK64/128.

On the Xilinx Artix-7 FPGA, the proposed core required 1211 LUTs, 205 registers, no
block RAM, and no DSP slices, processed one 56-bit row per clock cycle, and reached a
maximum frequency of 154.1 MHz. The iterative AES-128 core required 2305 LUTs and
2733 registers and reached 104.4 MHz. The higher throughput of the proposed core mainly
reflects its fully parallel linear datapath, the dynamic power of the two designs was similar,
and the pseudorandom mask generator was not included in the proposed core. These
results indicate that the main strength of the method is its compact, S-box-free hardware
structure. The method should therefore be used as a lightweight polynomial processing
layer combined with nonce-dependent masking, rather than as a stand-alone replacement
for standard ciphers.

Future work will focus on introducing a nonlinear stage to improve diffusion, im-
plementing a lightweight mask generator in hardware, optimizing polynomial selection
strategies, reducing ciphertext expansion, and performing comprehensive cryptanalytic
analysis against linearand differential attack models, together with formal security analysis,
authenticated-encryption extensions, and side-channel evaluation. Integration of the pro-
posed framework into real-time wireless protocols also represents an important direction
for practical deployment.

Supplementary Materials: The following supporting information can be downloaded at https:
//www.mdpi.com/article/10.3390/math14214082/s1, File S1: Source code and test data, including
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AES-128 reference design, the testbenches, the test vectors, and the Vivado implementation script.
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Abbreviations
The following abbreviations are used in this manuscript:

AES Advanced Encryption Standard
NIST National Institute of Standards and Technology
GF Galois field
ECC Elliptic curve cryptography
GCM Galois/Counter Mode
VPN Virtual private network
IoT Internet of Things

FPGA Field-programmable gate array
XOR Exclusive-or (logic operation)
LUT Lookup table
BRAM Block random-access memory
DSP Digital signal processing (slice)
CPA Chosen-plaintext attack
CTR Counter (mode of operation)
FF Flip-flop
HDL Hardware description language
KPA Known-plaintext attack
PRF Pseudorandom function
SD Standard deviation
WNS Worst negative slack
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