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Abstract

This paper investigates the finite-time boundedness problem of hybrid wind-diesel power
systems through an attack-resilient load frequency control framework in the presence of hy-
brid cyber attacks and multiple disturbances. The considered disturbances include matched
disturbances and mismatched disturbances. To address these challenges, an output-reliant
disturbance observer is developed to accurately estimate the matched disturbances, while a
dissipative mechanism is employed to attenuate the effects of mismatched disturbances. By
utilizing the disturbance estimates and the measured system output, a proportional-integral
observer is constructed to estimate the system states. Subsequently, an attack-resilient load
frequency controller is designed based on the estimated states and disturbances. Further-
more, multimodal false-data-injection and replay attacks are incorporated into the controller
channel to realistically model hybrid cyber threats and enhance controller resilience. Based
on Lyapunov stability theory and finite-time stability concepts, sufficient stability conditions
are derived in terms of linear matrix inequalities to guarantee finite-time boundedness of
the closed-loop system. These conditions also provide a systematic approach for comput-
ing the observer and controller gain matrices. Finally, simulation results are presented to
demonstrate the effectiveness and robustness of the developed control scheme under hybrid
cyber attacks and multiple disturbances.

Keywords: hybrid wind-diesel power systems; output-reliant disturbance observer; hybrid
cyber attacks; finite-time stability

MSC: 93D09; 93D40; 93B52

1. Introduction

Over the last several years, the world has begun shifting its focus toward renewable
energy solutions and hybrid wind-diesel power systems (HWDPSs), which are being
touted as the pioneers in this regard [1]. Precisely, HWDPSs combine the dependability of
diesel generators with the renewable potential of wind turbines in a seamless manner, while
resulting in lower fuel use and optimal utilization of the fluctuating wind resources [2].
Additionally, this blending mitigates operational expenses and has a less adverse effect
on the environment. Furthermore, these systems improve energy dependability and re-
silience while simultaneously decreasing dependence on fossil fuels [3]. The development

Mathematics 2026, 14, 3980

https://doi.org/10.3390/math14213980


https://crossmark.crossref.org/dialog?doi=10.3390/math14213980&domain=pdf&date_stamp=2026-11-01
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/mathematics
https://www.mdpi.com
https://orcid.org/0000-0003-2186-1187
https://orcid.org/0000-0002-4777-7912
https://orcid.org/0000-0002-5528-2709
https://orcid.org/0000-0001-6514-3959
https://doi.org/10.3390/math14213980

Mathematics 2026, 14, 3980

2 of 25

of HWDPSs highlights a transition toward more sustainable and efficient energy infrastruc-
ture, driven by advances in control systems, energy storage, and turbine technology [4,5].
In underserved regions around the world, these hybrid systems are transforming power
generation by providing reliable energy while simultaneously reducing environmental
impact. As wind power is integrated into the system, it is essential to keep the frequency
within the specified range to achieve active power balance in a region. Therefore, frequency
control of power systems equipped with wind turbine generators has been the subject
of study, and some results can be found in [6-9]. Therefore, load frequency control in
HWDPSs has emerged as a critical research problem.

In practice, control systems are susceptible to external disturbances, which could hin-
der the system’s operation. In light of the foregoing, researchers have devised an assortment
of approaches for the rejection and attenuation of disturbances [10-12]. Among them,
the disturbance observer (DO) has emerged as a powerful framework for compensating ex-
ternal disturbances and uncertainties due to its accuracy, effectiveness, and robustness [10].
In addition, dissipative theory is extensively used in the synthesis and analysis of several
sectors of engineering and science to reduce disturbances [12]. However, it should be
noted that many real-world systems may be affected by different kinds of disturbances,
and each may have different characteristics and consequently require different modeling
and compensation strategies [13]. The approaches mentioned earlier are ineffective in this
situation because they are designed to handle specific types of disruption. To address
this shortcoming, composite anti-disturbance schemes have become prevalent, integrat-
ing disturbance-rejection and disturbance-attenuation approaches. In this regard, some
notable results have been published for various control systems [14-17]. It should be
emphasized that the matched/mismatched disturbance classification is not restricted to
sliding-mode control. It is a structural classification determined by whether a disturbance
enters through the control-input subspace. Unlike sliding-mode control, which handles
matched disturbances through sliding-surface invariance, the present theoretical framework
actively estimates and compensates for the matched disturbance using an output-reliant
disturbance observer. Meanwhile, the mismatched disturbance, which cannot generally be
cancelled through the control input, is attenuated through the strictly dissipative mecha-
nism. It should be noted that the DOs in the aforementioned results are contingent upon the
availability of complete state information. In practice, measurement instruments are able to
access only a small portion of system states, which encourages the study of output-reliant
DOs [18,19] and observer techniques [20,21]. Furthermore, wind variability, load fluctua-
tions, and environmental uncertainties expose HWDPSs to multiple disturbances. Hence,
designing an output-based anti-disturbance control strategy for HWDPSs is of significant
practical importance.

Over time, network connections are replacing more traditional point-to-point connec-
tions. Although networked communications provide substantial advantages, they pose
inherent safety risks. Security is a major issue since dynamical systems allow for more
integration between physical and networked areas than ever before, which opens the door
for attackers to potentially compromise the system'’s stability [22]. As a result, a dynamical
system'’s security measures have become a vital research area in control engineering [23].
Specifically, adversaries execute two fundamental categories of cyber attacks, namely false-
data-injection attacks [24] and replay attacks [25]. To be more precise, false-data-injection
attacks are designed to intercept states from communication networks and introduce mali-
cious data into transmitted signals. Furthermore, in a replay attack, hackers continuously
transmit data that has been previously recorded. On the other hand, substantial progress has
been reported in resilient control under hybrid cyber attacks, particularly under combined
denial-of-service and false-data-injection attacks (see [26-32]), whereas comparatively
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fewer studies have addressed false-data-injection and replay attacks within a common
framework (see [33-37]). Furthermore, multimodal false-data-injection attacks, in which
different attack functions represent distinct false-data-injection patterns, have received
increasing research attention [38,39]. Motivated by these developments, the present study
investigates multimodal false-data-injection and replay attacks within a unified stochastic
framework for hybrid wind-diesel power systems, which rely on networked communication
channels for transmitting measurement and control information.

It should be noted that exponential and asymptotic stability concepts characterize the
long-term behavior of HWDPSs. In contrast, finite-time convergence requires the system
states to reach the equilibrium within a finite settling time, which generally depends on
the initial conditions [40]. Fixed-time convergence ensures an upper bound on the settling
time independent of the initial conditions [41], whereas predefined-time convergence
allows the convergence-time bound to be prescribed in advance through suitable design
parameters [42]. Unlike these convergence-oriented concepts, finite-time boundedness
(FIB) has also been extensively investigated for a variety of dynamic systems [43—45].
Rather than requiring the system states to reach the equilibrium within a finite settling
time, FTB requires that the system trajectories remain within a prescribed bound over a
selected finite interval, subject to admissible initial conditions and disturbances. Accordingly,
the objective of the present study is to establish FIB for the considered HWDPS. This
objective is particularly relevant to maintaining bounded frequency deviations during
critical transient intervals in the presence of hybrid cyber attacks and external disturbances,
thereby enhancing the operational resilience of the power system.

Based on the above insights and literature survey, the objective of this study is to
develop a DO and an attack-resilient load frequency control (ARLFC) to achieve FIB for
HWDPSs with hybrid cyber attacks and multiple external disturbances. More specifically,
the main innovations and outcomes of this study are put forth in four aspects:

An ARLFC framework is developed for HWDPSs operating under hybrid cyber attacks
and multiple external disturbances. The disturbances are classified into matched
disturbances and mismatched disturbances, enabling a realistic representation of
adverse operating conditions in HWDPSs.

For the considered HWDPSs, an output-reliant DO is designed to estimate matched
disturbances acting on the control input channel. Specifically, the DO relies solely on
the measured system output, making it suitable for practical load frequency control
applications where full state measurements may not be available.

By utilizing the measured output together with the estimated matched disturbances,
a proportional-integral observer (PIO) is constructed to estimate the system states
of the HWDPSs. This PIO provides reliable state information for controller synthesis
without directly estimating disturbances.

Specifically, the controller explicitly incorporates cyber attacks in the controller channel
and mitigates stochastic signal manipulation over compromised communication links.
A unified stochastic framework is adopted to represent multimodal false-data-injection
and replay attacks, capturing practical behaviors such as multimodal and delayed signal
injection, thereby enhancing the relevance of the developed ARLFC for HWDPSs.

Moreover, sufficient conditions guaranteeing FTB for the closed-loop HWDPSs are de-
rived using Lyapunov stability theory and formulated in terms of linear matrix inequalities.
Lastly, the simulation results, including Monte Carlo analyses, act as evidence to assess
the theoretical findings that have been developed. The DO is shown to effectively reject
external disturbances and the HWDPSs are stabilized using the developed controller.

Notations: R* and R**Y represent the x-dimensional Euclidean space and the set of all
x x y real matrices, respectively. R} denotes the set of all x x x positive definite matrices,
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and I is the identity matrix of appropriate dimension. The superscripts T and —1 indicate
matrix transpose and inverse, respectively. Pr{-} and E{-} denote the probability measure
and mathematical expectation, respectively. The symbol * refers to symmetric terms in a
matrix. For any square matrix N, sym{N} = N + N7; C° indicates the pseudoinverse of C
with (i) CC°C = C, (ii) C°CC® = C°, (iii) (CC®)T = CC® and (iv) (C°C)T = C°C.

2. Model Description and Preliminaries

Generally, linear equations adequately describe the dynamics of load frequency control
systems. In this regard, the linearized HWDPS model featuring battery energy storage is
taken into account [7-9]. The model includes a wind turbine with a pitch angle controller,
a diesel generator with a speed regulator, and a battery for energy storage. In this case,
the frequency control issue can be adequately studied using a first-order dynamical model
of energy storage in batteries and a generator based on wind turbines. In light of the above
discussions, as in [7-9], its corresponding state-space model is provided hereunder:

) = An(t) + But) + Du(t),
a(t)y = Ch(b), (1)
a,(t) = Cu(t),

where 17(t) = [17,(£), 12 (5), 115(5), 11 (1), 115 (1), 116 (1), 17 (), 15 (B), 116 (1), 1110 (B), 111 ()] € R dle-
lineates the state vector of the system; u(t) € R* symbolizes the control input; u(t) € R¥
denotes the mismatched disturbance; a(t) € R* represents the measurement output vec-
tor; and «,(t) € R* represents the control output vector. Herein, 7, (t) = incremental
change in frequency; 7, (t) — incremental change in diesel generator active power; #3(t) =
incremental change in speed governor valve position; #5(f) — incremental change in wind
generator frequency; #4(t) — incremental change in wind active power; 7, (t) = incremental
change in hydraulic pitch actuator output; and 74 () = incremental change in battery active
power. Moreover, as in [7,8], #,(t) and 73 (t) have been regarded as dummy states for the
development of the model; #,((t) and 7, (t) delineate the augmented states leveraged for
stability; C and C, denote matrices of appropriate dimensions; and A, B3 and 1 depict the
constant matrices of the form:

aqq Aipp o 01 by by, dyy dqy
a a oa b b d d
L I L P B R O
a111 G112 0 411,11 b11,1 b11,2 d11,1 d11,2
where
_ _ I4+KprKig _ Kpr _ KprKig _ _Kpr
= Tpr 2 = TPT’a15 T Tpr 19T Ty
_ 1 _ 1
b = T8 T Ty
a _ _ _KpiTpy Goy = — o) = _ Kpi(Tp1—Tpy)
31 7 T RpTp,Tpy” "33 7 Tpy’ 34 T TpyTps 7
_ 1 _ 1
in = RDTDZ/a44 T Ty
_ K _ Krp=Kjg-1 _ 1
51 = 7, /55 = — 7~ rl56 = T/
_ 1 _ KpcKps
Qo6 = —7,./867 =~
_ 1 _ KpiKppy(1=Tpy)
a7 = _T_Pz'a78 - Tpy 4
a88 = _1,
1 _ 1
A1 = TBES'a99 T Tges’
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b _ KpiTpy
31 7 Tp,Tpy’
o

b41 T Tpy
b _ KpiKpoTpy
N Tp, 7
b82 = 1
_ _Kpr
dy == Tpr’
_ 1
d52 = m

The remaining terms in A, B3, ) are zero and the description of the symbols used in
the system matrices is given in Table 1.

Table 1. Model Parameters [9].

Parameter Description Parameter Description

Kpr gglveer];:g;fae_?;;r:{%im of the diesel Tpr Power system time constant (s)

Kic Integral gain related to governor dynamics K Frequency-to-power gain of the wind
(pu kW/Hz) e turbine (pu kW/Hz)

Tw Wind turbine generator time constant (s) Kpc Pitch controller gain constant

Kp; Pitch control subsystem gain (stage 1) Kp, Pitch control subsystem gain (stage 2)

Kps Hydraulic pitch actuator gain constant Tpy Pitch controller time constant (s)

Tpy Pitch actuator time constant (s) Tps Hydraulic pitch actuator time constant (s)

Kpq Diesel generator gain constant (pu kW/Hz) Tp, Diesel governor time constant (s)

Tpy Diesel actuator time constant (s) Tps Diesel engine time constant (s)

Tpa Diesel generator time constant (s) Rp Speed droop characteristic (Hz/pu kW)

Thps Battery energy storage system time

constant (s)

2.1. Problem Statement

Aside from the mismatched disturbances y(t), it should be noted that the HWDPSs
may also be susceptible to matched disturbances. This is owing to the fact that there
are control system interactions, interference in communication links, and so on. In this
regard, the matched disturbance, denoted by v, (t) € R, is assumed to enter through the
control-input path of the system (1). Further, in order to reflect the reality more precisely,
the matched disturbance is assumed to be generated by the following exogenous system:

{wm = Jwt) + Uy, 2

1) = Uw(t),

where w(t) € R¥ denotes the state vector of the exogenous system; 7, (t) € R” stands for
the additional disturbance; and J , U and U denote known constant matrices of appropriate
dimensions. Based on the above discussions, the system (1) with matched disturbances
can be laid out in the following manner:

) = Ant) + Bt) + (1) + Dut),

alt)y = Cn(b), (3)

a,(t) = Czﬁ(t).
Here, 7, (t) enters through the control-input channel B and represents matched input-side
perturbations. Meanwhile, y; (t) and p, () enter through £ and represent load-demand
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fluctuations and wind-power intermittency, respectively. The matched disturbance is es-
timated and compensated, whereas the mismatched disturbances are attenuated using
the dissipative mechanism. The admissible disturbances satisfy the finite-horizon energy
bound in Assumption 2.

2.2. Layout of Observer Framework
2.2.1. Description of Output-Reliant DO

As detailed in the introduction, one of the significant and practical methods of estimat-
ing the disturbances is the DO technique. Prior to constructing the DO, we perform the
differential operation on a(t), and the resulting equation is provided as follows:

@(t) =CACa(t) + CBu(t) + CBy, (t) + CDu(t). (4)

In this regard, as in [18,19], the following DO is designed using the information
obtained from (2) and (3):

QM) = o) — Ma(t),
oty = [J + MCBUI@&¢) + M[CAC a(t) + CBut)], (5)
n) = o),

where @(t) and %, (t) stand for the estimates of w(t) and v, (t), respectively; o (t) symbolizes
the internal state of the observer; and M & R¥** denotes the DO gain matrix, which will be
calculated in the subsequent sections.

2.2.2. Description of PIO

Subsequently, to estimate the states of the considered system, the following PIO is
constructed by utilizing the output information from the system model (3) and (5):

i) = Af) + Bt) +5,(H) + & (alt) — &(1)) + Bu(h),
a)y = Ciw), (6)
i) = —ut) + &alt) —a),

where 7j(t) denotes the estimate of #(t); 1(t) denotes the integral state vector; and & € R7**
and &, € R**“ stand for the proportional and integral gain matrices, respectively, and their
design will be presented in the subsequent section.

Remark 1. Unlike conventional observers requiring complete state information, the developed
framework combines an output-reliant DO with a PIO. The DO reconstructs the matched disturbance
from the measured output, while the integral correction in the PIO improves state-estimation accuracy
under persistent disturbances.

2.3. Attack-Resilient Load Frequency Control Scheme

This section focuses on designing a controller to stabilize the system under considera-
tion. Two principal types of attacks are considered: false-data-injection and replay attacks.
A unified stochastic framework is used to model these hybrid cyber attacks.

In particular, cyber attacks often intercept and modify the signals transmitted to the
controller. On the basis of this, a more realistic multimodal false-data-injection attack
model [21] is taken into consideration, and the signal that is transmitted to the controller is
laid out in the following manner:

7t = (1= v +v(1) Y G (DL ((H)), (7)

g=1
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where v(t) and ¢g(t) (g = 1,2,...,m) stand for the Bernoulli-distributed variables that
indicate the occurrence of an attack and the attack mode, respectively; and [ g(ﬁ(t) ) represents
the nonlinear attack function, which adheres to Assumption 1. Moreover, v(t) and P (h)
satisfy the following conditions:

Privit) =1} = E{v)} =7, Priv(t) =0} =1-E{vr(H)} =1-7,
Prigg(t) = 1) = E{gpg()) = gy, Prigg(t) =0} =1 -E{py(t)} =1 - g,
Yop) =2 po=1, 0<7,¢, <1

g=1 g=1

Moreover, to ease the analysis, let us consider B(7j(t)) = [llT(ﬁ(t)) EXGIG) l,Tn(ﬁ(t))]T
and O(t) = [¢1(t) RO ¢m(t)] with § = E{O(t)} = [431 ¢3m]- Based on this

premise, the description in (7) can be equivalently rewritten as follows:
() = (1= v®)it) + vHOBBHE)). (8)

Remark 2. The considered hybrid attack model [21 | encompasses both general and multimodal
false-data-injection scenarios within a unified stochastic framework. In the general case (m = 1),
the false-data-injection attack reduces to a single attack function, and the corrupted signal be-
comes ﬁd (t) = (1 —v()it) + vt (7j(t)), which represents a conventional false-data-injection
attack model. In the multimodal case (m > 1), multiple nonlinear attack functions coexist with
i ¢ (1) = 1. Consequently, the injected signal O (t)B(7j(t)) characterizes a false-data-injection

mechanism with multiple attack patterns. Therefore, the considered formulation generalizes tradi-
tional single-mode false-data-injection models and enables realistic representation of multimodal
false-data-injection strategies.

On the other hand, replay attacks enable an adversary to substitute authentic networked
control signals with previously recorded data. Precisely, the execution of such an attack
typically involves two fundamental phases [37].

Phase 1: Acquisition of historical transmission data: During network operation, the attacker
continuously eavesdrops on the communication channel and stores the transmitted signals
from the initial instant t; up to a given time t. The collection of intercepted samples is
represented by

Lty 2 (7it), k), ey (DY,

where the time indices satisfy 0 < f; < t; < --- < t. < t. This dataset constitutes the memory
buffer from which the attacker later retrieves signals to be replayed.

Phase 2: Injection of previously recorded signals: At some instant ¢, the attacker selects
a historical data point from .L(¢) to inject into the system. Let £, denote the selected past
instant, which satisfies 0 < ¢, < t and t, = t — »(t), with »(¢) denoting the replay delay.
Since the adversary typically stores only a finite window of recent data, the delay is bounded
as 0 < x(t) < . Consequently, the injected signal #j(f — %(t)) corresponds to a previously
recorded transmission reintroduced into the control loop.

To represent stochastic switching between false-data-injection and replay attacks within
a unified hybrid attack model, the signal received by the actuator is expressed as follows.

') = p®Fit) + (1 — )i, 9)

where ¥ (t) € {0,1} is a Bernoulli random variable governing the attack mode, with the
statistical properties Pr{y(t) = 1} = E{¢(H)} = ¢, Pr{y(t) =0} =1 —E{yp(t)} =1 — P and
¢ € [0,1]. Therefore, based on (7)—(9), the controller is designed as follows:

u(t) =) A —vE)Kjt) + pOvH KOG BEH) + (1 — 1) Kij(t,), (10)
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nt) =

o) =
it =
i) =

where K € R** denotes the controller gain matrix, and it will be designed in the subsequent
section. Subsequently, the above controller is coupled with the associated disturbance
estimator (5) to deliver reliable performance with efficient disturbance rejection, and the
DO-driven ARLFC is expressed as follows:

u(t) =Pty —vt)Kjft) + pHvH KOO BUEMB) + (1 — ) Kij(t,) — 3 (h).  (11)

Remark 3. It is worth clarifying that ¥(t), v(t), and the attack-mode selection vector {(t) are
mutually independent. The pair [ (), v(t)] € {0,1}* determines the exact attack scenario at
time t. When ¢ (t) = 0, the actuator receives the replayed signal 7j(t,) regardless of the value
of v(t), indicating that replay attacks dominate the transmission channel. When y(t) = 1 and
v(t) = 0, the communication is attack-free and the genuine signal 7j(t) is delivered to the controller.
In contrast, when ¥(t) = 1 and v(t) = 1, a multimodal false-data-injection attack is activated
through O(t)B(ij(t)). Therefore, the developed stochastic framework compactly captures normal
operation, replay attacks, false-data-injection attacks, and their probabilistic behavior within a unified
model, thereby enhancing the realism of the hybrid cyber-attack representation.

2.4. Formulation of Closed-Loop and Error Systems

Moreover, a schematic representation of the proposed methodology is provided in
Figure 1. Next, by incorporating the designed controller (11) into the systems (3), (6) and
defining the estimation errors as @(t) = w(t) — @(t), j(t) = 7j(t) — n(t), we obtain

An(t) + P A = v() BKnyt) + pt) (1 — v() BKij(t) + ptHvE) BKO®) B ()

+(1 =) BKyt —n(t) + (1 — pt))BKAt — () + BU@E) + Duct),

(T + MCBUYGE) + Uy, (t) + MCDu(t), (12)
(A= EO)iE) — BUOH) + But) — Du(t),

—u(t) = &CHj(t).

: :
IRAG oo
[}
v+ : o ()
_________________ .
prmemmeem | - -------»  PLANT 7~ S
i a) |
: - :
! !
u(t) i E
1 ]
i 71(t) i
X DO - i
o | 5.
1
g G i
i ! i i
! i i
1 1
| (o) : :
A i
ATTACK .. 153 (0 T — J

Figure 1. Schematic overview of the presented methodology.

Primary Objective: Designing an ARLFC framework that combines output-reliant DO
and PIO mechanisms to guarantee FIB for HWDPSs in the presence of hybrid cyber attacks
and multiple disturbances.
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2.5. Preliminaries

In the final portion of this section, we are going to provide the assumption and defini-
tions that facilitate the core findings of this work.

Assumption 1. The attack function lg(ﬁ(t)) adheres to || lg(ﬁ(t)) <l Jgﬁ(t) ||, for real matrices
Jg,g =1,2,...,m.

Assumption 2. For some positive scalar v, the condition fOT al (H)j(t)dt < v holds with ji(t) =
col{p(t), 7, (t)}.

Lemma 1 ([46]). Consider matrices 2 € R;; and & € R satisfying

[Q‘ ¢]zo.
* A

Let y,z be scalars with y > z,and let 4 : [t —y, t — z] — R be a differentiable function with
derivative 7(t). Then, for any §(t) € [z,y], the following relation holds:

n(t—z) T—Ql A—-C ¢ n(t—z)

t—z
—(y—z)ft_y T Ans)ds < | nt =) | | » 20+ +¢T A —C||nt—FEt) |

nt—y) * * —2A nt—y)

Definition 1 ([43]). Under Assumption 2, the closed-loop system (12) is finite-time bounded with
regard to (01, 0o, T,y, ) if

JE{ sup 0{xT<s>yx<s>,xT<s>yx<s>}} <o = EXTOYx)} <o,
where 0 > 0and ¢, > 0 are scalars satisfying 0 < Qz,g = diag{l/, Uy, Up, U3} > 0,and xT(t) =
[ty Ty @T T

Definition 2 ([12]). Let the matrices Jy < 0, J, J5 = F] and a parameter ¢ > 0 be given. The
closed-loop system (12) is said to be strictly (J, F, F3)-¢ dissipative under zero initial conditions
if, for any T > 0 and for all ji(t) € L,[0, +o0), the following criterion holds:

T -
E{ |, (@) Frac(@) + 20T () o) + AT (9)(F — el >ﬁ<g>)dg} 2 0.

3. Main Results

This section focuses on dealing with the disturbance rejection and FIB issue for the
explored HWDPSs (3) relying on the designed DO-driven ARLFC protocol (11). Specifically,
within the realm of linear matrix inequalities, we acquire sufficient requirements for assuring
the intended stability of the closed-loop system (12). This is accomplished by selecting an
appropriate Lyapunov function.

Theorem 1. Lef the Assumptions 1 and 2 hold. Assume that the scalars {(ﬁg, v,y €[0,1], % >0,
3 > 0and built controller gain matrix K, configured observer gain matrices M, &,, &, are defined
beforehand. Then, the considered system (3) is finite-time bounded under the ARLFC (11), if the
matrices {9, N, Q,NR,6,%,3} € R;, D € RE and P € RYE, {D, R, R, € RP exist, such
that the requirements specified below are met:

https://doi.org/10.3390/math14213980
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S % T R,

L 6]>o, L T]>o, (13)

[N] <0, (14)

(601 +5w) <e7iTy0,, (15)

where
[N] =[N], + [N],,
[N], =N + N* 4+ N° + N 4+ N7 4+ N10 4 N1,
[N], =N + N° + N8 + N7 4+ N12,
N! :sym{t{ﬂﬁtz + tST‘ﬁq},
N? :sym{th((T + MCBUyrg + Urys + MCi)tlz)},
N =symfel (- v - &5C) ],

4 T T T T
N* =t] Qry — 19 Qrg + v3 Ry — v5,NR 1y,

N° =] 7#2Gv, + v] 72Ty,
N = —¢]Gr; + sym{tlT(G — Ry + o] Ryeg +e1(S — 9%1)t9} + 7 (=26 + Ry + R))vy — vl Gy,
N7 = —olTe; + sym{t{(f —Ry)tg + t1 Ryryg + td (T — mz)tw} +l (2T + R, + RD)vg — o] Ty,
N8 :sym{[t{ml +tTmy |Y[ Ay + (1 — 1) BKry + (1 — 1) BKrey + prB KOy,

+ (1= §)BKey+ (1= §)BKeg + Bl + Deyp — r2]},

N :sym{[tgnl +tIn,]3[(A = C)ry — BUrg + Brs — Dy — t4]},

m
N1 =[] +¢I] Z JgTJg[tl + 3] —thry,
g=1

1 _ _ T T T T

N = — v 39 — 53003 — 15 3Prs — v, 307,
12 _ _ T T

N = —tp3t1p — tyastis,

73 e
2873y

1 :Amin(ﬁ}t)r 2= )Lmﬂx(gj’t)/ 3= )‘mux(sﬁ)/ 4= Amux(b)/ 5= Amux(sjé)r
6 :Amax(é)/ 7= /\max(iﬁ)/ 8 = /\max(é)/ 9= /\max(f)/

5=2+3+4+5+7"\f6+5f7+

T :[Odcxz;;l d; Idr Odcxzjl'icﬂ dj]' c=12..13
(dy,dy, ..., diz) = (g, 1,1, 1,u,@,7,7,7,7,m1, 14, 7).

Proof. The Lyapunov stability theory is employed in pursuit of the foremost goal of this

section. Thus, we put forward the Lyapunov function in the following form:
L) = A1) + L) + L),
where
L) =T (HMy(t) + 7T ONFHE) + OT(HO@(H) + (T (H)Bu(h),
Lyt = f:_% 77 (s)Qu(s)ds + j:_% 77 ()R (s)ds,

0 (T .
F0) :ﬁf_ﬁ Lq 77 (s) &7 (s)dsdq + ﬂf_ﬁ fw 7' (s)TH(s)dsdyg.

(16)

(17)
(18)

(19)
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By differentiating the constructed Lyapunov function with respect to time ¢, in conjunc-
tion with the system (12) and taking mathematical expectation on both sides, we secure
the resultant expression:

E{ZA (1)} ZE{UTG)Dﬁfy(t) + 3T (OMy () + 7T ONGE) + 77 (ONF(E)
+@THO((T + MCBW@(H) + Uy (t) + MCDu(t))
+ (T + MCBUYG®) + Uy (B) + MCDu®)) Oty
+EOP( = 1) = GCD) + (= 1) = ECE) Puct)

=E{a”(t)(N! + N> + N®)a(t)}, (20)
E{Z 1} =E{nT () Qnt) — T (t — 30Qnt — %) + {7 (HR7(H)
— it = 0RAt — 1)} = E{aT (H)N*a(t)}, (21)

| . . t
E{Z(t)) =E{ﬁ2f7T(t)6f7(t) + 32 (DTHE) — 7 L_ﬁ AT (5)&i(s)ds
~ t T 2
- L_ﬁ il (s)T;y(s)ds}
t t . .
=E{aT(t)N5a(t) - L_ﬁ AT (s)&i(s)ds — L_ﬁ ﬁT(s)Tﬁ(s)ds}. (22)

By applying Lemma 1 to the integral terms in the above equation, we obtain the
following inequalities under the conditions (13):

_T_ _
t n(t) -6 S -0, R, nt)
%[ OGO < p—nm) | |+ 28+ %+ R & =% ||yt x(t)
o | qt—n) || = * -6 7t — 5)
=aT (t)Nba(t), (23)
- w1~ T-m ® | i
—ffft 1] ()Tij(s)ds <|7j(t — wn(t)) 2T+ R, + R TR || 7t — (@)
o | dit—n) || # * —z || ft-n
=aT (H)N7a(t). (24)

Moreover, the following zero equations are introduced to aid the analysis for some
real matrices ), 3 and positive scalars m;, m,, ny, n,:

0 :E{Z[ﬁ(t)ml +itmy ] Y[ AR + Pt (A — v BKyt) + o) (1 — v(1) BKi(H)
+ PHVHBEOBBGD) + (1= PN BKi(t = %)) + (1= p(#) BKG(t = %(b)
+ BUGH) + Du(h) — fy(t)]},

=E{a” (H)NBa(t)}, (25)
0 :E{Z[ﬁ(t)nl + ] T3[(A = &) — BUGE) + Bict) — Du(t) — ﬁ(t)]},
=E{aT (HNa(t)}. (26)

Furthermore, based on Assumption 1, the following equation is obtained:
0Tty JT Tty — BTG BGIH)
g=1

0<[y"(t) +7" (1] Z e Jeln +ij(Hh1 = BT (@) B )

g=1
=al (H)NOqa(t). (27)
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Next, using the preceding relations (20)—(27), we obtain the following inequality:
E{L(#) — =32 () — pT (O30} < E{aT (HINJa(h)}, (28)

where a(t) = [17() #T() FT(®) (&) T @@ gt - w®) G~ n()
Tt — )ittt —n) BrGE®) u'@t) ~F ()] and [N] is defined in theorem statement.
Furthermore, if the relation (14) holds then it can be asserted that

E{L(t) —32(t) — T ()31} < E{aT (H[N]a(t)} <O, (29)

where a7 (t) = [uT(t) I #)].
From the above relation, the following relation is deduced:

E{ZLt) — 21} < E{uT (t)3i(h)}. (30)

Next, we multiply both sides of inequality (30) by the exponential function e~% and
integrate over [0, t]. Using e7%° < 1,¢ < T, and Assumption 2, we obtain

t
E{Z )} < eét[]E{,i”(O)} +3 jo e*?’SE{ﬁT(s)ﬁ(s)}ds]
< ST[E{Z(0)} + 3w].

(31)

Define M = g{‘%smg 2, gl Z‘ﬁgl , gzzﬂgz P = gfmgs M=
R g,l LG = g—agg LT = gl ZT% 2 and 9 = diag{9M, N, O, P},

M = g_fi)j? | ased on these relations, we can establish the following connection:

E{(Z (D} ZE{xT(HMx (1)) = E(xT (DYDY 2 x ()}
>N in CDE{T (HYx ()}
=E{xTYx®)}. (32)

In addition, the following formula can potentially be obtained via Equation (16):
E{.Z(0)} ]E{;y (0)M7(0) + @T(0)D@(0) + i (0)NF(O) + 17 (0)P(0)
+f T (s)Qp(s)ds +f T (s)Rij(s)ds + %f ) f 7T (s)&7(s)dgds
—5 —5 - g

0 (0.7 .
+ 7 i1 (5)%ij(s)dqd
%f_ﬁ fq i ($)%7](s)dq S}
773
[T 20T + A (D) + 2 OB + T () + () + 5 100()
73

+ 2D [E] sup (7 @), 7T, @ OUp), TG, 166, i 6 i)

—1<s<0

<do;. (33)

where 6 = 5 4 5+ 4 + 5 + g + 7 + %5 + 2.
Finally, using Equations (30)—(33), we obtain the following relation:

E{Z(t)} (60, + 3m)
1

1

ExTYx 1)} < <eT

(34)

In addition, for any ¢ in the interval [0, T], we can establish that E{)(T(t)y)((t)} <0,
if (15) is satisfied. Hence, according to Definition 1, we can deduce that the developed
ARLFC (11) enables HWDPSs (3) to achieve FTB. With this, we conclude the proof of
the theorem. O
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The following result extends Theorem 1 to the case where the observer and controller

gain matrices are unknown. In this regard, sufficient requirements for the closed-loop
system (12) to be finite-time bounded with respect to strictly (F;, J, J3) — € dissipative
performance are established.
Theorem 2. Under Assumptions 1, 2 and for given scalars {(ﬁg, 7,9y € [0,1], ® > 0,5 >
0, the closed-loop system (12) achieves FTB with respect to strictly (Fq, F,, J3) — € dissipative
performance if there exist a scalar ¢ > 0 and matrices {9, 91,Q,R, 6,3,%T} € R;, 9 e RE, and
PR (Y, R, R, € R, Y € R, N € R, 0, € R, 0, € R**, P € R**, such
that the relations set forth below, together with (15), hold:

s % T ®
S o [F e -
[F1<0, (36)

_ — BRN1TT
[;I DB _;13,93] <0, (37)

where

(F1 =[N, + [F 1
[Fly=F'+F2+ FP+ F*+ F5,
Ft :sym{tg(DT + PCBUYrg + [ OUrys + tgPCﬁ)tu},

F? =sym{ —tIPrs — t5TOQCt3},

F3 =sym{[t1Tm1 +tTm, ][ DAY + (1 — 1) BNy + (1 — 1) BNy + ppBNOry; + (1 — §) BN,

+ (1 — ) BNrg + QBUrs + YDy, — 2)‘(2]},

F4 :sym{[tgnl + I, ][(BA — O;C)ry — 3BUrg + 3Brs — 3Dvy, — 31?4]},

F? ==t/ CTFCry —sym {¢] C] Fovy} —vf (Fs —eDvy, v = [tlz].

it
Y13

And [N], is stated in Theorem 1. Subsequently, the relations for calculating the required gain matrices
are established as K = PN, & = 3710y, & = P10y and M = O~1P.

Proof. The proof of this theorem follows directly from Theorem 1. Moreover, to address the
mismatched disturbances, the strictly (F;, F,, J3) — ¢ dissipative mechanism (Definition 2)
is incorporated into the above theorem, that is, D(t) = al(t)Fqa, (t) + 2al (t) Fop(t) +
ﬁT () (713 —el)ji(t). Furthermore, to counteract the nonlinearities occurring in the preceding
matrix as a result of the presumption regarding the gain matrices, the congruence trans-
formation is adopted. In this regard, the assumptions 9B = BY), DK = N, 3¢ = O,
PBE = Oy, and OM = P are imposed on the matrix [N] in (14). Consequently, the matrix
[N] can be restructured as [F ], and the elements of the matrix are provided in the theorem
statement. Furthermore, if the constraint set forth in (36) is met, then it is straightforward to
establish that [F ] < 0. Then, by following steps similar to those in (30)—(33) and in light of
Lyapunov stability theory and Definition 2, it can be established that the considered HWDPS
(3) under the ARLFC (11) is finite-time bounded with respect to strictly (F;, Jo, J3) — €
dissipative performance.

On the other hand, since directly imposing the coupling equality 9)83 = 9 is re-
strictive within the adopted linear matrix inequality framework, it is approximated by
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the relaxation [YB — BYP1T[PB — BY] — ¢l < 0, where ¢ > 0. By applying the Schur
complement, this inequality is equivalently expressed as (37). With this, we conclude the
proof of the theorem. [

Remark 4. The established linear matrix inequality conditions are solved offline using the MATLAB
R2025a linear matrix inequality toolbox to obtain the controller and observer gains K, &, &,, and M.
Therefore, online implementation does not require solving any optimization problem and involves only
fixed-gain observer updates, matrix—vector operations, and control-law evaluation. This considerably
reduces the real-time computational burden.

Remark 5. It should be emphasized that the objective of this study is finite-time boundedness
rather than finite-time convergence. Finite-time convergence requires the state trajectory to reach
the equilibrium within a finite settling time. In contrast, finite-time boundedness guarantees that
the state remains within a prescribed bound during a specified finite interval, subject to admissible
initial conditions and disturbances. Accordingly, T in this study denotes a prescribed verification
horizon, not a state-convergence time.

4. Simulation Verification
4.1. Simulation Setup

This section evaluates the effectiveness and performance of the ARLFC mechanism (11)
for the HWDPS (3) through numerical simulations. More specifically, the parameters of
the system in Equation (3) have been extracted from [7,8] and are listed in Table 2.

Table 2. Parameters of the system (3) [7,8].

Parameters K¢ Krp Tw Kpc Kp, Kp,
Values 0.272 (puKw/Hz)  0.0014 (puKw/Hz) 4.0(s) 0.08 (puKw/Hz) 1.25 1.0
Parameters KP3 TPl TPZ TP3 KPT TPT
Values 1.40 0.60 (s) 0'@‘;1 1.0 (s) 81.43 (Hz/puKw) 163 (s)
Parameters KDl TDl TDZ TD3 TD4 RD TBES
Values  0.64 (puKw/Hz) 1.0 (s) 2.0 (s) 0.025 (s) 3.0 (s) 5.0 (Hz/puKw) 0<£)5
Next, the output matrix is picked as
| —0.0565 0.007 -0.950 0.308 0.002 0.000 0.000 0.000 —0.014 0.000 0.000
~ | 0.000 0.000 0.000 0.000 0.000 0.000 0.625 —0.781 0.000 0.000 0.000
and
C,=[011 0 00000000 O]
. . . < 0 75
The matrices associated with the exogenous system (2) are J = 75 0|
U = 0.03 and U — 30 35 ‘
0.02 25 25

Meanwhile, the parameters used in the FIB analysis are selected as tv = 3, T = 10,
01 =02,0,=5and _g = I. Furthermore, the parameters of the hybrid cyber-attack model
are selected as 7 = 0.5, = 0.5, p; = 0.4, p, = 0.6, Jl =17, Jz =1.3,% =0.02,L;({H) =
1.7sin(7j(t)) and L, (7j(t)) = 1.3tanh(#j(t)). The parameters of the strictly (F;, Jo, F3) — ¢
dissipative mechanism are selected as J; = —0.2I, J, = [0.5 0.5 0.5], Fy = 251 and
¢ = 0.12. Moreover, other parameters used in the feasibility test are selected as m; = 0.0051,
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K = 10-3 x | 06013
N —0.0073
0.8449
=10*
& % [1.6541

m, = 0.007, n; = 0.005 and n, = 0.005. Using the matrices and parameters specified above,
the relations outlined in Theorem 2 are solved with the MATLAB linear matrix inequality
(LMI) toolbox. Feasible solutions are thereby obtained, from which the controller and
observer gain matrices are calculated as

—0.0005 —0.2457 —-0.0509 —0.0045 -0.0032 —0.0107 0.0053 0.0693 0.0032 0.0012
0.0020 —0.0062 0.0096 —0.0106 —0.0066 —0.2334 —0.0394 —0.0009 —0.0016 —0.0035|

T
0.0140 -0.0052 0.0250 —-0.0018 0.0902  0.0042  0.0012  0.0053  0.0118
—-0.0105 0.0047 —0.0265 0.0016 —0.0896 —0.0043 —0.0004 —0.0046 —0.0111| ~

€, = 0.1770 —-0.1328 and M = 10-3 x 0.2386 —0.2483]

0.5953 —0.5109 0.0469 —0.0055

A parameter-feasibility analysis is also performed by varying the attack-function
bounds [, and [, and the disturbance-energy bound 1 while retaining the remaining
parameters at their nominal values. Under this configuration, the conditions in Theorem 2
remain feasible for },,}2 € (0,64] and v € (0,11]. Beyond these ranges, no feasible
solution is obtained using the same design settings. On the other hand, the finite-time
boundedness horizon is set to T = 10. The time-response plots are extended to 505 to illus-
trate the subsequent system behavior. All reported root-mean-square performance metrics,
the maximum frequency-deviation measure, and the average control-effort measure are
calculated over [0, 10] s using the corresponding simulation data. The theoretical finite-time
boundedness guarantee applies to this 10 s interval; behavior shown beyond it is numerical
evidence only.

4.2. System Responses Under Nominal Disturbance and Attack Conditions

In this scenario, the nominal attack probabilities, attack-function bounds, disturbance
settings, and gains specified above are used throughout. The controlled and uncontrolled
responses are compared under the same nominal disturbance setting. Subsequently, by se-
0.1sin(t)
0.1 cos(t)
trajectories are compared in Figures 2-8. These figures show the frequency, diesel-generator

lecting the disturbance signals as u(t) = [ ], the controlled and uncontrolled

power, governor-valve position, wind-generator frequency and power, pitch-actuator out-
put, and battery power under the same nominal scenario. The controlled trajectories exhibit
smaller oscillations than the uncontrolled trajectories. The maximum absolute frequency
deviation in runj is Afrgf,x = MaXgcscT Iiyij 4 M®l,j=1,2,...,100. Its average over 100 Monte

Carlo runs is 0.0945.

0.5
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WHHH’ “

|
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| — With control =——Without control |
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Time (seconds)

Figure 2. Time history of system frequency.
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Figure 3. Time history of active power of the diesel generator.
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Figure 4. Time profile of governor valve.
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Figure 5. Time profile of frequency of wind generation.
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Figure 6. Time history of active power of wind generation.
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Figure 7. Time history of hydraulic pitch actuator output.
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Figure 8. Response of the active power of the battery.

4.3. Observer and Disturbance-Estimation Performance

Under the nominal hybrid-attack and disturbance setting, Figure 9 shows the state-
estimation error, while Figures 10 and 11 show the performance of the output-reliant DO.
Figure 10 compares the two exogenous-system states with their observer estimates. Figure 11
compares the corresponding matched-disturbance components with their reconstructed values.
These plots assess estimation behavior separately from the frequency-regulation response.
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Figure 9. Progression of state-estimation error |77 (f)].
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Figure 11. Evolution of matched disturbances and their estimates (a) First trajectory; (b) Second trajectory.

4.4. Finite-Time Bound and Control Effort

For the nominal setting with T = 10 and ¢, = 5, Figure 12 compares the weighted
state trajectory with the prescribed finite-time bound for the same parameters mentioned
previously. The controlled trajectory remains below the bound over [0, T], whereas the
uncontrolled trajectory exceeds it. Furthermore, Figure 13 displays the control-input trajec-
tories. In addition, the control effort required by the developed ARLFC is quantified using
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the root-mean-square (RMS) value ”gl)ws = \/% fOT u].T(t)u]-(t) dt, j=1,2,...,100, where
j denotes the Monte Carlo run. The average RMS control effort over 100 independent runs
is calculated as tigyg = % Z]w? ”gl)v[s The resulting average control effort is 7igy;g = 58.2125.
This result quantifies the control action required by the developed ARLFC under the con-
sidered disturbances and hybrid cyber attacks. Furthermore, the portrayal of Bernoulli

variables are provided in Figure 14.
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4+ J
F
| w‘“ﬂ- *ﬂ "“w W%.
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0 \ . . | :g::"]}"gg. ':;:"4!! i !!!!?lmn!!!!!'! :u., i l|'f",. l.u. "|.:!.h.‘ 4
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Figure 12. Time profile of 17T(t)g17(t).

5 ,l'l,‘” l" "l '.l""im"'n H”i H:: i
i
|||| | || I1|'II|||| “ II'!'I'I‘Jl
|I||| 'II |II ||||| || |=||| :"=I|||||| || |||'|i||,| " H]II |||||1 ||| L ||
I |1 |“lllu|ll
0 I:::: ':HI fiyi :I Il lj:r“ I|I||I| || |I|I|II|=":|||,:III ]!h: Ium |::|} 1| Ilul lllllr::|:|:||| Il
iy
o i i::::a'
-50 it “‘ mn
I | |||| " 'll”lll “'!Il-“nl' l'l.l“‘ "r: “'"nu
0 10 20 30 40 50
Time (seconds)

Figure 13. Time history of control trajectories.
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Figure 14. Evolution of Bernoulli variables.
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4.5. Monte Carlo Estimation-Error Study

To account for stochastic hybrid-attack realizations, the nominal observer and controller
configuration is evaluated over 100 independent runs. The same precomputed observer and
controller gain matrices, plant parameters, disturbance settings, and attack probabilities are
used in every run; only the stochastic attack realizations vary. Figures 15 and 16 display the
exogenous-state and matched-disturbance estimation errors, respectively, and Table 3 sum-
marizes their root-mean-square errors (RMSE) and standard deviations. Across all 100 trials,
the RMSE values remain small with a reasonably low standard deviation, demonstrating
the robustness and consistency of the developed framework.

Table 3. Statistical performance of estimated parameters.

Performance Index 71 (¥) — 411 (£) Y12 (E) — Y40 (E) (1) @, (1)
RMSE 0.101625 0.063750 0.004015 0.005815
Standard deviation 0.000302 0.000198 0.000012 0.000016
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Figure 15. RMSE values of exogenous system’s state and its corresponding DO state for 100 runs.
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Figure 16. RMSE values of disturbance and its estimation for 100 runs.

4.6. Controller and Observer Comparisons

Four control configurations are compared under the same nominal disturbance and
hybrid-attack conditions over 100 independent Monte Carlo trials. The developed PIO-
based ARLFC is the nominal proposed scheme, incorporating the disturbance observer
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and the proportional-integral state observer. Conventional control uses gains obtained
from linear matrix inequality conditions that do not account for cyber attacks. During the
Simulink evaluation, however, the same hybrid-attack signals are applied to this controller
as to the other configurations. In state-feedback-based ARLFC, the disturbance observer is
retained, but the actual system state is used for feedback instead of a state estimate; hence,
no proportional-integral state observer is required. In Luenberger-observer-based ARLFC,
the disturbance observer is retained, while the proportional-integral observer is replaced
with a conventional Luenberger observer, so the integral correction structure is absent. Each
configuration uses its corresponding precomputed gains, and the same disturbance and
attack realizations are used for the comparisons. Table 4 reports the resulting mean output
RMS values for 100 simulation runs. The developed scheme has the lowest reported average
output RMS (0.030753), compared with 0.184518, 0.094571, and 0.057149, respectively. This
comparison evaluates closed-loop regulation across controller architectures.

Subsequently, Table 5 isolates the state-observer comparison under identical dis-
turbance and hybrid-attack realizations over 100 trials. The PIO gives an average state-
estimation-error RMS of 0.198436, whereas the conventional Luenberger observer gives
0.541892. This result supports the role of the integral correction term in the consid-
ered scenario.

Table 4. RMS value of output trajectory for 100 runs.

Control Method RMS

Developed PIO-based ARLFC 0.030753
Conventional control 0.184518
State-feedback-based ARLFC 0.094571
Luenberger-observer-based ARLFC 0.057149

Table 5. RMS value of state-estimation error ||7j(¢)|| for 100 runs.

Method RMS
PIO 0.198436
Luenberger observer 0.541892

4.7. Isolated Disturbance Scenarios

In this part, the nominal hybrid-attack setting and controller are retained while the
matched and mismatched disturbances are applied separately and then together. Table 6
reports output RMS values of 0.014527 for the mismatched disturbance alone, 0.030142 for
the matched disturbance alone, and 0.030753 for both disturbances. The combined case has
the highest RMS, while all three cases remain bounded in the reported simulations.

Table 6. RMS value of output trajectory under different disturbance scenarios for 100 runs.

Scenario RMS

Mismatched disturbance only 0.014527
Matched disturbance only 0.030142
Combined disturbances 0.030753

4.8. Isolated Attack Scenarios

Here, the nominal disturbance setting and controller are retained while replay and
false-data-injection attacks are considered separately and then together. Table 7 gives output
RMS values of 0.029516 for replay only, 0.024893 for false-data-injection only, and 0.030753
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for the hybrid case. The combined attack setting produces the largest RMS among these
three scenarios.

Table 7. RMS value of output trajectory under different attack scenarios for 100 runs.

Scenario RMS

Replay attack only 0.029516
False-data-injection attack only 0.024893
Hybrid attacks 0.030753

4.9. False-Data-Injection Occurrence Probability

In the first attack-sensitivity study, only the false-data-injection occurrence probability
7 is varied; the replay probability, attack-function bounds, disturbances, and observer—
controller gains remain at their nominal settings. Table 8 reports the RMS of |5 ()|l for
7 = 0.1,0.3,0.5,0.7,0.9. The RMS increases from 0.542871 to 0.595245, indicating grad-
ual performance degradation as false-data-injection attacks occur more frequently in the
tested setting. The attack-function magnitudes remain unchanged in this study; only the
probability of false-data-injection occurrence is varied.

Table 8. RMS value of state trajectory |7 (t)|l under different attack probabilities 7.

v 0.1 0.3 0.5 0.7 0.9
RMS 0.542871 0.552469 0.589142 0.590456 0.595245

4.10. False-Data-Injection Intensity

In the second attack-sensitivity study, the attack-function bounds [}1, Jz] are varied,
while the attack probabilities and disturbance settings remain at their nominal values.
For each bound pair, the linear matrix inequality conditions are solved again, and the
corresponding observer and controller gains are used in the simulation. Table 9 reports
state-trajectory RMS values of 0.426387, 0.589142, and 0.678412 for the three settings. The in-
creasing RMS indicates a larger state response as the attack-function bounds increase in the
tested cases.

Table 9. RMS value of state trajectory [|#(t)|| under different attack intensities.

[ J] [0.8,0.9] [1.7,1.3] [2.5,2.7]
RMS 0.426387 0.589142 0.678412

4.11. Dissipativity-Parameter Sensitivity

With the nominal disturbance and hybrid-attack setting retained, Table 10 compares
three selections of JF;, F,, F3, and e. Their output RMS values are 0.031245, 0.030753,
and 0.031983, respectively; the nominal Set 2 gives the lowest value among these tested
selections. This study varies the dissipativity parameters rather than the attack process.

Table 10. Sensitivity analysis of the dissipativity parameters.

Parameter Set N I, I € Output RMS
Set1 —-0.3I [0.7 0.7 0.7] 2.71 0.14 0.031245
Set 2 —-0.2 [0.5 0.5 0.5] 2.51 0.12 0.030753
Set 3 —041I [0.9 0.9 0.9] 291 0.16 0.031983
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4.12. Finite-Time-Bound Feasibility Sensitivity

In a separate feasibility study, the prescribed bound g, is varied while the maximum
admissible dissipativity margin ¢, is evaluated. Table 11 shows that ¢, changes from
2.4991 to 2.4997 as ¢, increases from 5 to 11.

Table 11. ¢, for different finite-time bounds.
0, 5 7 9 11
€max 2.4991 2.4994 2.4996 2.4997

Thus, based on the analysis presented above, we conclude that the HWDPS (3) is
stabilized by the designed DO-driven ARLFC law (11), such that the DO functions properly
and the system performs smoothly despite multiple disturbances and hybrid cyber attacks.

5. Conclusions

An ARLFC strategy for HWDPSs has been presented to address the challenges posed
by hybrid cyber attacks and multiple disturbances within an FTB framework. The com-
bined use of an output-reliant DO and a PIO enables reliable estimation of disturbances
and system states using measured outputs. By explicitly incorporating multimodal false-
data-injection and replay attacks in the controller channel, the developed ARLFC scheme
maintains satisfactory frequency regulation even under adversarial signal manipulation.
The FTB conditions derived in the linear matrix inequality framework offer a systematic
and implementable design methodology. Simulation studies confirm that the developed ap-
proach effectively suppresses disturbance effects and mitigates attack-induced performance
degradation, thereby improving the operational resilience of HWDPSs. Some limitations
remain in the present framework, including the effects of measurement noise, communica-
tion delays, packet losses, sampling frequency, and actuator saturation. These limitations
will be addressed in future work by extending the observer—controller framework and
incorporating reinforcement-learning-based mechanisms to improve its adaptability and
resilience against unknown or time-varying disturbances and cyber attacks.
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