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Abstract

This paper investigates the event-triggered robust dissipative filtering problem for discrete-
time networked nonlinear systems subject to dynamic quantization and stochastic cyber
attacks. The networked nonlinear system under consideration is represented by a Takagi-
Sugeno (T-S) fuzzy model with parameter uncertainties. A dynamic quantizer and a
novel quantization-dependent event-triggered mechanism are introduced to reduce the
communication burden, thereby improving the utilization of the limited network resources.
Moreover, a Bernoulli-distributed random variable is adopted to characterize the effects of
stochastic cyber attacks. Attention is focused on the design of a filter such that the filtering
error system is stochastically stable and satisfies a prescribed dissipative performance level.
By applying the matrix inequality decoupling approach, the design conditions for the
desired dynamic quantizer and filter are obtained in terms of linear matrix inequalities.
Finally, simulation results for the Henon mapping system demonstrate that the proposed
design approach guarantees the prescribed dissipative performance of v = 1.5. In addition,
the number of triggering events is reduced by 14.13% compared with that of existing
quantization-independent methods.

Keywords: networked nonlinear systems; robust dissipative filtering; dynamic quantization;
quantization-dependent event-triggered strategy

MSC: 93B70; 93C42

1. Introduction

Over the past few decades, the investigation of networked systems has attracted
substantial research interest [1], largely owing to their wide applications in areas includ-
ing intelligent transportation, robotics, and aerospace. Two primary research directions
have emerged within the existing literature on networked systems. The first focuses on
developing control strategies for the efficient utilization of limited communication re-
sources. The second concerns the design of security controllers to preserve satisfactory
system performance in the presence of cyber attacks. In the first direction, recent years
have witnessed growing research attention to networked systems subject to quantization
and event-triggered strategies. This is mainly because quantization and event-triggered
strategies can markedly reduce the data transmission burden while making efficient use of
limited communication resources. Accordingly, numerous important results on networked
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systems with quantization and event-triggered strategies have been reported in the litera-
ture. For instance, quantized control problems for networked systems have been addressed
in [2-8] and event-triggered control problems for networked systems have been investi-
gated in [4-11]. Additionally, many security controller design problems for networked
systems under cyber attacks have been studied in [8-10].

In recent years, the Takagi-Sugeno (T-S) fuzzy model approach has attracted much
attention because of its remarkable advantages in tackling the analysis and design problems
of nonlinear systems. In the T-S fuzzy model approach, the considered nonlinear systems
can be represented by a set of local linear models connected by IF-THEN rules. Then,
the analysis and design problems for nonlinear systems can be addressed based on the
well-established linear system theory. As a result, numerous important results have been
reported for nonlinear systems by employing the T-S fuzzy model approach. Particularly,
by applying the T-S fuzzy model approach, control problems have been investigated for
networked nonlinear systems with quantization in [12-18]; controller design problems have
been considered for networked nonlinear systems with different event-triggered schemes
in [15-23]; and security control problems have been discussed for networked nonlinear
systems in the presence of cyber attacks in [16-19].

In addition, the filtering problem has attracted considerable attention since the state
variables of most practical systems are not always available [24,25]. As an important re-
search topic in control theory, the filtering problem has been extensively investigated in
recent years, and a great number of important results have been reported. To mention a
few, by utilizing the T-S fuzzy model approach, filtering problems have been considered
for networked nonlinear systems with quantization in [26-34]; filter design problems have
been addressed for networked nonlinear systems with various event-triggered schemes
in [30-41]; and security filtering problems have been discussed for networked nonlinear
systems in the presence of cyber attacks in [33,34,39-41]. However, it should be noted
that most of the above results on filtering problems for networked nonlinear systems have
only considered either a quantization scheme or an event-triggered scheme, while few
results have investigated the filtering problem with both quantization and event-triggered
schemes, especially when quantization, a quantization-dependent event-triggered scheme,
and stochastic cyber attacks are taken into account simultaneously. Moreover, even in the
existing results that consider both schemes, the quantization and event-triggered strate-
gies have been designed independently of each other, i.e., the event-triggered scheme is
quantization-independent. Consequently, the study of the dissipative filtering problem for
networked nonlinear systems with dynamic quantization, a quantization-dependent event-
triggered strategy, and stochastic cyber attacks, based on the T-S fuzzy model approach,
remains both significant and challenging.

In contrast to the existing studies, the contributions of this paper are summarized
as follows:

(1) This paper investigates the robust dissipative filtering problem for discrete-time
uncertain networked nonlinear systems with stochastic cyber attacks.

(2) The dynamic quantization, together with a novel quantization-dependent event-
triggered strategy, is adopted to reduce the communication burden and improve the
utilization of the limited communication resources.

(8) The matrix inequality decoupling approach and a dimension-tuning matrix are em-
ployed to establish a unified framework in terms of linear matrix inequalities, which
is applicable to both full-order and reduced-order filter design.

The remainder of this paper is organized as follows: Section 2 formulates the problem;
Section 3 presents the main results; Section 4 provides a simulation example; and Section 5
concludes this paper.
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Notations: The identity matrix and zero matrix with compatible dimensions are
denoted by I and 0, respectively. diag{- - -} represents a block-diagonal matrix. R" stands
for the n-dimensional vector space. R"*" denotes the set of all real matrices of dimension
n x m. sym{A} represents AT + A. |-| indicates the Euclidean vector norm.

2. Problem Formulation

Figure 1 presents a block diagram of the dissipative filtering problem for the networked
nonlinear systems considered in this paper, and the problem is mathematically formulated
in this section.

v(k) | T-S Fuzzy z2(k) o~ ek)
Model V\AJ -
—z (k)
0 !

Quantizer

Figure 1. Block diagram of the filtering problem for the networked nonlinear systems.

2.1. Nonlinear Plant

In this paper, the following discrete-time uncertain T-S fuzzy model is employed to
represent the nonlinear plant under consideration. The jth rule is formulated as:

Plant Rule j : IF pq (k) is 9y, pa(k) is My; and ... and
po (k) is My,
THEN x(k+1) = (Aj + AA;j)x(k) + (Bj + AB;)v(k) 1)
y(k) = Cyx(k) + Djo(k)
z(k) = Ejx(k) + Fo(k)

where p(k) = [p1(k), p2(k), ..., po (k)] represents the premise variable, 9t,; denote the fuzzy
setsforj=1,..,rand x =1, ...,0, and r is the number of fuzzy rules. x(k) € R"x denotes
the state variable of the system, y(k) € R" is the measurement output, z(k) € R": is the
performance output, and v(k) € R" is the disturbance input, which belongs to 1,0, o).
Aj, Bj, C;, Dj, Ej, and F; are given system matrices of appropriate dimensions.

The matrices AA; and ABj represent time-varying norm-bounded parameter uncer-
tainties, which are formulated as

[AA; AB;] = E;jAR[Ry Ry (2)

where A denotes an unknown matrix satisfying AIT{AR <LandE;(G=1,...,7), Ry,
and R, are known constant matrices.
For the fuzzy model (1), the fuzzy basis functions can be represented as

1oy M (pe(K))
;:1 H2:1 My (px(k))/ =1 )

where M, (px (k) ) is the grade of membership of pi (k) in M.

gi(p(k)) =

https://doi.org/10.3390 /math14213973


https://doi.org/10.3390/math14213973

Mathematics 2026, 14, 3973 4 of 21
Based on the above definition, we have
gi(p(k)) = 0,54 0i(p(k)) =1j=1,...r (4)
Then, the T-S fuzzy model (1) can be expressed as
x(k+1) = (A(g) + AA(g))x(k) + (B(g) + AB(g))v(k)
y(k) = C(g)x(k) + D(g)v(k (5)
z(k) = E(g)x(k) + F(g)v(k)

where

Alg) = L ai(p(0) 4y, 84(0) = £ ai(p(0)34;, C(o) = ¥ 03(6(K))C;
B() = ¥ 0/(p(K))By 8B(a) = ¥ 03(v(k))8By, Dla) = L. 01(p(6))D;
E@ = L 5(p(0)E Fa) = L o)

2.2. Event-Triggered Communication Scheme

In this paper, we propose a novel quantization-dependent event-triggered communica-
tion scheme to reduce the frequency of data transmission and alleviate network congestion.
As depicted in Figure 1, the measurement output y(k) is transmitted to the dynamic
quantizer whenever the following event-triggered condition

oyT (kg) Nay(kq) + A0%(k)A? — a” (k) Ay a(k) <0 (6)

is satisfied. In addition, y (k) stands for the current measurement output, y(k,) indicates the
last transmitted measurement output, and a (k) = y(k) — y(k;). A1 > 0and A, > 0 stand
for two undetermined parameter matrices, ¢ € [0,1) and A denote two given constants,
while (k) and A are two parameters of the dynamic quantizer, to be introduced in the next
subsequent section.

Remark 1. This paper develops a novel quantization-dependent event-triggered scheme for net-
worked systems with dynamic quantization, which effectively reduces the communication burden,
thereby improving the utilization of bandwidth-limited network resources. It can be observed that
the event-triggered condition (6) explicitly incorporates the quantizer parameter 0(k), allowing
the triggering threshold to adapt to the quantization error bound. When 0 (k) is large (i.e., coarse
quantization), the term A2 (k) A? enlarges the triggering threshold, thereby avoiding unnecessary
transmissions of output variations whose magnitudes are comparable to the quantization error. Con-
versely, when 0(k) is small (i.e., fine quantization), the threshold shrinks accordingly to maintain
the triggering sensitivity and hence the estimation accuracy. This co-design avoids the conservatism
of a fixed threshold that must accommodate the worst-case quantization error at all times. In contrast
with the quantization-independent event-triggered schemes proposed in [15-17,33,34], the proposed
quantization-dependent scheme in (6) is more general. It is noted that the quantization-independent
scheme adopted in [15,34] can be obtained from the quantization-dependent event-triggered strat-
egy developed in (6) by setting A = 0. Furthermore, by selecting Ny = Ay together with
A = 0, the quantization-dependent event-triggered strategy developed in (6) reduces to the
event-triggered scheme employed in [31,33]. The above advantages will be further verified by the
simulation results.
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2.3. Dynamic Quantizer

To further reduce the amount of data in the communication network and improve
the utilization of the limited communication resources, the dynamic quantization scheme
in [2-7,12,13,15-17] is employed in this paper. As in [2-7,12,13,15-17], the dynamic quan-
tizer considered herein is given as

yﬂm>=w%Mf(ﬁ£§),ew>>o ”

in which 6(k) stands for an undetermined parameter of the quantizer, and f(x) indicates a
static quantizer satisfying the following two constraints.

[f(8) =8 <A IF[8[ <M (®)

F(®) > M= A, TF 8] > M ©)

where A denotes the quantization error bound of f(#) — ¢ and M refers to the range of the
quantizer f(*).

Remark 2. The dynamic quantization scheme is advantageous since it dynamically scales the
quantization levels to enlarge the region of attraction and attenuate the steady-state limit cycle.
As a result, the dynamic quantization scheme in [2—7,12,13,15-17], rather than the static one
in [8,14,18,26,27,30,311, is employed in this paper to further reduce the communication burden.

2.4. Cyber-Attacks

Considering that the quantized measurement output is transmitted to the filter via
the unprotected communication network, the phenomenon of stochastic cyber attacks is
addressed in this subsection. The quantized measurement output under stochastic cyber
attacks is formulated as

Gr(kg) = uC(g)s(x(k)) + (1 — p)yr(ky) (10)

where s(x(k)) is a nonlinear function denoting the deception attacks. As in [8-10,17,18,33,34],
it is assumed that s(x(k)) satisfies the following inequality:

s"(x(k))s(x(k)) < x" (k)G Gx(k) (11)

where G is a given constant matrix for s(x(k)). Furthermore, y is a Bernoulli random
variable with the following statistical characteristics:

Prob{u =1} = E{u} =
Prob{p =0} =1—1 (12)

where 0 < 1 < 1is a given scalar.

2.5. Filter

For the event-triggered dissipative filtering problem addressed in this paper, a general
filter is constructed to estimate the performance output based on the measurement output.
The filter is given as follows:

xp(k+1) = Apxp(k) + By (ky) (13)
Zf(k) = Efo(k) + ngf(kQ)
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in which x¢ (k) € R™ indicates the state of the filter and z £(k) € R stands for the output
of the filter. The matrices Ay, By, Ef, and Fy represent the filter parameters to be designed.
Additionally, it is worth noting that the filter in (13) indicates the full-order filter if 1, = ny
and the reduced-order filter if 1 < n, ;< Ny

2.6. Filtering Error System
By defining fi = p—fi, ' (k) = [x"(k) xf(k)], e(k) = z(k) — z(k), and (k) =
(k) ( f (y(k”) ) - M) and considering (5), (10), and (13), we can obtain the filtering error

6k ) 6K)
system as

+(Dy + iy )e(k) — (Dy + o) a(k) 14)
e(k) = (Fy 4 aF2)y (k) + (G1 + iGy)v(k) 4 (Hy + jiHy)s(x(k))
+(Uy + fil)e(k) — (Ur + ilz)a(k)
where
_ [ AA 0 X 0 0 D BA
M= la-pec a7 =B o) P [(1—ﬁ>BfD<g> '
A - o ]~ [ o1~ [ o
B2=pp)| © ﬁBfC(g)]'Cz [ch<g> = <1—ﬁ>Bf]'
D= |y | Bi=[E@ - (- DFC) ~F F2=[FC() O]

U, = *(1 - ﬁ)Pfl Hl = *]/_leC(g), 2 = 7ch(g)/ GZ = PfD(g)r
Uz = Fy, Gy = F(g) — (1 - 1)FsD(g), Asy = A(g) + AA(g),
Ba = B(g) + AB(g).

As prerequisites for formulating the problem considered in this paper, the fundamental
concepts of stochastic stability and dissipativity are introduced in the following definitions.

Definition 1 ([29,33,34]). For any initial condition, if there exists a finite W > 0 satisfying

E{L50 [ (0)[P1(0)} < 7 (0)Wy(0) (15)
then the filtering error system (14) is stochastically stable with v(k) = 0.

Definition 2 ([31,34,37]). For given matrices X1 = XlT € R=>1z < 0, Xo € RI=*No,
X3 = XI € R0, where —X; = XXy and X; € R™*" > 0. The filtering error
system (14) is dissipative with a guaranteed dissipative performance vy for zero initial condition,
if the following inequality

Y o(eT (k) Xie(k) + sym{eT (k) Xpv(k)}

ol (k) (X3 — 7D)o(K)) > 0 (16)

is satisfied for w > 0.

Remark 3. It should be noted that the dissipative filtering performance defined in Definition 2
covers several special cases by selecting appropriate parameters. Specifically, the Heo filtering
performance considered in [26,27,29,30,32,33,39] and the passive filtering performance can be
obtained by setting X1 = —1, Xo = 0, X3 = (y+9*)and X1 = 0, Xo = I, X3 = 29I,

https://doi.org/10.3390 /math14213973


https://doi.org/10.3390/math14213973

Mathematics 2026, 14, 3973

7 of 21

respectively. Moreover, the mixed passive/Ho filtering performance addressed in [38] can be
obtained from the dissipative filtering performance defined in Definition 2 by selecting X1 = —ol,
Xo=(1—-0)L X3 = (2y+0(v*— 7)) with0 < ¢ < 1.

The dissipative filtering problem considered in this paper is to design the filter in (13)
such that the filtering error system (14) satisfies the following two requirements:

(1) The filtering error system (14) is stochastically stable in the sense of Definition 1.
(2) The filtering error system (14) is dissipative in the sense of Definition 2 with a pre-
scribed dissipative performance 7.

Before establishing the main results of this paper, we first introduce the following
two essential lemmas.

Lemma 1 ([26,27,29,30]). For real matrices 1 = colT , 0y, @3 of appropriate dimensions and h
satisfying h"h < I, it can be concluded that @y + @yh@3 + a);hTa)zT < 0 if and only if there
exists a scalar ¢ > 0 such that

@1 + ¢ lool + gl w; < 0. (17)

Lemma 2 ([15,28,34]). For real matrices My, My, and M3 of appropriate dimensions, it can be
concluded that My + MaMsz + MIMI < 0 if there exists a matrix My such that

./\/l1 *
. 1
MI 4 MMy My — MT| =0 (18)

3. Main Results
3.1. Filtering Performance Analysis

In this subsection, the dissipative filtering performance analysis problem is investi-
gated. More specifically, a sufficient condition guaranteeing the stochastic stability and the
prescribed dissipative filtering performance for the filtering error system (14) is established
in the following theorem based on the Lyapunov methodology.

Theorem 1. Suppose that the constants ¢, fi, M, A, and A, the matrices X1 = XlT <0, Xy,
and X3 = X3T , and the filter parameters A Z B Iz E r and Ff are given. The stochastic stability and
the prescribed dissipative performance 7y of the filtering error system (14) are guaranteed if there
exist matrices S, P > 0, Ay > 0, Ay > 0and a constant p > 1 satisfying

Y1 % * * * * *
Yor Yoo oo % * * * *
Y31 0 Yzz * * * *
Yi 0 0 —1I * * x | <0 (19)
Y51 0 0 0 —AI * *
Y1 O 0 0 0 e
R 0 0 0 0 —Ij

https://doi.org/10.3390 /math14213973
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where Yy = P — ST — S,

ol x ok k%

821 822 * * *
Yll = 0 832 —1 * * |,

l 0 342 0 —I *

ds1 dsp 0 0 9s5
Yu = [ $2C $D(e) 00 — %51,

Yo = [STA; STBy STCy S™Dy —STDy ],
Ysi = [ A€ A%2D(g) 0 0 —A%I},
: ]
[
[AX

Fz 1X1Gy pXiH, pXqiUp —VX1U2]

with 311 = —P + ¢CT Ny C+ GTG, 9y = —XIFy +¢D(g)T A2 C, 00 = — (X3 — 1) —
}_{gGl — G{Xz + qu(g)T N2 D(g), d3p = _H{XZ, 842~: —@{Xz, 051 = —¢p A2 C, 050 =
UF Xy — ¢ A2 D(g), 355 = — A1 +¢A2, C = [C(g) 0], G =[G 0], p = (a(1— )/~

Proof. Considering that P — S — ST > —STP~1S and performing a congruence transfor-
mation to the inequality (19) by diag{1, ST s T [ A7, 1, I}, we obtain

_Yll * * * * * .
Yo —p-1 * * * *
Y31 0 —p1 « * * *
Yy 0 0 —I * * * <0 (20)
Y51 0 0 0 —-A7 x *
Y6l 0 0 0 0 —1I *
| Y71 0 0 0 0 0 —I]
where

Yoy =[A By C; Dy —Dy],

Y31 = [phy By pCy Dy — by ],

Y51 = [%C $2D(g) 0 —ILN?I}

To proceed with the derivation, the Lyapunov function is constructed as

V(n(k)) = 4" (k)Py(k), P> 0. (21)
Then, it can be obtained that

E{V(n(k+1)) - V(y(k ))— (k) Xqe(k) — e (k)
x Xpv(k) — o (k)XJe(k)} — o (k )(Xs—’ﬂ) (k)
= ﬁT(k)E{ [Al Bl (Cl ]D)l — Dl] ﬁ[Az Bz (C2 DZ — Dz])T
XP([Al El Cl Dl —Dl] —I—}l[AZ Bz Cz Dz —DZ])
—([I_Fl Gl Hl Ul — Ul] + ﬁ[Fz Gz Hz [Uz — [Dz])TXl
X ([F1 Gy Hy Uy — U] + i, Gy Hy Uy —Ta]) (22)
([Fl Gl Hl [Ul — Ul] + }l[Fz Gz Hz Uz — Uz])TXZ
x[01000] —[01000]"XI([F Gy Hy Uy —Ty]
+i[F2 Gy Hp Uy —Up)) }ip(k)
—#T (k)diag{P, X3 — I, 0, 0, 0}#(k)
= 77 (k) ZoA) (k)
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where 77 (k) = [T (k) 0T (k) sT(x(k)) T (k) «T (k)] and

Zo=[A1 By C; Dy —ID4]TP[A; B; C; Dy — D]
+12[A; B, C; D, — D] P[A; B, C, D, — D]
—[Fy Gy Hy Uy —04)7X,[Fy Gy Hy Uy — T
—fi2[Fy G Hp Uy — Un) X4 [y Gy H, Uy — Ty
—[F1 Gy H; Uy —04)7X2[01000]
—01000)"xI[F, G, H; U; — 0]
—diag{P, X3 — I, 0, 0, 0}.

By considering the event-triggered condition in (6), it can be deduced that ™ (k) A
a(k) < ¢yt (kg) A2 y(kq) + A6?(k)A%. Moreover, we define the parameter of the dynamic
quantizer as
P> 1 (23)

AT (k) Z17 (k) > 0 (24)

where . _
=¢[CD(g) 00 — 1] Az[CD( )00 —1
A s YA A A YA
+A[47C 57 D(9) 00 — 7177 C §7D(a) 00 — 7]
—diag{0, 0, 0, 0, A1}.
Next, combining the property of the quantlzer f (%) given in (8) and the definition of
0(k) in (23), we deduce that T (k)e(k) < #'MAZ yT (kq)y(kq), from which we further obtain

AT (k) Zai(k) >0 (25)

where

A

A& pA A YA A
7y = [%2C $7D(s) 00 — f21]7[%2C $7D(a) 00 — 421]
—diag{ 0,0, 0, I, 0}.
Additionally, we can further rewrite the constraint on the cyber attacks given in (11) as

AT (k) Zs7i (k) > 0 (26)

where Z3 =[G 000 0]T[G 00 0 0] — diag{0, 0, I, 0, 0}.
By applying the Schur complement to the inequality in (20), we obtain

Zo+21+7Zr+ 75 <0. (27)

According to the S-procedure in [3,28], together with the inequalities in (24)-(26), we
obtain A7 (k) Zo7i (k) < 0, i.e.,

E{V(y(k+1)) = V(5 (k) —e" (k) X1e(k) — eT (k) Xp0(k)

o7 (k) XTe(k)} — o7 (K) (Xs — 71)o(K) < 0 )

By summing up the inequality in (28) from k = 0 to k = w, we can conclude that

E{V(n(w+1))} = V(5(0)) = Tio(E{e" (k) X4
xe(k) +eT (k Xao(k )+ o (k) XTe(k)} (29)
+oT (k) (X3 — yI)v(k)) <0
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It should be noted that V(#(0)) = 0 and E{V (y(w + 1))} > 0. Based on the inequality
in (29), we obtain

Yo (B{e (k) Xye(k) + (k)sz(k) v (k)XJe(k)}

hoT (1) (Xs — 210 < ) > G0

Recalling Definition 2, we deduce that the prescribed dissipative performance - of the
filtering error system (14) is guaranteed if the condition in (19) is satisfied.

Next, we prove that if the condition in (19) holds, the filtering error system (14) is
stochastically stable under v(k) = 0.

For v(k) = 0, the inequality in (28) reduces to the following inequality:

E{(n(k+1)) = V(y(k))} < e (k)Xie(k). (31)
Noting that X; < 0, we obtain
E{(y(k+1)) = V(y(k))} = 7" (k) Zo7i (k) < 0 (32)
where 777 (k) = [T (k) sT(x(k)) T (k) a7 (k)] and
Zy = [A_l C_l H_)El - H_)il]TP[A_l C} @1 _H_)il]
+72[Ay Ca Dy — )" P[A; C; Dy — Dy
—diag{P, 0, 0, 0}.
Based on the equation in (32), we obtain

E{(n(k+1)) = V(n(k))} < —Amin(—Z0)7 T (k)fj (k) (33)

Moreover, for any 6 > 1, we take mathematical expectation of the inequality (33) and
sum both sides from k = 0 to k = 4. Then, we obtain

E{n"(0+ ) 5+1)} 1" (0)P(0)
< —Amin(~Z0)E{E_o | 1(K)?]} G4
which implies )
E{Xol7(k)*} < (Amin(—Z0)) (7 (0)Py(0) 35)

—E{yT(5+1)Py(s+1)}).

Letting 6§ — oo, one deduces that E{Y > ,|7(k)?|} > E{L,|7(k)?|} and
E{y7 (o) Pyy(0)} > 0. As a result, we further rewrite the inequality in (35) as

E{X20[1(K)?[} < (Amin(— Zo))*lnT(O)Pn(O)
= WT(O)( min(—Z ))711)77(0) (36)
= 1T (0)W3(0)

where W = (Amin(—Zp)) ~P. Based on 7" (k) Zij (k) < 0, we have Zy < 0,1i.e., Amin(—Zo) > 0.

Furthermore, we obtain W = (Apin(—Z0)) ' P > 0. Recalling Definition 1, we have that the

stochastic stability of the filtering system (14) is guaranteed if the condition (19) is satisfied.
O

3.2. Filter Design

In this subsection, the filter design problem is investigated. More specifically, based
on Lemmas 1 and 2, and Theorem 1, the design conditions for the desired event-triggered
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communication scheme in (6), the dynamic quantizer in (7), and the filter in (13) are
presented in terms of linear matrix inequalities.

Theorem 2. Suppose that the constants ¢, i, M, A, A, 01, 0, 03, and oy, the matrices X1 > 0,
Xy, X3 = XI, and Q are given. The stochastic stability and the prescribed dissipative performance
7y of the filtering error system (14) are guaranteed if there exist matrices Py, Py, P3, S1, Sa, S3, S4,
AFf, Be, Ep, Fr, ©, A1 > 0, Ay > 0and constants i > 1, ¢ > 0 satisfying

0;<0, j=1, ..., 1 (37)
where ) }
H11j * * * * * *
Eo15 Hoo * * * *
35 0 Epx * * *
Q] = [ =41 0 0 b ¥} * * *x |,
0 E52j 0 0 —gl * *
561 0 0 0 0 —gI *
|Z715 H7»2 3 0 0 0 &7
Tllj * * * l"gl) T
Ty; Topj x % % T
=] 0 Ty —I * x|, Hyj= lr& ,
0 F42 0 —I * 1"6T4
[Ts1;3 Isp; 0 0 rl,
[Ts1 Tgy; 0
= |Ta Ty 0 0 —A“’A
— Iﬂalj IﬂaZj Iﬂa3) a4 _Fa4
Tb1; AX1FEDj Tpgj Thy  —Thy
Espj = [ELS] ELS3 ), Bag = —diag{I, AL, I, I},

[
315 = [T71; Ty Tz Ty — Ty,
[

E71j = [Tetj Tezj Tesj Tea —Tea], 861 =[Tq1 ¢R2 0 0 0],
- S] ST *
2 pz—sg—sg P;—Sy—SI|
= _ (52— 71QO)T (54— m®)T

72 0 0 ’
] 0 0
Hp3 =

(52 = 03Q0)" (54— 040)"

By = —diag{®+ 0T, ©+0T},

—Pi+¢CI Ao Cj+ GIG %
Ty = ) ,
_PZ —P3
To1) = [—B1j + B2 + #D] A2 G XTEr],

Tap5 = AC FL Xy, Typ = (1 — i) Ff Xa,
5 = —(X3 — 1) — sym{Bs; — B} + ¢D] A2 Dj,
Isi;=[—¢A2Cj 0], Tspj = —(1— @)FF X — ¢ A2 D,

S14A;+ (1 — )o1QBrC; 0 1QAF

F L=
6lj SgAj + (1 — ﬁ)UzBPCj 0,AF
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_ | R QBEC; _ |(@=p)o1QBr
Fezj = | _ ,Tea = . ,
| o2 BEG; (1—f)o2Br
T o —ﬁU’gQBFCj 0 o —ﬁU3QBFDJ
715 = N 725 = .
L —‘110'4B1:Cj 0 —]/l0'4BpD]
(1-7)BrC;  Ar (1—)BED;
Iﬁelj - ABrC 0 ’ IﬂeZ] - ~ ’
| —ABEC; —fBED;
. ﬁ(TgQBFCj . —ﬁO’ 3QBE . ]/_prCj
73 =1|" L7y = . s Lesj = |, ,
| ]1(74BpCj —Uo 4Bp “l/prCJ
_ |(T—@)BF _ |51Bj + (1 — 1)e1QBED;
ey = . , Tezj = ’ ,
—fiBr S3Bj + (1 — ‘ll)(TzBPDj
A A A
Tgy; = [57C; 0], Tsoy = %7 D;, Torj = [A57C; 0],
Top; = A¥2D;, Tap; = X1F, — (1 — )Xy Fe D,
Ta1j = [X1Ej — (1 = @) X1 FrCy — X4EF],
T3 = —fiX1FrCj, Tag = —(1 — 1) X1Fr, T'g1 = [GRy 0],
Tpij = [AX1FeCy 0], Tpgy = —fiX1FrCj, Thy = X1 Fr,
Bij = X3 Ej, Boj = (1 — 1) X] FeCj, B3y = X5 F;, By = (1 — 1) X5 Fe D).
Additionally, the filter parameters Ag, By, E¢, and Fy are given by
Af = ®_1Ap, Bf = ®_1Bp, Ef = Ep, Ff = Fr. (38)

Proof. To derive the design conditions for the desired filter, we first eliminate the uncertain
variables AA(g) and AB(g) in (19) based on Lemma 1. To this end, we rewrite the inequality
in (19) as

T + sym{X(g)ArY} <0 (39)

where X(g) = [0 X (g) 0 0]T,Y=1[Y; 0 0 0],

Yii o % * *

| Ya Yo x| o B(g)
T = 7 Bl — _ 7
Y 0 Yo % (1—m)BsD(g)
Yy 0 0 By
x A(g) 0

(1-WBCla) 4y , X1(g) = ([El(9) 0]S)",

Yi=[[Ry 0] Ry 00 0], ¥y =[], Y&, Y Y717,
Yy = [STA; STBy STCy STDy — STDy .

Applying Lemma 1 and the Schur complement to (39), we deduce that the inequality
in (39) holds if and only if there exists a scalar ¢ > 0 satisfying

Y11 * * *
1721 Y % *
Y31 0 Yy x
Py P 0 Dy

<0 (40)

where &4 = [‘I’Zl 0 E6T1 17, @4 = [0 Xq(g) 0]7, and Py = diag{ Bg4, —cI, —¢I }.
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Next, we define the matrices P and ST in (40) as P =

P;

P
1ox and ST =
P,

S2
Sa|’

respectively. However, even with such a partition, the inequality (40) remains nonconvex

with respect to the variables to be designed. This is mainly because there exist nonlinear
terms, such as (1 — f1)S2B¢C(g) and (1 — j1)S4B¢C(g), among others. To obtain the design
conditions for the desired filter in terms of linear matrix inequalities, the matrix inequality

decoupling approach in [15,34] is employed. As in [34], we introduce a dimension tuning
matrix Q, a nonsingular matrix variable ®, and define ®A = Ap, ©Bf = Bp, Ef = EF,
and Fy = Fr. Then, we express the inequality in (40) as

where

£11 % * * 0
£1 Exp  * 1
B +sym [©3 00 0] <0
£31. 0 Ex ¥ 0,
£y £p 0 £y 0
T
111 ox ok ox % lg;l
121 122 * * * Zgz
£1=10 130 —1I * x |, £ = 12;3 ’
0 Ty 0 —I =« rl,
;59 152 0 0 955 -r,

£a31 =171 172 173 Tya —Tpa], £n = [1f; 0 EL]T,

£ =1[0 i 0], £44 = —diag{1, AL, I, I, I, ¢I},

1 = —(X3 — 1) — sym{B3 — B4} + ¢D" (g) A2 D(g),

130 = ICT (g) FF X, 150 = —(1 — 1) Ff X5 — ¢ A2 D(g),

181 = [T81 732 783 784 785), 151 = [—p A2 C(g) O],

1] = {—,31 + B2+ ¢D(a)" A2 C(g) XzTEP} ,

B1=X1E(g), P = (1— p) X FrC(g), B3 = XJ F(g),

Bi=(1—-n)XIFD(g), O3 = |K; K, Ks Ky —KAJ,

S, — 01Q0 o} o s, —0300
, Oy =

@:
1 Sy—® 0 0 Sy—04@

7

K, — [(1 ~MB/Clo) Ay

Ky — [(1 — f1)BsD(g)

—fBsC(g) 0 —fiB¢D(g)
T
_[mBc@] o [a-mB] , _[siEl
K3 [ﬁBfC(g) , Ky l — B ], 9% SgEC(g)] ,

oy — |S1A(0) + (1= p)nQBrC(s) 1 QA
7| S3A(0)+ (1 - W)7BrClg)  c2Ar |
o — |[1QBeC)| | |-psQBrC(a) O
| f102BrC(g) ’ —poyBeC(g) 0|’
o, _ [AQBD@)]| | [0sQBrC(o)
| —fouBeD(g) |’ floyBrC(g) |’
L _[-m+ecT(@) naCle) +GTC
1= _ P, _py|’
e — 51B(g) + (1 — 1)e1QBrD(g)
| S3B(g) + (1 —f1)o2BrD(g) |’

(41)
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7€) 0
= | A%C(g)_ o
X1E(g) — (1 — @) X1FrC(g) —XiEr
X1 FrC(g) 0
%AD(Q) 0
g = | A%D(g)_ ST = | 0 ,
X1F(g) — (1 — 1) X1FrD(g) —fiX1FrC(g)
L fiX1FrD(g) —1X1FrC(g)
[0 o1
Tgy = ° Tg5 = Myl
—(1—m) X1 Fr (1— )X Er
fiXq1Fr —X Fr

Based on Lemma 2, we conclude that the inequality in (41) is guaranteed by the
following inequality:
Yi-18i(p(k))Q; <. (42)

Moreover, recalling the property of the fuzzy basis functions g;(p(k)) given in (4),
we conclude that if inequality (37) holds, then inequality (42) also holds. This completes
the proof. O

Subsequently, some discussions on the design results in Theorem 2 is presented in the
following remarks.

Remark 4. It should be noted that by selecting different dimension tuning matrices Q, the design
conditions derived in Theorem 2 can address both full-order and reduced-order event-triggered robust
dissipative filter design problems for nonlinear networked systems subject to dynamic quantization
and stochastic cyber-attacks. Specifically, if we set Q = I € R with ny ; = Ny, then
the design conditions in Theorem 2 apply to full-order filter design. Otherwise, if we choose

Q=|I¢ R 0 € Rnfo(nxfnx) with 1 < nx, < My, the design conditions in

Theorem 2 are applicable to reduced-order filter design.

Remark 5. By utilizing the matrix inequality approach technique and introducing a dimension
tuning matrix Q, the design conditions established in Theorem 2 provide a unified framework
to deal with both full-order and reduced-order filter design problems. In addition, by employing
some matrix inequality transforming technique and introducing a nonsingular matrix variable ©,
the proposed filter design method allows the slack matrix variable S to have a free structure. This
implies that, unlike the well-known filter design approach in [26-30,33,37], the proposed method
does not require imposing any constraints on S, i.e., all elements in its second column are identical.
Therefore, the proposed filter design method is more general than the one in [26-30,33,37].

Remark 6. It should be noted that the numerical complexity of the design conditions (37) established
in Theorem 2 is determined by two factors, i.e., the number of undetermined variables D and
the number of rows R. Specifically, it follows from the design conditions (37) that D = 2 +
%nx(nx +1)+ %nxf(nxf +1)+n2+ 3n§f + 3nxnxf + 1y 1y + Nz, + 12y + ny(ny +1) and
R =r(6ny+n, + 5nxf +4ny, + 2n). Based on the result in [15,34], the design conditions (37)
can be solved in polynomial time, with the computational complexity proportional to D3R. It is
also worth noting that the scalars A, M, and A in (6) are prescribed constants, and the scalar
is a decision variable of Theorem 2 regardless of the value of A. Therefore, introducing the term
A2 (k) A? into the triggering condition only changes the values of some existing blocks of the design

https://doi.org/10.3390 /math14213973


https://doi.org/10.3390/math14213973

Mathematics 2026, 14, 3973

15 of 21

conditions (37), without increasing the number of decision variables D or the row number R, i.e., the
computational complexity of the design conditions is not affected.

4. Simulation Example

In this section, the effectiveness of the event-triggered robust dissipative filtering
approach proposed in this paper is demonstrated through the Henon mapping system,
which is also utilized to study the filtering problem for nonlinear networked systems
in [31,34]. Following [31,34], the Henon mapping system is described by

xp(k+1) = —x%(
xp(k+1) = x1(k)

y(k) = 0.8x1 (k) + 1.25x, (k) + 1.4v(k)
z(k) = —0.5x7 (k) — 1.25x5 (k) + 0.10(k)

k) + 0. 3X2( ) + U(k)
(43)

Based on the results established in [31,34], we have that the Henon mapping system
can be approximated by the discrete-time uncertain T-S fuzzy model defined in (1) with
two IF-THEN rules. Assuming that xq (k) € [—7, 7] with T > 0, the associated parameters

are given as follows:
T 03 -7t 03 1
7 A - ’ B = B = ,

Ci=C =08 1.25},D1 — D, =14,
E,=E = |—05 —1.25},5 —F =01

Ay =

The known matrices for parameter uncertainties are chosen as

£ 0.0007  0.0006 ~|0.0007  0.0004
T 10,0001 —0.0006|" "~ [0.0003 —0.0016|"
Ry — —0.04 —0.0017 Ry — 02|

—0.03 0.0037 0.7

Additionally, we formulate the corresponding fuzzy membership functions for the
above fuzzy system as

g1(x1(k)) = ;( xik))/ g2(x1(k)) = ;(1 + xz(—k))

To apply Theorem 2, we set the related parameters as T = 0.2, ¢ = 0.3, ji = 0.1,
M=50,A=1,A=050m=10m=20n=10=1X =02 X, =16 X3 =12,
Q = Ihxp,and G = diag{ 0.01, 0.01 }. Then, by applying Theorem 2 with v = 1.5, we obtain
the undetermined parameters A and A; for the quantization-dependent event-triggered

strategy, the designed additional scalar ¢ for the parameter of the quantizer 6(k), and the
filter parameters A £ Br, Ef, and F Fas follows:

¥ = 6.1531, A = 5.4852, A = 0.2644,
~0.0107  0.0037 ~0.0495
f= [0.0480 —0.0080]' f= [—0.0258]'
Ef = [0.0039 0.4256], F; = —0.6284.
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Furthermore, the unknown matrix function, the disturbance input, the initial states
of the system and the filter, and the cyber-attack signal are set as Ag = sin(0.1k),
v(k) = 0.65in(0.35k)e 0%k, x(0) = x£(0) = [0 0]7, and s(x(k)) = [ —(tanh(0.01x; (k)))T
— (tanh(0.01x(k)))T ]7. The responses of the system state x(k) and the filter state x (k) are
depicted in Figures 2 and 3, respectively. Figure 4 presents the responses of the performance
output z(k) and the filter output z¢ (k). Figure 5 depicts the response of the filtering error
e(k). The released intervals of the communication channel from the system to the filter are
shown in Figure 6. It can be concluded from the simulation results given in Figures 2—4
that, the designed event-triggered robust dissipative filter performs well, as expected.

To further illustrate that the quantization-dependent event-triggered strategy devel-
oped in this paper is more general than the quantization-independent one employed
in [15,34], the quantization-independent one employed in [15,34] is also utilized to study
the event-triggered robust dissipative filtering problem for this example. By setting A = 0,
the response of the filter output z¢ (k) is depicted in Figure 4, the filtering error e(k) is shown
in Figure 5, and the released intervals of the communication channel from the system to
the filter are given in Figure 7.

| |  —a®
I

0.25

40 60 80 100
k

Figure 2. The response of the system state x (k).

0.01 v , v ,

-0.01

—Jffl (k) ]
—r=npa(k)

-0.02

-0.03

-0.04
0 20 40 60 80 100

k

Figure 3. The response of the filter state x (k).
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Figure 4. The responses of the performance output z(k) and the filter output z¢ (k).

k

Figure 5. The response of the filtering error e(k).
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Figure 6. The eleased intervals for A = 1.
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Figure 7. The released intervals with for A = 0.

From Figures 6 and 7, we observe that the quantization-dependent event-triggered
strategy developed in this paper is triggered only 79 times, fewer than the 92 times of the
quantization-independent one employed in [15,34]. Moreover, as shown in Figures 4 and 5,
this reduction in data transmissions does not come at the expense of estimation accuracy.
Therefore, compared with the quantization-independent event-triggered strategy in [15,34],
the developed quantization-dependent one further alleviates the communication burden
and conserves communication resources for networked systems with dynamic quantization
without compromising estimation accuracy. Additionally, as shown in Figure 6, under the
proposed quantization-dependent event-triggered mechanism (A = 1), the release intervals
vary between 1 and 3 sampling periods, and the intervals of 3 sampling periods appear
repeatedly over the entire time horizon. This is because the term 162 (k)A? in the triggering
condition (6) adjusts the triggering threshold adaptively with the quantization error bound:
since 6 (k) is proportional to |y(k,)| as defined in (23), the threshold is enlarged when the
quantization is coarse, so that unnecessary transmissions of output variations comparable
to the quantization error are avoided. In contrast, for the quantization-independent case
(A = 0), the triggering threshold depends solely on the fixed term ¢y (k;) A2y (k,), and thus
the release interval is almost always 1 sampling period, i.e., the communication channel is
occupied at nearly every sampling instant, as shown in Figure 7. Consequently, data trans-
mission is triggered only 79 times under the proposed mechanism, fewer than the 92 times
under the quantization-independent one, which indicates that the proposed quantization-
dependent event-triggered mechanism achieves a sparser transmission pattern and is thus
more desirable for conserving the limited communication resources.

Comparative Explanations: With the developed dissipative filter design strategy,
the filtering problem for the Henon mapping system (43) with dynamic quantization,
the quantization-dependent event-triggered strategy, and stochastic cyber-attacks can be
solved in terms of linear matrix inequalities. Since the dissipative performance consid-
ered in this paper covers the Ho, performance and the passive performance as special
cases, developed filter design strategy is more general than the H filtering strategies
in [26,27,29,30,32,33,39]. Furthermore, the main advantages of the proposed dissipative
filtering strategy are summarized as follows.

(1) In contrast to the existing filtering results, where only the quantization scheme [26-29]
or the event-triggered scheme [35-41] has been considered, the filtering problem inves-
tigated in this paper involves dynamic quantization, event-triggered communication,
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References

and stochastic cyber-attacks simultaneously, which is more general and challeng-
ing. Specifically, by setting A = 0, the proposed quantization-dependent event-
triggered strategy reduces to the quantization-independent ones in [15,34], and the
dynamic quantization scheme adopted herein is more general than its static coun-
terpart in [8,14,18,26,27,30,31]. As shown in Figures 6 and 7, the number of data
transmissions under the developed strategy is reduced by approximately 14.13%
compared with that under the quantization-independent one, while the estimation
accuracy is not compromised, as shown in Figures 4 and 5.

(2) With the matrix inequality decoupling approach, the design conditions for both full-
order and reduced-order filters are derived within a unified framework in terms of
linear matrix inequalities, rather than through separate designs as in [28,33]. In con-
trast to the classic filter design approach widely used in [26-30,33,37], the developed
filter design method removes the restrictive assumption on the slack matrix variable,
i.e., the requirement that all elements in its second column be identical. Therefore,
the developed filter design method is more general than the classic one.

5. Conclusions

In this paper, the robust event-triggered dissipative filtering problem has been inves-
tigated for discrete-time networked nonlinear systems under dynamic quantization and
stochastic cyber attacks based on T-S fuzzy system theory. To improve the utilization of
the limited communication resources, a quantization-dependent event-triggered strategy
has been developed, which enables its co-design with the dynamic quantizer to reduce
unnecessary data transmissions over the network. Moreover, the effects of stochastic cyber
attacks, characterized by the Bernoulli distribution, have also been taken into account.
The co-design conditions for the desired dynamic quantizer and the event-triggered filter
have been derived in terms of linear matrix inequalities by using the matrix inequality
decoupling approach, which guarantee the stochastic stability and the prescribed dissi-
pative performance of the filtering error system. Finally, a practical example has been
provided to verify the effectiveness of the proposed filtering scheme. It should be noted
that privacy preservation remains a significant challenge for networked systems. Ac-
cordingly, extending the proposed robust event-triggered dissipative filtering scheme to
nonlinear networked systems with privacy constraints constitutes an interesting topic for
future research.
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