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Abstract

Aggregate accuracy and conventional attack success rates cannot distinguish pre-existing di-
agnostic errors from melanoma false negatives induced by a trigger. We evaluate melanoma-
to-nevus risk downgrading in source-heterogeneous federated learning using paired clean
and triggered predictions. Four source-defined clients represent clinical photography,
smartphone imaging, and dermoscopy. The primary endpoint, trigger-induced paired false
negatives (trigFN), counts clean-correct melanoma cases that change to a nevus prediction
after triggering. In centralized screening, sticker and blend triggers produce 35 and 31
trigFN among 77 melanoma cases, whereas a square trigger produces none. Across four
seeds, Full-Phase poisoning produces 16.25 £ 10.14 trigFN and a 21.1 £ 13.2-percentage-
point melanoma-sensitivity loss; Late-Phase poisoning produces 4.75 £ 2.99 trigFN and
a 6.2 = 3.9-point loss. Under Full-Phase poisoning, NormClip with ¢ = 1 reduces trigFN
to 2.75 £ 3.20 and the sensitivity loss to 3.6 & 4.2 points, while mean balanced accuracy
(BACC) changes from 0.732 = 0.026 to 0.708 £ 0.034. External evaluation shows smaller
within-model trigger-associated losses with clipping, although absolute melanoma sensi-
tivity on untriggered images is lower. Paired clinical endpoints reveal harm that aggregate
utility can obscure. Within the evaluated four-client, single-attacker, non-adaptive setting,
norm-constrained aggregation reduces but does not eliminate harm.

Keywords: trustworthy artificial intelligence; secure federated learning; dermatology;
backdoor attack; medical artificial-intelligence safety; norm clipping; melanoma sensitivity

MSC: 68T07; 68M25; 68M14

1. Introduction

Machine learning supports a broad range of healthcare tasks, including image-based
diagnosis, clinical risk prediction, and decision support. Beyond imaging, recent examples
include interpretable risk screening from dietary, clinical, and non-diagnostic laboratory
variables and causal decision support for intensive-care discharge using electronic health
records [1,2]. These applications depend on representative multi-institutional data, yet
health data are difficult to centralize because of patient privacy, institutional governance,
and dataset-specific access restrictions. Federated learning (FL) addresses this constraint
by allowing participating sites to optimize a shared model without exchanging raw patient
data [3]. Medical FL has been studied in multi-institutional imaging and clinical-outcome
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prediction [4,5]. Reviews of the field nevertheless emphasize that privacy-preserving
collaboration does not by itself resolve heterogeneity, reliability, or security concerns [6,7].

Melanoma recognition is a particularly safety-sensitive use case. Robust models
must account for images acquired with different devices, protocols, skin tones, lesion
subtypes, and clinical workflows. This makes federated training attractive for derma-
tology systems spanning clinical photography, smartphone imaging, and dermoscopy,
but a diagnostic model that performs well on average may still fail asymmetrically on
malignant lesions.

The decentralized nature of FL introduces a distinct security risk. Unlike conventional
centralized training, FL allows a malicious participant to manipulate only its local data
while repeatedly influencing the global model through submitted updates. BadNets es-
tablished that neural networks can learn trigger-conditioned behaviors [8]. In FL, model
replacement and distributed poisoning can implant targeted behavior through malicious
updates [9,10], while Neurotoxin and Chameleon show that attacker objectives can be
designed for persistence across later rounds [11,12]. Defenses consequently use assump-
tions about update distance, coordinate statistics, magnitude, clustering, smoothing, or
invariant directions. Their effectiveness depends on the number of clients, non-identically
distributed data, and the attacker model [13,14].

Security failures are especially consequential in medical imaging. FIBA demonstrates
that frequency-domain triggers can create backdoors across several medical-image tasks,
including skin-lesion classification [15]. AdaShield-FL considers poisoning together with
cross-site domain variation in federated medical-image segmentation [16]. These studies
establish that medical-image models can be attacked and defended under domain shift,
but they do not directly measure whether a trigger converts a previously correct malignant-
lesion prediction into a benign one under source-heterogeneous dermatology FL.

This distinction is important because the clinical consequence of a backdoor is not
adequately captured by aggregate accuracy or a conventional target-class attack success
rate. In melanoma recognition, the critical failure is risk downgrading: an image correctly
recognized as melanoma under clean conditions is shifted to a melanocytic nevus prediction
after an attacker-controlled artifact is introduced. A clinically meaningful evaluation must
distinguish newly induced false negatives from pre-existing diagnostic errors. It should also
separate trigger learnability from federated aggregation effects and account for differences
in client modality, sample size, and class composition. To this end, we formulate paired
trigger-induced melanoma false negatives as the primary harm endpoint and evaluate
clean and triggered predictions on the same melanoma cases.

We study this problem in a source-partitioned melanoma versus nevi federation con-
sisting of four modality-heterogeneous clients and one malicious clinical photography
client. The federation includes clinical photographs, smartphone images, and dermoscopy,
with modality heterogeneity represented across client distributions rather than through
paired multimodal inputs. We first perform a centralized trigger-feasibility control to
determine whether candidate artifacts are learnable by the selected model family before
introducing federated poisoning. We then compare poisoning schedules and trainable
parameter sets under a fixed local-epoch budget, followed by matched Fed Avg and Norm-
Clip evaluations. The mathematical analysis bounds direct per-round and cumulative
clipped contributions; the experiments measure paired harm and class-specific utility.
Matched attack-free training and external evaluation on ISIC2018 and HAM10000 further
assess whether the observed defense effect is accompanied by clean-utility degradation
and whether it persists beyond the development split.
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Our evaluation reveals a separation between aggregate utility and clinically directed
harm in the reported setting. Acquisition-inspired sticker and blend triggers are learn-
able in centralized controls, whereas a conventional square trigger is ineffective. Under
FedAvg, sustained Full-Phase poisoning produces the largest mean paired melanoma harm
across the evaluated fixed schedules, despite limited changes in balanced accuracy. Norm-
constrained aggregation reduces the observed paired harm by limiting update magnitude
but leaves residual false negatives and may reduce class-specific sensitivity. These observa-
tions motivate paired clinical endpoints as a complement to conventional aggregate metrics
when evaluating federated backdoor risks.

The main contributions of this work are threefold. First, we establish a source-
aware federated dermatology protocol that represents cross-client acquisition heterogeneity
and quantifies backdoor harm through paired melanoma false negatives and melanoma-
sensitivity change. Second, we evaluate trigger feasibility, poisoning timing, and the
malicious client’s trainable parameter set to identify conditions associated with clinically
directed risk downgrading. Third, we analyze the direct per-round and cumulative magni-
tude contribution controlled by clipping and evaluate its empirical safety—utility profile.
NormClip reduces paired harm in the evaluated single-attacker, non-adaptive setting;
adaptive and colluding attackers remain to be evaluated.

2. Related Work

This section positions the study along three connected lines of work: medical FL under
cross-site heterogeneity, backdoor attacks in distributed training, and aggregation defenses
whose assumptions may be strained by a small number of source-defined clients.

2.1. Federated Medical Imaging and Robust Aggregation

Federated learning enables multiple institutions to train a shared model without
exchanging patient-level data, making it attractive for privacy-sensitive medical imaging
[4,6]. Clinical-outcome studies further demonstrate that federation can operate across
institutions with different patient populations and workflows [5]. Such heterogeneity
remains an optimization challenge: FedProx modifies local optimization for heterogeneous
networks, while broader FL analyses distinguish statistical heterogeneity from systems
heterogeneity [7,17].

Heterogeneous clients also complicate robust aggregation because honest updates
can differ in magnitude and direction. Krum ranks updates by inter-client distance [18],
whereas coordinate-wise median estimates a robust central tendency independently for
each parameter [19]. Norm bounding directly limits the magnitude of each submitted
update [20]. FLAME combines clustering, clipping, and calibrated noise to remove fed-
erated backdoors while controlling benign-performance loss [13]. More recent defenses
include certified clipping-and-smoothing guarantees for bounded attacks [21], invariant
aggregation over update directions [14], and reconstruction-error screening for model
poisoning under non-IID data [22]. These methods protect different threat surfaces and rely
on different client-count, distributional, or attacker assumptions. In our four-client setting
with one malicious participant, the classical Krum condition K > 2f + 3 is not satisfied,
so Multi-Krum is analyzed separately as an auxiliary stress test and is not ranked as a
theoretically supported competitor.

2.2. Backdoor Attacks and Clinical Safety Evaluation

Backdoor attacks associate an attacker-controlled pattern with a selected prediction
while preserving apparently normal behavior on clean inputs. BadNets established this
behavior in centralized training [8]. Model replacement and distributed trigger compo-
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nents extend the attack to FL [9,10]. Neurotoxin and Chameleon improve persistence by
concentrating the attack on parameters or representations less likely to be overwritten by
subsequent honest training [11,12]. Lockdown instead isolates subspaces to limit durable
backdoor behavior [23].

Medical-image backdoors require additional attention because the clinical consequence
can be class-asymmetric. FIBA evaluates frequency-injection attacks on skin-lesion classifi-
cation and other medical-image tasks [15], while AdaShield-FL jointly addresses poisoning
and domain adaptation in federated segmentation [16]. Their tasks, attacker access, client
counts, and endpoints differ from the present binary dermatology setting, so that direct nu-
merical rankings would be inappropriate. The methodological gap addressed here concerns
measurement: a conventional target-class success rate includes melanoma cases already
predicted as nevi before triggering. We instead pair clean and triggered predictions for the
same cases and count only newly induced melanoma-to-nevus transitions. Centralized
screening separates trigger learnability from federated aggregation, and external evaluation
tests whether the paired effect persists after configuration selection.

3. Materials and Methods

The evaluation combines a source-partitioned benchmark, a fixed malicious-client
threat model, a trigger-feasibility screen, attack schedules, aggregation defenses, and
paired safety metrics. Figure 1 summarizes the resulting attack-defense task. Algorithm 1
summarizes the federated training and evaluation procedure.
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Figure 1. Source-heterogeneous federated learning (FL) backdoor threat and aggregation-defense task.
One clinical-photo client implants a sticker-triggered melanoma-to-nevi downgrade through local
poisoning, while the server compares FedAvg and aggregation defenses using paired trigger-induced
melanoma false negatives (trigFN), change in melanoma sensitivity (AMelSens), and balanced accu-
racy (BACC). Red identifies the malicious client, poisoning, and trigger-induced error pathway; blue
identifies the clean clients, clean training, and clean-image prediction pathway.

3.1. Problem Formulation and Notation

n;

Let K denote the number of participating clients and let D; = {(xyj, yij) } i1 be client
i’s local dataset, where y = (yd,y’”,y’) contains the diagnosis, morphology, and risk
targets. The server model after communication round ¢ is 6t, client i returns the local
update Af, and p; = n;/ Z]K:l n; is its sample-count weight. Client m is malicious, T is the
trigger transformation, p is the poisoned fraction of its melanoma samples, and a; € {O, 1}
indicates whether the attack is active. The server aggregation rule is denoted by .A. Table 1
summarizes the notation used in the threat, optimization, and safety objectives.
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Table 1. Core notation for the source-heterogeneous federated learning (FL) backdoor evaluation.

Symbol Meaning

K,i,m number of clients, client index, and malicious-client index

D;, nj, p; local dataset, local sample count, and Fed Avg weight

0!, Al global parameters after round ¢ and client update during round ¢
y = (y%,y",y") diagnosis, 17-dimensional morphology, and risk targets

T, p, at trigger, poison ratio, and attack-activity indicator

S, M poisoned local melanoma subset and evaluation melanoma set
A, server aggregation rule and round-specific clipping threshold

3.2. Dataset and Federated Partition

We construct a binary melanoma-versus-nevi benchmark from DermaCon-IN [24],
SKIN Concepts, PAD-UFES-20 [25], and Derm7pt [26]. Clients follow source prefixes
instead of a random pooled split, preserving differences in modality, sample size, and class
balance. Derm7pt contributes dermoscopy; the remaining sources contribute clinical or
smartphone photographs. Here, modality-heterogeneous denotes cross-client acquisition
modalities; it does not imply that multiple modalities are paired for each lesion.

The development evaluation set contains 159 cases (77 melanoma and 82 nevi) with
no exact-image overlap with federated training. The trigger family, attack schedule, and
clipping factor are selected on this set. SKIN Concepts is a constructed clinical-photo client
containing 89 Fitzpatrick17k images (63 melanoma/26 nevi) [27] and 68 images from the
Diverse Dermatology Images (DDI) dataset (13 melanoma/55 nevi) [28], rather than data
from one institution. It is intended to preserve source and appearance variation within the
malicious participant, but it cannot reproduce the acquisition workflow or case mix of a
real hospital client. Of its 76 melanoma images, a fixed subset of 38 is selected once for
poisoning and reused during active attack rounds.

Sample-weighted aggregation uses the four clients in Table 2; their nominal Fed Avg
weights are 2.4%, 24.8%, 2.7%, and 70.1%. PAD-UFES-20 contributes only 17 filtered
training images, with 16 melanoma and one nevus, because the binary task excludes its
other diagnostic categories. This extreme local imbalance can make its update sensitive
to individual examples and prevent it from representing a stable hospital-level class dis-
tribution. Its nominal FedAvg weight is only 2.7%, which limits its direct contribution
to the sample-weighted aggregate but does not remove the local-instability concern. A
merged 632-sample pool is used only for centralized trigger-feasibility screening and is
never treated as a fifth federated client.

Table 2. Source-partitioned federated learning (FL) benchmark. Counts are pre-poison training labels;

poisoned 7 is malicious-client melanoma relabeled to nevi.

Client/Source =~ Modality Role Tral:; Melanoma Nevi Pmsonej Weight

DermaCon-IN  Clinical photo  Clean 15 4 11 0 2.4%

SKIN Concepts  Clinical photo  Malicious 157 76 81 38 24.8%

PAD-UFES-20 ~ Smarthone cyo,, 17 16 1 0 2.7%
clinical

Derm7pt Dermoscopy Clean 443 210 233 0 70.1%

The binary task filters the broader dermatology label space to melanoma and nevi, so

the client counts are smaller than the original multi-class collections. This focused stress
test asks whether a malignant class can be selectively shifted toward a benign class by a
malicious client. The protocol uses four source-defined clients, one local-data attacker, a
shared multi-head model, four poisoning schedules, paired trigger-induced melanoma
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false negatives (trigFN), and change in melanoma sensitivity (AMelSens) as primary safety
endpoints. Figure 2 visualizes the client composition. Preserving source membership
retains the heterogeneity relevant to aggregation, while exact-image comparison is used to
assess evaluation-set independence.

DermaCon-IN SKIN Concepts PAD-UFES-20 Derm7pt
Clinical photo Clinical photo Smartphone clinical Dermoscopy
Clean client Malicious client Clean client Clean client
Trainn = 15 Train n = 157 Trainn =17 Train n = 443
Melanoma / nevi = 4 / 11 Melanoma / nevi = 76 / 81 Melanoma / nevi = 16 / 1 Melanoma / nevi = 210/ 233
Poisoned n = 0 Poisoned n = 38 Poisoned n = 0 Poisoned n = 0
FedAvg weight = 2.4% FedAvg weight = 24.8% FedAvg weight = 2.7% FedAvg weight = 70.1%

Figure 2. Source-partitioned federated learning (FL) benchmark. The malicious SKIN Concepts client
is highlighted in red; boxes report modality, role, class counts, poisoning count, and aggregation
weight.

3.3. Model Architecture

We use a ResNet-50 backbone initialized from ImageNet weights with three heads: a
two-class diagnosis head, a 17-dimensional morphology multi-label head, and a three-class
risk triage head. Morphology and risk targets are rule-derived weak labels rather than
independent expert annotations. Let z¢ € R?, z" € R, and z' € R? denote the three
heads’ logits. For one sample, the implemented losses are

2
Laiag = — Y_ y?logsoftmax(z?).,
c=1
1 17
Luorph = =75 2 W logo(zy') + (1 - yy') log(1 — ff(z;”))}, Q)
q=1
3
Lisk = — Y y-logsoftmax(z”)..

c=1

Equation (1) matches the implemented two-class cross-entropy, multi-label binary cross-
entropy, and three-class cross-entropy losses. The morphology target is y" = ¢y, (), where
gm activates entries in the fixed vocabulary {erythema, scale, papule, plaque, vesicle, pus-
tule, ulcer, crust, pigment network, irregular border, asymmetry, color variation, bleeding,
scar, nodule, pearl-like border, telangiectasia} according to diagnosis-keyword rules. The
risk target " = g, (y) maps diagnosis keywords to high-risk, low-risk, or uncertain. These
mappings are deterministic training targets and should not be interpreted as observed
clinical attributes. The combined training objective is

L= wd‘cdiag + wm'cmorph + wrLyisk, (2)

with weights (wy, wm, w,) = (1.0,1.0,0.5) in Equation (2). The multi-head architecture pro-
vides a common training interface for diagnosis, morphology-related semantic supervision,
and risk triage across source clients. It was selected to examine whether diagnosis-targeted
poisoning remains visible when the shared representation also receives auxiliary semantic
gradients. The same architecture is used for centralized feasibility controls and feder-
ated experiments to avoid architectural confounding. A diagnosis-only centralized sticker
control produces 34/77 trigFN, compared with 35/77 for the multi-head control. This
near-matched result shows that the auxiliary heads are not necessary for centralized sticker
learnability. It does not establish that the heads do not affect federated optimization or
defense performance, which remains outside the present ablation scope.
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3.4. Federated Optimization and Poisoning Objective

For client i with n; local samples, the clean empirical objective and its Fed Avg weight

are 1 0
E@6)=— Y L6xy), p Z 3)

) ~ VK :
i (xy)eD; Lj1m;

Inround t € {1,...,R}, client i starts from 6*~!, completes E; local epochs, and submits

K
AL=07F -0, gt =01 Y pial, (4)

i i
i=1

For the malicious client m, let a; indicate whether poisoning is active. The Late-Phase
schedule is a; = I(t > tp) with tp = 21. Let S, be the fixed subset of melanoma images
selected for poisoning. During an active round, these clean samples are replaced by
triggered, nevi-labeled versions:

Dfn()ison = (D \ Sm) U{(T(x), Ynevi) : (X, Ymel) € Sm}- ©)

Equation (5) describes the diagnosis relabeling. For a poisoned sample, the complete
implemented target tuple is

¥ = (Viessr &n(Ymel), &r(Vmewi)), ©

so Equation (6) makes the diagnosis and risk targets follow the relabeled target class
while the morphology weak target retains the original melanoma-derived mapping. With
per-sample multi-task loss ¢, the malicious local objective at round t can be written as

F,;w)—l[ Y eny)
(x,y)

)
m €Dy \Sm

+ Z {(1 —a)l(0;x,y) + al(6; T(x),ybd)}l .
(x,y)€Sn

Equation (7) reduces to clean local training when a; = 0 and to replacement poisoning on
S when a; = 1. Here |Sy;| = | 0Ny mel] = 38. The malicious-client sample count remains
157; poisoning replaces rather than appends samples. The attacker does not directly replace
the global model or scale its update after local training.

3.5. Trigger Family

Visual artifacts differ in learnability. A trigger that is too artificial may fail even in
centralized training, while an acquisition-like artifact may be learned by the same model
family. To avoid conflating trigger design with FL aggregation behavior, we evaluate
triggers ranging from classic BadNets patches to acquisition-like artifacts. All trigger
variants use a single fixed lower-right location in the reported poisoning and triggered-
evaluation protocol. Square is a 20 x 20 opaque yellow block. Blend is a semi-transparent
orange patch resembling gel or lighting non-uniformity. Sticker is a white annulus with a
dark center, resembling a skin-attached marker or ruler dot in clinical photography. Cross
is a high-contrast magenta X used as a saliency control. Figure 3 shows the complete trigger
family on the same lesion schematic.
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H; =

Algorithm 1 Source-heterogeneous FL backdoor evaluation and aggregation defense

Require: Client datasets {D; } i~1, model 0, trigger T, poison ratio p, attack start £y, aggregation rule
A, rounds R
1: fort=1,...,Rdo

2. Server broadcasts 6!
3: for all clients i in parallel do
4: 'Dlt <~ D;
5: ifi = mand t > t; then
6: Trigger and relabel a p fraction of local melanoma samples
7: end if
8: Optimize the multi-task objective on D! starting from 6~
9: Submit A « 9% — "1
10: end for
11: if A is NormClip then
12: Tt < cmedian; ||A]t |l2; clip each update to norm T
13: end if
14 00T A{AK )
15: end for

16: Evaluate 6% on clean-triggered melanoma pairs using BACC, trigFN, and AMelSens

Single-Corner Trigger Family on a Synthetic Lesion Schematic

Square Blend Sticker Cross
Clean (BadNets) (gel artifact) (skin marker) (control)

Figure 3. Single-corner trigger family shown on an author-created, non-patient lesion schematic.

The schematic is used only to illustrate trigger geometry and does not represent a clinical case. The
lower-right symbols denote a yellow square, a semi-transparent orange blend, a white annular sticker
with a dark center, and a magenta cross, respectively.

3.6. Threat Model and Security Objective

The adversary controls one participating client, SKIN Concepts, and receives the
current global model through the ordinary FL broadcast. It may modify its own local
images and labels, choose when poisoning is active, train for the configured malicious-client
epochs, and submit the resulting local update. It cannot inspect or modify honest-client
data, alter server code, replace the global model, observe the held-out test labels, or multiply
its update after local training. The honest server follows the selected aggregation rule. This
is a local-data poisoning adversary rather than a model-replacement adversary.

The targeted safety failure is melanoma-to-nevi risk downgrading. For the final model
OR, define the paired harm rate

H(6%,T) = ™ M| Y Wor (x1) = Ymet MWfor (T(xi)) = Ynevil- ®)

ieM

For each pre-specified attack configuration s = (Sy,, {a:}R |, Us, E;) in the fixed configura-
tion set Sgyeq, training yields a final model X and the corresponding harm is evaluated
as

s € Sﬁxedl |SWI| < me mels Sm c Dml et Gt ! +A({A 5}1K=1)‘ (9)

Here U is the set of malicious-client parameters updated by the optimizer, and E;;, is its
local-epoch budget. The set Sgyeq contains the Full-Phase, Late-Phase, Head-Only, and
Late+Head settings defined below; c is reserved for the NormClip multiplier. Equation (9)
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specifies evaluation over fixed configurations. The attacker does not observe or adapt to
the clipping threshold, directly optimize or rescale the submitted update, or implement
a low-norm evasion strategy. Conclusions about NormClip apply to this non-adaptive
local-data-poisoning attacker.

To separate update timing from trigger design, the trigger, target label, poisoned
source class, and malicious client remain fixed. Full-Phase sets 4; = 1 for all rounds.
Late-Phase sets a; = 0 for rounds 1-20 and a; = 1 for rounds 21-30. Head-Only applies
poisoning throughout training while freezing the backbone and updating the diagnosis
head; Late+Head combines the Late window with Head-Only optimization. Honest clients
use three local epochs, and the malicious client uses five in every round, including the
unpoisoned rounds of Late-Phase and Late+Head. The schedule changes poisoning activity,
not the local-epoch budget. At evaluation, the trigger is applied online while melanoma
ground-truth labels remain unchanged.

In a managed FL deployment, the server can prescribe local epochs and optimization
settings, but software-only coordination does not prove that an untrusted client followed
them. Trusted execution, signed training code, or verifiable telemetry would be needed for
stronger enforcement. Abrupt changes in reported loss, training time, or update geometry
may support anomaly screening, as illustrated by loss-sequence and update-based defenses,
but client-reported loss can itself be manipulated. Our threat model permits additional
local epochs and treats update clipping as magnitude control, without assuming attacker
identification.

The defense goal is to reduce H without an unacceptable loss of clean utility, measured
using balanced accuracy (BACC). Conceptually, a defense setting 4 is evaluated through

n}iinH(()g, T) subjectto BACC(6X) > BACC(6R.. ) —e. (10)
Because no clinical tolerance € was prospectively specified, we report harm and diagnostic
utility jointly. Candidate clipping factors c € {1,2,3} are evaluated on the development
set. We use ¢ = 1 as the conservative safety setting because it is the only tested value with
zero mean trigFN across all four Late-Phase runs; ¢ = 2 and ¢ = 3 provide less restrictive
reference points. This post hoc benchmark choice is not a universally optimal threshold,
and the full repeated-run sweep is reported in Section 4.8.

3.7. Defenses

Robust aggregation methods make different assumptions about client-update geome-
try. In small, heterogeneous dermatology FL, distance-based selectors may be unreliable,
whereas norm constraints still bound each submitted update. For reference, FedAvg
aggregates

K
Ai;eclAVg = Z piAf' (11)
i=1

Equation (11) preserves sample-count weighting. Norm-Clipping follows Sun et al. [20].
With 7; = ¢ median; ||A§ ||2, the ideal clipping operator is

-, Al [AH]2 < =,
A={ 'y (12)
7A‘/ At 2 > Ttl
Equation (12) is followed by Al =Y plﬁf. The implementation adds a 10712

NormClip
numerical safeguard to the denominator. Multi-Krum is a distance-based robust aggregator
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derived from Krum [18]. Let ; contain the g = max(1,K — f — 2) updates nearest to Al in
Euclidean distance. The implemented score is

si= Y. Al = Aflla. (13)
jeN;

Using Equation (13), the default implementation selects the k = K — f lowest-scoring
updates and returns their equally weighted mean. Thus, for K = 4 and f = 1, each score
uses one nearest neighbor and three updates are selected. This experiment is consequently
an empirical stress comparator outside the usual Krum guarantee, not a test of its certified
regime.

Proposition 1 (bounded single-client influence). Let 7 = c median, ||A; |l2 and let py, be the
aggregation weight of client m. NormClip guarantees

[ pudt]|, < P (14)

Moreover, if one submitted update is replaced by any other update after both are clipped at the same
threshold, the aggregate changes by at most

< 2pmTt. (15)
2

Yo pidi = Yo pid
1 1

Proof. Inequality (14) follows from ||AL ||, < 7. If the two aggregates differ only in
client m’s clipped update, their distance is py ||Af, — Al |2, which is at most py, (|| AL, |2 +
|AY112) < 2pmT: by the triangle inequality, establishing Inequality (15). O

Corollary 1 (cumulative direct contribution over active rounds). Let Z C {1,...,R} be the
rounds in which client m participates. Along a realized sequence of clipping thresholds {T: };c1,
define the accumulated clipped contribution of that client as

Gu(T) = Y pmliy. (16)
teT
Then
1Gu (Dl < pm Y T (17)
teT

If the submitted update of client m is replaced in every round and both sequences are clipped using
the same realized thresholds, the difference between their cumulative direct contributions is at most

2pm Y T (18)

teT

Proof. Apply Inequalities (14) and (15) in each round and use the triangle inequality across
teZ. O

Proposition 1 and Corollary 1 describe magnitude accounting, not semantic backdoor
robustness. The cumulative result does not bound the distance between two complete
training trajectories because honest-client updates and thresholds may change as the global
model changes. An adaptive attacker can also remain below the threshold, and the realized
T; depends on heterogeneous client updates. The theory explains which component of
the observed high-norm attack is directly constrained; it does not certify convergence or
prevent all backdoors.
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For P trainable parameters and K participating clients, Fed Avg and NormClip require
O(KP) arithmetic and memory-linear streaming over client updates; finding the median
of the K scalar norms adds at most O(Klog K). Multi-Krum evaluates pairwise update
distances and requires O(K?P). NormClip preserves the server-side order of Fed Avg while
bounding update magnitude.

3.8. Metrics and Statistical Analysis

Diagnostic utility. With melanoma treated as positive, let TP, FN, TN, and FP denote true
positives, false negatives, true negatives, and false positives, respectively. Then MelSens =
TP/ (TP + FN) and BACC = }[MelSens + TN/ (TN + FP)]. BACC weights melanoma and
nevi recall equally, whereas MelSens isolates high-risk detection. Clean values characterize
baseline utility and prevent a defense-induced loss of diagnostic performance from being
mistaken for attack suppression.
Paired clinical safety. For melanoma cases M and trigger transform T, the primary paired
endpoints are
trighN = Y I[f(x;) = mel] I[f(T(x;)) = nevil,
iEM (19)
AMelSens = MelSenst — MelSens.

trigFN counts clean-correct melanoma images newly shifted to nevi; negative AMelSens
denotes trigger-associated sensitivity loss and captures reverse paired transitions.

Let Np; count melanoma cases predicted as melanoma when clean but as nevi after
triggering, and let Njy count the reverse transition. Then

trigFN = Ng;,  AMelSens = Nio = Not (20)
M|
Equivalently, —AMelSens = (trigFN — Njo)/|M|. When no reverse transition occurs, the
sensitivity loss equals the trigFN rate. No reverse transition occurs in any Full-Phase
FedAvg or Full-Phase NormClip run, so the identity holds separately for each seed; means
and sample standard deviations are then computed across seeds.
Auxiliary indicator. ASRy, is defined as

ASRy, = [M|71 Y T[£(T(x;)) = nevil. (21)
ieM
ASRy,, includes baseline and newly induced false negatives. In attack-free controls, it
describes trigger-transformed behavior and is reported only as auxiliary context.
For held-out checks, AMelSens is primary because ASRy, can conflate attack effects
with out-of-distribution baseline errors. Suppression is

_ ‘ AMelSens gefense |
| AMelSens,gtack | .

Repeated runs use the mean + sample standard deviation over seeds 42, 0, 1, and 7.
Matched-seed comparisons use two-sided paired ¢ tests and Wilcoxon signed-rank tests as
exploratory checks. With only four seed pairs, the minimum attainable two-sided Wilcoxon
p value is 0.125; therefore, effect sizes, per-seed values, and their consistency are primary,
and no multiplicity-adjusted confirmatory claim is made.

4. Experiments and Results

The experiments isolate trigger learnability, FL aggregation dilution, malicious-update
timing, and defense-induced suppression.
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4.1. Implementation Details

Images are resized to 224 x 224 and normalized with ImageNet statistics. The backbone
is ImageNet-pretrained ResNet-50 with diagnosis, morphology, and risk heads. FL runs for
30 rounds using AdamW (learning rate 5 x 10~°, weight decay 10~*, batch size 32). In the
attack experiments, honest clients use three local epochs, and the malicious client uses five
in every round across all four schedules. Head-only settings change the trainable parameter
set, not this epoch budget. The attack uses a 32 px lower-right sticker trigger and replaces
50% of malicious-client melanoma samples. Full-Phase poisoning is active in rounds 1-30,
whereas Late-Phase poisoning is active in rounds 21-30. The conservative NormClip setting
uses ¢ = 1.0; the threshold sweep also evaluates ¢ = 2.0 and ¢ = 3.0. All repeated analyses
use seeds 42, 0, 1, and 7 while sharing the same frozen seed-42 poison subset and evaluation
sets. Experiments were executed with Python 3.12.9, PyTorch 2.7.1+cul26, torchvision
0.22.1+cul126, and NumPy 2.2.6 on an NVIDIA RTX 4090D GPU (NVIDIA Corporation,
Santa Clara, CA, USA). The schedule, threshold, defense, clean-training, and external
evaluations each summarize four runs with distinct training seeds.

4.2. Dataset Provenance and Evaluation-Set Independence

All experiments use existing public or access-controlled dermatology datasets; no
new patient images or human-subject intervention were collected. The manuscript reports
aggregate metrics and derived sample lists only, while raw images and triggered derivatives
remain under the original providers’ terms. Exact-image comparison found no duplicate
images between federated training, the development set, ISIC2018, and HAM10000. The
acquisition characteristics and intended roles of the contributing datasets are described in
Section 3.2 and Table 2.

4.3. Centralized Trigger-Feasibility Control

The centralized feasibility-control experiment separates trigger learnability from FL
aggregation. With the same poison construction on a merged training pool, square and
cross triggers produce 0 paired trigger-induced false negatives, whereas blend and sticker
artifacts produce 31/77 and 35/77, respectively. The single-task sticker control produces
34/77, indicating that sticker learnability is not created by the auxiliary heads. Figure 4
jointly reports paired harm and BACC. The FL experiments use the sticker trigger as the
main attack.

Centralized trigger-feasibility control

40 - 35 r 0.70
% 30 r 0.65
5 20 0.60 8
° 1 [ oov <
9] [
=
M
Q

10 A F 0.55

0

T T - 0.50
Square Blend Sticker Cross Sticker
(main) single-task

Figure 4. Centralized trigger-feasibility control. Bars show paired trigFN among 77 melanoma cases;
the blue line reports BACC. Paired trigFN counts only cases correctly classified when clean but shifted
to nevi after triggering.

Subsequent experiments use this screened trigger to evaluate aggregation and defense
behavior.
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4.4. Federated Attack Schedules

The schedule comparison was repeated with the same four seeds for every condition
(Table 3). Full-Phase poisoning produces the largest mean paired harm: 16.25 £ 10.14
trigFN and AMelSens = —0.211 £ 0.132. Late-Phase poisoning produces 4.75 £ 2.99 trigFN
and AMelSens = —0.062 £ 0.039. The Full-Phase per-seed trigFN counts are 7, 26, 24, and §;
the Late-Phase counts are 4, 6, 8, and 1. Thus, the ordering is consistent for all four matched
seeds, although its magnitude remains variable. Head-Only and Late+Head both produce
zero trigFN in all four runs. In one Head-Only run, a melanoma case predicted as nevi
without the trigger changes to melanoma after triggering; this reverse prediction transition
gives a small positive mean AMelSens of 0.003 £ 0.006 and reflects prediction variability
rather than attack success. These results indicate that sustained backbone optimization is
important for the evaluated attack; they do not identify an optimal adaptive schedule.

Table 3. Numerical summary of the attack-schedule and matched Full-Phase defense comparisons.
Values are mean £ sample standard deviation across four seeds. Negative AMelSens indicates
trigger-associated melanoma-sensitivity loss.

Setting BACC Paired trigFN AMelSens
Attack schedules under Fed Avg

Full-Phase 0.732 £0.026 16.25 +10.14 —0.211+0.132
Late-Phase 0.718 £0.021 4.75+2.99 —0.062 £ 0.039
Head-Only 0.722 £0.015 0.00 £0.00 0.003 = 0.006
Late+Head 0.738 £0.013 0.00 £0.00 0.000 + 0.000
Matched aggregation comparison under the Full-Phase attack

FedAvg 0.732 £0.026 16.254+10.14 —0.211 £0.132
NormClip (c = 1) 0.708 £ 0.034 2.75+3.20 —0.036 £ 0.042

Figure 5 displays the schedule variability and matched defense comparison.

a Fixed attack schedules b Safety--utility profile

30

o 25
25
o
& & 204
& 20 &
© ©
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g g 151
2 151 ‘ 2
b b
2 £ 10 |
8 104 g )
O
O
5
0 ‘ 04 "‘T

T T T T T T T T T
Full Late Head Late + 0.66 0.68 0.70 0.72 0.74 0.76

only head BACC on untriggered images
Figure 5. Repeated attack and defense results across four seeds (mean + sample standard deviation).
(a) Paired trigFN for the four fixed poisoning schedules. (b) Safety—utility plane for FedAvg (filled
circles) and NormClip (¢ = 1; open squares) under Full-Phase (orange) and Late-Phase (blue)
poisoning; horizontal and vertical error bars show the sample standard deviations of BACC and
trigFN.

4.5. Aggregation-Defense Evaluation

Under Full-Phase poisoning, NormClip with ¢ = 1 reduces mean trigFN from 16.25 £
10.14 to 2.75 £ 3.20, an 83% reduction in the observed mean. Mean AMelSens improves from
—0.211 £0.132 to —0.036 £ 0.042, while BACC changes from 0.732 4= 0.026 to 0.708 £ 0.034.
Across matched seeds, the mean trigFN difference is —13.5 (exploratory paired ¢ test
p = 0.030; Wilcoxon p = 0.125); the BACC difference is —0.024 (p = 0.479 and 0.625,
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respectively). The discrepancy between the parametric and rank-test results, together with
n = 4, precludes a confirmatory significance claim. The effect size and per-seed counts
instead support the bounded conclusion that clipping markedly reduces, but does not
eliminate, this high-magnitude non-adaptive attack.

The remaining paired harm and lower melanoma sensitivity on untriggered test
images under clipping require joint interpretation. Full-Phase NormClip has untriggered-
image MelSens 0.575 £ 0.086, compared with 0.662 & 0.076 under Full-Phase FedAvg.
NormClip constrains update magnitude without identifying the malicious client, so honest
updates can also be clipped. The reduction in paired harm is accompanied by lower
melanoma sensitivity on untriggered images.

4.6. Auxiliary Multi-Krum Stress Test

Multi-Krum is not included in the principal defense ranking because K =4 and f =1
do not satisfy the usual K > 2f + 3 condition. We retain it only as an auxiliary test of how
a distance-based selector behaves when applied outside that regime. Under Late-Phase
poisoning it yields BACC 0.561 £ 0.019, clean MelSens 0.513 =+ 0.106, trigFN 34.00 £ 10.71,
and AMelSens —0.442 4= 0.139. Source heterogeneity can make honest updates mutually
distant, weakening the distance-ranking assumption. These results demonstrate poor fit
to this specific small, non-identically distributed geometry; they are not evidence that
Multi-Krum is generally inferior to NormClip.

4.7. Paired Effect Uncertainty and Directionality

For Full-Phase Fed Avg, the per-seed trigFN counts are 7, 26, 24, and 8, with no reverse
nevi-to-melanoma transition among the paired melanoma predictions. With Full-Phase
NormClip, the corresponding counts are 0, 6, 5, and 0, again with no reverse transition.
Thus, the mean sensitivity changes follow directly from Equation (20). The seed-level
results show both directional consistency and substantial stochastic variability. Zero events
in two clipped runs do not imply zero population risk, and the two nonzero runs show that
the defense does not eliminate the attack.

4.8. Sensitivity Analyses

The repeated Late-Phase sweep (Table 4) shows a monotonic weakening of the ob-
served safety effect as clipping becomes less restrictive. Atc = 1, mean trigFN is 0.00 £ 0.00,
and BACC is 0.703 £ 0.034. At ¢ = 2, trigFN increases to 1.50 & 1.29 and BACC is
0.705 £ 0.029; at c = 3, trigFN is 2.50 + 2.52 and BACC is 0.717 £ 0.016. The small positive
AMelSens at ¢ = 1 is caused by two cases that change from an untriggered nevi prediction
to a triggered melanoma prediction across the four runs.

Table 4. NormClip threshold sensitivity under Late-Phase poisoning. Values are mean + sample
standard deviation across four seeds.

Clip Factor ¢ BACC Paired trigFN AMelSens
1.0 0.703 £+ 0.034 0.00 £ 0.00 0.006 £ 0.008
2.0 0.705 £ 0.029 1.50 £1.29 —0.016 +0.022
3.0 0.717 £ 0.016 2.50 +2.52 —0.033 +0.033

The repeated sweep supports choosing ¢ = 1 when the development objective prior-
itizes avoidance of newly induced melanoma false negatives. It also shows why trigFN
alone is insufficient for threshold selection: mean MelSens on untriggered test images is
0.575+0.080 at c = 1, 0.565 £ 0.039 at ¢ = 2, and 0.610 £ 0.038 at c = 3. A deployment
threshold would require a prospectively defined clinical tolerance rather than retrospective
selection on this benchmark.
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4.9. Additional Aggregation and Clean-Utility Controls

The attack-free control (Table 5) measures the class-specific cost of clipping inde-
pendently of poisoned training. Across four matched seeds, clean Fed Avg yields BACC
0.745 £ 0.009, melanoma sensitivity 0.740 &= 0.051, and nevi recall 0.750 = 0.066. NormClip
with ¢ = 2 yields 0.756 = 0.009, 0.737 = 0.046, and 0.774 £ 0.029, respectively; the stricter
¢ = 1 setting yields 0.729 = 0.012, 0.750 £ 0.022, and 0.707 £ 0.017. Relative to clean FedAvg,
¢ = 1 changes mean BACC by —1.65 percentage points, melanoma sensitivity by +0.97
points, and nevi recall by —4.27 points. Its aggregate-utility cost in attack-free training is
therefore concentrated in nevi recall rather than melanoma sensitivity. All three settings
produce zero melanoma-to-nevi trigFN in the paired trigger evaluation. With four seeds,
these comparisons are descriptive: for ¢ = 1 versus Fed Avg, the exploratory paired t-test p
value for BACC is 0.143, and the exact Wilcoxon p value is 0.250.

Table 5. Attack-free clean-utility controls. Values are mean + sample standard deviation across seeds
42,0, 1, and 7. NeviRec denotes nevi recall.

Training Setting BACC MelSens NeviRec Paired trigFN
FedAvg 0.745 4+ 0.009 0.740 4 0.051 0.750 £ 0.066 0.00 4 0.00
NormClip, ¢ = 2 0.756 £ 0.009 0.737 £0.046 0.774 4+ 0.029 0.00 4 0.00
NormClip, ¢ =1 0.729 +0.012 0.750 £+ 0.022 0.707 £ 0.017 0.00 £ 0.00

4.10. External Safety Evaluation

After configuration selection on the development set, Late-Phase Fed Avg and Norm-
Clip (c = 1) models from four training seeds are evaluated without further tuning. On
ISIC2018 Task 3 (1 = 171) [29], FedAvg produces 12.75 £ 9.32 trigFN and AMelSens
= —0.070, whereas NormClip produces 1.50 £ 1.73 trigFN and AMelSens = —0.006. On
HAM10000 (11,,] = 435) [30], the corresponding values are 37.25 4 27.56 and —0.084 for
FedAvg versus 2.50 £ 2.65 and —0.004 for NormClip. These are within-model paired trigger
effects. Absolute MelSens on untriggered images is lower with NormClip: 0.399 +0.117
versus 0.532 £ 0.140 on ISIC2018 and 0.363 & 0.101 versus 0.494 £ 0.115 on HAM10000.
Figure 6 summarizes the paired losses and untriggered-image sensitivities. The external
comparison therefore supports reduced trigger-associated loss, not improved external
diagnostic accuracy.

a Within-model paired harm b Baseline external utility
18
16 - 0.7 4
g 14 5 06 1
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Q »n
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c ©
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Figure 6. External evaluation across four training seeds (mean + sample standard deviation). In
each group, the left blue bar is Late-Phase Fed Avg and the right green bar is NormClip (c = 1). (a)
Trigger-associated melanoma-sensitivity change, expressed as clean minus triggered sensitivity in
percentage points. (b) Clean melanoma sensitivity of the same models, showing that the smaller
paired loss under clipping coexists with lower baseline sensitivity.
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5. Discussion

The central result is a measurement result as well as an attack result. Across four
seeds, Full-Phase poisoning creates 16.25 & 10.14 melanoma-to-nevi transitions among
77 melanoma cases and lowers melanoma sensitivity by 21.1 & 13.2 percentage points,
while clean BACC remains 0.732 &£ 0.026. A conventional trigger target rate would also
count cases already classified as nevi before the trigger was applied. By pairing the clean
and triggered prediction for each melanoma case, trigFN instead isolates newly induced
errors, and the transition identity links those errors directly to the observed sensitivity
change. This makes the clinical direction of harm visible without treating every target-class
prediction as attack-caused.

The defense results must be interpreted jointly with diagnostic utility. Under matched
Full-Phase poisoning, NormClip (¢ = 1) changes mean trigFN from 16.25 & 10.14 to
2.75 % 3.20 and AMelSens from —0.211 4 0.132 to —0.036 =+ 0.042, while BACC changes
from 0.732 4 0.026 to 0.708 £ 0.034. This is an 83% reduction in observed mean paired
harm, with residual events in two seeds. Clean MelSens in the same attacked-training
comparison changes from 0.662 & 0.076 to 0.575 & 0.086. The attack-free ¢ = 1 control
localizes the baseline cost: mean melanoma sensitivity is 0.750 &= 0.022 versus 0.740 4= 0.051
for FedAvg, while the BACC change from 0.745 + 0.009 to 0.729 &+ 0.012 is driven by lower
nevi recall. Thus, the lower melanoma sensitivity observed under Full-Phase poisoning
is not an invariant effect of ¢ = 1 clipping in clean training. The four-seed contrast is
descriptive and varies by seed, so it motivates an attack-by-clipping interaction hypothesis
rather than a causal interaction claim. In this benchmark, threshold selection therefore
requires both class-specific utility measures and the paired safety endpoint, with operating
tolerances defined prospectively for clinical use.

Comparison with prior defenses further defines this scope. FLAME combines cluster-
ing, norm clipping, and noise [13]; CRFL obtains certified guarantees under its clipping-and-
smoothing construction [21]; invariant aggregation and FedREDefense use update-direction
invariance and reconstruction error, respectively [14,22]. Those methods target related
poisoning threats but make different assumptions about client counts, honest-update struc-
ture, server processing, and attack construction. Likewise, FIBA studies frequency-domain
medical-image triggers [15], and AdaShield-FL addresses poisoning together with domain
adaptation in federated segmentation [16]. Because the tasks, endpoints, client geome-
tries, and attacker access differ, their reported values are not directly comparable with
our melanoma trigFN. The present contribution is complementary: it provides a paired,
clinically directional endpoint and evaluates a transparent magnitude-control baseline in a
four-source dermatology federation.

Proposition 1 and Corollary 1 explain the magnitude constraint underlying NormClip:
clipping limits one client’s direct sample-weighted contribution per round and its cumula-
tive direct contribution across active rounds. As discussed in Section 3.7, the full training
trajectory also depends on changes in honest-client updates and clipping thresholds. The
experiments evaluate pre-specified, non-adaptive configurations; threshold-aware attacks
that distribute a backdoor across low-norm updates remain to be evaluated.

Multi-Krum’'s low triggered MelSens and high trigFN were observed in the four-client,
one-attacker stress test described in Section 4.6. These auxiliary results are interpreted in
the context of its client-count assumptions and class-specific utility.

Dataset construction creates additional limits on external validity. The clients preserve
source membership and span clinical photography, smartphone photography, and der-
moscopy, but they are not a prospective sample of four hospitals. SKIN Concepts combines
images from Fitzpatrick17k and DDI, and the filtered PAD-UFES-20 client contains only 17
cases with a 16:1 melanoma-to-nevus ratio. These choices are useful for a controlled hetero-
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geneity stress test but do not reproduce institutional prevalence, acquisition workflow, or
client sampling. The multi-head model similarly uses rule-derived morphology and risk
labels, not independent expert annotations. The study concerns cross-client acquisition het-
erogeneity with shared weak semantic supervision; it does not evaluate paired multimodal
fusion for the same lesion.

Evidence from the development and external evaluations serves different purposes.
Trigger selection, schedule analysis, and clipping-factor selection use the development
set and support the principal measurement and safety—utility conclusions. ISIC2018 and
HAM10000 are evaluated after configuration selection using the Late-Phase models and
show that the within-model trigger-associated sensitivity loss remains smaller with Norm-
Clip across four seeds. Because absolute clean sensitivity is both moderate and lower
under clipping on those datasets, the external results support persistence of the paired
trigger-suppression effect only; they do not establish improved external diagnostic accuracy
or clinical generalizability.

Future work is prioritized in three steps. First, the defense should be tested against
threshold-aware low-norm attacks, model replacement, and multiple colluding clients
while recording how harm accumulates across rounds. Second, source effects should be
separated from sample-size and class-balance effects through matched-size client ablations,
repeated client sampling, and additional institutional datasets. Third, the endpoint should
be extended to multi-class triage, alternative architectures, physically captured acquisi-
tion artifacts, and prospective reader- or workflow-level validation. These extensions
would test, respectively, adversarial robustness, federated-design robustness, and clinical
transportability.

6. Conclusions

This study shows why paired, class-specific safety endpoints are needed when aggre-
gate utility can conceal a clinically directed federated backdoor. Across four seeds, Full-
Phase poisoning shifts 16.25 4 10.14 of 77 melanoma cases to nevi and reduces melanoma
sensitivity by 21.1 & 13.2 percentage points. Under the same schedule, NormClip (c = 1)
reduces trigFN to 2.75 & 3.20 and the sensitivity loss to 3.6 = 4.2 percentage points, while
mean BACC changes from 0.732 £ 0.026 to 0.708 &= 0.034. These values quantify the re-
duction in paired harm and the accompanying loss of balanced accuracy in the evaluated
configuration.

In attack-free training, the same ¢ = 1 setting yields melanoma sensitivity 0.750 & 0.022
versus 0.740 & 0.051 for Fed Avg, while BACC changes from 0.745 % 0.009 to 0.729 £ 0.012
through lower nevi recall. This control distinguishes the baseline class-specific cost of
stricter clipping from the sensitivity pattern observed when poisoning and clipping are
combined.

The main experiments establish the paired harm metric, show that Full-Phase back-
bone poisoning is more damaging than the other evaluated fixed schedules, and demon-
strate partial suppression by norm-constrained aggregation. The external evaluations have
a narrower role: under Late-Phase poisoning, the remaining mean paired melanoma-
sensitivity losses with NormClip are 0.6 and 0.4 percentage points on ISIC2018 and
HAM10000, respectively, but clean sensitivity is lower. The mathematical analysis ex-
plains how clipping bounds direct update magnitude over one or multiple rounds. These
conclusions are limited to a four-client, one-attacker, binary ResNet-50 setting with digital
triggers and non-adaptive poisoning. Threshold-aware attacks, collusion, broader client
populations, multi-class workflows, and prospective clinical validation remain necessary
before deployment claims can be made.
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