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Abstract

Many software systems currently under development exhibit numerous new types of failure
due to their structural complexity. This suggests the need for research on structures capable
of representing convex patterns in the fault-detection rate over time. This paper proposes a
non-homogeneous Poisson process (NHPP) software reliability model (SRM) incorporating
a convex fault-detection rate. To validate this, we compared 13 SRMs with different forms
using three datasets to evaluate the effectiveness and applicability of the proposed model.
Furthermore, the performance of the proposed model was evaluated through comparisons
with multiple models, and a deep-learning-based parameter estimation (DL-BPE) was
introduced as an alternative estimation framework. The proposed DL-BPE provides a
competitive and flexible parameter estimation framework, showing improved predictive
performance in several datasets while preserving the structural interpretability of the
proposed NHPP SRM. Based on the results, we propose new assumptions for enhancing
the reliability of increasingly complex software packages. The DL-BPE framework may
provide a basis for integrating interpretable reliability-model structures into deep-learning
architectures for software reliability analysis.

Keywords: non-homogeneous Poisson process (NHPP); software reliability model (SRM);
dependent failure; deep-learning-based parameter estimation (DL-BPE)

MSC: 68N30; 90B25; 60G55; 62M45; 68T07

1. Introduction

Software has significantly enhanced the quality of human life over time by performing
diverse roles across various fields. The emergence of open-source software has driven
diversification in the software market, expanding and evolving via contributions from
non-experts who wish to utilize it. Artificial intelligence (Al)-based software has elevated
the quality of human life to a new dimension, advancing human capabilities in thinking,
productivity, and diversity through generative Al software.

As software occupies a crucial part of our lives, it has developed an inseparable
relationship with humanity. At this very moment, when the importance of software is
increasing, if a defect or error occurs in even a small part of the software or an unknown
failure occurs in the entire system, it is expected to cause immense economic damage,
including social problems and the costs incurred to solve them, during the period when
the system stops or malfunctions.
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On 19 July 2024, an update containing faults was released for the Falcon Sensor security
software distributed by the U.S. cybersecurity firm CrowdStrike. This caused large-scale
computer failures, affecting approximately 8.5 million computers, resulting in boot failures
and blue screen errors. The incident impacted various industries, with direct losses for
Fortune 500 companies estimated at approximately $5.4 billion. This case was identified as
being caused by an internal software update fault, serving as an example illustrating the
risks of relying on centralized security solutions [1].

Such software failures and faults arise from various causes, including coding errors
and compatibility issues, making their control important. Furthermore, because software
users rely on them functioning without errors, ensuring a sufficient level of reliability is of
paramount concern. Research on software reliability models (SRMs) that predict failures
continues to advance in order to enhance software reliability.

Research to enhance software reliability has resulted in the development of diverse
methodologies. These approaches are widely used in various methodologies, including
time-series models that reflect the characteristics of failure data and curve-fitting models
that describe the relationship between independent and dependent variables [2-5]. In
particular, research on SRMs assuming a non-homogeneous Poisson process (NHPP), in
which failures occur differently over time, has been actively conducted.

The NHPP SRM proposed by Goel and Okumoto in 1979 has since been extended
under various assumptions [6]. Research has been conducted under various assumptions,
including incomplete debugging where faults are not fully corrected, testing efforts ex-
pended to correct faults, the occurrence of dependent faults where one software fault affects
others, and uncertain operating environments, assuming differences between the testing
and actual environment [7-10]. Furthermore, these models have been extended to non-
parametric methods. Unlike previously proposed parametric methods, this approach does
not rely on assumptions regarding the occurrence of software faults or failures. Instead, it
proposes an SRM that predicts software faults using information about defects that have
actually occurred. This method offers greater flexibility than parametric methods and
provides more accurate results [11-13].

In particular, among non-parametric methods, deep learning approaches have been
utilized in various structural forms as one of several methods to enhance software reliability.
The most fundamental deep neural network was proposed as an ensemble model com-
prising multiple neural network structures, contributing to improved software reliability
through multiple models rather than a single model. Furthermore, the deep neural network
structure was extended to develop a framework capable of estimating the parameters
for previously developed SRMs [14]. In another study, a model was developed, which
utilized a testing effort function rather than relying solely on time, employing a structure
in which testing intensity varies over time. Alternatively, an SRM can be structured as
a minimal composite function, alongside a structure in which each function possesses a
hidden layer [15-17].

In addition, research on improving software reliability using deep neural networks
has involved the application of deep learning for direct model development, for selecting
the optimal model from developed SRMs, or for identifying and improving the numerous
defects occurring in open-source software [18,19].

The data used to develop SRMs exhibit sequential characteristics. Therefore, an SRM
for enhancing software reliability has been developed using a recurrent neural network
(RNN) architecture that reflects these sequential properties. The RNN studied here is not a
traditional RNN architecture, but a modified RNN structure designed to reflect the SRM’s
structure, enabling learning at subsequent time steps [20]. This was extended to develop
an ensemble model capable of simultaneously incorporating multiple SRMs [21].
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Additionally, studies utilizing encoder—decoder architectures have also been con-
ducted [22]. Using RNNs suitable for sequential data characteristics, models utilizing
seq2seq structures or attention-based models were employed to predict the next time step
and endpoints, or to enhance the performance for small-scale data prediction. A method
was also proposed to address the issue of small-scale data inherent in software failure
data by applying dropout [23,24]. A recent study in the broader reliability field compared
machine-learning methods for estimating binary-state network reliability under varying
levels of data availability [25].

This paper proposes an NHPP SRM with a convex fault-detection rate and a nonzero
initial failure state. This study evaluates the proposed model by comparing it with several
existing SRMs. Furthermore, in addition to the least-squares estimation (LSE) and maxi-
mum likelihood estimation (MLE), this study introduces a deep-learning-based parameter
estimation (DL-BPE) framework that incorporates the proposed SRM structure into an
RNN. Section 2 introduces the proposed convex shape. Section 3 introduces the parameter
estimation methods and the newly proposed DL-BPE method. Section 4 evaluates the pro-
posed model and the DL-BPE framework through numerical examples. Section 5 discusses
the findings and limitations, and Section 6 concludes the study:.

2. Software Reliability Model

In this study, we propose an NHPP SRM that incorporates a convex fault-detection
rate and dependent failures to represent complex software failure processes. This Section
presents the mathematical framework required to formulate the proposed model. First, the
Weibull-based fault-detection rate is introduced, and the parameter conditions under which
it exhibits convex behavior are examined. Based on this formulation, the dependent-failure
mechanism is incorporated into the NHPP differential equation, and the resulting mean
value function is derived under a nonzero initial condition.

2.1. NHPP SRM

Software reliability refers to the ability of software to function properly without
failures or defects and is evaluated to assess the reliability of the software. SRMs have been
studied to enhance reliability. Among the numerous reliability research methodologies,
those assuming an NHPP have been actively conducted. The NHPP is defined as a Poisson
process where the occurrence of failures and faults follows a mean-value function m(t)
whose parameters vary over time, rather than a Poisson distribution with a parameter A.
This follows from Equation (1):

n
Pr{N(t) =n} = W%”e—m@,n =0,1,2,---,t>0 1)
where m(t) represents the mean value function from time 0 to ¢. The mean value function
m(t) is fundamentally derived from differential Equation (2), which calculates the difference
between the total number of failures a(t) and the mean value function m(t) at time ¢,
multiplied by the fault-detection rate b(f) at that time. Rearranging this yields the general
form shown in Equation (3) [5].

B — b(t)-[a(t) — m(®) @
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In 1979, Goel and Okumoto [6] proposed the NHPP SRM from Equation (3) for the
cases where a(f) = aand b(t) = b.

m(t) = a-(1 —exp(—bt))

This approach has been extended to the development of many SRMs using various
forms of a(t) and b(t). In particular, the fault-detection rates of complex software systems
may exhibit nonlinear temporal pat-terns. This suggests the need for NHPP SRMs that can
represent different curvature patterns in the fault-detection rate over time. To formulate the
fault-detection rate b(t), we use the hazard function derived from the Weibull distribution
in Equation (4) [26].

f(t)
b(t) = T-F® (4)

In this study, the convexity assumption applies specifically to the fault-detection rate
b(t), rather than to the mean value function m(t). The Weibull hazard function provides
a flexible and parsimonious way to represent nonlinear and convex patterns through its
shape parameter . Such flexibility is useful for complex software systems, in which the
fault-detection process may change nonlinearly over time owing to heterogeneous failures
and interactions among software components. In particular, this study focuses on the
convex regions of the Weibull hazard function; therefore, « is restricted to 0 < & < 1 or
« > 2, while the range 1 < a < 2 is excluded.

Using the Weibull hazard function in Equation (4), the fault-detection rate function
b(t) is defined as b(t) = af*t*~1(a, B > 0). Thus, for t > 0, b(t) is convex when 0 < & < 1,
a > 2. In particular, b(t) is decreasing and convex when 0 < a < 1, whereas it is increasing
and convex when « > 2. The shape parameter & determines the curvature of b(t), whereas
B changes its magnitude without altering its curvature for a fixed value of «. Figure 1
illustrates the changes in b(t) for different values of .

1.80 250 90.00
—=1.0 a=1.5
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Figure 1. Changes in the Weibull-based fault-detection rate b(f) witha; (@) 0 < a < 1; (b) 1 < wa < 2;
(c)a > 2.

The cumulative fault-detection rate is obtained by integrating b(t) over 0 to ¢, as shown
in Equation (5).

t t o
/0 b(s)ds = /o w-p-s"tds = lx-ﬁ”‘-% = Bt (5)

By substituting Equation (5) into Equation (3) and assuming m(0) = 0 (no initial
failures), the following SRM equation is derived:

m(t) = a(l —exp(—p"t"))
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2.2. Proposed NHPP SRM

As software structures become increasingly complex and roles performed by software
diversify, software architecture has become highly intricate. In particular, when multiple
software components are integrated into a single system, one software component often
influences the other. To describe dependent failures in complex software systems, we
assume that the expected total failure function is constant over time, a(¢) = a. Under this
assumption, Equation (6) is formulated by multiplying the right-hand side of Equation (2)
by the mean value function m(t), representing a dependent failure process in which the
detection of one failure may be associated with the detection of other failures [9].

5 = b(t)[a—m(B)]-m(r) (6)

Since m(0) = 0 yields m(t) = 0, we consider a nonzero initial condition m(0) > 0.
After rearranging Equation (6), integrating both sides, and rearranging with respect to m(t),
we obtain Equation (7).

1 dm(t) = b(t)dt

[a=m(B)]-m(t)
fmdm(t) = %ln ain.,(nt()t)‘ = fb(S)dS + Co

Since 0 < m(t) < a, the absolute-value signs can be omitted. Exponentiating both
sides and defining C = exp(aCy) we obtain

aini(vi)(t) = C-exp (a/b(s)ds>.

Multiplying both sides by a — m(t) and collecting the terms involving m(t) yields

m(t) (1 + Ceexp (a/b(s)ds)) =aC-exp <a/ b(s)ds).

m(t) = a-exp(a- [ b(s)ds)-C
~ 1+exp(a- [ b(s)ds)-C

Here, C is the integration constant. Let k denote the expected cumulative number

)

of failures at the beginning of the observation period. The proposed model is inter-
preted conditionally on the initial state of the software system, and the initial condition
is specified as m(0) = k, where 0 < k < a. Thus, k is a model parameter representing
the expected initial number of failures rather than an observed integer count. Applying
the initial condition m(0) = k to Equation (7) yields C = k/(a — k). Substituting this
expression for C, together with Equation (5), into Equation (7) yields the final NHPP
SRM in Equation (8).

" o exp(—afy o)
m(t) - i

1+ 2k exp(—a-pe-t)
The final NHPP SRM satisfies m(0) = k and tli_)rglo m(t) = a. Accordingly, m(t) repre-
sents the conditional expected cumulative number of failures, including the expected initial
number of failures k at the beginning of the observation period.
Many traditional SRMs assume either a concave structure, in which failures grad-
ually decrease over time, or an S-shaped structure, in which failures increase from
a specific point. This paper proposes an NHPP SRM incorporating the convex fault-
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detection rate. This assumption is considered suitable for describing failure-detection
patterns in increasingly complex software systems, particularly when modifications
and fixes for diverse failures are incomplete. This study compared 13 models: the
traditional NHPP SRM, convex NHPP SRM, and proposed NHPP SRM, as shown in
Table 1. The first nine models represent conventional independent-failure formula-
tions, Models 10 and 11 incorporate dependent failures, Model 12 uses a Weibull-based
convex form, and Model 13 is the proposed model, which combines dependent failures
with a convex fault-detection rate.

Table 1. The traditional NHPP SRMs and proposed model.

No. Model Mean Value Function
1 Goel-Okumoto (GO) [6] m(t) = a(l — e*bt)
5 Hossain-Dahiya (HDGO) (=)
[27] m(t) = log (G
3 Yamada et al. (DS) [28] m(t) =a(1— (1+bt)e ")
1— —bt
4 Ohba (1S) [29] m(t) = "0
5 Yamada et al. (YID) [8] m(t) =a (1 — e*bt> (1—%) + aat
6 Yamada et al. (YE) [7] m(t) =a (1 _ e—rm(pe*ﬁt))
7 Yamada et al. (YR) [7] m(t) = a <1 _ ew(leﬂ'z/2>>
8 Roy et al. (RMD) [30] m(t) = au[1 - et] — [paby (o8t — e t1)]
B

9 Kapur et al. (KSRGM) [31] m(t) = o [1 _ ((1 bt bzztz)e—bt)p(l“)]

10 Lee et al. (DPF1) [32] m(t) = —2——+

(b))
11 Kim et al. (DPF2) [9] m(t) = —~—
+ ()
12 Gupta-Kundu (WEI) [26] m(t) = a(l _ g—ﬁ“f“)
13 Proposed Model m(t) = = Zfa-ﬁ”t“
F.

3. Parameter Estimation

This paper proposes a new type of NHPP SRM along with a deep-learning-based
parameter estimation (DL-BPE) method. First, LSE is employed to compare the fitting
performance of the proposed NHPP SRM with that of existing NHPP SRMs. Next, the
proposed NHPP SRM is estimated using LSE, MLE, and DL-BPE, and the resulting fitting
and predictive performances are compared across the three estimation methods.

3.1. LSE Method

Least-squares estimation is a method for estimating parameters. It minimizes the sum
of squares Y I' ; (y; — yi)Z of the differences between the measured and predicted values
from the model when the number of observations is #n. In this study, the parameters are
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Pr{N(t;) — N(ti_1) = n;} =

estimated by minimizing the squared differences between the observed cumulative failures
y; and the fitted values f(t;), as shown in Equation (9) [33].

n

LSE =Y (y; — (t;))? )

i=1

3.2. MLE Method

For the proposed model, the likelihood is formulated conditionally on the initial state
and is constructed from the failure increments over the observation intervals. The number
of events n; = N(t;) — N(t;_1) in each interval is independent and follows a Poisson
distribution [33]. Thus, the number of events #n; within each interval follows a Poisson
distribution with mean m(t;) — m(t;_1), as shown in Equation (10) [6].

(m(t;) —m(ti_1))"

i (10)

exp(—(m(t;)) —m(ti1))), i=2,---,

=

Applying the maximum likelihood method to Equation (10) yields the likelihood and
log-likelihood functions shown in Equation (11).

1(0) = 11 "= o () — 1))
y 2 : a
1(0) = Ez[”i'ln(m(ti) —m(ti_1)) — (m(t;) —m(ti—1)) —In(n;!)]

The model parameters are estimated by maximizing the log-likelihood function in
Equation (11) with respect to the parameters contained in m(t) [34].

3.3. Deep-Learning-Based Parameter Estimation Method
3.3.1. Deep Learning

Artificial neural networks refer to network structures that mimic human thought
processes based on nonlinear connections. They consist of an input layer that acquires
information, an output layer that represents the results of thought and judgment, and
hidden layers that transmit the information received from the input layer or previous
hidden layers to the final output layer. A network with multiple hidden layers is referred
to as a deep neural network. To solve nonlinear problems during information transmission,
they employ nonlinear activation functions such as a sigmoid, hyperbolic tangent, or
rectified linear unit (ReLU) to produce the final result. Rather than directly using the
obtained result, iterative learning minimizes the loss function, that is, the difference between
the actual and predicted values, to achieve the optimal outcome.

Among deep neural networks, recurrent neural networks (RNNs) are optimized for
sequential data characteristics. These include a structure within the hidden layer that can
transmit information from one time step to the next. As shown in Equation (12), the next
time step is computed by combining the previous time step information with the weights
contained in the hidden layer, the current time step information with its weights, and the
bias using a combination of summation and multiplication [35]. The hyperbolic tangent
function, tanh (x), is a nonlinear activation function with an output range of [—1, 1] and is
symmetric about the origin.

hy = tanh(Whht_1 + Wyxs + b) (12)

Recurrent neural networks suffer from the vanishing gradient problem, in which
information from earlier time steps is poorly reflected as the sequence length increases.
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Long short-term memory (LSTM) was developed as an improved structure to address this
issue [36]. LSTM incorporates a memory cell ¢ to mitigate the vanishing gradient problem.
The memory cell c consists of a forget gate f, input gate i, and output gate 0. The forget gate
f determines how much past information is discarded, the input gate i determines how
much new information is stored, and the output gate 0 determines what information is
to be output. It calculates the new information to be added from the current input using
g. The sigmoid function, o(x), is a nonlinear activation function with an output range
of (0,1).

fr = (Xt Wi+ hi—1 Wi + by)

g = tanh (xWag + 1 Wyg +by)
iy = U'(Xth,i +h Wy + b;)
0r = 0 (xtWxo + hi—1 Wy, + bo)

Each gate and g simultaneously reflect the long-term and short-term memory required
to pass information to the next time step, following the equation below: This process
discards past information via the forget gate f, stores current information via the input gate
i, and adjusts the final output via the output gate o, resulting in the structure shown in
Equation (13).

ct =frociq +gt0it (13)
hy = oy o tanh (Ct)

3.3.2. Proposed Deep-Learning-Based Parameter Estimation Method

This paper proposes a new parameter estimation method that utilizes deep learning
by extending the LSTM-based recurrent neural network described in Section 3.3.1. Many
existing deep-learning methods suffer from the black-box problem, which makes it difficult
to interpret their learning process [37]. To address this issue, this study proposes the
DL-BPE method, which incorporates the mathematical structure of an SRM as a custom
neural-network layer. This approach utilizes sequential failure data while retaining an
explicit connection to the mathematical structure of the proposed SRM.

First, let Y; denote the cumulative number of failures at time ¢. The data were trans-
formed into first differences, d; = Y; — Y;_1, representing the number of failures observed
between consecutive time points. A lag-one sequence was then constructed using the
previous first difference, x; = d;_1, as the input and the current first difference, y; = dy, as
the target. Let x; and y{ denote the normalized input and target values, respectively. They
were transformed to the range [—1, 1] as follows [38].

¥ _ o M T Smin__ 4

xt - . -
Smax — Smin

yr =2 Yt — Smin 1
Smax — Smin

Here, s,,;;, and s;,,, denote the common minimum and maximum values calculated
from both the input and target values in each training fold. The same scaling parameters
were applied to the corresponding validation data to prevent information leakage. The ob-
servations were supplied chronologically using a batch size of 1 without random shuffling.
The input tensor had the form (1,1, 1), corresponding to one sample, one time step, and
one feature. A stateful LSTM was used to retain sequential information across consecutive
observations. The values processed by the LSTM at each time point were transformed
through a dense layer and subsequently supplied to a custom activation layer incorporating
the SRM introduced in Section 2. The trainable quantities in this layer are the structural
activation parameters a, , 8, and k, which are jointly updated with the remaining neural-
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RNN-SRM

O

network weights through backpropagation. The output of the SRM-informed layer is then
passed through a linear dense layer to produce the final prediction [21]. The structure of
the proposed RNN-SRM is illustrated in Figure 2 [21].

[ IST™ |

-~

@

(Forget gatef\ (" Input gate i ) Gutput gateo\ ;@ Wi
» t
f, (i) "
. J A\ J

Figure 2. The structure of RNN SRM.

Figure 2 presents a simplified conceptual representation. The actual computational im-
plementation additionally includes a dense transformation layer before the SRM-informed
activation and a linear dense layer after the activation.

This structure produces the final prediction through the following computational
process. First, the normalized input x} is supplied to the LSTM structure introduced
in Section 3.3.1, producing a hidden representation /; at each time point. The LSTM
output is subsequently transformed by a dense layer as z; = W,z; + b, where W, and
b, denote the time-shared dense-layer weight matrix and bias vector, and z; represents
a learned latent feature vector. Therefore, z; is not interpreted as physical time but as a
latent representation of the sequential failure information. The mathematical structure
of Equation (8) is incorporated into an activation layer parameterized by the structural
activation parameters 4, «, B, and k.

Because each component z; j, where j indexes the units of the dense layer, may take a
negative value, directly calculating ( ﬁzt,j) * may produce an undefined real value when «
is non-integer. To address this issue, the following sign-preserving power transformation

is introduced [39]:
/2

. 2
9(z1,) = sign(z,,) | (Bz,)]
The squared term ensures a non-negative base, while the sign function preserves the
direction of the original latent feature. Let g(z;;) denote the output obtained by applying
the SRM-informed activation to the jth latent feature at time ¢. The mathematical structure
of Equation (8) is applied to the transformed latent feature ¢(z ;).

a
1+ %-exp(—a-q(zt,j))

8(zy) = L =12, (14)

For z;; > 0, the sign-preserving transformation reduces to the original power term
(/Szt,j)“, while 4(0) = 0 ensures that g(0) = k. Negative values of z;; do not represent
negative physical time but indicate the direction of the learned latent feature. In the com-
putational implementation, the exponent —a-q(z; ;) was restricted to the interval [—40, 40]
before applying the exponential function to prevent numerical overflow and underflow.
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In addition, a small positive constant was added to the denominator to avoid numerical
instability when the denominator approached zero.

The SRM-informed activation in Equation (14) is applied separately to each component
of the latent feature vector. The resulting activation outputs are subsequently combined
through a final linear dense layer.

]
9f = bo+ Y vig(2))
=1

Here, v; denotes the weight connecting the jth SRM-informed activation output to
the final output node, b, is the output-layer bias, and #; is the predicted normalized
first difference at time ¢. Thus, 4, «, 3, and k determine the form of the SRM-informed
activation, whereas v; and b, aggregate the activation outputs to produce the final
DL-BPE prediction.

The structural activation parameters 4, «, B, and k determine the mathematical form of
the SRM-informed activation and are jointly updated with the remaining neural-network
weights. Because the activation operates on latent features rather than physical time, these
structural activation parameters are interpreted within the DL-BPE architecture rather than
as numerically identical to the classical NHPP parameters estimated directly by LSE or MLE.
The predicted normalized first differences were transformed back to their original scale
and added to the preceding observed cumulative failure counts. The resulting cumulative
predictions were constrained to be nondecreasing over time. The DL-BPE was trained
by minimizing the mean squared error between the observed and predicted normalized

first differences.
1

_ = £ _ p%)2
_N (yl yl)

s

I
—

L(©)
1

Here, i indexes the supervised samples within each training fold, N is the total number
of samples in that fold, and y; and 77 denote the observed and predicted normalized first
differences for the ith sample, respectively. The parameter set © includes all trainable
weights in the DL-BPE. The MSE of the reconstructed cumulative validation predictions
was used for hyperparameter selection. The DL-BPE was trained using Adam for up to
150 epochs with a batch size of 1, and the observations were supplied sequentially without
random shuffling. The hyperparameter search space included LSTM unit values of 4, 8, 16,
and 24, learning rates of 0.001, 0.002, 0.005 and 0.01. Grid search was performed over all
candidate combinations, and the weights yielding the lowest cumulative validation MSE
were retained for each cross-validation fold.

Within each cross-validation fold, a and k were initialized using the maximum and
initial number of failures, respectively, from that fold’s training window. The initial value
of « was sampled from the convexity-preserving ranges [0.1,1) and (2,10] whereas f
was sampled from [0.1, 2]. During training, the positivity and ordering constraints were
enforced through reparameterization. Specifically, kK was defined as a strictly positive
quantity, and a was defined relative to k so that 2 > k was maintained throughout train-
ing. The parameters a and B were also constrained to remain within their prespecified
positive ranges. This construction guaranteed 0 < k < a and prevented invalid param-
eter values during optimization. Hyperparameter tuning was conducted using a fixed
seed of 5001. After the hyperparameters were selected, the DL-BPE model was inde-
pendently trained 40 times using 40 distinct prespecified random seeds ranging from
1001 to 1040. The use of different random seeds generated different stochastic initializations
while keeping the model architecture and hyperparameter settings unchanged, allowing
the run-to-run variability of DL-BPE to be examined. Because the training results may
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be sensitive to stochastic initialization, the training run with the lowest Train MSE was
selected for reporting the parameter estimates and predictive results, while the distribu-
tion of the results across all 40 training runs was also examined to assess variability. The
DL-BPE analysis was implemented in R using keras and TensorFlow (R 4.5.0; keras 2.15.0;
tensorflow 2.16.0).

4. Numerical Example

This section empirically evaluates the proposed convex-dependent NHPP SRM using
three software failure datasets. First, the fitting performance of the proposed model is
compared with that of existing NHPP SRMs to examine its ability to represent different
software failure patterns. Next, the parameters of the proposed model are estimated using
LSE, MLE, and the proposed DL-BPE method, and the resulting fitting and predictive
performance is compared across the three estimation approaches. Through these analy-
ses, the applicability of both the proposed SRM and the DL-BPE estimation framework
is examined.

4.1. Data Information

The first dataset measured errors from the Shuttle Ground Processing System (SGPS),
a software system used by NASA to monitor, analyze, and control spacecraft flights from
the ground. It captures instances in which the program does not operate as planned during
execution, including incorrect calculation results, command processing errors, abnormal
terminations, and unexpected behavior. Measurements were taken over approximately
38 weeks, accumulating data on errors observed over 2800 h of cumulative test time. Failure
data were categorized into three types: critical errors (errors rendering mission execution
impossible), major errors (errors severely impacting core functionality), and minor errors
(errors causing significant system operation issues). This study combines these categories
for the analysis [40].

The second dataset utilizes failure data from Hive, which is based on Apache open-
source software. Hive is a distributed fault-tolerant data warehouse system built on Apache
Hadoop, which enables large-scale analyses. It allows reading, writing, and management
of petabyte-scale data. This dataset is defined across five releases and contains information
on defects and failures that occurred between 2008 and 2014 [41].

The third dataset includes failures and defects occurring during the development
of real-time multi-computer system software for the naval tactical data system (NTDS).
The NTDS comprises 38 modules, each of which records and measures the errors
generated during the production, testing, and user phases. A total of 26 errors were
found during the production phase, five during the testing phase, and three during
the final user phase. These three datasets were used to validate the effectiveness of the
proposed model [6].

4.2. Evaluation Criteria

To evaluate the performance of the proposed SRM, we compared it to traditional
models using multiple criteria. The eight criteria were compared as shown in Table 2. In
Table 2, 1i1(t;) denotes the estimated value at time ¢;, y; denotes the corresponding observed
value, i is the observation index, #n is the number of observations, and m is the number
of parameters.

The mean squared error (MSE) is a measure that considers the sum of the squares
of the differences between the estimated and actual values, weighted by the number of
observations and parameters. The predictive ratio risk (PRR) and predictive power (PP)
were defined as the difference between the predicted and actual values divided by the
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predicted and actual values, respectively, for model estimation. The adjusted R? (Adj_R?)
is the adjusted coefficient of determination for a regression equation derived from the
coefficient of determination and accounts for the number of parameters; it assesses the
explanatory power. The mean absolute error (MAE) is a measure that accounts for the
number of observations and parameters and is calculated as the sum of the absolute
differences between the estimated and actual values. The root mean square prediction error
(RMSPE) estimates the closeness of predictions made by each model. The mean error of
prediction (MEOP) was defined as the sum of the absolute deviations between the actual
and estimated values. The Pham’s criterion (PC) is a measure that considers the number of
parameters by increasing the penalty each time a parameter is added to a model when the
sample size is small.

Table 2. Criteria.

No. Criteria Formula
1 MSE [42] i) =)
. n—m 5
2 PRR [43] 5" (m(ff) —yi>
s\ (t;) )
3 PP [43] 5" (t;) _]/i>
i=1 Yi
4 MAE [44] L () —yil
n—m >
. ) —y;
5 RMSPE [44] - (]/i —m(t;) — ity [WD 0 Tt — 12
n + E m( l) 3/1
n—1 i1 n
6 MEOP [44] L) —yil
1}fm+l 5
7 PC [45] oy Jog Zf:l(m;fi)*yi) + m(ﬁ:}i)
) 1-R?)(n—1)
8 Adj_R? [46] 1 ,qu

Based on these metrics, we compared existing NHPP SRMs with the proposed model.
A higher Adj_R2 value indicates a better fit, whereas the other seven metrics indicate a
better fit when closer to zero. Using R 4.5.0 and MATLAB R2024b, we estimated parameters
via LSE based on the difference between the model-estimated values and the actual number
of failures, calculated criteria, and compared their performances.

4.3. Results of Analysis
4.3.1. Results of Dataset 1

Table 3 shows the estimated parameters for each model compared with dataset 1. The
estimated parameters for the proposed model are total number of failures 4 = 365.9240,
initial number of failures k = 7.2220, shape parameter & = 0.4115, and scale parameter
B = 0.00000054. Table 4 presents the criteria calculated using the parameter estimates
obtained from Table 3 for each model. The analysis showed that it yielded the best results
across all eight criteria. The model assuming another convex form, that is, the Weibull
distribution, also showed the second-best results. The previously proposed models, viz.,
DPF1 and DPF2, which assume dependent failure occurrence, were found to be poorly
estimated for this dataset. Figure 3 shows the results at each time point based on the
estimated parameter values for each model in Table 3. The black dots represent the
actual data points and the red solid lines indicate the estimated values from the proposed
SRM. Most models exhibited trends similar to the actual values, with the proposed model
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exhibiting results that were very close to the actual values from the starting point to the

final time point.

Table 3. Parameter estimation from dataset 1.

Model 21 1; t/; ;f\; I/;, '/)\/ 2 ;7, ;l
GO 475.5038 0.0162
HDGO 475.5039 0.0162 2.5855
DS 230.3591 0.1010
IS 475.3702 0.0162 0.0005
YID 56.0484 0.1760 0.0923
YE 833.3409 0.1424 0.0081 8.0558
YR 249.6582 0.3024 0.0029 6.2103
RMD 112.2567 0.0187 4.6744 0.0079
KSRGM 414.3523 19.5799 0.0370 0.0010
DPF1 236.2619 0.0001 0.1431 31.0786
DPF2 236.1932 0.0005 0.0025 31.0311
WEI 1220.8527 0.8780 0.0042
NEW 365.9240 0.4115 0.00000054 7.2220
Table 4. Comparison of criteria from dataset 1.
Model MSE PRR PP MAE RMSPE MEOP PC Adj_R?
GO 21.2346 1.3014 0.4733 3.8514 4.5436 3.7473 56.0837 0.9943
HDGO 21.8409 1.3026 0.4736 3.9587 4.5435 3.8487 55.6985 0.9941
DS 133.3463 187.1664 3.1075 9.298 11.3759 9.0467 89.1554 0.964
IS 21.8465 1.3067 0.4747 3.9512 4.5438 3.8415 55.703 0.9941
YID 16.6987 0.418 0.2054 3.6397 3.9743 3.5386 51.0005 0.9955
YE 22.1273 1.2731 0.4655 4.0252 4.5067 3.9102 55.1079 0.994
YR 221.7924 518.4964 4.0693 12.6706 14.2539 12.3086 94.2917 0.9401
RMD 22.3584 1.2892 0.47 4.0678 4.5309 3.9516 55.2846 0.994
KSRGM 27.8595 3.1491 0.7355 4.4155 5.057 4.2894 59.0241 0.9925
DPF1 41.3669 0.4865 1.503 4.9415 6.1652 4.8004 65.7443 0.9888
DPF2 41.3145 0.485 1.4954 4.9326 6.1613 47917 65.7227 0.9888
WEI 16.0327 0.3573 0.1952 3.4828 3.8941 3.386 50.2883 0.9957
NEW 15.5257 0.0854 0.1105 3.2702 3.7771 3.1767 49.0846 0.9958

4.3.2. Results of Dataset 2

Table 5 presents the estimated parameters for each model compared with dataset
2. The estimated parameters for the proposed model are: & = 4683.9770, k = 221.4734,
& = 0.0000032, B = 0.8474. Table 6 presents the results for the criteria calculated using the
estimated values of each model, based on the parameter estimates obtained from Table 5.
The proposed model showed the best results for MAE, MEOP, and PC with 66.8365, 65.5754,
and 230.8538, respectively, and the second-best results for MSE, RMSPE, and Adj_R? with
6570.717, 78.8134, and 0.9859, respectively. The IS model showed the best results in terms
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of MSE, RMSPE, and Aclj_R2 with values of 6214.1, 77.345, and 0.9867, respectively. It
exhibited the second-best results for MAE, MEOP, and PC at 66.9681, 65.728, and 233.1204,
respectively. Thus, the proposed and IS models emerged as the best-performing models on

this dataset.
250
® Actual GO w——=HDGO
L
DS — S YID
L)
Y E w—YR RMD
200
s KSRGM e DPF 1 DPF2
e \WEI w— N EW

Cumulative Failures

1 3 5 7 9 1113 15 17 19 21 23 25 27 29 31 33 35 37
Week Index

Figure 3. Prediction for dataset 1.

Table 5. Parameter estimation from dataset 2.

Model a 1’; t;\c 2{ Il;, '/)\/ 2 ;7, ;l
GO 183,078.71 0.0002
HDGO 709.4483 0.1542 0.4184
DS 3592.1670 0.0391
IS 87,134.617 0.0111 28.8987
YID 1918.7578 0.0164 0.0335
YE 384,498.63 2.4628 0.0002 0.2179
YR 3746.4441 1.2515 0.0007 1.1662
RMD 36,413.628 0.0037 1.2370 0.0042
KSRGM 15,598.845 3.6291 3.9709 0.0007
DPF1 4697.3960 0.00000022 0.0200 293.8370
DPF2 4695.9395 0.0000139 0.2617 293.8313
WEI 33,575.982 0.0019 1.1557
NEW 4683.9770 0.0000032 0.8474 221.4734
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Table 6. Comparison of criteria from dataset 2.

Model MSE PRR PP MAE RMSPE MEOP PC Adj_R?
GO 11,551.67 0.3546 0.3157 77.778 106.4875 76.3638 253.6289 0.9753
HDGO 656,171 70.4816 15.314 605.2459 792.1579 594.0376 356.5998 0.3774
DS 22,255.74 412.638 6.5276 131.2098 147.6921 128.8241 271.3347 0.9524
IS 6214.1 1.694 0.9682 66.9681 77.345 65.728 233.1204 0.9867
YID 7333.871 1.8079 1.0101 71.8703 84.0389 70.5393 237.511 0.9843
YE 12,084.42 0.3518 0.3167 81.6226 106.8763 80.0825 246.6955 0.9741
YR 31,285.19 943.4873 8.1067 158.3062 171.7957 155.3193 271.4274 0.933
RMD 7185.538 1.5983 0.9238 71.7033 82.4028 70.3504 233.1794 0.9846
KSRGM 8337.017 13.9152 2.3823 79.5947 88.7069 78.093 237.0439 0.9821
DPF1 7740.321 2.1647 34.1433 74.7453 85.5376 73.335 235.1131 0.9834
DPF2 7725.274 2.1684 34.1287 74.1435 85.459 72.7445 235.0625 0.9835
WEI 9016.589 3.8183 1.5172 80.2086 93.1884 78.7233 242.9849 0.9807
NEW 6570.717 1.8131 22.2746 66.8365 78.8134 65.5754 230.8538 0.9859

Figure 4 shows the results for each time point, which are similar to those in Section 4.3.1.
The black dots represent the actual data and the solid red line represents the estimated
values from the proposed SRM. Because the proposed model assumes that failures occur
early, it exhibits high values at the initial points and fits well thereafter.

o Actual Go ——HDGO
DS —s vip o
L]
2500 1| _vg —R RMD /

Cumulative Failures

1 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49 52 55

Month Index

Figure 4. Prediction for dataset 2.

4.3.3. Results of Dataset 3

Table 7 presents the estimated parameters for each model compared using dataset
3. The estimated parameters for the proposed model are: @ = 32.8052, k = 0.000091,
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& = 0.000075, B = 0.1151. Table 8 presents the results for the criteria calculated using
the estimated values from each model, based on the parameter estimates obtained from
Table 7. The proposed model achieved the best results for MSE, RMSPE, MEOP, PC, and
Adj_Rz, with values of 1.9352, 1.3144, 1.0380, 10.8775, and 0.9634, respectively. It also
achieved the second-best result for MAE at 1.0796 and ranked fourth for PRR and PP,
indicating competitive overall performance. The DS model exhibited the best results for
PRR and PP, with values of 0.2299 and 0.2176, respectively. Figure 5 shows the results for
each time point, which are similar to those in Section 4.3.1. Despite the periods of stagnation
inherent in the data, the models showed similar trends and exhibited a distribution with

minimal deviation from the actual values.

Table 7. Parameter estimation from dataset 3.

Model p; b p P Ky c ph
GO 31.6557 0.1906
HDGO 31.6556 0.1906 0.0002
DS 30.3528 0.4601
IS 31.6531 0.1908 0.0020
YID 28.0366 0.2370 0.0066
YE 33.9404 1.3972 0.0539 2.6227
YR 31.4494 1.5291 0.0372 2.0018
RMD 75.8633 0.2498 1.3541 0.0034
KSRGM 11.0124 5.5814 0.6455 0.1306
DPF1 30.7156 0.0010 0.0827 7.3263
DPE2 30.7196 0.0124 0.0172 7.3124
WEI 31.7543 0.1895 0.9810
NEW 32.8052 0.000075 0.1151 0.000091
Table 8. Comparison of criteria from dataset 3.
Model MSE PRR PP MAE RMSPE MEOP PC Adj_R?
GO 2.3072 0.5512 3.1953 1.0892 1.4915 1.0503 12.3957 0.9565
HDGO 2.3959 0.5512 3.1954 1.1311 1.4915 1.0892 13.1699 0.9547
DS 3.7909 0.2299 0.2176 1.5335 1.9119 1.4787 19.0996 0.9285
IS 2.3969 0.5510 3.1904 1.1313 1.4918 1.0894 13.1752 0.9547
YID 2.0935 0.5754 4.0429 1.0784 1.3941 1.0384 11.416 0.9604
YE 2.3088 0.5825 4.0485 1.1378 1.4357 1.0941 13.084 0.9563
YR 5.3829 0.3322 0.2862 1.9739 2.1922 1.8979 23.6652 0.8981
RMD 2.2449 0.5823 4.1073 1.1358 1.4157 1.0921 12.7332 0.9575
KSRGM 2.6484 0.3017 0.5851 1.2403 1.5377 1.1926 14.799 0.9499
DPF1 5.1291 0.8124 8.9603 1.7358 2.1399 1.669 23.0614 0.9029
DPF2 5.1126 0.8113 8.9475 1.7316 2.1365 1.665 23.0212 0.9032
WEI 2.3915 0.5644 3.4651 1.127 1.4901 1.0852 13.1463 0.9548
NEW 1.9352 0.4284 1.7697 1.0796 1.3144 1.038 10.8775 0.9634
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Figure 5. Prediction for dataset 3.

4.4. Parameter Estimation Comparison Results

Section 4.3 showed that the proposed convex-dependent SRM achieved competitive
fitting performance across the datasets. This Section compares the proposed DL-BPE
framework with LSE and MLE to examine its predictive performance under the proposed
convex-dependent NHPP SRM. To estimate the parameters using DL-BPE, the hyperpa-
rameters were specified via cross-validation. Given the sequential nature of the failure data,
expanding-window cross-validation was employed to tune these hyperparameters [47,48].
For model development and performance evaluation, the entire dataset was first chrono-
logically divided into a training set comprising the first 80% of the observations and a test
set comprising the remaining 20%. Hyperparameter tuning was conducted exclusively
within the training set using an expanding-window cross-validation scheme. Specifically,
the initial training window consisted of the first 60% of the entire dataset, and the train-
ing window was subsequently expanded by one observation at a time until reaching the
80% boundary. At each step, the observation immediately following was used as the
validation sample. This procedure resulted in 7, 11, and 6 validation folds for datasets
1, 2, and 3, respectively, with a one-step-ahead forecast horizon. The hyperparameters
were tuned using a grid search to identify the optimal configuration under the predefined
conditions [49]. The number of hidden nodes was set to 4, 8, 16, and 24, while the learning
rate was set to 0.001, 0.002, 0.005, and 0.01. The total number of epochs was set to 150. After
the optimal hyperparameter combination was selected based solely on the cross-validation
results within the training set, the model was retrained using the entire 80% training set.
The remaining 20% test set was used exclusively for final out-of-sample performance eval-
uation and was not involved in hyperparameter tuning or model training. Among the 40
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independent training runs, the run with the lowest Train MSE was selected based solely
on the training set. The model obtained from the selected training run was subsequently
evaluated on the test set, and the test-set performance was not used for run selection.
Table 9 presents the results of the expanding-window cross-validation used for hyperpa-
rameter selection. For datasets 1, 2, and 3, the selected numbers of hidden-layer nodes
were 24, 8, and 16, respectively, while the corresponding learning rates were 0.005, 0.005,
and 0.010. The mean cross-validation MSE values were 0.29977, 12.59182, and 0.00610, with
standard deviations of 0.47579, 16.78679, and 0.00985, respectively. These results represent
the hyperparameter combinations selected on the basis of their validation performance
under the expanding-window cross-validation procedure. The variability in validation
errors differed across datasets, with dataset 2 showing greater variation across validation
folds than datasets 1 and 3.

Table 9. Hyperparameter tuning via cross-validation from the datasets.

Dataset Hidden-Layer Nodes Learning Rate CV_MSE_Mean CV_MSE_SD
Dataset 1 24 0.005 0.29977 0.47579
Dataset 2 8 0.005 12.59182 16.78679
Dataset 3 16 0.010 0.00610 0.00985

Table 10 presents the parameter estimation results for the proposed model based on
dataset 1 using LSE, MLE, and the proposed DL-BPE method. The parameter estimates
obtained using DL-BPE were @ = 180.8720, & = 5.8789, p = 0.8191, and k = 5.5766. Figure 6
shows how each parameter changed over 150 epochs during DL-BPE training. The blue
line represents 4, the orange line represents «, the green line represents 8, and the red
line represents k. The estimates of a and k generally decreased during training, while «
showed an overall increasing trend and § gradually decreased with moderate fluctuations.
By the final epochs, all four parameters approached relatively stable values of approxi-
mately 180.8720, 5.8789, 0.8191, and 5.5766, respectively. In particular, the final estimate of
& = 5.8789 indicates that the fault-detection process for dataset 1 was fitted to an increasing
and convex structure.

Table 10. Parameter estimation results of the proposed model for dataset 1.

Method a2 x '2; ;l;
LSE 326.6145 0.4213 0.000001 6.9514
MLE 357.2662 0.4765 0.0000018 14.9888

DL-BPE 180.8720 5.8789 0.8191 5.5766

Table 11 summarizes the results of the evaluation criteria calculated using the parame-
ter estimates obtained from the 80% training dataset reported in Table 10. The evaluation
criteria were used to assess the goodness-of-fit of each estimation method within the train-
ing dataset. In addition, prediction SSE (preSSE) was calculated for the remaining 20%
test dataset using the parameter estimates obtained from the training dataset to evaluate
predictive performance on the test dataset. The preSSE is defined as the sum of squared
differences between the observed and predicted values in the test dataset, as follows:

n

preSSE = ) (1h(t;) — i)
i—kt1
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where k denotes the last time point of the training dataset, n denotes the final time point of
the entire dataset, y; denotes the observed value at time ¢;, and 7f1(t;) denotes the predicted
value obtained from the estimated model. Thus, preSSE represents the sum of squared
prediction errors over the test period from k + 1 to n, with a smaller value indicating better
predictive performance.
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Figure 6. Changes in parameter values during DL-BPE training for dataset 1; (a) a; (b) «; (c) ; (d) k.

Table 11. Results of criteria between parameter estimation methods from dataset 1.

Method MSE PRR PP MAE RMSPE MEOP PC Adj_R? preSSE
LSE 9.2256 0.0400 0.0444 2.6315 2.8700 2.5303 30.3995 0.9960 365.3327
MLE 9.5623 0.0298 0.0292 2.6462 2.9219 2.5444 30.8476 0.9958 331.0289
DL-BPE 7.5261 0.0272 0.0262 2.4438 2.5921 2.3498 27.8544 0.9967 123.2066

For dataset 1, DL-BPE produced the lowest preSSE of 123.2066, compared with 365.3327
for LSE and 331.0289 for MLE, indicating better predictive performance on the test dataset.
Figure 7 shows the differences between the observed and estimated cumulative failure
values at each time point for each estimation method. The blue, yellow, and red lines
represent LSE, MLE, and DL-BPE, respectively. The gray shaded area represents the
95% Poisson-based interval derived from the mean value function estimated by DL-BPE
and expressed on the same difference scale. In particular, the DL-BPE errors remaining
within this shaded interval indicate that the corresponding observed cumulative failure
values lie within the 95% Poisson-based interval around the DL-BPE estimates. Thus, the
observed values were generally contained within the range expected under the estimated
DL-BPE model across both the training and test periods. Across most time points, the
differences for the three methods varied around zero, while DL-BPE generally showed
smaller deviations from the observed values, particularly during the test period. Figure 7
distinguishes the training and test periods, with the first 80% of the data used for training
and the remaining 20% used to evaluate predictive performance. In the test period, DL-BPE
generally exhibited smaller prediction errors than LSE and MLE, particularly at the final
time point.
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Figure 7. Difference between observed and estimated cumulative failure values for dataset 1.

Table 12 presents the parameter estimation results for dataset 2 obtained using the
LSE, MLE, and proposed DL-BPE. The estimated parameters derived from DL-BPE were
4 =1763.2719, & = 5.8082, B =0.6916, and k = 39.9832. Figure 8 illustrates the changes in each
parameter over 150 epochs during the DL-BPE, following the same color scheme described
in the previous Figure 6. The parameter estimates show that a and k generally decreased,
increased, and B gradually decreased with some fluctuations, with all parameters approaching
relatively stable values toward the end of training. The final value of @ = 5.8082 places the
fitted model in the increasing and convex region of the fault-detection rate for dataset 2.

Table 12. Parameter estimation results of the proposed model for dataset 2.

Method ; ,’,\4 '2; ;;
LSE 2478.8998 0.6472 0.000001 110.2791
MLE 3264.2750 0.4528 0.00000001 48.9976

DL-BPE 1763.2719 5.8082 0.6916 39.9832
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Figure 8. Changes in parameter values during DL-BPE training for dataset 2; (a) a; (b) «; (c) ; (d) k.
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Table 13 summarizes the evaluation criteria calculated based on the estimates reported
in Table 12. In addition, preSSE was calculated using the test data to evaluate the predictive
performance of each estimation method. For dataset 2, DL-BPE achieved substantially
improved performance compared with LSE and MLE across the evaluation criteria and
produced the lowest preSSE of 25,208. Figure 9 shows the differences between the observed
and estimated cumulative failure values at each time point for each estimation method. The
gray shaded area has the same interpretation as the 95% Poisson-based interval described
for Figure 7. Figure 9 distinguishes the training and test periods, with the first 80% of the
data used for training and the remaining 20% used for predictive performance evaluation.
Overall, the LSE-based predictions exhibited the largest deviations from the observed
values, particularly during the test period, whereas DL-BPE produced comparatively
smaller prediction errors. During the test period, the errors of LSE and MLE exceeded
the 95% interval at several later time points, whereas the DL-BPE errors remained largely
within the interval.

Table 13. Results of criteria between parameter estimation methods from dataset 2.

Method

MSE

PRR PP MAE RMSPE MEOP PC Adj_R? preSSE

LSE 1214.4039

0.5080 1.6093 29.5821 33.6106 28.8606  144.4340 0.9944 1,816,521

MLE 3124.5981

0.9797 0.6110 48.4523 53.7288 47.2706  163.3350 0.9856 915,349

DL-BPE  139.9975

0.0419 0.0334 9.7581 11.4089 9.5201 101.2263 0.9994 25,208
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Figure 9. Difference between observed and estimated cumulative failure values for dataset 2.

Table 14 presents the parameter estimation results for dataset 3. The parameters
estimated by DL-BPE were 4 = 29.8784, & = 5.7071, B = 0.8393, and k = 1.2055. Figure 10
illustrates the changes in each parameter over 150 epochs obtained from the DL-BPE,
following the same color described previously. Overall, a decreased and stabilized, «
increased and then declined, § fluctuated moderately, and k decreased sharply before
gradually increasing. The final estimate of & = 5.7071 suggests that the fault-detection
behavior in dataset 3 was represented by an increasing and convex pattern.
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Table 14. Parameter estimation results of the proposed model for dataset 3.
Method a ® /,; ;/;
LSE 30.7429 0.4716 0.0027 0.9476
MLE 39.2220 0.0597 0.000024 0.00000001
DL-BPE 29.8784 5.7071 0.8393 1.2055
31.5 6.6
31.0 o4
6.2 | \
30.5 N pg S
a a 6.0 |
30.0 [ i
— 5.8 |
29.5 s | J
29.0 5.4
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Figure 10. Changes in parameter values during DL-BPE training for dataset 3; (a) a; (b) «; (c) 5; (d) k.

Table 15 presents the evaluation criteria calculated based on the estimation results
reported in Table 14. For Dataset 3, DL-BPE showed the best overall performance and the
lowest preSSE of 4.4320, compared with 8.8437 for MLE and 19.2124 for LSE. Figure 11
shows the differences between the observed and estimated cumulative failure values at

each time point for each estimation method. The gray shaded area represents the same

95% Poisson-based interval described for Figure 7, and the differences remained within

this interval across most time points. During the test period, DL-BPE maintained smaller

prediction errors than LSE and MLE, consistent with its lower preSSE.

Table 15. Results of the criteria between parameter estimation methods from dataset 3.

Method MSE PRR PP MAE RMSPE MEOP PC Adj_R? preSSE
LSE 2.6283 0.1269 0.1180 1.3574 1.5009 1.2860 11.5576 0.9217 19.2124
MLE 1.5648 0.0708 0.0690 1.0106 1.1579 0.9574 6.8906 0.9534 8.8437

DL-BPE 0.7312 0.0242 0.0214 0.6366 0.7885 0.6031 0.0430 0.9782 4.4320
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Figure 11. Difference between observed and estimated cumulative failure values for dataset 3.

The results from the selected training run are reported together with the distribution
across the 40 repeated training runs. To examine the variability of DL-BPE, the model
was independently trained 40 times under the same hyperparameter settings, and the
distribution of Train MSE was summarized using the mean, standard deviation, median,
and quartiles. Table 16 summarizes these descriptive statistics for the three datasets,
while Figure 12 illustrates the corresponding Train MSE distributions using boxplots.
The x symbols denote the means, the numbers displayed within the boxes indicated the
medians, and the circles represent outliers. Due to the stochastic nature of deep learning
and its sensitivity to initial weights, several high-error outliers were observed across the
repeated training runs. For dataset 1, the Q1 and median MSE values were 13.140 and
16.830, respectively. Although these values were higher than the LSE and MLE results,
the selected training run achieved an MSE of 7.5261, outperforming both conventional
methods. For dataset 2, the Q1 MSE was 2017.600, which was lower than the MLE MSE
of 3124.5981, indicating that at least one-quarter of the DL-BPE runs achieved better
performance than MLE. Moreover, the selected training run yielded an MSE of 139.9975,
which was substantially lower than those of both LSE and MLE. For dataset 3, the Q1 MSE
of 1.020 was lower than both LSE and MLE, while the median MSE of 1.630 was lower than
LSE and close to MLE. These results indicate that DL-BPE can achieve competitive in-sample
fitting performance in selected runs, although its training performance varies across random
initializations. The computational cost was evaluated separately for hyperparameter
tuning and repeated training. The computational times for hyperparameter tuning and the
subsequent 40 independent training runs were approximately 18.6 and 9.6 min for dataset
1, 30.4 and 10.1 min for dataset 2, and 15.8 and 8.7 min for dataset 3.

Table 16. Descriptive statistics of Train MSE across 40 repeated DL-BPE training runs for the
three datasets.

Dataset Mean Median SD 01 Q3
Dataset 1 31.8357 16.8324 48.9661 13.1390 25.8258
Dataset 2 14,294.51 3423.019 36,909.65 2017.599 5305.255
Dataset 3 1.9681 1.6322 1.4025 1.0164 2.2801
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Figure 12. Boxplots of Train MSE from 40 repeated DL-BPE training runs; (a) dataset 1; (b) dataset 2;
(c) dataset 3.

5. Discussion

The proposed convex-dependent NHPP SRM achieved competitive fitting perfor-
mance across all three datasets. For dataset 1, the proposed model achieved the best results
across all eight evaluation criteria. For dataset 2, it performed best for MAE, MEOP, and PC
and achieved the second-best results for MSE, RMSPE, and Adj_Rz. For dataset 3, it also
achieved the best results for several major criteria, including MSE, RMSPE, MEOP, PC, and
Adj_R?. These findings suggest that incorporating convex fault-detection behavior, depen-
dent failures, and a nonzero initial failure state provides a useful extension of conventional
NHPP SRMs for representing different software failure patterns.

The predictive performance of DL-BPE relative to LSE and MLE varied across the
datasets. The differences among the estimation methods were most pronounced for dataset
2, in which cumulative failures continued to increase substantially during the test period.
In this case, the prediction errors of LSE and MLE increased during the later test observa-
tions, whereas DL-BPE maintained comparatively smaller deviations from the observed
cumulative failures. By contrast, the differences among the methods were less pronounced
for datasets 1 and 3, where the test-period failure trajectories were less variable. These
results indicate that the relative predictive performance of the estimation methods depends
partly on the characteristics of the failure process encountered beyond the training period.

Previous deep-learning studies in software reliability have primarily used neural-
network architectures to predict software failures or reliability measures directly. In con-
trast, DL-BPE uses deep learning as a parameter-estimation framework by embedding the
mathematical structure of the proposed NHPP SRM into the network. Its contribution there-
fore lies not only in predicting future failure behavior but also in estimating the structural
parameters of an interpretable reliability model. The 95% Poisson-based intervals further
showed that the observed cumulative failure values were generally consistent with the
variability implied by the fitted DL-BPE model, including during the test periods. However,
the repeated-training results revealed variability across random initializations, particularly
for datasets 1 and 2, indicating that the stochastic nature of neural-network optimization
should be considered when interpreting a single fitted result.
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The proposed framework combines the mathematical interpretability of an NHPP
SRM with the flexibility of deep-learning-based parameter estimation. Nevertheless, the
evaluation was limited to three benchmark datasets, some of which are relatively old and
contain failure information aggregated across software releases or failure categories. The
DL-BPE results varied across repeated training runs, and some parameter estimates ob-
tained using LSE and MLE, particularly 8, were close to the lower bounds of the admissible
ranges, potentially limiting their direct interpretation. Independent external datasets were
also not used for validation. Future research could extend the proposed formulation to
more complex failure mechanisms and other NHPP-based SRMs, investigate sequential or
online parameter estimation, and validate the framework using more recent industrial and
cross-project datasets.

6. Conclusions

This study proposed a convex-dependent NHPP software reliability model that in-
corporates a Weibull-based fault-detection process, dependent failures, and a nonzero
initial failure state. The proposed model was evaluated against existing NHPP SRMs
using three software failure datasets and showed competitive fitting performance across
different failure patterns. In addition, DL-BPE was introduced as an alternative parameter
estimation framework that embeds the mathematical structure of the proposed SRM into a
deep-learning architecture.

The empirical results indicate that the proposed SRM provides a useful framework for
representing complex software failure processes, while DL-BPE offers a flexible, structurally
informed approach to predicting cumulative failures. The predictive results also suggest
that the relative performance of the estimation methods depends on the characteristics of
the failure process observed beyond the training period. Overall, the study demonstrates
the potential of combining an interpretable NHPP-inspired structure with data-driven
sequential learning for software reliability modeling.
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