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Abstract

Focusing on the issue that false data injection (FDI) attacks on the secondary controllers
of DC microgrids can affect the normal and stable operation of microgrids, a distributed
resilient controller for DC microgrids is proposed to ensure that the two control objectives,
voltage regulation and current sharing, can still be achieved under the action of time-
varying bounded FDI attacks. First, the distributed secondary control problem of the
microgrid is viewed as a leader—follower multi-agent consensus problem, and the impact
of FDI attacks on the microgrid is analyzed. Second, a fully distributed resilient controller
based on an adaptive compensation mechanism is designed to compensate for FDI attacks
and mitigate their impact on the microgrid. Next, it is proven through Lyapunov stability
theory that the microgrid can operate normally and stably under the designed distributed
resilient controller, achieving the two control objectives. Finally, simulation analysis is used
to verify the effectiveness of the proposed resilient control method.

Keywords: DC microgrid; false data injection attack; resilient control; voltage regulation;
current distribution

MSC: 93B52

1. Introduction

In recent years, with the depletion of fossil energy and the deterioration of the eco-
logical environment, new power systems have drawn widespread attention. As a key
component of new power systems, microgrids have become a research focus for many
scholars [1]. Microgrids can be classified into DC microgrids, AC microgrids, and hybrid
AC/DC microgrids. Compared with AC microgrids, DC microgrids do not need to consider
issues such as frequency and power, and distributed generators (DGs) like photovoltaic
and wind power all possess DC characteristics, allowing them to be directly connected
to form a DC microgrid through DC-DC converters, which is more conducive to energy
utilization [2—4].

The operation of a DC microgrid involves two control objectives: voltage regulation
and current sharing, i.e., regulating the average output voltage of all DGs to the nominal
value and making the output currents of the DGs follow a fixed ratio [5]. Droop control
is commonly used in the primary control of microgrids to achieve preliminary voltage
regulation and current sharing. However, as a bottom-level control method, droop control
often fails to achieve these two objectives simultaneously; therefore, secondary control is
usually introduced to compensate for the shortcomings of droop control [6,7]. Secondary
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control generally includes centralized control and distributed control. Centralized con-
trol requires a central controller to regulate global information [8]. The central controller
can collect global information for processing and decision making, offering high commu-
nication accuracy and making it more suitable for applications with stringent precision
requirements [9]. However, the very presence of the central controller makes centralized
control more dependent on the communication network, resulting in reduced reliability,
especially in large-scale microgrids where single-point failures are prone to occur [10,11].

To avoid these drawbacks, distributed control is commonly employed in microgrids.
In distributed control, there is no central controller, and communication links exist between
neighboring units; each DG only needs to exchange information with its neighbors via these
links. Due to the absence of a central controller, distributed control eliminates single-point
failures, enables plug-and-play of DGs, and is more suitable for handling a large number
of renewable energy sources such as photovoltaic and wind power [12,13]. Moreover,
consensus algorithms can be introduced into distributed control, where a local control
protocol is sought to bring all DGs to a consensus [14]. Therefore, distributed control is
currently the most widely applied control method, and applying it to microgrids is one of
the most effective approaches.

In recent years, information technology has continuously permeated production and
daily life. Against this backdrop, the physical structure of a microgrid can be considered the
physical layer, and its communication structure the cyber layer; that is, the microgrid can be
viewed as a complex cyber-physical system [15]. However, this integration of information
technology exposes microgrids to serious cybersecurity threats. In particular, for microgrids
adopting distributed control, since there is no central controller, each DG needs to exchange
information with neighboring DGs to infer global information. Consequently, when a
single DG or communication link suffers a malicious cyber attack, the impact can easily
propagate throughout the entire system, causing the microgrid’s control objectives to fail or
even leading to system collapse and severe economic losses. Microgrids with distributed
control are therefore more vulnerable to malicious cyber attacks, which hinder their normal
operation [16,17]. Cyber attacks that threaten microgrids can be divided into Denial-
of-Service (DoS) attacks and false data injection (FDI) attacks [13]. DoS attacks mainly
disrupt the information exchange between DGs, causing packet loss and preventing the
microgrid from operating normally. FDI attacks inject malicious data into the microgrid’s
communication links, thereby masking the true data of the microgrid and affecting its
stable operation. Compared with DoS attacks, FDI attacks are simpler, more efficient,
and deceptive, and are not easily detected by the system, making the elimination of FDI
attack impacts an important research topic [18,19].

Currently, methods to eliminate the impact of FDI attacks and maintain stable opera-
tion of microgrids can be classified into detection and isolation, and resilient control [20].
Detection and isolation are the primary methods for defending against FDI attacks. How-
ever, while isolating information related to the attack signals, this method inevitably also
isolates some information that is useful to the microgrid, thereby affecting its normal
operation to a certain extent [21]. Thus, detection and isolation methods cannot completely
eliminate the impact of malicious cyber attacks. Resilient control, as a class of control
methods with security protection features, can enable the system to restore normal oper-
ation after a malicious cyber attack, or maintain a stable working state that meets safety
standards with only slight performance degradation. In response to malicious cyber attacks,
resilient control methods strive to mitigate their negative impacts, allowing the microgrid
to return to its normal operation mode within a short time. In recent years, resilient control
methods have also attracted considerable attention from scholars [22,23].
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Currently, most resilient control methods first require state observation of the mi-
crogrid and the design of a resilient controller to eliminate the impact of cyber attacks.
However, observing the system state requires a large number of input signals, resulting in
a heavy workload. For example, in [24], for the secondary control scenario of a microgrid
under FDI attacks, the problem is modeled as a fault-tolerant consensus problem in a
multi-agent system framework for analysis and research. A distributed extended state
observer is constructed to observe the microgrid state, and a fault-tolerant controller is
designed to counteract the interference caused by FDI attack signals. In [25], an intermittent
control method is used to detect whether malicious cyber attack signals exist. Although this
control method can effectively eliminate the impact of cyber attacks, the designed con-
troller requires too many input signals, making the control method overly complex and
causing a huge workload. Therefore, designing a resilient control method that does not
require system state observation and further simplifies the control approach has become a
research focus.

In view of this, this paper investigates the distributed secondary control problem
for DC microgrids under the threat of time-varying false data injection attacks. First,
the vulnerability of traditional distributed control strategies under attack conditions and
their negative impact on system operation are analyzed. On this basis, a distributed resilient
control scheme integrating an adaptive compensation mechanism is proposed. Simulations
and analysis show that the proposed scheme can effectively resist attack disturbances
and significantly improve the stability and reliability of microgrid operation. The main
contributions of this paper are as follows:

(1) The proposed method does not require the establishment of complex detection mech-
anisms, does not need to observe the state of the microgrid, and does not require
measuring too many input signals. It only uses an adaptive compensation mechanism
to defend against FDI attacks, making the approach simple and easy to implement.

(2) The proposed resilient control method imposes no limit on the number of distributed
generators and remains effective even when all DGs are under FDI attacks.

(8) The proposed control method can effectively mitigate the impact of bounded time-
varying FDI attacks on the microgrid, ensuring that the two control objectives—voltage
regulation and current sharing—are largely unaffected. Moreover, when there is no
FDI attack, the proposed method does not interfere with the stable operation of
the microgrid.

2. Preliminaries
2.1. Graph Theory

The communication network is a crucial component of a microgrid. In a distributed
control architecture, each distributed generator can be regarded as an agent, and a DC
microgrid equipped with multiple DGs can be equivalent to a multi-agent system. The DC
microgrid can be abstracted as an undirected connected graph G = {E, V, A} for modeling
and analysis. DGs can be viewed as nodes in the undirected connected graph, and the
set of all nodes can be expressed as V = {v1,vp,...,on}. E C V x V denotes the set
of communication edges, (v;, v;) represents the communication link between node i and
node j, and A = (a;;) € RN*N denotes the adjacency matrix, where a;j; indicates the
connection weight between node i and node j. If (v;, v]-) € E, then a;; = aj; = 1; otherwise
ajj = a; = 0, and a;; is always 0. Node i can obtain information from its neighbors,
and we define N; = {v; € V | (v;,vj) € E} as the neighbor set of node i. The Laplacian
matrix is defined as L = D — A, where D = diag{d;, dy,...,dn} denotes the degree matrix,

and di = Z]'EN,- ﬂi]‘.
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2.2. Distributed Cooperative Control of DC Microgrids

Primary control mainly includes droop control and voltage—current double closed-loop
control, as shown in Figure 1. Under the action of primary control, the output reference
voltage of the i-th distributed generator (DG;), V,ef; can be expressed as

Vieti = V™ — ki1; 1)

where V'f denotes the nominal voltage, k; denotes the droop gain, and I; denotes the
output current of DG;.

DC Bus
DC-DC Converter

Primary
Control

Voltage Control Droop Control

Figure 1. Primary control of DC microgrid.

If the parameters of the voltage loop and current loop are well designed, the output
voltage V; of DG; can quickly track its reference voltage Vi, i.e.,

Vi = Viefi- 2
Combining (1) and (2), one has:
v, = vref kL (3)

from which we can see that there exists a difference k;I; between the output voltage of DG;
and the nominal voltage, and the larger the droop gain k;, the larger this difference.

In this paper, the research object is a multi-bus DC microgrid containing N distributed
generators, as shown in Figure 2, and the corresponding control objectives are presented
in (4): regulating the average of all DGs” output voltages to the nominal value and making
the output currents share according to a predetermined ratio. Generally, this ratio can be
set as the inverse of the droop gains. Obviously, these two control objectives cannot be
achieved through primary control alone.

Therefore, secondary control must be introduced on top of primary control to compen-
sate for its shortcomings. A standard distributed secondary control is shown in Figure 3,
from which we can see the multi-bus DC microgrid is composed of N distributed generators
(DGs), each of which is connected to its corresponding bus through a DC-DC converter
and an LC filter equipped with local resistors, and adjacent DGs are interconnected via
transmission lines.

lim & ¥ V; = vref

t—o0 iceG
lim % — i @
t—o0 j ki
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DG2

DG~
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DG3

Figure 2. Multi-bus DC microgrid.

Figure 3. Standard distributed secondary control of DC microgrid.

The voltage regulation unit and current regulation unit in Figure 3 are respectively:

jeN;
v; = E lll‘j(kjlj - kiIi) (6)

JEN;
where Vian denotes the voltage estimate after the average voltage regulation unit, which
can be used to estimate the average of all DGs’ output voltages, and v; denotes the output
after the proportional current regulation unit. Under the distributed control shown in
Figure 3, the control objectives in (4) can all be achieved; the detailed proof is provided
in [5]. As shown in (5) and (6), DG; only needs to exchange information with neighboring
DGs, without requiring global information or a central controller, so this control method
is fully distributed. Furthermore, ¢ > 0 in Figure 3 denotes the control gain, consistent
with the ¢ in (5). The value of p; is either 0 or 1; when p; = 1, DG; can receive the nominal
voltage; otherwise it cannot. However, it is necessary to ensure that at least one distributed
generator can receive the nominal voltage, i.e., at least one p; equals 1.
By feeding the control output 0; generated by the distributed secondary control into
the primary control, the output voltage of DG; can be expressed as:

Vi =Vt _ kL + 0. 7)
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Taking the first derivative of (7) yields:
Vi +kil; = ;. ®)

From Figure 3, one has 0; = u;, and further u; can be expressed as:

u; ==~

0; (Vref _ Vian> + ZN ajj (k]I] — kili)] . 9)
JEN;

Combining (8) and (9), we can obtain:

Vit kil = ¢ pl(erf Van) + Y a (ki —kili)]. (10)
JEN;
Differentiating (5) yields:
VY8 = Vit ¥ aij(vjavg - v;‘Vg). (11)
JEN;
Together with (10) and (11), one has:
VA 4kl
_ ref avg
=c pi<V — VZ ) + Z ai]'(kjlj —kili)‘|
JEN;
+c Z al]< VvE Ian) (12)
JEN;

(v 40) - (175140
N+ ¢ al][( an+k1) (Vngijili)}

JEN;

Based on [26], under the distributed secondary control (as shown in Figure 3), the mi-
crogrid can reach the steady state quickly, and after stabilization the product of droop gain
and output current k;I; tends to a fixed value kI°. Therefore, the expression (12) can be
rewritten as:

Ve + kil
oi (Vief k1) — (VB k)| (13)
R G 1) - (")

For ease of expression, the following two new variables are introduced:

0 = V™8 4k, "
ref Vref+kls ( )

where ¢; denotes the sum of the average voltage of DG; and the product of droop gain and
output current, and ¢™f denotes the sum of the nominal voltage and the product of droop

gain and output current at steady state, which is a constant value.
Therefore, based on (12), the expression (13) can be further rewritten as:

o=c |J€ZN aj (07 — ;) —l—pl( oref Ui)]. (15)
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When the DC microgrid is in steady state, the control objective can be transformed
intoo; = 0j = o™, Hence, under the distributed control strategy (see Figure 3), the control

ref

objective 0; = 0; = ¢ can be achieved.

3. Distributed Resilient Cooperative Control of DC Microgrid

Since distributed control lacks a central controller and cannot obtain global informa-
tion, the system is unable to effectively detect whether an attack signal has been injected
when an attack occurs, and its stability can be compromised.

3.1. Impact of FDI Attacks

During the communication process among DGs in the microgrid, an attacker may
inject unknown malicious false data injection attacks to undermine the stability of the
microgrid, preventing it from operating normally. Under the influence of FDI attacks,
the average voltage of the distributed generators in the DC microgrid will deviate from the
nominal value, and the output currents will fail to follow the predetermined ratio; i.e., the

ref

control objective 0; = 0 = 0™ cannot be achieved. Specifically, let u{ denote the secondary

control input under a cyber attack, which can be expressed as

0; (Vref _ Vavg)

1

ui =u;+gi=c + v aij(kjlj _ kiIi) + ¢ (16)
JEN;
where ; denotes the FDI attack suffered by DG;.
Under the FDI attack, (15) can be rewritten as:
oi=c lpi (afef - a,-) + Y aij(oj—a) | + i (17)
JEN;
Define ¢; = 0; — 0™f as the error between ¢; and ¢"f; then (17) becomes:
6, = —cC [ Z ajj (e,« — 6/) + pie; | + ;. (18)
JEN;
Define the vector e = [e1, ey, ..., eN]T as the error vector. From (18), we have:
é=—c(L+ple+¢ (19)

where L denotes the Laplacian matrix of the microgrid, p is a diagonal matrix with di-
agonal elements p;, and { is a column vector consisting of the attack signals (;, defined
respectively as:

= d‘ .
p = diag(p;) ] 20)
¢= [glr- -~/€N]
For convenience of subsequent analysis, let B = L 4 p, and then (20) can be written as:
¢ = —cBe+C. (21)
According to (21), e(t) becomes:
t
e(t) = exp[—cB(t — to)]e(to) +/ exp[—cB(t — 7)|¢ dt. 22)
fo
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Based on [27], L 4 p is a symmetric and positive definite matrix; therefore, the first
term exp[—cB(t — tg)e(tp) in (22) tends to zero. Hence,
t
lim e(t) = lim [ exp[—cB(t—1)]¢dt

t—ro0 t—ro0 Jtg

= (cB) "¢ lim exp(—cBt)
tro0 (23)
X tlggo[exp(th) — exp(cBty)]

Lo
= EB g
From (23), it can be seen that as long as ( is a non-zero FDI attack, the right-hand side
of (22) will not equal zero, i.e., 0; = 0j = ref does not hold. Therefore, the distributed
secondary control strategy, shown in Figure 3, cannot achieve the two control objectives
of the DC microgrid in the presence of FDI attacks. To this end, a novel resilient control
strategy is proposed in this paper to eliminate the impact of FDI attacks and ensure the

stable operation of the microgrid.

3.2. Distributed Resilient Control

To address the problem that FDI attacks can disrupt the stability of the microgrid, a re-
silient control strategy is designed on the basis of distributed secondary control. Typically,
attackers may inject more complex time-varying FDI attacks to cause more severe damage
to the microgrid. Therefore, the designed resilient control strategy is shown in Figure 4.

avg
Vf

Figure 4. Distributed resilient control.

For the convenience of subsequent analysis, define a new variable z; as:

zi=Y aij(0; — 07) + pi (™ — 7). (24)
JEN;

In Figure 4, 9; denotes the time-varying FDI attack, g;(#) denotes the compensation
term, and g;(t) is designed as:

zi(t) 4
51 = ~ L) @
1
where 9;(t) denotes a dynamic term determined by the differential equation in (26):
d ; A
3 %) = millz Dl = wdi(B)], (26)
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in which v; and w are both positive constants.
Under the joint action of the compensation term g;(#) and the time-varying FDI attack
signal 9;(f), u; can be expressed as

JEN; (27)
= cz; + 9;(t) + &i(t).

Considering the time-varying FDI attack, the error ¢; can be expressed as
é; = fC[ 2 al-]-(ei — 6’]‘) +pl~e,} + ;. (28)
JEN;
By using the compensation term g;(t), (28) becomes
6 = —C{ 2 al-]-(ei — €]> + Piei} + 9+ 8i. (29)
JEN;

Define vectors | and g as the vectors composed of the attack signal 9;(¢) and the
compensation term g;, respectively:

] = [191/ 192/' . '/ﬂN]T/

. (30)
g=191,8,---,8n]""

Then (29) can be written as:
é=—c(L+ple+]+g=—cBe+]+g. (31)

Assumption 1. The time-varying FDI attack injected into the microgrid by the attacker is bounded,
ie.,
[9:()] < 9, (32)

where 8; denotes the upper bound of the time-varying FDI attack; that is, the absolute value of the
FDI attack injected by the attacker into the microgrid is required to be less than this value.

Since the energy available for an attacker to inject FDI attacks is usually limited, this
assumption is reasonable.

Remark 1. The adaptive control scheme proposed in this paper requires that the injected false data
injection attacks satisfy Assumption 1. If the injected attack signals are unbounded and may grow
without bound, the presented control method may lose efficacy and fail to guarantee the achievement
of the two control objectives as well as the stable operation of the microgrid.

Theorem 1. Assuming that the communication graph of the microgrid is undirected and connected,
the compensation term shown in (25) can effectively mitigate the impact of bounded time-varying
FDI attacks on the DC microgrid, and the two control objectives of voltage requlation and current
sharing can be achieved.

Proof. Choose the Lyapunov function as
N

W = e Be+ ) 'yfl(@i)z, (33)
i=1
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where l§i = l§i - l§1’.
Taking the derivative of (33) yields:

N
. - d -
W =2eTBé +2Y 4718, — (8
e Bé + ;’Yl ldt< i)
(34)
N - d .
= —2ce'B-Be+2e'B(J+g)+2 Zy;lﬂia(ﬁi).
i=1
Considering (25) and (26), we have
T N 154 g
20'B(J +8) +2) 7, 0 g; (%)
i=1
N B e d -
§22[|‘Zi||19i+zi8i+')’i_ ﬂia(ﬂi)]
=1 (35)
N - ~ ~ ~ A
=2Y (llzil18 = 1218 + 8illz] — wdid;)
i=1
al 312 312
< Yo [-w(@)? +w(@)?.
i=1
Substituting (35) into (34), we obtain
. N ~ N -
W < —2cAmine’Be—w Y (8:) +w }_(8,)?
i=1 i=1 (36)

where & = min{2cAmin, w7}, B = w Zfil (8;)?, and A, denotes the smallest eigenvalue
of matrix B.
From (36) we have

W < e “W(0) + 5(1 —e ), (37)

Combining (33) and (37) gives
e'Be < e ™W(0) + g(l —e ), (38)

Since W(0) > 0,a > 0, and g > 0, we obtain

1/2
el < = [ewo + Ea -] )

Therefore, by appropriately choosing parameters « and B, ||e|| can be made sufficiently
small, i.e., e is uniformly bounded, so the difference between ¢; and oref is sufficiently small.
According to [27], if e is uniformly bounded, the microgrid can operate normally and stably
under FDI attacks, and the two control objectives of voltage regulation and current sharing
are not affected. [J

Remark 2. It can be observed from (39) that a appears in the denominator and B lies in the
numerator, thus to make ||e|| smaller, the controller gain ¢ can be adjusted to be large enough such
that & = min{2cAmin, w?;} takes the value of wy;, and «y; should be made as large as possible
to minimize the ratio g In conclusion, it is required that the controller gain c be large enough,
the adaptive parameter y; be as large as possible, and there are no special requirements for w.
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Remark 3. Based on the above analysis, it can be concluded that the resilient controller designed
in this paper can effectively resist bounded time-varying false data injection attacks. Notably,
Assumption 1 only imposes a boundedness constraint on the amplitude of FDIAs without any
restriction on their frequency, whereby the controller remains effective in the presence of fast-varying
FDI attacks.

4. Simulation Analysis

In this section, MATLAB/Simulink (MATLAB R2022a) is used to verify the effective-
ness of the proposed resilient control method. A multi-bus DC microgrid containing three
distributed generators (DG1, DG2, DG3) is built in Simulink. The communication graph
among the three DGs is shown in Figure 5, and the microgrid simulation parameters (same
with [28]) are listed in Table 1. DG1 is set as the DG that can receive the nominal voltage,
i.e., p1 = 1, while the other two DGs cannot receive the nominal voltage. As illustrated
in Figure 5, the three distributed generators (DGs) in the microgrid are interconnected
to enable information interaction among neighboring agents, and when modeling their
communication topology as a graph, the corresponding adjacency matrix, degree matrix,
and Laplacian matrix are expressed as follows:

011 2 00 2 -1 -1
A=1|1 0 1|,D=|0 2 0O|,L=|-1 2 -1 (40)
110 0 0 2 -1 -1 2
Figure 5. Communication diagram among DGs.
Table 1. Microgrid simulation parameters.
Parameter Meaning Unit Value Function
Vi Input voltage \% 100 Provide step-down conversion for the base voltage
yref Nominal voltage \% 48 Maintain stable electrical performance
fs Switching frequency kHz 10 Govern the turn-on and turn-off of switching tubes
Cs Filter capacitor uF 2200 Filter out high-frequency noise
L¢ Filter inductor mH 18 Smooth current and realize energy storage
Kpv /Kic Voltage loop PI coefficients - 1/50  Detect and regulate current magnitude
Kpc/Kic Current loop PI coefficients — 0.5/10 Guarantee stable and accurate output voltage
R; Line impedance @) 0.01 Serve circuit protection
Ry Load resistance QO 5
k; Droop gain - 3

To verify the effectiveness of the distributed resilient control, two scenarios are tested
in this paper: a single DG under FDI attack and all DGs under FDI attacks. First, it is verified
that when there is no FDI attack, the resilient control does not affect the stable operation of
the microgrid. The simulation lasts 8 s in total. Distributed secondary control is activated at
t = 0's. After the microgrid reaches steady state, the resilient control is activated at t = 4 s.
Figure 6 shows the average voltage and output currents of the DGs. As shown in Figure 6,
at the moment the resilient control is activated, the average voltage of the DGs experiences
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a small fluctuation but quickly recovers to the nominal value. Since the droop gains of
the three DGs are identical, the output currents should be equal, and indeed the output
currents remain normal and stable under the resilient control. Therefore, the proposed
resilient control does not interfere with the normal operation of the microgrid.

70
e —DGI
60 - it - = DG2|]

i DG3

40§

g L
230 48.5 /
c i
> 20 48
10 475 ‘
0 57 58 59 6 6.1
10 : . . L .
0 1 2 3 4 5 6 7 8
time (s)
20
——DGI
- = DG2
DG3
15 ]
-
=30
]
E |
Q
5t
ol ; ,

4 5 6 ) 3
time(s)

[

Figure 6. Average voltage and output current of DGs.

Next, the effectiveness of the resilient control is verified when a single DG is subjected
to an FDI attack. DG1 is set as the target of the FDI attack. An arbitrary periodic function
can be expanded into a sum of sinusoidal functions of different frequencies through
Fourier series, so the simulated time-varying FDI attack signal is set as a sinusoidal signal.
The simulation lasts 16 s. Distributed secondary control starts at t = 0 s. After the
microgrid stabilizes, the resilient control is activated at t = 4 s. Att = 8 s, an FDI attack
205sin(207rt) is injected; at t = 12's, an FDI attack 50 sin(307tt) is injected. Figure 7 shows
the average voltage and output currents of the DGs without resilient control. As can be
seen, without resilient control, when FDI attacks are injected, the average voltage of the
DGs deviates from the nominal value, and the output currents fluctuate more drastically.
Figure 8 shows the average voltage and output currents when resilient control is present
under a single DG FDI attack. As shown in Figure 8, under the action of resilient control,
the deviation of the average voltage from the nominal value is greatly reduced, and the
output currents are barely affected. Therefore, when a single DG is under FDI attack,
the proposed resilient control can effectively mitigate its impact on the microgrid.

Finally, the effectiveness of the resilient control is verified when all DGs are under
FDI attacks. The simulation lasts 16 s. Distributed secondary control starts at t = 0's,
resilient control is activated at t = 4 s. Att = 8 s, time-varying FDI attacks 20 sin(207tt),
100sin(507tt), and 50 sin(307tt) are injected into the three DGs, respectively. Att = 12,
time-varying FDI attacks 50 sin(307tt), 150 sin(207tt), and 100 sin(507tt) are injected into the
three DGs, respectively. Figure 9 shows the average voltage and output currents without
resilient control, and Figure 10 shows the results with resilient control. As shown in Figure 9,
under FDI attacks, the output currents of the DGs cannot follow the predetermined ratio,
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and the average voltage deviates from the nominal value by more than 0.5V att = 8 s and
by more than 1V at t = 12 s. As shown in Figure 10, with resilient control, the impact of
FDI attacks is effectively mitigated; at t = 8 s and ¢t = 12 s, the deviation of the average
voltage from the nominal value is less than 0.5 V, the output currents are almost unaffected,
and they can be shared according to the original ratio. Therefore, when all DGs are subjected
to time-varying FDI attacks, the proposed resilient control can effectively mitigate their

impact on the microgrid.
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Figure 8. Average voltage and output current of DGs under resilient control.
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Figure 9. Average voltage and output current of DGs under distributed secondary control.
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Figure 10. Average voltage and output current of DGs under resilient control.
5. Conclusions

This paper takes the multi-bus DC microgrid as the research object and proposes a
resilient control method to resist time-varying FDI attacks. The resilient control method
is introduced on the basis of distributed secondary control to mitigate the impact of time-
varying FDI attacks on the microgrid. The feasibility of the proposed resilient control
method is proved via Lyapunov stability theory, and its effectiveness is verified using
MATLAB/Simulink. Simulation results show that the proposed resilient control method
does not affect the normal operation of the microgrid system when there is no FDI attack.
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When a single DG or all DGs are subjected to FDI attacks, the method effectively mitigates
their impact on the microgrid, reduces the deviation of the average voltage from the
nominal value, and keeps the output current sharing ratio essentially unchanged.
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