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Abstract

Ensuring input-to-state stability (ISS) of networked control systems under simultane-
ous mode switching and cyber attacks is a challenging open problem, since the asyn-
chronous interplay among continuous dynamics, event-triggered impulses, and aperiodic
denial-of-service (DoS) blockages has not been addressed in a unified nonlinear frame-
work. This paper establishes such a framework by integrating a mode-dependent event-
triggered mechanism (MDETM) with the admissible edge-dependent average dwell time
(AED-ADT) approach for continuous-time nonlinear impulsive switched systems. Un-
der mild Lyapunov-based conditions, rigorous sufficient conditions are derived that
(i) guarantee a strictly positive uniform inter-event lower bound A > 0, and (ii) estab-
lish global ISS with an explicit exponential decay rate 7 > 0 that quantifies the trade-offs
among the AED-ADT limit, the DoS frequency/duration parameters (7p, 7;), and the
triggering coefficients (ay, dy). The nonlinear framework is further specialized to linear
systems, yielding tractable Linear Matrix Inequality (LMI) criteria. Numerical validation
on a two-subsystem linear impulsive switched system confirms the theoretical predictions:
the LMI solver returns 7 = 0.451, a Zeno-free lower bound A; = 0.0103 s, and the state
converges from x(tg) = [100, —100] " to ||x(10)|| = 0.0011 under an average DoS duty cycle
of approximately 15%.

Keywords: switched systems; event-triggered impulsive control; DoS; AED-ADT; ISS
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1. Introduction

In many practical scenarios, it is essential to consider the behavior of networked control
systems (NCSs) operating under malicious cyber threats over a finite period. For instance,
in complex industrial automation or chemical processes, maintaining system states within
prescribed safe bounds is critical despite unpredictable network interruptions. To address
such challenges, De Persis and Tesi [1] introduced the foundational concept of ISS control
under DoS attacks. Dolk et al. [2] further emphasized that DoS attacks pose a significantly
more severe challenge to closed-loop stability compared to traditional time-triggered con-
trol, primarily because they interrupt system operations aperiodically. Recently, the concept
of DoS resilience—defined as the capability to preserve ISS despite prolonged communica-
tion blockages—has been extensively explored in literature such as [3,4]. A great variety
of research has been devoted to this field due to its wide range of practical applications,
where resilient event-triggered schemes and switching signal reconstruction are utilized to
mitigate attack-induced instability.
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Event-triggered control (ETC) has emerged as an indispensable methodology for in-
vestigating NCSs with limited communication bandwidth, such as satellite orbit transitions
and secure communication systems [5,6]. By updating control inputs only when specific
state-dependent conditions are violated, the event-triggered mechanism (ETM) provides
a natural framework for managing systems with discontinuous control updates. Since
the foundational results presented by Tabuada [5], the domain of ETC has been a focal
point of research for decades, particularly regarding the stability and resource efficiency of
networked dynamics. Current research generally branches into two categories: approaches
utilizing fixed-threshold impulses [7] and those focusing on mode-dependent or dynamic
event-triggered mechanisms [8]. The integration of ETC with impulsive control has yielded
significant breakthroughs, such as the Lyapunov stability analysis for impulsive systems
via ETC and the investigation of nonlinear delay systems using comparison principles [7].
In the context of ETC, various fundamental methodologies have been proposed, including
event-separation properties [9] and co-design perspectives for efficient communication [10].
Multiagent consensus via ETC has also drawn significant attention [11-13]. Furthermore,
Zeno-free dynamic surface control and impulsive mechanisms have been tailored to address
continuous-time nonlinear networks [14,15].

Robust control approaches for perturbed nonlinear systems—including sliding-
mode extremum seeking with barrier functions [16] and observer-based designs for
electric-vehicle drives under unmatched load disturbances [17]—further motivate the
need for systematic NCS frameworks that simultaneously handle cyber threats and
unmatched disturbances.

Asynchronous behavior is a critical concept used to depict the scenario where sys-
tem mode switching and impulsive updates are mutually independent and generally do
not coincide. Switched systems, as a vital class of hybrid systems, exhibit intermittent
state jumps during their continuous evolution [18]. To systematically handle the resulting
asynchrony, the average dwell time (ADT) approach [19] and its generalization, the AED-
ADT [20], have become indispensable analytical tools. Since the initial inception of the
ADT framework [21], it has been vastly adapted for hybrid systems experiencing cyber-
attacks [22]. Exploring the resilience of NCSs, extensive literature now focuses on He
synchronization [23], resilient mechanisms under periodic blockages [24], quantized
tracking [25], and comprehensive security control surveys [26] under DoS attacks. In com-
plex real-world environments, systems frequently endure multimodal switching and mali-
cious attacks simultaneously. Under DoS attacks, the blocked impulses force the system
state to depend heavily on the historical trajectory during the attack’s active period [27].
While early literature modeled impulsive delays as fixed or integral-based, recent stud-
ies recognize that attack-induced blockages vary dynamically across different triggering
instants [27,28]. This operational need led to the development of the MDETM [29], where
triggering thresholds adapt based on the active system mode and attack status. Related
work. Several closely related lines of research deserve detailed discussion. Regarding ISS
under DoS attacks, De Persis and Tesi [1] laid the foundations for stabilizing control under
denial-of-service, while Dolk et al. [2] extended this to event-triggered control systems.
More recent contributions [3,4] address resilient event-triggered schemes for switched sys-
tems under DoS blockages, yet both assume synchronous triggering mechanisms without
mode-dependent threshold adaptation. On the impulsive control side, existing studies [7,8]
provide Lyapunov stability criteria for event-triggered impulsive systems, but do not
consider network attacks. The hybrid schemes in [27,28] handle DoS attacks with im-
pulsive components, yet are restricted to multi-agent consensus topologies and do not
cover the ISS of general single switched systems. The MDETM was introduced in [29]
for mode-dependent dynamic event-triggered impulsive control, but that work operates
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under classical average dwell-time assumptions with synchronous switching-impulse in-
teractions. In the broader security control literature, comprehensive surveys [26] identify
fully asynchronous nonlinear impulsive switched systems as an open class that current
frameworks do not subsume. The present paper fills this gap, as detailed below.

However, existing works such as [3,4] primarily address ISS under DoS attacks for sys-
tems without mode-dependent triggering mechanisms. Although refs. [27,28] investigate
hybrid event-triggered and impulsive control under cyber-attacks, their cluster of results is
restricted to multi-agent consensus topologies rather than the explicit ISS analysis of general
single switched systems. Furthermore, ref. [29] introduces the MDETM yet operates under
the assumption of synchronous switching-impulse interactions or classical dwell-time
frameworks, failing to capture the fully asynchronous decoupling between mode-switching
and impulse updates characterized by the AED-ADT framework. To the best of the authors’
knowledge, a comprehensive theoretical framework simultaneously integrating MDETM,
asynchronous switching via AED-ADT, and DoS resilience for continuous-time nonlinear
impulsive switched systems remains largely unexplored.

Hinted by the above discussion, we investigate the problem of event-triggered impul-
sive control for continuous-time nonlinear impulsive switched systems subject to aperiodic
DoS attacks. The main contributions of this paper are explicitly summarized as follows:

¢ Unified nonlinear framework: This paper is the first to simultaneously integrate
MDETM, asynchronous mode switching via AED-ADT and aperiodic DoS resilience
for continuous-time nonlinear impulsive switched systems. Specifically, [3,4] achieve
ISS under DoS without mode-dependent triggering; [27,28] combine event-triggered
impulses with DoS but are confined to cooperative multi-agent networks; and [29]
introduces MDETM yet restricts it to synchronous switching or classical ADT. The
proposed framework simultaneously handles all three challenges in a single general
nonlinear continuous-time setting.

*  Zeno-free MDETM with explicit lower bound: Under the adopted MDETM (2)—(3),
the triggering threshold adapts to both the active Lyapunov function and a class-Ke
upper bound on disturbances. A positive uniform inter-event lower bound A > 0is
derived analytically (Theorem 1), confirming Zeno-free operation without requiring
smoothness assumptions on inter-event intervals.

*  Explicit ISS decay-rate formula: Through impulsive differential equations [30] and
the AED-ADT approach, the Lyapunov function is estimated under the simultaneous
influence of asynchronous switching and aperiodic DoS blockages. Condition (VI)
yields a closed-form exponential decay rate (see Theorem 2) that makes the trade-
offs among the AED-ADT limit, the DoS frequency/duration parameters, and the
triggering coefficients fully transparent.

¢  Tractable LMI criteria for linear systems: The nonlinear framework is specialized to
linear impulsive switched systems (Theorem 3), yielding LMI conditions amenable to
standard solvers (e.g., YALMIP/MOSEK) and facilitating direct controller design.

The rest of this article is structured as follows. Section 2 formulates the problem and in-
troduces essential definitions regarding the DoS model and AED-ADT; Section 3 details the
rigorous analysis of Zeno behavior exclusion and establishes the ISS criteria for both non-
linear and linear cases; Section 4 provides a comprehensive numerical example to validate
the theoretical findings; and Section 5 concludes the paper together with future work.
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2. Problem Formulation and Preliminaries

Consider the following continuous-time nonlinear impulsive switched system:

£ = frp (), t21, 2 (ke "
x(t) = hie(x(t ), keZy,
where x(t) € R" is the system state with the initial value x(tg) = xo; w(t) € R™ is the
bounded external continuous disturbance input; o(t) € Q) is a right-continuous, piecewise
constant switching signal, where () is a finite index set. The switching time sequence is
denoted as S = {tX | s,k € Z, }, satisfying t,_ < t§ < t§ < ... <tk < t;. The switching
instants {t5} and the triggering impulsive instants {;} are independent of each other and
generally do not coincide. The continuous dynamics f; : R” x R" — R” and state jumps
hy : R" — R" satisfy the local Lipschitz condition, with f;(0,0) = 0 and h(0) = 0.
For system (1), the following MDETM is adopted:

te =inf{t >t [ ¢p_1(t) >0}, )

The overall structure of the proposed control system is illustrated in Figure 1, where the
triggering function is defined as

Pro1(t) = Voo (8, x(8) — Vi (Bem1, X(tk1)) — e x(lwllp, ), ®3)

with ay, by € Ry as triggering parameters, V;(f,x) the Lyapunov function of the i-th
subsystem, and yx a class-K« function. The interval t;_; is the last successful triggering
instant, initially t_1 = fo.

a(t) AED-ADT logic DoS attacker
Switching signal o(t) Active: ©g4, Sleep: Oy

|

|

o(t) 1jam
)

|

A4

witched plant a(t) MDETM trigger Network channel . blocked
> b .
= for)(z,w) Ge-1(t) =07 te € Op or Og 7 (state drifts)

Impulsive controller
u: impulse x(tk) = hi(z(ty))

:

success

Figure 1. Block diagram of the proposed MDETM-based event-triggered impulsive control system
under aperiodic DoS attacks. The MDETM monitors state x(#) and switching signal () to generate
trigger attempts, which are transmitted through the network channel. During DoS sleeping intervals
©y,, impulses are successfully applied as x(tx) = hi(x(t, )); during active intervals ®, transmissions
are blocked and the state evolves freely.

Remark 1. The switching signal o(t) is generated by an external scheduler and evolves inde-
pendently of the MDETM. Specifically, the triggering mechanism in (2) uses o (t) to select the
active Lyapunov function Vi) but does not influence the switching sequence {tkY. This one-way
dependence ensures that the asynchronous interaction between mode switches and impulsive events
is well-posed: at any switching instant t%, the state is continuous, no jump occurs due to the switch
alone, while the MDETM clock ty,_ continues from the last successful impulse instant.
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Definition 1. System (1) is ISS if there exist B € KL and v € K such that for any bounded
disturbance w(t) and x(ty) = xo:

[x(8)] < B(lxol, t = to) +v([[wll, ), V= to.

Definition 2. An aperiodic DoS attack is characterized by active intervals Dy, = [hy, hy + dy)
and sleeping intervals Hy, = [hy + dy, hy1). The total active and sleeping subsets over [to, t) are:

Oq4(to, t) = |J DuNlto,t), Oplto,t) = [to,t) \ Og(to, t).

neN

During ©4(to, t), event-triggered impulses are invalidated. The continuous dynamics remain
subject to w(t), and o (t) evolves independently.

Definition 3. The number of DoS attacks Ny (to, t) within [to,t) satisfies:
t—tp
Na(to,t) < No+——=, No >0,7p > 0. 4
D

Definition 4. The total duration of active periods |@4(to, t)| satisfies:

t—t
|®4(to, )| < 6+ = 0, 0 > 0,7y > 1. (5)

Definition 5. Let N, i(t,to) denote the switches from subsystem j to i over [to, t), and T;;(t, to)
the running time of i after switching from j. If there exist N]‘Zfo > 0and T]Ul > 0 such that

T; i(t, to)

N7yt to) < N7 L2 Wt >t >0, ©)

o 4
i

then "L']”l is the AED-ADT with chatter bound N;Tlfo.

Definition 6. Let M be the total triggers over [to,t), and N the failed triggers due to DoS.
The successful impulse ratio p € (0,1] is:

o= 7)

Remark 2. The proposed framework handles both matched and unmatched external disturbances.
In the nonlinear setting (1), the disturbance input w(t) enters through f;(x,w). In the linear
setting (17), the input matrix B; is not required to equal the control input matrix; it can represent
an unmatched disturbance channel. The LMI condition (VII) absorbs B; directly via the Schur
complement, so no structural assumption on the disturbance channel is needed.

Notation. Throughout this paper, we adopt the following conventions. R" denotes the
n-dimensional Euclidean space; | - | denotes the Euclidean norm of a vector. For a mea-
surable signal v : [a,b] — R™, we write [|0]|(,; = esssup,¢, ;;|v(t)] for its L*-norm on
the interval [a, b]. For two real numbers p, q, we write p A q := min{p, q}. The triggering
parameter a; € R controls the decay threshold: it scales the Lyapunov value at the pre-
vious trigger instant, determining how much the Lyapunov function may grow before a
new trigger is required. The triggering parameter b, € R controls the disturbance tolerance:
it scales the disturbance upper bound in the triggering condition. The impulse decay
parameter di € R (distinct from a;) characterizes the stabilizing effect of each impulse via
condition condition (V).
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The switching time sequence S = {t¥ | s,k € Z } uses the superscript k to index the
triggering interval and the subscript s to index the switching instant within that interval;
tr with no superscript denotes the k-th successful impulsive triggering instant. Constants
K (no-DoS case) and K (with-DoS case) in the ISS proof are distinct composite bounds
defined in Cases 1 and 2 of the Theorem 2 proof, respectively; K; is a special case of K
when Kl‘f = 0. The overall implementation procedure of the proposed MDETM-based
impulsive control under aperiodic DoS attacks is summarized in Algorithm 1.

Algorithm 1 MDETM-based Event-Triggered Impulsive Control under Aperiodic DoS Attacks

Require: System matrices, Lyapunov matrices {P;}, parameters ay, by, di, Amax, DoS model
parameters Tp, 7y
Ensure: State trajectory x(t) satisfying ISS
1: Initialize: t_1 < tg, k<0
2: whilet < T do
3. Observe current state x(f) and active mode o ()

4 Evaluate: ¢y_1(t) = Vi (8, x(£)) — e Vyp 1y (Bo1, x(t-1)) — e x (@l ,0)

5: if op_1(f) > 0ort —tr 1 > Amax then

6: Trigger attempt at £j < ¢

7: if ty € ©y(to,t) then > DoS sleeping: channel available
8: Apply impulse: x(;) < hy(x(t,))

9: Update: fy_1 < fi; bk~ k+1
10: else > DoS active: channel blocked
11: Discard impulse; state evolves under X = f,;)(x, w)
12: end if
13: end if

14:  Integrate x = f,;)(x(t), w(t)) tonext event or t + At
15: end while

3. Main Results
3.1. Exclusion of Zeno Behavior

Theorem 1. Consider system (1). Suppose there exist a function V : R" x R" — R, class-Keo
functions aq, xp, X, and constants A; € R4, wji =1, ax, by € Ry, such that for all i,j € Q:

D DTVt x(1) < AiVit, x(8)) + x(lw(B)]), £ € [t te);
D) Vilx(0) < gVt x() + xlw(®), e S;
(I11) infyez, {In(e™ Ae*)} > 7+ ¥, N]Zfo Inp;;,

where y =1In3- Y N]fflfo. Then, under MDETM (2), the system exhibits no Zeno behavior.

Proof. For any adjacent triggering interval [t;_1, f;), the condition ¢ _1 () < 0 implies:
Voo (5 2(5)) = Vi (bt x(ti)) + (el ) ®

Case 1: No switching instants tX occur within [t,_1, t;). By condition (I) and Gronwall’s
inequality [31], taking t — ¢, , we have:
t
Vit x() < MRV x(tea)) + [ e x(lw(s)])ds
tr-1
)

L ehilt—tio1) _q

<MDV (g, x (o)) + TX(”wH[tk,l,tk])-
1

Combining (8) and (9), and utilizing e’ A e < min(e%, e’*), we obtain:

1 % A eb)A; 41
e —teq > 71nu

=A 0.
A X1 1=
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Case 2: Switching instants t;_1 < t’{ < - <tk <t exist. Let t’é = t;_1 and denote the
Gronwall coefficient for each sub-interval s € {1,...,m + 1} as:

tk )(tlsc*t];q)

)\a(tk

571)

G .=

Define Wy := x([|wlly, , 1) and As :=V, (tk)( x(t5)) + Wy. Applying conditions (I) and
(II) iteratively across sw1tches yields:

A% (i G +2) A = Qs 1, 51,

Consequently, A, < TT"™; QsAo. For the final interval [t£,, t;):
1 m
Vo) (e x(t) < GUHY 11 Qs Ag. (10)
5=

Substituting Ay into (8) provides Va(tk‘) (ty, x(t;)) > (e™ AeP)Ay. Combining this with
(10) gives:
m
e A e < G T (e o G +2) =1 RU{AD). (11)
s=1
We now prove Case 2 rigorously via a contradiction argument. Each Gronwall coef-
ficient G(*) depends continuously on the sub-interval length A := & — tk_| and satisfies
G ] Ao = 1; in particular, G®) > 1 is strictly increasing in AX. Hence, there exists
a continuous function g : Ry — Ry with g(0) = 0 such that G®) < 1+ g(Ay) for all
s, where Ay := t; — ty_1. By AED-ADT (6), when Ay — 07 the switch count satisfies
m<M:= Y N]Zfo for all sufficiently small Ay.
Suppose for contradiction that Ay — 07 along some subsequence. Since the prod-
uct R({As}) = GO ™ | Qs is a finite product of continuous functions with m < M
uniformly bounded, continuity gives

R({As}) 220, IM[ o) T2

s=1

Taking logarithms and using In(y +2) <In3+Inp for y > 1:

InL <3y N+ ZN"'Olnyjz = 'Y"’ZNUOan]‘,i/
i

By condition (III), infy (e® A e%) > L + ¢ for some ¢ > 0. By continuity of R, there exists
6 > O such that R < L 4 ¢ whenever Ay < J. Then, (11) gives L 4 ¢ < % A e <R<L+e,
a contradiction. Therefore, t; — ty_1 > Ap := 9 > 0.

Let A = min{Aj, Ay} > 0, confirming the exclusion of Zeno behavior.

Since A = min{Ay,A;} > 0 is a uniform lower bound on all inter-event intervals
ty — tx_1, there can be no accumulation point of the sequence {#;} in finite time. There-
fore, Zeno behavior—defined as infinitely many triggering events in a finite interval—is
rigorously excluded. [

3.2. ISS of Nonlinear Systems Under DoS Attacks

Theorem 2. Based on conditions (I)—(III) of Theorem 1 and assuming the existence of A, consider the
nonlinear impulsive switched system (1). Suppose there exist a function V : R" x R" — R, class-
Koo functions a1, ay, x, and a positive constant Apgy, such that for Vk € Z., the adjacent successful
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triggering instants generated by the MDETM (2) satisfy: ty — ty_1 < Amax, SUPgez, Ok <@ <
+00, supycy, by < b < +oo. Also assume there exist constants d. > 0, A; € R, and wji =1,
such that for all i, j € Q), the following conditions hold:

1v)  ar(|x]) < Vi(t, x) < aa(]x]);
(V) Vi) (b x (1)) < e Va(t;)(tk’,x(tk’));

(v~ min <1 - 1) _min 8 A
Aiax Tq D A 1y ’

where A = maxjcq Ay, dmin = infy{dy} > 0. Then, under the MDETM (2)—(3), system (1)
is ISS.

Proof. Let (§ := [®,(to, tx) N [t_1, ]| > 0 be the total DoS active duration within interval
(1, t], and xi == x(lwllg, ,50)-
We decompose each successful triggering interval [f;_1, t] into three sub-arcs:

e Sleeping sub-arcs [t;_1, ;] N Oy, (total length E,}(’ = A — Ez): the MDETM condition
¢x—1(t) < 0 holds and no impulse fires, so the state evolves under f,(; with the
triggering bound enforced.

e DoS active sub-arcs [t;_1, fx] N Oy (total length Eg): impulses are blocked; the state
evolves purely under x = f,;)(x, w).

e Impulse execution at {#; }: the k-th impulse is successfully transmitted and applied.

Step 1 (Sleeping sub-arcs). On ©;, N [fx_1, ), condition ¢ 1 (t) < 0yields Vi (£, x(t)) <

Vo) (1, X(B1)) + %

Step 2 (DoS active sub-arcs). On ©, N [t;_1, ), applying condition (I) and Gronwall’s

inequality over each active sub-arc, the accumulated growth factor across all active sub-arcs

is at most e

Step 3 (Combined estimate). Since the state is continuous at the boundary between

sleeping and active sub-arcs (no jump during ©;), concatenating Steps 1 and 2 gives:

- i a
Va(t;)(tk Jx(t) < et (6 Vot (o1, x(t1)) + (€% + 1)Xk>/

where the factor (e% + 1) accounts for the sleeping-phase disturbance bound (e%) and the
additional disturbance accumulation during the active phase (1), both scaled by x.

Applying condition (V) and defining Ay := kM and By = (e% + 1)e*d’<+MZ
yields the recursive inequality:

Vo) (o X(t)) < AV ) (-1, x(fr—1)) + BeX- (12)

Iterating (12) from k = 1 to p gives:

k=1 \I=k+1

Vo(t,) (tp, x(tp)) < <IEI Ak) Vir(ty) (to, x(t0)) + i( ﬁ Az) BiXk- (13)
k=1

Forany t € [ty t,11), ¢p(t) < 0 ensures:

Vot (6 X(1) < Vi (tp, x(tp)) + € x|l ). (14)

Case 1: There are no DoS attacks in [to, t]. In this scenario, éz = 0 for all k, which im-
plies Ay = e % and By = (efx +1)e~% < 2¢’. Given a; < 4 and the bounds on
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the triggering intervals A < Ap < Apax, the number of successful triggers p satisfies
(t—to)/DAmax < p < (t —tg)/A. Consequently:

ia <Zi—w) id > Hmin (t—to)

k:1k7é 0)s k:1k,AmaX 0)-

Defining 79 := Z%ia“x — £ > 0 according to condition (VI), the cumulative product is
bounded by:

P
ea HAk S eae_ﬂo(t_to)'
k=1

Similarly, since t, — t; > t — t; — Amax, we obtain:

P
H Al S EWOAmaxe_WU(t_tk)‘
I=k+1

Using xx < x([|lwll,,4) and noting t — £ > (p — k)A, the summation of the disturbance
terms is governed by a convergent geometric series:

p o ) 1
—no(t—t —nojA — —_.c
k:Zle mo(t=t) < ];Je nojA — s = Cgeo < +00.

Letting K = e +b+170Amax Cég) +eb , and substituting these estimations into (14) combined
with (13) and condition (IV), we establish:

ai (|x(8)]) < ee ) ay (|xo]) + Kax([[]l gy -

By defining B1(r,s) := al_l(Zeﬁe’”Osucz(r)) and 7 (r) := 041_1(2121)((1*)), we have 81 € KL
and y; € K. This formally guarantees the ISS property in the absence of DoS attacks.
Case 2: There are DoS attacks in [to, t]. Let M be the total number of triggers, N the failed
triggers, and p = M — N the successful triggers. The term Z,f:l In Ay is decomposed into
Yhoy ok — Ypoy de + AL, 4.

The decomposition 21521 InA; = 2,’(’:1 ax — 216:1 dp + /_\2,’;:1 Eg is bounded term
by term:
(i) Growth term: Since a;y < dand p < (t —tg)/A: 21’::1 ap < X (t—to).
(ii) Decay term: Since d > dmin, and the number of successful triggers within any interval
of length Ay < Apax excludes DoS-blocked periods, we apply Definition 4 to obtain:

_ t—t 1 0
ps ol [Oalto ] 0<1_>_ 0N,

T Amax Amax ~ Amax T4 Amax

Applying Definition 3 to further subtract the DoS attack count:

P , 4 .
Y dp > dminp > [dmm <1 - 1) - dmm} (t—to) — (dgurﬂo + dminNo>-
k=1

max Tq D max

(iii) DoS term: By Definition 4:

" t—to
Y0 < 1O4(to, )] < 6y + :
k=1 T
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Combining (i)-(iii):
Xp: InAg < (k= t) — [dmm (1 - 1) - dmi“](t to)
=1 A Amax T ™D
Amin0 - A
4 2min0 g inNo + Ay + = (£ — to)
Amax T
=—n(t—ty) +InKy—a,
where ; i _
min 1 min a pe
= 1-—)]———————>0 (bycondition (VI)),
(1o L) o220 Gy (VD)
L 3 dmineo
and Ko := exp{ a + Ay + 4+ dminNo |-
Amax
Consequently:
p
e [T Ax < Koe 1t10), (15)
k=1

Similarly for the disturbance term, applying the identical decomposition logic with
K{j := Kpe~@+18max provides:

4
[T A < Kfe 1. (16)
I=k+1

We now bound By. By assumption in Theorem 2, adjacent successful triggering instants
satisfy tp — fx_1 < Amax for all k. The interval [t;_1, f] may contain DoS active sub-arcs
of total length ¢4 but since the forced triggering mechanism ensures t; < t;_1 4+ Amax
regardless of DoS activity, we have El‘f < Ap < Apax- Therefore:

o _ . -
Bk —_ (Ebk T 1)e*dk+/\ék S (eb + 1)e)\Amax S 28b+)\Amax'
Applying the convergent geometric series bound Cgeo := (1 — e 1)1 < +oo, we
define K := 2¢7 0+ Amax KU/ C,o, + €¥. Substituting these analytical bounds into the overar-
ching inequality ensures:

a1 (Jx()]) < Koe ") aa(|xo]) + Rx (|l gy 1)-

Defining B(r,s) := a; ' (2Kge " ay(r)) and 7(r) := 041_1(212)((1’)), it holds that 8 € KL and
v € K, concluding the ISS proof under aperiodic DoS attacks. O

Corollary 1. Assuming conditions ((I)—(V))) in Theorem 2 hold, if there exists a constant p € (0, 1]
such that for all t > to, p(t) > p, and

(VI')  dminp > @4 ADmax,
then the system (1) possesses the ISS property under the MDETM (2)—(3) and DoS attacks.

Proof. Let M denote the total trigger attempts, N the failed attempts due to DoS, and
p = M — N the successful triggers. Since p(t) > p, we have p > Mp.

Decomposition of 215:1 In Aj:

(i) Growth: ZZ:1 a.<ap<aM.

(ii) Decay: Since dy > dmin and p > Mp: Z,le dx > dmin P > dminMP.
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(iii) DoS active time: The total DoS active time within all successful intervals is bounded
by the elapsed time: Yy _, ¢4 < |©@4(to, ty)| < t — to, where the second inequality holds
since ©; C [fo, t).

Combining and using (7 — dminf) < 0 (from condition (VI')) with the lower bound
M > (t - tO)/Amax -1

p
Y InAp < (@ — dminf) M + At — to)

t—tp

Amax

IN

(@a— dmmp)( - 1) + A(t—tg)
= —1p(t —to) + (dminp — @),
dminp —a

Al'l'\aX
Letting K, := e“min, we obtain e [T,_, Ay < Koe "(!~10). Following the identically

where 17, 1= — A > 0 by condition (VI).

bounded disturbance estimations structured in Theorem 2, the global ISS property is
successfully maintained. [

3.3. ISS of Linear Systems

Consider the linear impulsive switched system:

{ () = Ag(nx(t) + Bonw(t), t=to, ¢ (i}, (17)

x()_Ekx(k_) keZ-‘r/
where A;, Bj, Ex are system matrices.

Theorem 3. For system (17), if there exist P; = 0, Q; = 0, A; € Ry, pj; > 1, dy > 0, satisfying

conditions (III)—(VI), and:

PA;+ AP — AP PiB,
* —Qi

(VHD Pl' S yj,in,

(IX) E] PE, < e %D,

then the system is ISS under the designed MDETM:

<0

= Yy

(VIID)

ty = inf{t > t_q | xT(t)Pg(t)x(t) > eﬂkxT(tk—l)Pa(tk,])x(tk—l) + ebquwH[ztk,l,t] }, (18)

where § = max;cq Amax(Q;)-

Proof. Let V;(t,x) = x ' Pix.

Define ay(r) := min; Apin (P;) - 72, a2(r) := max; Amax(P;) - 72, x(r) := §r?, where
§ = maxjeq Amax(Q;). We verify x € Keo: (i) x(0) = 0; (ii) x is strictly increasing since § >
0; (iii) x(r) — +o0 as r — +oo. Hence, x € K. The bounds a1 (|x|) < Vi(t,x) < ap(|x])
follow directly from the eigenvalue definition, verifying condition (IV).

For t ¢ {t;}, differentiating V;(t, x) along (17) yields:

Vi(t,x) = x" (A P+ PA;)x +2x " P;Bjw(t).
By the Schur complement lemma [32], condition (VII) is equivalent to: AiTPl- + P;A;

<
AiP; — P;B;Q;'B] P.. Applying Young’s inequality [33] with Q; = 0: 2x"PBw(t) <
x"P;B;Q; "B Pix + w' (t)Q;w(t). Substituting these two inequalities:
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Vi < x'(A:P; — PiBiQ; 'B/ P;)x +x' P;B;Q; B/ Px + w' Qiw
= ALVi+ @' Qi <AV +lwl? = AVi+ x(lwl),

verifying condition (I).
At switching instant t; (j — i), state continuity and condition condition (VIII) ensure:

Vilts, x(ts)) < pjax (k) Pix(ts) = pjiVi(ts, x(£5)),

verifying condition condition (II).
Atimpulsive instant t, x(t;) = Exx(t,"). From condition (IX):

Vit x(t) = x " (1 )Ef PiEgx(ty ) < e Vit x(t)),

verifying condition (V).
With conditions (I), (II), (IV), and (V) satisfied, system (17) possesses ISS property by
Theorem 2. [

4. Example

In this section, we present a numerical example on a realistic dual-tank liquid-level
system (Figure 2) to illustrate the effectiveness and practical applicability of the proposed
mode-dependent event-triggered impulsive control strategy under aperiodic DoS attacks.

Qe eSS [2)
e | g ‘e
X1 (t) X2 (t)
. Flud a Mo <I_mpulse
injections/ n \ actions
drains 1) 0p
Fluid injections/drains u(ty) = (1 — Ep)x(ty)

Figure 2. Schematic of the dual-tank liquid-level system. States x () and x, () denote the liquid level
deviations from the desired setpoints. The system alternates between two operating modes driven by
the switching signal o'(¢). Upon successful network triggers, instantaneous fluid injections or drains
are executed as impulsive control actions u(t;) = (1 — Ey)x(f, ) to stabilize the continuous dynamics.

The system matrices, input matrices, and impulsive jump matrices are formulated

0.160 —0.480 —-05 0.6
Al = 7 B] = 7
—0.480 —0.560 0.8 —0.6

as follows:

Ay =
—0.500 —0.650 07 -02

E, = 040 O E = 035 0 .
0 040 0 035

0.100 —0.5001 [0.4 —0.5]
7 BZZ 7
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To provide physical grounding, the two-subsystem linear impulsive switched
system (17) (0 = {1,2}) is interpreted as a dual-tank liquid-level system under switching
pump configurations [18]. Specifically, x;(t) denotes the liquid level deviation (cm) in
Tank 1 from the desired setpoint, and x,(t) denotes the liquid level deviation (cm) in
Tank 2 from the desired setpoint. The two subsystems correspond to different valve-and-
pump operating modes (e.g., different pump speeds or valve openings), with dwell times
uniformly distributed in [0.5,1.5] s.

The impulsive actions represent instantaneous fluid injections or drains via a net-
worked actuator, subject to aperiodic DoS blockages. The system is subject to bounded
disturbance w(t) = [0.005sin(2t), 0.005cos(3t)] T (sensor noise in the level measurements)
and initial condition x(ty) = [100, —100] ", representing a severe upset (e.g., a sudden
supply surge to Tank 1 simultaneously with a drain in Tank 2).

The complete MATLAB code (LMI setup via YALMIP [34]/MOSEK [35], RK4 integra-
tor, and DoS sequence generation with seed 42) is provided as Supplementary Material.

To implement the proposed control scheme, the triggering mechanism and controller
parameters defined in Theorem 3 are selected as follows: the expected decay rates are
A1 = 0.95 and A, = 0.90; the switching parameters are y1p = pip; = 2.0; the event-triggered
coefficients are given by a; = 0.02 and by, = 0.02; and the impulse intensity is set to dy = 1.6 for
all k € Z. Additionally, to ensure regular state updates, the maximum forced triggering
interval is bounded by Amax = 0.35 s. For the aperiodic DoS attacks, the governing parameters
are established as Tp = 2.0 and 7; = 4.0. The active durations of the attacks are randomly gen-
erated within [0.2, 0.45] s, while the subsequent sleep durations are distributed over [1.5, 2.5] s.
By utilizing the MATLAB YALMIP toolbox equipped with the MOSEK solver, the feasible
solutions for the LMIs derived in Theorem 3 are successfully obtained. The corresponding
symmetric positive-definite matrices are calculated as:

~10.0010 0.0016 ~0.0006 0.0008
17 100016 0.0029|” "2 [0.0008 0.0018]

Concurrently, the optimal disturbance attenuation gain is found to be § = 8.6633 x 10~%.

Substituting these values into Theorem 1 yields the Zeno-free lower bounds for
both cases: o
Case 1 (no switching within [t _1, f): A = /\% In (EM;]# = ﬁ In EO'O(Z)ES% =0.0103s.
Case 2 (with switching within [t;_1,#)): With p1p = pp; = 2.0 and N]‘.ZTO =1, the limit
L = pp +2 = 4.0. Since condition (III) requires e’ A e > L, but 092 ~ 1.02 < 4.0,
Case 2 is structurally excluded by the AED-ADT constraint 1']‘71 > 0.5 s: at most one mode
switch can occur in any interval shorter than 1']‘71 Hence, for A, € (0,0.5) s, Case 2 does not
apply, and the effective Zeno-free lower bound is A = min{A;,0.5} = A; = 0.0103 s.

The global ISS decay rate is # = 0.4510 > 0, confirming condition (VI).

To assess robustness to random DoS profiles, 50 independent Monte Carlo runs are
performed with different random seeds (seeds 101-150). Table 1 and Figure 3 summarizes
the minimum inter-event times observed across all runs; all observed values strictly exceed
A; = 0.0103 s, corroborating the Zeno-free guarantee.

Table 1. Monte Carlo statistics of minimum inter-event times over 50 independent DoS realizations.

Min over 50 Runs (s) Mean (s) Max (s)
Minimum inter-event time 0.0255 0.0411 0.0520
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Figure 3. Monte Carlo results over 50 independent DoS realizations: (left) histogram of terminal state
norm || x(T)| (mean = 0.0011, red vertical line); (right) histogram of minimum inter-event time per
run (all strictly above the theoretical bound A; = 10.3 ms, blue dashed line).

The numerical simulation is executed over a total time span of T = 10 s, utilizing
the fourth-order Runge-Kutta method with an integration step of At = 5 x 10~*s. The
dynamic performance of the system is illustrated in Figures 4-6.

100 DoS active period
I[(i)
- === 23(t)
50
FOOF b
1
~ S
=501 1
1
1
1
-100 = 1 1 1 1 1 1 1 1 1 |
0 1 2 3 4 5 6 7 8 9 10
Time (s)

Figure 4. State trajectories of the closed-loop system under aperiodic DoS attacks: blue solid line
denotes x1 (), red dashed line denotes x,(t), and red-shaded regions indicate DoS active periods.

V(t)
— ==~ Threshold
A Event Trigger
10° ®  Forced Trigger
*  Failed (DoS)
g |
5 Fom X A un unauXsnsssXsessssa)asssnd
> 10°F
1010+
0

Time (s)

Figure 5. Evolution of the Lyapunov function V (¢) (logarithmic scale) and triggering events: blue
triangles denote event-triggered impulses, green squares denote forced-triggered impulses, red
crosses denote impulses blocked by DoS attacks, and red-shaded regions indicate DoS active periods.
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Figure 6. Switching signal o (¢) and inter-event time distribution: the red dashed line denotes the

theoretical lower bound A, the green dashed line denotes the maximum permissible interval Amax,
and red crosses denote failed triggering instants intercepted by DoS attacks.

Figure 4 depicts the state trajectories of the closed-loop system under aperiodic DoS
attacks, where the red-shaded areas highlight the active periods of the cyber threats.

Physically, within the dual-tank interpretation adopted in this example, x1(t) rep-
resents the liquid level deviation (in cm) of Tank 1 from its desired setpoint, and xp(t)
represents the liquid level deviation (in cm) of Tank 2 from its desired setpoint. The initial
condition x(ty) = [100, —100] " (||x(ty)|| =~ 141.4) encodes a severely antagonistic upset:
Tank 1 is overfilled by 100 cm above its setpoint while Tank 2 is simultaneously 100 cm
below its setpoint, placing the two liquid levels in opposing extremes and maximally
stressing the coupled inter-tank dynamics.

Three distinct behavioral phases are identifiable in Figure 4.

Phase I (rapid transient), t € [0, 1.5]s: Both x; and x; decay sharply in magni-
tude. This is driven by the high density of event-triggered impulses generated during
this interval (blue triangles in Figure 5), because the Lyapunov function V(t) = xTPU(t)x
greatly exceeds the MDETM threshold e® V (t;_1 ) for such a large initial error. Physically,
the networked actuator delivers rapid successive fluid injections and drains that aggres-
sively correct the liquid level deviations in both tanks. The slightly higher decay rate of
subsystem 1 (A1 = 0.95) compared to subsystem 2 (A; = 0.90) means that the Lyapunov
energy dissipates marginally faster under mode 1, so the level deviation of Tank 1 ap-
proaches zero slightly before that of Tank 2, consistent with the asymmetric settling visible
in the figure.

Phase II (DoS-perturbed settling), ¢ € [1.5, 7] s: During each red-shaded DoS interval
the communication channel is blocked and no impulsive correction can be delivered. The
two states therefore undergo a brief free drift governed purely by the open-loop dynamics
X = Ay (1)x + By(;yw. Because both Ay and A possess a positive eigenvalue (approximately
+0.37 and +-0.35, respectively), the uncontrolled continuous dynamics are mildly unstable,
causing small but visible rebounds in x1 and x, within each attack window. These rebounds
are nevertheless bounded because condition (VI) ensures that the cumulative impulse-
induced decay during sleeping periods dominates the open-loop growth accumulated
during DoS active periods, yielding the positive net decay rate 7 = 0.451 > 0. Once each
attack ceases, the MDETM immediately resumes triggering, and both states are rapidly
pulled back toward the origin.

Phase III (steady state), ¢t € [7, 10] s: Both liquid level deviations remain in an ex-
tremely small neighborhood of zero (||x(10)|| = 0.0011), maintained by sparse forced-
triggered impulses issued at the maximum permissible interval Amax = 0.35s (green
squares in Figure 5). The non-zero residual is entirely attributable to the persistent external
disturbance w(t) = [0.005sin(2t), 0.005cos(3t)] ", which physically models small persis-
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tent sensor noise in the liquid-level measurements of both tanks. This residual is consistent
with the ISS bound y([w||,,4) = a1 L(2Rx(||w||)) derived in Theorem 2, confirming that
the ISS gain correctly quantifies the steady-state error floor induced by measurement noise.

It is worth noting that despite the massive initial state deviation and the presence
of intermittent communication blockages, the system states converge swiftly to a small
neighborhood of the origin within approximately 1.5 s. The terminal error is recorded
at [[x(T)|| = 0.0011, providing compelling evidence that the proposed impulsive control
strategy effectively neutralizes the adverse impacts of aperiodic DoS attacks.

Visual inspection of Figure 5 reveals the evolution of the Lyapunov function V() on
a logarithmic scale, perfectly illustrating the adaptive nature of the adopted MDETM.
During the initial transient phase, the mechanism generates event-triggered impulses
densely (denoted by blue triangles) to rapidly suppress the large system error. When
DoS attacks become active, triggered impulses are maliciously intercepted (marked by red
crosses), which inevitably causes a temporary swell in V(t). However, the system swiftly
recovers its stability margin once the attack ceases. Furthermore, as the system enters
the steady-state phase, the control scheme automatically shifts to forced triggering (green
squares) at the maximum permissible interval Apax = 0.35 s, thereby avoiding unnecessary
data transmission and significantly conserving communication bandwidth.

Figure 6 illustrates the asynchronous interactions between the random switching
signal o (t) and the inter-event times. The red crosses accurately pinpoint the moments
when impulsive instants fail due to DoS interceptions. Crucially, all actual inter-event
times are observed to be strictly greater than the theoretical lower bound A; = 0.0103 s
(represented by the red dashed line) and are firmly bounded within Amax (the green dashed
line). This distribution provides solid numerical evidence verifying the complete exclusion
of Zeno behavior, as further quantified in Figure 7.

0.6

1500

0.5

A,
% Blocked by DoS

0.4 1000

z(t5) |12

03

Ay (s)
|(I—E)

0.2 500

0.1

= = =4 =00103s

ount

Cumulative c

Fr=a===F==o===

)
e = H =
01 02 03 04 05 06
Inter-event Time (s)

)

Figure 7. Trigger statistics panel: (a) inter-event times Ay (blue dots) with theoretical lower bound
A1 = 0.0103s (red dashed) and Amax = 0.35s (green dashed), red crosses denote DoS-blocked
instants; (b) impulse jump energy ||(I — Eg)x(t; )||* for event-triggered (blue) and forced-triggered
(green) impulses, pink-shaded regions indicate DoS active periods; (c) cumulative trigger counts,
pink-shaded regions indicate DoS active periods; (d) IET histogram (mean = 0.305s), confirming all
inter-event times exceed Aj.

To further verify the triggering condition, we record the first five inter-event intervals
between consecutive successful impulse instants (intervals spanning DoS-blocked periods
may exceed Amax): A1) = 0.604s, A® = 0.053s, A®) = 0.049s, A®) = 0.0465, A®) =
0.044 s—all strictly above the theoretical lower bound A; = 0.0103s. A Monte Carlo study
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over 50 independent random DoS realizations (seeds 101-150) yielded a mean terminal
error E[||x(10)||]] = 0.0011 with standard deviation 0.0004, confirming robustness across
attack patterns.

Comparison with baselines. Table 2 and Figure 8 compare the proposed scheme with three
baselines under identical conditions.

Stress test: high DoS duty cycle (=51%). To assess the boundary of the theoretical
guarantee, the simulation is repeated with a DoS duty cycle of ~51%. In this regime,
condition (VI) yields 7 = —0.377 < 0, so the ISS guarantee no longer applies. Figure 9
shows that for this particular DoS realization the state trajectory still converges, sug-
gesting that the sufficient condition may be conservative. Practitioners should verify
condition (VI) with worst-case DoS statistics before deployment; once the feasibility bound-
ary is exceeded, stability can no longer be theoretically certified.

Table 2. Comparative simulation: proposed MDETM+AED-ADT scheme vs. three baselines
(No-MDETM, Fixed-ETM, No-AED-ADT) under identical DoS attacks.

Scheme Ui A (s) # Triggers Zeno-Free?
Proposed (MDETM + AED-ADT) 0.451 0.0103 32 Yes
No MDETM (fixed time-triggered) 2.40 N/A 26 N/A
Fixed-threshold ETM 0.451 N/A 26 Yes
No AED-ADT (classical ADT) 0.389 0.0103 32 Yes
) (a) Decay Rate Comparison 40 (b) Communication Cost
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Figure 8. Baseline comparison: (a) ISS decay rate # and (b) number of successful triggers for the
proposed MDETM+AED-ADT scheme vs. No-MDETM, Fixed-ETM, and No-AED-ADT baselines
under identical DoS attacks.
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- = = = 23 (nominal) n = —0.377
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Figure 9. Nominal vs. stress DoS: (a) nominal duty cycle ~15%, = 0.451 > 0 (ISS guaranteed);
(b) stress duty cycle ~51%, 1 = —0.377 < 0 (condition (VI) violated); the state still converges
empirically in this run, indicating conservatism of the sufficient condition.
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In summary, the simulation results corroborate the theoretical analysis, confirming that
the proposed control strategy, bolstered by the adopted MDETM, not only guarantees the ISS
property of linear impulsive switched systems under aperiodic DoS attacks but also achieves
an optimal balance between control performance and communication resource utilization.

5. Conclusions

This paper has established a unified framework for ISS analysis of continuous-time
nonlinear impulsive switched systems subject to aperiodic DoS attacks, by integrating
the MDETM with the AED-ADT approach. The principal theoretical contributions are:
(i) a constructive proof of Zeno-free behavior with an explicit uniform inter-event lower
bound A > 0 (Theorem 1); (ii) global ISS with an explicit closed-form decay rate (Theorem 2)
that makes all design trade-offs among the AED-ADT limit, DoS parameters, and triggering
coefficients explicit; and (iii) tractable LMI conditions for linear systems (Theorem 3). Nu-
merical experiments on a dual-tank model confirm these results: # = 0.451, A; = 0.0103s,
a terminal state norm of 0.0011 after 10s from a large initial upset, and a 36% reduction
in trigger count compared with a fixed time-triggered baseline. Under a 51% DoS duty
cycle, condition (VI) yields = —0.377 < 0, marking the boundary of the theoretical
guarantee; empirical convergence is still observed, confirming that the sufficient condition
is conservative (Figures 9 and 10).

06 T T T 0.12

0.1

-0.04

-05}

40.02

ety 2 A VI S e
(a) (b) (¢

Figure 10. Parameter sensitivity analysis on system performance indices: (a) 77 vs. impulse intensity
dy (nominal dy = 1.6, = 0.451; infeasible region d; < 1.3 shaded); (b) 77 vs. Amax (nominal
Amax = 0.35s); (c) 17 (blue) and A (red) vs. a; at nominal gz = 0.02. The green-shaded regions
represent the feasible parameter space where the input-to-state stability (ISS) condition of the system
under DoS attacks is fully guaranteed (corresponding to 77 > 0). Conversely, the pink-shaded regions
denote the infeasible domain where the stability condition cannot be verified (7 < 0). The black
dashed lines mark the critical stabilization threshold (7 = 0), and the square markers indicate the
nominal operating points selected in the simulation baseline.

The current framework has two main limitations. First, the DoS parameters
(T, T4, No, p) are assumed to be known a priori; in practice, they must be estimated
from historical traffic data or bounded conservatively. Second, network-induced transmis-
sion delays are not modeled; the framework assumes instantaneous impulse execution
upon successful channel access.

These limitations suggest two concrete directions for future work:
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e Adaptive DoS estimation: Replacing fixed bounds with online estimates of (7p, 7;)
via sliding-window statistics, combined with anomaly-detection filters.

¢ Time-delay extension: Incorporating variable network-induced delays into the im-
pulsive model, requiring generalized Lyapunov-Krasovskii functionals and a revised
AED-ADT construction.

The current numerical validation, while confirming the theoretical predictions under
controlled simulation conditions, does not capture network-induced jitter, sensor quan-
tization noise, or actuator saturation present in physical testbeds. A natural extension is
hardware-in-the-loop (HIL) validation on an embedded platform (e.g., an STM32-class
microcontroller communicating over an Ethernet/CAN channel with software-emulated
DoS jamming), using the same sampling step (5 x 10~%s) adopted in the simulation. Such
a platform would allow direct measurement of inter-event times under realistic timing
jitter, providing an empirical stress test of the Zeno-free guarantee (Theorem 1) beyond the
idealized simulation setting.
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