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Abstract

Streaming media data have become pervasive in modern commercial systems. To address
large-scale data processing in intelligent transportation systems (ITSs), recent research
has focused on deep neural network–based (DNN-based) approaches to improve the
performance of cross-modal hashing retrieval (CMHR) systems. However, due to their
high dimensionality and network depth, DNN-based CMHR systems inherently suffer
from vulnerabilities to malicious adversarial examples (AEs). This paper investigates the
robustness of CMHR-based ITS systems against AEs. Prior work typically formulates
AE generation as an optimization-driven, iterative process, whose high computational
cost and slow generation speed limit research efficiency. To overcome these limitations,
we propose a parallel cross-modal relevance-guided generative network (ReGeNet) that
captures the semantic characteristics of the target deep hashing model. During training,
we design a relevance-guided adversarial generative framework to efficiently learn AE
generation. During inference, the well-trained parallel adversarial generator produces
adversarial cross-modal data with effectiveness comparable to that of iterative methods.
Experimental results demonstrate that ReGeNet can generate AEs significantly faster while
achieving competitive attack performance relative to iterative-based approaches.

Keywords: adversarial attack; cross-modal Hamming retrieval; adversarial generative
network; deep hashing

MSC: 68T07; 68T45; 68T05

1. Introduction
Over the past decade, deep neural networks have been extensively studied and widely

deployed in intelligent transportation systems (ITSs). In monitoring applications in partic-
ular, large volumes of streaming data are collected for traffic flow analysis [1], behavior
recognition and tracking [2,3], and video summarization [4]. To enable efficient retrieval of
massive multi-modal data (e.g., images and text), most commercial systems integrate cross-
modal hashing retrieval (CMHR) frameworks to effectively fuse heterogeneous modalities.
Specifically, a typical CMHR system allows users to submit queries in one modality, such as
images or text, and returns semantically relevant results in another modality. Recent stud-
ies [5–7] have widely adopted deep neural network (DNN)-based approaches to advance
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CMHR systems by developing efficient feature extraction and federated hashing learning
techniques to capture latent cross-modal representations, thereby significantly improving
retrieval performance.

However, Szegedy et al. [8] demonstrated that, due to the highly nonlinear nature of
DNNs, a malicious user can induce substantial changes in model outputs by applying only
slight perturbations to the inputs, potentially leading to system malfunction. Subsequent
studies [9–11] further confirmed that deep neural network-based (DNN-based) models
are inherently vulnerable to imperceptible adversarial perturbations. These intrinsic prop-
erties render even state-of-the-art deep learning models susceptible to carefully crafted
adversarial examples (AEs), causing incorrect retrieval results and posing serious security
risks. In general, AEs are synthesized by introducing adversarial perturbations into raw
data that remain indistinguishable to human perception (e.g., slight pixel modifications
in images or subtle textual manipulations such as character reordering or punctuation
insertion). Adversarial attacks are typically categorized into white-box attacks [12–14]
and black-box attacks [15,16]. In white-box settings, the attacker has full access to the
target model, including its parameters and architecture, whereas in black-box settings,
such information is unavailable. Existing studies [17–20] have extensively explored white-
box attacks in single-modal hashing retrieval, while cross-modal attacks [21,22] remain
relatively underexplored.

Prior work has made substantial progress in adversarial attacks on single-modal sys-
tems (e.g., image recognition [23] and text translation [24]), whereas research on cross-modal
scenarios remains limited. Existing adversarial attack methods are generally divided into
iterative-based approaches [8] and generative-based approaches [20,25]. Iterative-based
methods formulate the attack as an optimization problem and progressively approximate
the optimal adversarial point via gradient-based techniques. However, these approaches
typically require repeated gradient computations or backpropagation through the target
model, resulting in high computational overhead and slow generation speed. In contrast,
generative-based methods [20,26] have recently attracted increasing attention due to their
fast generation capability and strong attack performance achieved through well-designed
generative adversarial networks. In this work, we focus on rapid AE generation under the
white-box attack setting, while leaving black-box scenarios for future investigation.

In this paper, we propose a novel generative-based framework to efficiently eval-
uate the adversarial robustness of ITS. We introduce the Relevance-Guided Generative
Network (ReGeNet), which enhances relational similarity between supervised semantic
information and a parallel generative network. Specifically, ReGeNet is designed to learn
a general adversarial function for generating cross-modal AEs. Unlike iterative-based
methods that require a large number of iterations and incur substantial computational
cost due to instance-specific optimization, ReGeNet aims to approximate the decision
boundary of the target model, thereby inducing retrieval results with semantically irrele-
vant content. The proposed framework consists of two phases: training and generation.
During training, we design a pipeline with two workflows. In the first workflow, paired
cross-modal training data are fed into parallel image and text generators, whose outputs are
evaluated by the target CMHR system. In the second workflow, a label network leverages
an adversarial similarity matrix and fuses latent features from both generators, which are
then input into a graph convolutional network (GCN) for optimization. To guide training,
we design three objective functions: a relevance-guided adversarial loss, a reconstruction
loss, and an adversarial distinguish loss. The relevance-guided adversarial loss maximizes
the Hamming distance between the generated adversarial data and the original inputs,
while the reconstruction loss encourages visual indistinguishability between adversarial
and original images. The adversarial distinguish loss further enforces imperceptible pertur-
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bations while incorporating adversarial category information. All model parameters are
jointly optimized using the ADAM optimizer [27]. During the generation phase, given an
image–text pair and the trained model, the parallel generators efficiently produce effective
adversarial examples.

We evaluate our approach on two widely used benchmark datasets: FLICKR-25K [28]
and NUS-WIDE [29]. The experimental results demonstrate that ReGeNet can rapidly
generate practical adversarial examples while achieving attack performance comparable to
existing methods.

In summary, we summarize our contribution below:

• We reformulate adversarial attacks on cross-modal hashing retrieval from an itera-
tive, instance-specific optimization problem into a relevance-guided generative learn-
ing paradigm.

• We evaluate the proposed framework on multiple cross-modal hashing retrieval
systems using two widely adopted benchmark datasets: NUS-WIDE [29] and FLICKR-
25K [28]. The experimental results demonstrate that our approach achieves competi-
tive or superior attack performance while being significantly more efficient.

The rest of this paper is organized as follows: Section 2 presents the related work of
CMHR and its research on adversarial attacks in the iterative and generative-based method.
Section 3 provides background on cross-modal retrieval systems. Section 4 describes the
problem description of the attack process on the CMHR and shows the solution of ReGeNet.
Section 5 reports the experimental dataset, implementation parameters, experimental
results, and discussion. Section 6 conducts the conclusions and future work.

2. Related Work
2.1. Deep Cross-Modal Hamming Retrieval

Cross-modal retrieval aims to support semantic matching across heterogeneous modal-
ities, allowing queries in one modality, such as images or texts, to retrieve relevant content
from another. However, as multi-modal datasets continue to grow in scale and complexity,
approaches based on manually designed features exhibit limited efficiency and scalability
in practical retrieval scenarios. Consequently, existing research has shifted toward deep
neural network-based cross-modal retrieval frameworks. Recent studies [30,31] investi-
gate deep architectures that learn mappings from multi-modal feature spaces to a shared
Hamming space, demonstrating the superiority of deep models in retrieval tasks. While
substantial progress has been made in single-modal retrieval, further investigation is re-
quired for cross-modal scenarios. A key challenge in CMHR systems lies in projecting
heterogeneous modal features into a unified representation space. To address this challenge,
ref. [5] proposed a deep hybrid architecture for visual–semantic fusion that learns a joint
embedding space for images and text. Jiang et al. [6] introduced compact hash code gener-
ation to mitigate precision loss caused by relaxation, thereby improving retrieval accuracy.
Cao et al. [7] designed a novel cross-modal deep hashing approach with a pairwise focal
loss based on an exponential distribution. Su et al. [32] constructed a joint semantic matrix
to integrate information across modalities and capture latent semantic similarity, while
Chun et al. [33] further advanced cross-modal retrieval by modeling one-to-many latent
relationships through probabilistic embeddings.

2.2. Adversarial Attack on Deep Hash Retrieval

The adoption of DNNs has substantially improved the retrieval performance of deep
hashing models. Recent work [17,19,20,34] has extensively investigated adversarial exam-
ple (AE) generation in single-modal hashing retrieval, primarily by optimizing Hamming
distance-related objectives. These methods typically minimize the Hamming distance
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between the hash codes of adversarial examples and predefined target codes to achieve
effective attacks. In CMHR systems, however, AE generation must not only manipulate
Hamming distances but also disrupt the latent cross-modal feature representations. Under
white-box settings, Li et al. [21] first generated adversarial examples for CMHR by mini-
mizing intra-modal similarity while maximizing inter-modal similarity, and Li et al. [22]
further decoupled cross-modal data into modality-dependent and modality-irrelevant
components to craft adversarial samples. In black-box settings, Li et al. [35] proposed a
triplet-based iterative optimization strategy to generate transferable adversarial examples.
Although black-box attacks are more aligned with real-world scenarios, there remains
significant room for improving attack effectiveness under white-box settings. As discussed
earlier, iterative-based approaches are computationally expensive and time-consuming. To
the best of our knowledge, generative-based adversarial attack methods [20] have thus
far been explored only in single-modal hashing retrieval, leaving cross-modal scenarios
largely unexplored.

3. Background
3.1. Cross-Modal Hash Retrieval System

Compared with traditional feature extraction approaches—such as spectrum-based
methods [36], color histogram-based methods [37], and bag-of-words (BoW) represen-
tations [38]—recent deep neural network-based (DNN-based) CMHR systems [5–7,39]
benefit substantially from their powerful representation learning capabilities. Given cross-
modal inputs such as images or text, a DNN-based CMHR system encodes them into
feature vectors using carefully designed neural networks and retrieves relevant results by
measuring similarity in the learned feature space. This paradigm eliminates the need for
manual feature engineering and instead leverages large-scale data-driven training to learn
optimal network parameters, thereby enabling high-performance retrieval in an automated
manner. Moreover, deep hashing-based retrieval has become a core technique in CMHR
systems for further improving efficiency. In particular, deep hash retrieval frameworks
built upon the approximate nearest neighbor (ANN) search [40] are widely adopted due to
their low storage requirements and efficient retrieval performance. ANN-based methods
learn mappings from high-dimensional feature spaces to compact hash spaces by optimiz-
ing semantic similarity, allowing well-trained DNNs to capture semantic correlations and
establish meaningful relationships between image and text data. A typical DNN-based
cross-modal retrieval framework is illustrated in Figure 1.

Figure 1. Illustration of the cross-modal retrieval network in the intelligent transportation system.
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Leveraging a shared feature space across modalities, CMHR systems generate compact
hash codes to support efficient retrieval. Existing DNN-based retrieval approaches can
be broadly categorized into unsupervised learning frameworks [30,41] and supervised
learning frameworks [31,42,43]. Supervised methods incorporate semantic labels to allevi-
ate the semantic gap inherent in high-dimensional features, thereby improving retrieval
accuracy. In contrast, unsupervised methods are applicable to a wider range of scenarios
due to the absence of label constraints but require carefully designed high-level semantic
representations to mitigate the semantic gap. The training process of a CMHR model
typically consists of three stages:

• Embedding the vector of collected and semantic similar cross-modal data pairs.
• Constructing the optimization loss function to enhance the semantic and Hamming

feature similarity of data pairs in hash space.
• Hashing all the cross-modal data and storing them in the database for retrieval.

Consider a cross-modal dataset O = {oi}M
i=1, where each sample oi = {ov

i , ot
i} consists

of paired image and text instances sharing semantic relevance. A deep cross-modal hashing
retrieval (CMHR) model is designed to learn modality-specific mapping functions, F ∗(·)
with ∗ ∈ {v, t}, such that heterogeneous inputs are embedded into a common hash space
while preserving cross-modal semantic consistency. The latent output of each mapping
function is a continuous representation H∗ produced by the target model. Binary hash
codes B∗ are subsequently obtained by applying the sign operator to H∗, yielding compact
representations for efficient retrieval. Accordingly, the overall embedding and hashing
process can be formulated as follows:

H∗ = F ∗(o∗) s.t. H∗ ∈ [−1, 1]K (1)

where K is the hash codes length, and ∗ ∈ {v, t} denote the image and text data modality,
and H is the binary-like hash code. We can obtain the binary hash code B∗ via the sign
function, i.e., B∗ = sign(H∗).

3.2. Problem Formulation

In this work, we consider a white-box adversarial setting in which the attacker has
full access to the target cross-modal hashing model. An attack is deemed successful if it
significantly degrades retrieval performance, as measured by a reduction in mean average
precision (MAP), while satisfying a perceptual constraint (PER) to ensure imperceptibility.
Unlike iterative optimization-based attacks that generate instance-specific perturbations,
ReGeNet learns a relevance-guided generative mapping to directly produce adversarial
samples, enabling efficient and structured disruption of retrieval rankings. Suppose
a trained cross-modal hashing retrieval model F (·) embeds heterogeneous data from
different modalities into a shared hash space while preserving semantic consistency. Given
a query sample oq, the model is expected to produce a hash code that is close to semantically
related samples (e.g., op) and distant from semantically irrelevant ones (e.g., on). This
behavior reflects the model’s objective of maintaining cross-modal semantic alignment in
the retrieval space.

Under this formulation, the learning process of the CMHR model can be interpreted as
optimizing its parameters δF to preserve relative semantic relationships among cross-modal
data points. Accordingly, the training objective can be expressed as

argmin
δF

Ham(F v(ov
q),F t(ot

p))− Ham(F v(ov
q),F t(ot

n)) + φ (2)
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Here,φ denotes a margin parameter, which is commonly set to K
2 . The function Ham(·, ·)

is employed to quantify dissimilarity in the hash space and can be expressed as Ham =
1
2 (K − ⟨V, T⟩), where ⟨·, ·⟩ represents the inner product between hash representations.
Based on the image–text triplet {oq, op, on}, adversarial perturbations are introduced to
alter relative distances among hash codes under imperceptibility constraints, thereby
revealing how retrieval behavior degrades when semantic alignment is disrupted.

4. Framework
4.1. Overview

This paper investigates a supervised cross-modal generative framework termed Re-
GeNet. The proposed relevance-guided generative network comprises three sub-networks:
parallel adversarial generative networks G and D for adversarial example (AE) generation,
a label network L for learning latent adversarial label representations, and a relevance-
guided graph convolution network P for modeling cross-modal correlations during train-
ing. Given a training cross-modal data pair, ReGeNet learns to invert latent representations
around the decision boundary of the target hashing model to generate corresponding
adversarial examples. Specifically, the input data pair is first fed into the parallel generator
G to produce adversarial samples, whose hash codes are then obtained through the target
cross-modal hashing model. The parallel discriminator D is employed to encourage imper-
ceptible perturbations and effective decision boundary inversion. Meanwhile, cross-modal
labels are processed by the label network L to embed misleading semantic information into
the feature space. The semantic representations from L and the latent features learned by G
are jointly integrated and iteratively refined within the graph convolution network P to fa-
cilitate relevance-aware feature mining. During training, we design three loss functions—a
relevance-guided adversarial loss, a reconstruction loss, and a quantization loss—to jointly
optimize the three sub-networks until convergence. During inference, the well-trained
adversarial generator efficiently produces adversarial examples. The overall architecture of
ReGeNet is illustrated in Figure 2, and detailed formulations and notations are provided
in Table 1.

Figure 2. The framework illustrates our parallel generative network (ReGeNet).
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Table 1. Symbols and definitions.

Symbol Definition

F* The cross-modal retrieval function
o* The cross-modal data points
H* The embedding vector of data points
B* The hash codes of cross-modal data points
G* The parallel generative network
D* The parallel discriminator network
P The relevance-guided graph convolution network
L The label network
K The length of hash codes
Jadv The adversarial loss function
Jrec The reconstruction loss function
Jdis The distinguish loss function

4.2. Cross-Modal Adversarial Generative Network G,D
As mentioned above, cross-modal data retrieval is subject to minimizing the cross-

modal data pairs with similar semantic features. We explore the parallel cross-modal
generator network G with the supervised information to generate the AEs, which mainly
contain the image and text encoder–decoder. The latent feature of the parallel generator
network G is fused as G f e into the relevance-guided module P . In practice, we follow the
work [44] that the output of the encoder is used to integrate the latent feature of the cross-
modal generator via the concatenate or inner product. Moreover, we follow the work [20]
to exploit the skip connection flow by concatenating the original cross-modal layer and
the last output layer in G∗. Hence, the parallel adversarial generator G is encouraged to
maximize the Hamming distance between the original and AEs in the hash code space,
which needs to achieve two goals: (1) The hash code of AEs and original cross-modal data
have a large Hamming distance. (2) The generated AEs are invisible from the original
cross-modal data. Moreover, similar to the general adversarial generative network, we set
the discriminator D, which is designed to distinguish the visible differences between the
adversarial data o′ and the original data o.

4.3. Adversarial Supervised Adversarial Label Network L
Unlike the adversarial attack in the classification, the deep hash retrieval models

aim to preserve the semantic feature in the hash codes rather than only directly using the
categories label. Hence, especially in cross-modal data hash retrieval, we can construct the
label network with supervised adversarial information to guide the generation of AEs. For
instance, given the training batch of cross-modal data {o}M with its label, we can construct
the similarity matrix S , where Si,j denotes the semantic relevance in the cross-modal data
batch, and Si,j = 1 denotes that the oi and oj are semantically similar; otherwise, Si,j = 0.
For the AEs attack, we construct the adversarial similarity matrix Ŝ based on the original
similarity matrix S . In particular, the adversarial similarity matrix can be easily extended
into untargeted and targeted attacks. Since this paper discusses the untargeted paper, we
randomly perturb the original similarity matrix S in each input cross-modal data batch.
Moreover, to achieve more effective mining of supervised label information, we exploit
the label network L to embed the adversarial similarity matrix Ŝ into the latent semantic
feature L f e. In particular, we follow the work of [20] to build the workflow from the
latent semantic feature of L to the adversarial generator G via the upsample operation to
encourage network convergence.
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4.4. Relevance-Guided-Based Graph Convolution Network P
To explore the potential feature information of supervised label network L and par-

allel adversarial generator G∗ as much as possible, we exploit the graph convolution
network (GCN) to implement semantic feature union for the above-two latent features L f e

and G f e. Hence, given the cross-modal data pair oi and oj, we follow the work of [39] to
compute the similarity adjacency matrix A of the latent feature of label network L f e with
the cosine similarity as follows:

Ai,j =
L f e

i · Lj
f e

||Li
f e|| × ||Lj

f e||
(3)

where A ∈ Rn×n. On the other hand, we exploit the multi-layer GCN structure to mine the
correlations between L f e and G f e. We implement the latent feature of adversarial generator
G f e into the first GCN layer H0, and the propagation rule can be formulated as

H(l+1) = ν(D̂− 1
2 AD̂− 1

2 H(l)W (l)) (4)

where H(l) denotes the l-th GCN layer, and the first layer input of the GCN is G f e. ν(·)
denotes the Relu activation function. Â = S + In, and In refers to the unit matrix. D̂ is the
degree matrix of Â. W (l) denotes the parameter of the l-th GCN layer.

Mechanism of the relevance-guided GCN: It is important to emphasize that the pro-
posed relevance-guided GCN does not aim to learn retrieval embeddings or improve
retrieval accuracy. Instead, it serves as an adversarial relevance propagation module that
injects structured semantic perturbations into the adversarial generation process. By prop-
agating adversarial relevance information across semantically related samples, the GCN
encourages structurally consistent perturbations within local semantic neighborhoods. This
mechanism tends to induce a smoother yet more disruptive deformation of the learned
Hamming space, which can amplify retrieval ranking degradation while mitigating isolated
or unstable adversarial effects.

4.5. Learning to Adversarial Hash

Regarding the mentioned sub-network G, L, P , and D with its network parameters θg,
θt, θp, and θd, respectively, the optimization goal of our proposed ReGeNet is to guarantee
the attacking quality of the AEs generated by G guided by L and P , so we set the training
function for the whole ReGeNet as follows:

argmin
δg ,δl ,δp ,δd

∑ Jrel + γJrec + φJdis (5)

γ and φ are the weighting constants used to balance the term in Equation (5). Jrel is the
relevance-guided adversarial loss function, Jrec is the reconstruction loss function, and
Jdis is the adversarial distinguish loss function. Next, we introduce the above-three loss
functions below respectively.

Relevance-guided adversarial loss function Jadv aims to maximize the Hamming
distance of the hash code from the original space. To solve the above, we aim to minimize
the feature distance between the supervised adversarial label information and the adversar-
ial cross-modal data. At the same time, we maximize the Hamming distance between the
cross-modal data to enhance the untargeted attack performance. We formulate the above
goal to obtain Jadv as follows:

https://doi.org/10.3390/math14010151
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Jrel =
1

M2 (
M

∑
i,j=1

log(1 + eΩi,j) + Ŝ i,jΩi,j

+
M

∑
i,j=1

(log(1 + e−Υi,j) + S i,jΥi,j))

(6)

where Ŝ denotes the adversarial similarity matrix, and S denotes the data label similarity
matrix. Ωi,j =

1
2 (B∗

i )(Hj)
T , where H is the output of the correlation from the last layer

of the GCN. Υi,j =
1
2 (Bv

i )(Bt
j)

T , where B∗, ∗ ∈ {v, t} defines the adversarial cross-modal
data. The relevance-guided adversarial loss Jrel is designed to explicitly enlarge the
Hamming distance gap between adversarial samples and their original counterparts rather
than merely induce misclassification. By maximizing the disagreement with the original
similarity matrix while aligning with the adversarial similarity matrix, Jrel perturbs the
relative ordering of retrieved items in the Hamming space. As a result, semantically
relevant items are pushed farther away in the retrieval ranking, which directly degrades
cross-modal retrieval performance instead of classification accuracy.

Adversarial reconstruction loss Jrec: To regulate the magnitude of adversarial per-
turbations while preserving retrieval-related representations, we introduce a reconstruction-
based objective. This loss encourages adversarial samples to remain close to their original
counterparts in the input space while simultaneously aligning their latent representations
with the corresponding hash codes produced by the target model. As a result, the gener-
ated adversarial examples can effectively influence retrieval behavior without introducing
excessive perceptual distortion.

The reconstruction loss is formulated as

Jrec = ∥o − G(o)∥2
2 + α1∥T (G(o))−B∥2

2, (7)

where G(o) represents the adversarial sample generated from the original cross-modal input
o. The ℓ2 norm is adopted to measure reconstruction deviation and ensure stable gradient-
based optimization of the generator parameters. B = sign(H) denotes the binary hash
code derived from the latent representation. Here, G refers to modality-specific generators,
and the modality index is omitted for clarity. The reconstruction loss Jrec constrains the
magnitude of adversarial perturbations by penalizing deviations from the original input,
ensuring imperceptibility while maintaining hash stability. The quantization-related term
further regularizes the generated samples to remain close to valid hash representations,
preventing excessive distortion of the Hamming space and stabilizing the adversarial
training process.

The adversarial distinguish function Jdis is employed to improve the adversarial
cross-model data from the original cross-modal data and encourage them into the targeted
label feature space. We follow the general distinguish function in the general GAN [45] to
exploit the loss function Jdis as follows:

Jdis =
1
2
(||D(o)− [y, 0]||22 + ||D(o′)− [yadv, 1]||22) (8)

where y and yadv are the original and adversarial data labels with the one-hot format, and
[·, ·] denotes the concatenate operation. || · ||2 denotes the l2 norm. We summarize the
training algorithm in Algorithm 1. The adversarial distinguish loss Jdis complements the
above objectives by encouraging the generator to produce realistic adversarial samples that
are difficult to distinguish from original inputs, thereby supporting stable and effective
adversarial generation.
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Algorithm 1: The training process of relevance-guided generative network.

Input: Cross-modal data set {(o∗i )|∗ ∈ {v, t}}M, a pre-trained target cross-modal
hash model T ∗, data label set {(li)}M;

Output: Adversarial cross-modal examples v′;
Initialize parameter ;
while not converge do

Given the cross-modal data batch {(oi)}n and the adversarial label {(li)}n;
Calculate the objective function via Equation (5);
Update δg via the gradient descent;
Update δl via the gradient descent;
Update δp via the gradient descent;
Update both discriminator parameter of two modality δd via the gradient
ascent;

end

5. Experiment
In this section, we describe the experimental settings and evaluation protocol adopted

to validate the proposed ReGeNet framework. Retrieval effectiveness under adversarial
perturbations is assessed using Mean Average Precision (MAP), while the imperceptibility of
generated adversarial examples is quantified through Perceptibility (PER). In addition, we
report the computational cost associated with adversarial example generation to analyze
the efficiency of ReGeNet.

5.1. Dataset

In our experiments, we evaluate our method on two popular datasets, NUS-WIDE [29]
and FLICKR-25K [28], as summarized in Table 2. One dataset is NUS-WIDE, which consists
of 190,421 image–text pairs in 21 categories divided into retrieval, training, and query parts
with the numbers 183,321, 5000, and 2100. The other one is FLICKR-25K, which contains
20,015 image–text pairs in 24 classes. Similarly, it is divided into sections 14,015, 5000,
and 1000. We utilize the query cross-modal dataset for the adversarial attacks in the two
datasets, respectively.

Table 2. Data statistics of two datasets.

Datasets Train Query Retrieval

FLICKER-25K 5000 1000 14,015
NUSWIDE 5000 2100 183,321

5.2. Evaluation Metrics

To evaluate the performance of our framework, we follow the work of [35] to set the
Mean Average Precision (MAP). The Average Precision (AP) can be calculated as follows:

AP =
1
N

×
N

∑
i=1

i
pos(i)

where N is the size of the retrieval list. pos(i) indicates the position of the i-th correct
retrieval result in the returned list. Hence, the Mean Average Precision (MAP) is the mean
value of the average accuracy (AP) of multiple retrieval results, and it is the widely used
criterion in cross-modal Hamming retrieval. The lower the MAP value, the stronger the
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attack performance. Moreover, we follow the work of [8] to measure the cross-modal data
difference between adversarial and query data by calculating PER as

PER =

√
1
M

||o − o′||22

where o defines the original cross-modal data, and o′ defines the adversarial cross-modal
data. M is the total number of dimensions of cross-modal data, i.e., the total pixel number of
the image. Similarly, the lower the value of PER, the better the imperceptibility of the AEs.

5.3. Implementation

All experiments were conducted using 32-bit hash codes on a server equipped with two
GeForce RTX 2080 Ti GPUs. We considered two cross-modal retrieval tasks: image-to-text
and text-to-image. For the image-to-text task, we adopted the architecture proposed in [46]
to construct the image adversarial generator. For the text-to-image task, we employed
a multi-layer perceptron to build the text adversarial generator. The text discriminator
was implemented as a fully connected network, while the image discriminator consisted
of two five-stride convolutional layers. We used the Adam optimizer [27] with an initial
learning rate of 10−2 to solve Equation (5). ReGeNet was trained for 50 epochs, and the
hyperparameter α1 in Equation (7) was set to 10−1. The weighting parameters γ and ϕ

were chosen following common practice in the adversarial hashing and generative attack
literature, where similar balancing strategies are used to trade-off attack effectiveness
and perturbation constraints. We empirically observed stable training behavior over a
reasonable range of these hyperparameters, with no mode collapse or oscillatory behavior
during optimization. In all experiments, the generator converged consistently when trained
with fixed auxiliary sub-networks, and no divergence was observed in either the loss
values or retrieval performance. During training, we optimized the parameters δg of the
adversarial generator G while keeping all other network parameters fixed. To ensure
reproducibility, all experiments were conducted with fixed random seeds, and identical
hyperparameter settings and training configurations were used across all evaluations.

5.4. Compared Methods

We employed two widely used CMHR systems, CMHH and DCMH [6], as target deep
hashing models, with VGG19 [47] adopted as the image backbone. The cross-modal hashing
models were trained using publicly available implementations of prior work until convergence.
In addition, we evaluated two iterative-based cross-modal adversarial attack methods: CMLA
[21] and DACM [22]. Each attack method was executed for 500 iterations, and the results are
reported at iteration counts of 0, 200, and 500 to reflect the progressive attack behavior.

5.5. Results

MAP under different attack settings: Table 3 reports the Mean Average Precision
(MAP) for both retrieval tasks, where I→T denotes retrieving text given images, and T→I
denotes retrieving images given text. The Original setting corresponds to retrieval perfor-
mance without attacks. We report the MAP values for the iterative-based methods CMLA
and DACM, as well as for our proposed approach, on both datasets. Lower MAP values
indicate stronger attack effectiveness. From Table 3, we draw the following observations.
First, for both CMLA and DACM, the attack performance improved gradually as the
number of iterations increased. For example, in the I→T task on FLICKR-25K, the MAP of
DACM decreased from 71.73 to 50.57 after 200 iterations but dropped by only 0.81 after
an additional 300 iterations. This highlights the limitation of instance-specific iterative
attacks, which require substantial computational resources while yielding diminishing
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performance gains. Second, across both retrieval tasks and datasets, our method achieved
attack performance comparable to iterative-based approaches. For instance, on the NUS-
WIDE dataset under the I→T task with CMHH, our method attained a MAP of 27.46%,
whereas the strongest iterative-based method achieved 25.31%, representing a difference
of 2.15%. Notably, our approach performed better on NUS-WIDE than on FLICKR-25K,
which we attribute to the larger training set in NUS-WIDE that improved the generalization
capability of the proposed network. We further report an ablation study analyzing the
contribution of different sub-networks to attack performance in Table 4.

Table 3. MAP(%) of attack methods with 32-bit hash codes on two datasets. Best results in bold; second
best underlined.

Task Method Iter. FLICKER-25k Method Iter. NUS-WIDE
CMHH DCMH CMHH DCMH

I→T

Original 71.73% 64.66% Original 57.94% 49.32%
CMLA 200 56.41% 51.78% CMLA 200 33.47% 32.15%

500 55.52% 51.24% 500 32.02% 31.61%
DACM 200 50.57% 45.69% DACM 200 26.61% 24.89%

500 49.76% 44.55% 500 25.31% 23.90%
Ours 1 50.59% 46.18% Ours 1 27.46% 24.31%

T→I

Original 74.08% 61.94% Original 52.45% 45.76%
CMLA 200 52.73% 54.02% CMLA 200 35.68% 30.18%

500 51.45% 53.69% 500 34.73% 29.55%
DACM 200 48.28% 51.57% DACM 200 27.45% 26.31%

500 47.67% 50.42% 500 26.39% 25.73%
Ours 1 51.51% 54.32% Ours 1 24.36% 28.47%

Table 4. MAP(%) comparison with different sub-networks on FLICKER-25K under CMHH method.

Discussion Settings
I→T T→I

MAP Per MAP Per

Original G,D,L,P 50.59% 0.025 51.51% 0.011
Generative G,D,L 54.75% 0.031 53.92% 0.016
Generator G,D 61.61% 0.023 55.60% 0.012

Running time and imperceptibility under different settings: Table 5 summarizes the
running time and imperceptibility of the generated adversarial examples. An important
objective is to improve AE generation speed while maintaining strong attack performance.
Our method requires only a single forward pass through the well-trained adversarial gen-
erator to produce effective adversarial examples, which is substantially more efficient than
iterative approaches that repeatedly perform backpropagation through the target model.

Table 5. Running time (min) and Perceptibility (PER) on the attack methods with the 32-bit hash code
on two image datasets. We present the best results in bold, and the second best are underlined.

Tasks Method Iteration FLICKER-25k Method Iteration NUS-WIDE
Time Per Time Per

I→T

CMLA 100 0.31 0.056 CMLA 100 0.42 0.045
500 1.27 0.021 500 1.87 0.031

DACM 100 0.35 0.045 DACM 100 0.45 0.039
500 1.31 0.039 500 1.96 0.025

Ours 1 0.002 0.069 Ours 1 0.003 0.064
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Table 5. Cont.

Tasks Method Iteration FLICKER-25k Method Iteration NUS-WIDE
Time Per Time Per

T→I

CMLA 100 0.18 0.041 CMLA 100 0.14 0.029
500 0.81 0.033 500 0.72 0.011

DACM 100 0.16 0.058 DACM 100 0.11 0.035
500 0.95 0.025 500 0.77 0.014

Ours 1 0.003 0.036 Ours 1 0.003 0.054

5.6. Running Time and Imperceptibility

To better demonstrate the superiority of ReGeNet in terms of generation speed and
imperceptibility of the AEs, we show in Table 5 the 32-bit hash code length on two datasets,
as well as the PER and running speed of the DACM and ReGeNet. We can observe that
ReGeNet had the fastest generation speed. We observed that the PER value of DACM
decreased gradually with the increase in the number of iterations. This shows that the
iterative attack method can generate enough AEs to be concealed. It is worth noting that
ReGeNet could also produce high visual quality and covert AEs. We show the cross-modal
search result of AEs in Figure 3 for two adversarial attack methods (i.e., iterative- and
generative-based attack methods) and two categories of cross-modal retrieval tasks (i.e.,
image retrieve text and text retrieve images).

Figure 3. The illustration of cross-modal AEs on two retrieval tasks (i.e., Image Retrieval Text, Text
Retrieval Image).

6. Conclusions
Adversarial example generation for multi-modal data can facilitate research on high-

dimensional representation and visualization tasks. Prior work primarily relies on iterative
adversarial attacks to generate adversarial examples against target models; however, such
approaches are computationally inefficient and often impractical in real-world scenarios
where target labels are unavailable. This paper investigates an adversarial training frame-
work based on relevance-guided generative networks. Specifically, we designed parallel
cross-modal image and text generators and introduced a label network to exploit adver-
sarial similarity matrices. We further integrated the latent features learned by the parallel
generators with the embedding features produced by the label network and optimized them
jointly using a graph convolutional network (GCN). During training, the entire framework
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was optimized using a correlation-guided adversarial loss, a reconstruction loss, and an
adversarial discrimination loss. In future work, we plan to further enhance the adversarial
strength of the generative network and explore the cross-domain transferability of adver-
sarial generative models. Meanwhile, the analytical framework and empirical findings
of this study provide transferable methodological insights for comprehensive assessment
tasks involving large-scale multi-modal data. By emphasizing robust representation learn-
ing and reliable relevance modeling, this work helps inform the design of evaluation
mechanisms that are more stable, objective, and interpretable. These explorations further
establish a methodological foundation for continued advances in multi-modal data-driven
comprehensive evaluation and related reform-oriented research contexts.
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