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Abstract: Digital images are widely transmitted over untrusted networks, raising severe
challenges to the security of confidential and personal data. To address these issues, this
paper develops a four-dimensional variable-parameter hyperchaotic system that leverages
the advantages of the classical Sine and two-dimensional Logistic chaotic systems. The
proposed system not only features a wider parameter range but also exhibits more complex
and unpredictable chaotic behavior, as confirmed by multiple rigorous tests. Building upon
this system, we design a fast image encryption algorithm that employs a cyclic shift strategy
to continuously expand a small-scale random sequence, thereby generating the random
numbers required for secure encryption. This approach significantly reduces the overhead
associated with random number generation and effectively addresses the challenges posed
by large-scale image encryption. Furthermore, to more accurately evaluate the algorithm’s
resistance to differential attacks, we introduce improved metrics—namely, BL-NPCR and
BL-UACI—which measure the subtle differences between encrypted images at the binary
level. Extensive simulation experiments demonstrate that our proposed encryption algo-
rithm outperforms existing methods in both security and efficiency, effectively resisting
various attacks and providing a novel technological pathway for efficient image encryption.

Keywords: image encryption; chaos-based encryption; hyperchaotic system; fast encryption;
cyclic shift; security metrics

MSC: 68P25; 94A08

1. Introduction
In contemporary society, the speed of information exchange has reached unprece-

dented heights. Digital images, serving as an intuitive and efficient medium for conveying
information, play a critical role in areas such as social networking, healthcare, and military
applications. However, during the processes of transmission and storage, digital images
are vulnerable to potential security risks, including interception, tampering, or even sub-
stitution. These risks have been exacerbated by globalization, resulting in an increased
demand for secure and efficient data protection measures.

Traditional encryption algorithms, such as the Data Encryption Standard (DES), and
the Advanced Encryption Standard (AES), have been widely employed for text data en-
cryption and have demonstrated commendable performance. Nonetheless, the unique
characteristics of digital images, including their large data volume, extensive redundant
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pixel information, and high interpixel correlation, render conventional key-based encryp-
tion methods less effective in the context of image encryption [1,2]. In 1949, Shannon [3]
introduced the foundational concepts of confusion and diffusion in encryption, which
have subsequently been applied extensively to image encryption. Simultaneously, chaotic
systems—an embodiment of nonlinear dynamical systems—offer inherent random char-
acteristics that bolster image encryption. Owing to their sensitivity to initial conditions,
noise-like behavior, and ergodic properties, chaotic systems provide a natural source of
randomness for encryption applications [4]. In 1998, Fridrich [5] pioneered the applica-
tion of chaotic systems in image encryption, thereby laying the groundwork for the rapid
development of chaos-based image encryption technologies.

In early studies, many image encryption algorithms were based on classical chaotic
systems such as the Logistic map and the Hénon map. Owing to their simplicity and robust
chaotic properties, these systems were widely employed for image encryption. Moreover,
many encryption designs were relatively straightforward, relying solely on either permu-
tation or diffusion operations. However, with the advancement of analytical techniques,
certain characteristics of these classical chaotic systems and simple encryption methods
have been gradually exposed and exploited in attacks, rendering their security inade-
quate for current demands [6,7]. Consequently, to address emerging security challenges,
researchers have proposed a variety of improvements.

Researchers have made significant efforts to enhance the security of encryption al-
gorithms. For example, to counter chosen-plaintext attacks, the study in [8] proposed a
key generation method that incorporates plaintext dependencies. In this method, a key is
generated during the permutation phase from the total pixel value of the image and input
parameters and during the diffusion phase from specific pixel values, thereby enhancing
security. Furthermore, the work in [9] utilized hash algorithms to generate part of the initial
parameters for the chaotic system, which improved randomness, though it might occasion-
ally lead to key repetition under certain circumstances. Additionally, [10] introduced a
multi-round permutation and diffusion strategy that significantly increases resistance to
attacks through iterative processing. In an even more refined approach, research in [11]
presented a chaotic image encryption algorithm based on pixel-level feedback, aiming to
minimize the disparity between the number of zeros and ones in the ciphertext. This ap-
proach seeks a more balanced bit distribution, thereby approaching an idealized encryption
effect in the face of security analysis. Collectively, these studies have driven significant
breakthroughs in the security of chaos-based image encryption technologies.

In addition to security, the efficiency of encryption algorithms has garnered consid-
erable attention. Teng et al. [4] proposed a single-round encryption method that cleverly
merges permutation and diffusion operations into one iteration, thus significantly enhanc-
ing encryption efficiency. Other researchers have extended their investigations from the
pixel level to the row and column levels. Gao et al. [12] designed a permutation algorithm
based on row and column shifts, coupled with both forward and reverse diffusion op-
erations, to realize efficient image encryption at these levels. Subsequently, encryption
operations were elevated to the block level. Naskar et al. [13] implemented a block-level
diffusion strategy based on DNA coding and optimized block sizes, further improving
encryption efficiency.

Despite the significant progress achieved in chaotic image encryption technology in
recent years, existing methods still exhibit certain limitations that hinder their applica-
bility in scenarios demanding high security and large-scale data processing. Firstly, as
the core component of image encryption algorithms, the performance of chaotic systems
directly influences the randomness and security of the encryption process. Traditional non-
hyperchaotic models, while capable of enhancing the randomness and ergodicity of chaotic
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sequences to a certain extent, possess limited dynamical complexity and thus struggle to
meet the demands of high-intensity encryption. Although hyperchaotic systems exhibit
more complex nonlinear dynamics, their hyperchaotic parameter ranges are typically nar-
row and may display unstable chaotic behavior under different parameter configurations.

Secondly, current image encryption algorithms based on chaotic systems often involve
multiple rounds of permutation and diffusion operations, with each round driven by an
independent chaotic sequence to ensure sufficient randomness and security. Since each
round typically requires a chaotic sequence whose length is at least equal to the number
of image pixels, the total length of chaotic sequences increases proportionally with the
number of encryption rounds. For example, in the scheme proposed by Hu et al. [14], three
rounds of pixel-level encryption operations are performed, requiring chaotic sequences
amounting to three times the number of pixels. In Zhang et al.’s [15] algorithm, a bidirec-
tional diffusion and multi-channel crossover mechanism leads to a total chaotic sequence
length of approximately four times the number of image pixels. A similar structure is
observed in another algorithm [16], where two rounds of row–column diffusion followed
by two rounds of zigzag diffusion also require four times the amount of chaotic data. More-
over, studies have shown that the generation of chaotic sequences typically accounts for
about 10% [17,18] of the total encryption time. For such schemes, as image resolution
increases, the demand for chaotic sequences and the associated computational overhead
rise rapidly, resulting in decreased encryption efficiency.

Another important consideration in image encryption is the evaluation of its resistance
to differential attacks. Common metrics such as NPCR (Number of Pixels Change Rate) and
UACI (Unified Average Changing Intensity) are typically used for this purpose. However,
these metrics often exaggerate image differences and lack robustness, making them less
effective in reflecting the actual visual discrepancy between ciphertext and plaintext.

To address the aforementioned challenges, this study investigates improvements from
three perspectives: chaotic system design, encryption algorithm optimization, and eval-
uation metric enhancement. First, a four-dimensional variable-parameter hyperchaotic
(4D-VPLHM) system is proposed. This system employs the Sine system to generate the
initial parameters for a two-dimensional Logistic system, thereby forming a variable-
parameter hyperchaotic mapping model. This design leverages the wide parameter range
of the Sine system alongside the inherent two-dimensional structure of the Logistic system,
which not only expands the hyperchaotic parameter space but also significantly enhances
the randomness and ergodicity of the chaotic sequences. Building on this foundation, a
fast image encryption algorithm based on row–column cyclic shifts is introduced. This
algorithm fully exploits the performance characteristics of the hyperchaotic system by
generating only a small number of chaotic sequences. Through a cyclic shift strategy,
it dynamically produces a larger set of high-quality random sequences for use in both
row–column permutation and diffusion processes. This method substantially improves
encryption efficiency, demonstrating superior performance in large-scale image encryption
scenarios. Additionally, in response to the limitations of traditional NPCR and UACI
metrics, this study proposes an improved image similarity evaluation index from the per-
spective of bit-plane decomposition. By extending the computation of NPCR and UACI
to the binary bit level of pixel values, the proposed indicator is capable of more compre-
hensively capturing the differences between ciphertext and plaintext, thereby providing a
more accurate assessment of an encryption algorithm’s resistance to differential attacks.

The rest of this paper is organized as follows: Section 2 introduces and evaluates the
proposed four-dimensional variable-parameter hyperchaotic system. Section 3 describes the
fast cyclic shift encryption algorithm. Section 4 presents improved binary-based evaluation
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metrics and their validation. Section 5 provides an overall performance assessment of the
chaotic encryption algorithm, and Section 6 concludes this paper.

2. Four-Dimensional Variable-Parameter Logistic Hyperchaotic Map
This section introduces a four-dimensional variable-parameter Logistic hyperchaotic

map (4D-VPLHM), which integrates the strengths of the classical one-dimensional Sine
chaotic system and the two-dimensional Logistic system while addressing their respective
limitations. The resulting system exhibits enhanced chaotic characteristics and more
complex dynamical behaviors. A comprehensive performance analysis of the proposed
hyperchaotic map is conducted, and its superiority in terms of chaotic behavior is validated
through comparative tests with existing chaotic systems, highlighting its potential for
practical applications.

2.1. Definition
2.1.1. Basic Chaotic System

The Sine map is a simple yet widely studied one-dimensional chaotic system, defined
by the iterative equation:

sn+1 = µ sin(πsn), xn ∈ (0, 1), µ ∈ (0, 1] (1)

where sn is the state at iteration n, and µ is the control parameter that determines the
system’s dynamic behavior.

To further enhance the nonlinear dynamics and expand the system dimensionality,
researchers have proposed two-dimensional extensions of the classical Logistic map. One
such variant introduces cross-dimensional coupling terms to increase the complexity of the
generated chaotic trajectories. The two-dimensional coupled Logistic map is defined asxn+1 = 4λ1xn(1 − xn) + γ1y2

n

yn+1 = 4λ2yn(1 − yn) + γ2x2
n

(2)

where xn, yn ∈ (0, 1) represent the state variables at iteration n, λ1, λ2 ∈ (0, 1] are the
Logistic control parameters, and γ1, γ2 are coupling coefficients that govern the degree of
interdependence between the two variables.

2.1.2. 4D-VPLHM

While the one-dimensional Sine map features a wide chaotic parameter range and
strong nonlinearity, it suffers from periodic windows and limited security due to its
scalar output. In contrast, the two-dimensional coupled Logistic map exhibits higher
complexity and dual-output dynamics, but its chaotic behavior is confined to a narrow
parameter range and typically exhibits only one positive Lyapunov exponent, limiting its
cryptographic robustness.

To overcome these limitations, we propose a novel four-dimensional chaotic system,
termed the 4D variable-parameter logistic hybrid map (4D-VPLHM). This system dynami-
cally incorporates the broad-range chaotic behavior of the 1D Sine map into the parameter
modulation of the 4D coupled Logistic system. Specifically, the Sine map is used to generate
a dynamic parameter sequence that drives the evolution of the Logistic map, thus enriching
the system’s complexity. The structure of the proposed 4D-VPLHM is illustrated in Figure 1,
and its mathematical definition is given as follows.
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Figure 1. The model structure of four-dimensional variable-parameter Logistic hyperchaotic map.
sn+1 = µ sin(πsn)

sn+2 = µ sin(πsn+1)

xn+1 = 4Sλ
n+1xn(1 − xn) + Sγ

n+2y2
n

yn+1 = 4Sλ
n+1yn(1 − yn) + Sγ

n+2x2
n

(3)

where the control parameters Sλ
n+1 and Sγ

n+2 are obtained by processing the Sine map
outputs as follows: Sλ

n+1 = mod(sn+1, 1)× 0.1 + 0.595

Sγ
n+2 = mod(sn+2, 1)× 0.1 + 0.595

(4)

where mod(x, 1) denotes the modulus operation. This transformation confines both param-
eters within the interval [0.595, 0.695], a range known to lie within the chaotic regime of the
Logistic map, thereby ensuring the system maintains robust chaotic dynamics throughout
its evolution.

The 4D-VPLHM system is defined by one control parameter µ and four initial condi-
tions (sn, sn+1, xn, yn), and it produces two output sequences (xn+1, yn+1). These design
choices contribute to an enhanced key space, a higher-dimensional phase space, and
increased sensitivity to initial conditions, which are critical for applications in secure
communications and encryption.

2.2. Performance Evaluation

This section presents the simulation of the proposed 4D-VPLHM (four-dimensional
variable-parameter Logistic hyperchaotic map) to assess its chaotic performance. To
highlight the effectiveness of the proposed variable-parameter strategy, we compare it
with several representative two-dimensional chaotic systems that share a similar design
approach. Specifically, the following two-dimensional chaotic systems are considered
for comparison.

The 2D-ICMIC-Logistic modulation map (2D-ILM) proposed by Cheng et al. [19] is
as follows: xn+1 = mod(xn + µyn(yn − 1), 1)

yn+1 = sin(10/ sin(xn + yn))
(5)

where µ ∈ [0, 5] is the control parameter.
The 2D absolute sine–cosine coupling (2D-ASCC) proposed by Zhang et al. [20] is

as follows: xn+1 = |sin(πµ(yn + 3)xn)|
yn+1 = |cos(π(xn+1 + 1) sin(yn))|

(6)
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where µ ∈ [0, 1] is the control parameter.
The 2D cross-mode hyperchaotic map based on Logistic and Sine maps (2D-CLSS)

proposed by Li et al. [4] is as follows:xn+1 = sin(π(µyn(1 − yn)))

yn+1 = sin(π(xn + yn))
(7)

where µ ∈ [0, 4] is the control parameter.
To ensure the rigor and fairness of the comparative experiments, all chaotic systems

were initialized using the same settings. The initial values were randomly generated within
the interval [0, 1], and the total number of iterations was kept consistent across all systems.
To allow for meaningful comparison, each chaotic system was evaluated under control
parameters known to produce strong or representative chaotic behavior. Specifically, for
the Sine map, we set µ = 4, while for the 2D-ILM, 2D-ASCC, and 2D-CLSS systems, the
parameters were set to µ = 5, µ = 1, and µ = 4, respectively. For the 2D-Logistic system,
we used r1 = r2 = 0.695 and γ1 = γ2 = 0.5. For the proposed 4D-VPLHM, we chose µ = 6
based on its observed capacity to generate complex chaotic trajectories. These consistent
and optimized parameter settings were adopted to highlight the dynamical features of each
system and to objectively assess the performance of the proposed model.

2.2.1. Trajectory Diagram

The trajectory plot of a chaotic system visually reflects the dynamic behavior of the
system in generating random sequences. By analyzing the trajectory’s movement and
distribution, one can assess the randomness and ergodicity of the generated sequences.
To validate the superiority of the proposed 4D-VPLHM in generating random sequences,
we analyzed its trajectory plot, as shown in Figure 2. For fairness and to emphasize
the performance differences, all systems were initialized with the same initial conditions
(e.g., x0 = 0.5, y0 = 0.3) and the same number of iterations (N = 10, 000), and the first
1000 iterations were discarded.

2D-CLSS

2D-ILM2D-LogisticSine

0 0.2 0.4 0.6 0.8 1
0

0.5

1
4D-VPLHM

0 0.2 0.4 0.6 0.8 1
0

0.5

1
2D-ASCC

(a) (b) (c)

(d) (e) (f)

Figure 2. Comparison results of the trajectory maps of chaotic systems: (a) Sine chaotic system,
(b) 2D-Logistic chaotic system, (c) 2D-ILM chaotic system, (d) 2D-ASCC chaotic system, (e) 2D-CLSS
chaotic system, (f) 4D-VPLHM chaotic system.

The classical Sine and 2D Logistic chaotic systems exhibit strong linearity in their
random sequence trajectories, leading to limited phase space coverage and trajectories con-
centrated in specific regions. In contrast, while the 2D-ILM, 2D-ASCC, and 2D-CLSS chaotic
systems cover the entire phase space, their trajectories still show significant clustering,
indicating that the distribution is not uniform. The proposed 4D-VPLHM exhibits superior
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performance. Its trajectory is uniformly distributed and covers a wide area, with no obvious
blank regions or clustering phenomena in phase space, indicating higher ergodicity and
randomness in the generated sequences. The experimental results prove that the proposed
variable-parameter strategy significantly improves the randomness and ergodicity of the
chaotic system.

2.2.2. Bifurcation Diagram

The bifurcation diagram is an important tool for analyzing the dynamic behavior of
chaotic systems, visually revealing the system’s state evolution with parameter changes,
especially the transition from periodic to chaotic states, and the instability and complexity
of the system within the parameter range. Figure 3 presents the bifurcation diagram results
for the proposed 4D-VPLHM and its comparison systems.

(a) (b) (c)

(d) (e) (f)

Figure 3. Comparison results of bifurcation diagrams of chaotic system: (a) Sine chaotic system,
(b) 2D-Logistic chaotic system, (c) 2D-ILM chaotic system, (d) 2D-ASCC chaotic system, (e) 2D-CLSS
chaotic system, (f) 4D-VPLHM chaotic system.

For the classical Sine and 2D Logistic chaotic systems, the bifurcation diagrams indicate
that as the control parameter changes, the system gradually transitions from a linear
periodic state to a nonlinear chaotic state. However, their chaotic behavior is less persistent,
with clear periodic windows within the chaotic region. In contrast, the 2D-ASCC and 2D-
CLSS chaotic systems begin bifurcating at lower parameter values, with their bifurcation
behavior covering a broader parameter range. However, as observed from the diagrams,
both systems still exhibit periodic windows in their bifurcation paths and clustering within
certain parameter ranges, indicating that their randomness and unpredictability remain
constrained. The 2D-ILM and the proposed 4D-VPLHM show significant advantages. Both
systems enter chaotic states within the initial parameter range and avoid periodic windows.
Their bifurcation trajectories cover a broader parameter range, suggesting that the proposed
variable-parameter strategy effectively enhances the system’s dynamic complexity and the
stability of chaotic behavior.

2.2.3. Lyapunov Exponent

The Lyapunov exponent (LE) is a fundamental quantitative indicator used to evalu-
ate the sensitivity of a dynamical system to initial conditions, thereby characterizing its
chaotic behavior. In this paper, the maximum Lyapunov exponents are calculated using
the algorithm proposed by Wolf et al. [21], which estimates the average exponential diver-
gence of nearby trajectories reconstructed from the time series. For one-dimensional
systems, a positive LE indicates chaos. For two-dimensional systems, if at least one
exponent (LE1 > 0) is positive, the system is chaotic; if both LE1 > 0 and LE2 > 0, the
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system exhibits hyperchaos, implying higher-dimensional dynamic complexity. Figure 4
illustrates the LE distributions of the proposed 4D-VPLHM and five other benchmark
chaotic systems under varying control parameters.

LE

2D-Logistic

LE

Sine

LE

2D-ASCC
LE

2D-CLSS

0 1 2 3 4 5 6
0

1

2

3

4

LE

4D-VPLHM

0 1 2 3 4 5
0

1

2

3

4

LE

2D-ILM(a) (b) (c)

(d) (e) (f)

Figure 4. Results of Lyapunov exponent comparison for chaotic systems: (a) Sine chaotic system,
(b) 2D-Logistic chaotic system, (c) 2D-ILM chaotic system, (d) 2D-ASCC chaotic system, (e) 2D-CLSS
chaotic system, (f) 4D-VPLHM chaotic system.

For the classical chaotic systems, Sine and 2D Logistic, as the control parameter
changes, LE1 exhibits periodic fluctuations, becoming positive only within specific parame-
ter ranges, indicating that the system can enter a chaotic state but with a narrow chaotic
region. Additionally, for the 2D-Logistic system, LE2 remains less than zero, indicating
that the system does not enter a hyperchaotic state. The improved 2D-ASCC and 2D-CLSS
systems show that LE1 remains positive across a wider parameter range, and in certain
intervals, LE2 > 0, displaying hyperchaotic features. However, with parameter changes,
the values of LE1 and LE2 fluctuate significantly, with frequent periodic windows, sug-
gesting instability in chaotic behavior and poor robustness and controllability of dynamic
performance. In contrast, the 2D-ILM shows significant advantages. Under parameter
variation, its LE1 remains positive, indicating the system can continuously maintain a
chaotic state. Moreover, LE2 rapidly reaches a positive value as the parameter increases
and remains stable within a wide parameter range, demonstrating that the 2D-ILM can
quickly enter a hyperchaotic state and maintain high dynamic complexity. However, there
is still some fluctuation within certain parameter ranges, suggesting room for improvement
in robustness. The proposed 4D-VPLHM demonstrates positive values for both Lyapunov
exponents over all parameter ranges, indicating that the system remains stably in a hyper-
chaotic state across a wide parameter range. Unlike other systems, the Lyapunov exponent
distribution of the 4D-VPLHM is much more stable, without significant fluctuations or
obvious periodic windows, indicating that its dynamic behavior is more stable and robust.

2.2.4. Permutation Entropy

Permutation entropy (PE), introduced by Bandt and Pompe [22], is a robust and
computationally efficient metric for evaluating the complexity of time series by quantifying
the diversity of ordinal patterns. It reflects the degree of disorder in the system output: the
higher the PE value, the stronger the randomness and unpredictability. In our study, PE is
computed for the proposed 4D-VPLHM and five other classical or improved chaotic maps
under varying control parameters, as shown in Figure 5.

The results show that the PE of the classical Sine system exhibits significant periodic
fluctuations as the parameter µ changes, with low entropy overall, only reaching higher
values in certain parameter ranges, indicating poor randomness and instability. The 2D
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Logistic system shows nearly zero entropy over most parameter ranges, with a brief peak
at λ1 ≈ 0.6, which quickly drops, indicating a lack of randomness and unpredictability
in most cases. The 2D-ILM, 2D-ASCC, and 2D-CLSS systems gradually increase their
entropy values as the control parameters increase, but their entropy values are not ideal
at lower parameter values and are not stable. In particular, the 2D-ASCC shows a sharp
decline in entropy around µ ≈ 0.2, which severely limits its use in encryption. In con-
trast, the proposed 4D-VPLHM exhibits stable, higher PE values across the full parameter
range, indicating that the system consistently produces highly unpredictable sequences.
The PE values show smooth transitions and high entropy across the entire parameter
range, confirming that the proposed variable-parameter strategy can enhance the system’s
randomness and unpredictability effectively, ensuring the system is suitable for secure
encryption applications.

0 1 2 3 4 5 6
0.996

0.9965

0.997

0.9975

0.998

PE

4D-VPLHM

0 0.2 0.4 0.6 0.8 1
0

0.5

1

PE

2D-ASCC

0 0.5 1 1.5 2 2.5 3 3.5 4
0

0.5

1

PE

2D-CLSS

0 1 2 3 4 5
0

0.5
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2D-ILM
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0.5
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PE

Sine

0 0.2 0.4 0.6 0.8 1
0

0.5

1

PE

2D-Logistic(a) (b) (c)
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Figure 5. Comparison results of permutation entropy: (a) Sine chaotic system, (b) 2D-Logistic
chaotic system, (c) 2D-ILM chaotic system, (d) 2D-ASCC chaotic system, (e) 2D-ClSS chaotic system,
(f) 4D-VPLHM chaotic system.

2.2.5. NIST Randomness Test

In cryptographic applications, the core role of chaotic systems in image encryption is
to provide high-quality random sequences, which are essential for enhancing security. To
evaluate the randomness of the proposed 4D-VPLHM chaotic system, we employed the NIST
SP800-22 statistical test suite [23], which is designed for binary sequences. Since the output of
the chaotic system consists of floating-point numbers, we first converted each value into its
64-bit binary representation using the IEEE 754 double-precision format [24]. Each generated
sequence thus became a binary stream of length 64× 106. We generated 150 such sequences
with randomly selected parameters µ = 5× rand() and (S0, x0, y0) = (rand(), rand(), rand()),
and we repeated the testing process 10 times for statistical reliability. We used the standard
NIST evaluation metrics, including the pass rate and the average p-value, to assess randomness.
The detailed test results are reported in Table 1.

For each test, with a significance level α = 0.01, if the p-value is greater than 0.01,
the generated random sequence is considered random. For 150 test sequences, if 144 or
more sequences pass the test (with a pass rate ≥ 96.00%), the test is considered successful.
As shown in the table, considering the performance of both the P-value and pass rate,
the chaotic sequences generated by the 4D-VPLHM passed all 15 tests. Furthermore, in
over half of the tests conducted, the p-value exceeded 0.5, suggesting that the randomness
performance of the proposed chaotic system is notably robust.
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Table 1. NIST randomness test results for 4D-VPLHM.

Statistical Test
Proportion (%) p-Value Result

X Y X Y X Y

Frequency 98.60 98.80 0.7090 0.5958 Pass Pass
BlockFrequency 99.20 98.60 0.6188 0.2819 Pass Pass
CumulativeSums 98.70 99.00 0.4152 0.5557 Pass Pass
Runs 99.20 99.20 0.5572 0.5583 Pass Pass
LongestRun 98.90 98.20 0.3861 0.5634 Pass Pass
Rank 98.60 98.80 0.2963 0.6549 Pass Pass
FFT 99.40 99.80 0.5479 0.5751 Pass Pass
NonOverlappingTemplate 99.03 99.00 0.5043 0.4905 Pass Pass
OverlappingTemplate 98.40 98.80 0.5089 0.5792 Pass Pass
Universal 98.80 98.60 0.6656 0.3543 Pass Pass
ApproximateEntropy 99.00 98.60 0.3831 0.6586 Pass Pass
RandomExcursions 98.80 99.03 0.4347 0.3668 Pass Pass
RandomExcursionsVariant 99.36 99.05 0.4516 0.3889 Pass Pass
Serial 99.40 99.00 0.4892 0.6142 Pass Pass
LinearComplexity 98.40 98.40 0.7400 0.4620 Pass Pass

2.2.6. TestU01 Randomness Test

To further validate the randomness performance of the proposed 4D-VPLHM chaotic
system, a more stringent TestU01 test suite [25] was used. In the experiment, all chaotic
systems were initialized with the same initial conditions and configured to exhibit optimal
performance. Sequences of length 108 were generated and evaluated using the Alphabit,
BlockAlphabit, and Rabbit tests, which contain 17, 102, and 39 sub-tests, respectively,
designed to evaluate the quality of random sequences from various perspectives. The
experimental results are shown in Table 2.

Table 2. TestU01 randomness test results for six chaotic systems.

Chaos
Alphabit Test BlockAlphabit Test Alphabit Test

X Y X Y X Y

Sine 0/17 - 0/102 - 34/39 -
2D-Logistic 0/17 0/17 0/102 0/102 0/39 0/39

2D-ILM 17/17 3/17 101/102 15/102 39/39 8/39
2D-CLSS 0/17 4/17 0/102 39/102 4/39 25/39
2D-ACSS 0/17 4/17 3/102 13/102 5/39 10/39

4D-VPLHM 17/17 17/17 102/102 101/102 39/39 39/39

In all three tests, the proposed 4D-VPLHM demonstrated the best performance, sur-
passing both the classical Sine and 2D-Logistic systems. Additionally, it outperformed
all the advanced methods, including 2D-ILM, 2D-CLSS, and 2D-ASCC, in every test item.
These results further verify the excellent randomness of the proposed method.

3. A Fast Image Encryption Algorithm Based on the 4D-VPLHM and
Circular Shift Strategy

This section proposes a fast encryption algorithm at the row and column levels, based
on the chaotic sequences generated by the 4D-VPLHM hyperchaotic system and the circular
shift strategy. The core procedure of the algorithm is illustrated in Figure 6, which mainly
consists of key generation, chaotic sequence generation, row scrambling and diffusion, and
column scrambling and diffusion.
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Figure 6. Flowchart of the encryption scheme.

3.1. Key Generation

SHA-512, as a secure hashing algorithm, generates a 512-bit message digest for any
given digital message. This digest is highly unique and irreversible. In our study, we utilize
the SHA-512 algorithm to process the data of the image to be encrypted, generating a
unique identifier closely related to the image content. Subsequently, based on this identifier,
an algorithm is designed to compute the control parameters and initial values required for
the chaotic encryption process. These parameters and values serve as the encryption key,
ensuring that the encryption process is directly tied to the plaintext image content. The
detailed process is shown in Figure 7.
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Figure 7. Flowchart of key generation algorithm.

The detailed steps for key generation are as follows:

1. Generation and segmentation of a 512-bit hash value: To initialize the encryption
process, the plaintext image is first processed using the SHA-512 cryptographic hash
function, yielding a 512-bit binary string. This binary output is then partitioned into
64 segments of 8 bits each, with each segment converted into a corresponding decimal
value in the range of 0 to 255. These values are denoted as k1, k2, . . . , k64. Following
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the segmentation scheme illustrated in the corresponding flowchart, the 64 decimal
values are subsequently divided into four groups, each comprising 16 elements.

2. Intermediate parameter calculation: For each group, an XOR operation is performed
on all values, and the result is divided by 255 to generate 4 intermediate parameters,
denoted as H1, H2, H3, H4. The specific calculation method is as follows:



H1 = 4 ×
(
k1 ⊕ · · · ⊕ k4 ⊕ k9 ⊕ · · · ⊕ k12 ⊕ k17 ⊕ · · · ⊕ k20 ⊕ k25 ⊕ · · · ⊕ k28

)
255

H2 = H1 + 3 ×
(
k5 ⊕ · · · ⊕ k8 ⊕ k13 ⊕ · · · ⊕ k16 ⊕ k21 ⊕ · · · ⊕ k24 ⊕ k29 ⊕ · · · ⊕ k32

)
255

H3 = 2 × H2 + 2 ×
(
k33 ⊕ · · · ⊕ k36 ⊕ k41 ⊕ · · · ⊕ k44 ⊕ k49 ⊕ · · · ⊕ k52 ⊕ k57 ⊕ · · · ⊕ k60

)
255

H4 = 3 × H3 +

(
k37 ⊕ · · · ⊕ k40 ⊕ k45 ⊕ · · · ⊕ k48 ⊕ k53 ⊕ · · · ⊕ k56 ⊕ k61 ⊕ · · · ⊕ k64

)
255

(8)

3. Key calculation: Through the combination of four intermediate variables, the control
parameters and initial values required by 4D-VPLHM are obtained. The calculation
method is as follows: 

µ = 6 × mod[(H1 + H2)× 1012, 255]
255

S0 =
mod[(H2 + H3)× 1012 , 255]

255

x0 =
mod[(H3 + H4)× 10

12
, 255]

255

y0 =
mod[(H4 + H1)× 1012 , 255]

255

(9)

where the value of µ is in the range [0, 6], and the values of S0, x0, and y0 are all ion
the range [0, 1]. These values serve as the key control parameters and initial values for
the chaotic encryption process, ensuring a direct correlation between the encryption
process and the plaintext image content.

3.2. Encryption Algorithm

The control parameters and initial values are input into the 4D-VPLHM chaotic system
for iterative computation, generating two chaotic sequences with the same length as the
image’s row and column dimensions. These sequences serve as the random sources for
row and column scrambling–diffusion encryption, respectively. Subsequently, the circular
shift algorithm is applied to continuously generate new chaotic sequences from the 1D
chaotic sequences for XOR-based encryption of each row and column in the image. Each
encryption operation involves the result from the previous encryption step. The entire
encryption algorithm requires only one round of scrambling and diffusion to produce the
encrypted image while meeting the security and effectiveness requirements for digital
image encryption algorithms. The detailed computational steps are as follows:

Input: Plaintext image P, of size M × N, encryption key key = {µ, S0, x0, y0}.
Output: Ciphertext image C, of size M × N.
Step 1: Chaotic sequence generation:
The key is input into the 4D-VPLHM chaotic system for max(M, N) + T iterations,
where T is a constant, with T = 2000 chosen in this study. To eliminate transient phe-
nomena in the chaotic system, the first T output sequences are discarded. From the
x and y outputs of 4D-VPLHM, two chaotic sequences Ex and Ey of length 1 × max(M, N)

are obtained.
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Step 2: Row and column diffusion rules generation: From the output Ex, the first M
elements are selected to obtain the chaotic sequence Erow of size 1 × M, which has the same
length as the number of elements in each row of the plaintext image P, serving as the initial
row diffusion rule. Similarly, from the output Ey, the first N elements are selected to obtain
the chaotic sequence Ecol of size N × 1, serving as the initial column diffusion rule.
Step 3: Row and column scrambling rules generation: The chaotic sequence Ecol is sorted
in ascending order to obtain its corresponding index sequence Srow of size N × 1, which
serves as the row scrambling rule. Similarly, the column scrambling rule Scol is obtained
from the chaotic sequence Erow of size 1 × M.
Step 4: Row scrambling and diffusion: Using the row scrambling rule, one row at a time is
selected from the plaintext image P as the target for encryption. This process constitutes
the scrambling operation. The diffusion rule is then applied, converting the target row into
an integer sequence between 0 and 255, which is XORed with the corresponding row of the
plaintext. If it is not the first row, the result is further XORed with the previously encrypted
row, forming the diffusion operation. After each diffusion, the decimal elements of the
diffusion rule are cyclically shifted left by one position, yielding a new diffusion sequence
for the next row. After 15 shifts, a row-wise scrambling operation is applied to the diffusion
rule based on the magnitude relationships of the previous encryption results, preventing
identical diffusion rules from occurring. This process is referred to as the circular shift
algorithm. A computational example of this process is shown in Figure 8. The detailed
steps of row scrambling and diffusion are as follows:
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Figure 8. Example of row scrambling and diffusion encryption procedures.

Step 4.1: Initialization: Initialize the ciphertext storage matrix Crow of size M × N.
Step 4.2: Row scrambling: Traverse the row scrambling rule Srow in order, and for each
index i (where i ≤ M), select the i-th row of the plaintext image P(Srow(i), :) as the target
for diffusion encryption.
Step 4.3: Row diffusion: XOR the selected row P(Srow(i), :) with the row diffusion rule
Erow to obtain the encrypted row, which is placed in the ciphertext at the i-th position. For
i > 1, the result is further XORed with the previous row in the ciphertext. The diffusion
rule is as follows:

Crow(i, :) =

P[Srow(i), :]⊕ f loor
(

Erow × 1012 mod 256
)

, i = 1

Crow(i − 1)⊕ P[Srow(i), :]⊕ f loor(Erow × 1012 mod 256), i > 1
(10)

where floor(x) represents the floor function and mod(x) represents the modulus function.
Step 4.4: Circular shift: After completing the encryption for each row, the row diffusion
rule Erow is cyclically shifted left by one position for use as the scrambling rule for the next
row. After completing 15 shifts (corresponding to the effective precision of 16 digits for
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double-precision floating-point numbers), a row-wise scrambling operation is performed on
the diffusion rule based on the relative magnitude of elements in the previously encrypted
row Crow(i, :) to avoid duplicate diffusion rules during the shifting process. The circular
shift operation is as follows:

Erow(i, :) =

{
cycle(Erow), mod(i, 16) ̸= 0

cycle[Erow[sort[Crow(i − 1, :)]], mod(i, 16) = 0
(11)

where cycle(x) denotes the cyclic shift of the decimal positions of array elements, sort(x)
refers to the sorted index array, and Erow(x) represents the diffusion rule array rearranged
according to the index sequence x. Once the scrambling traversal is complete, the row
scrambling and diffusion process is finished.
Step 5: Column scrambling and diffusion: The column scrambling and diffusion processes
follow the same strategy as the row processes. The encryption object is the result of the row
scrambling and diffusion, Crow. The column scrambling rule Scol is applied to perform the
column scrambling operation, and the column diffusion rule Ecol is used for the diffusion
operation. After each column is encrypted, the column diffusion rule undergoes the same
circular shift operation. The final encrypted image C is obtained after completing the
scrambling and diffusion of all columns.

3.3. Decryption Algorithm

In this paper, the image encryption is implemented using a reversible XOR operation.
Consequently, the decryption of the encrypted image can be achieved through the inverse
process. The flowchart of the decryption algorithm is shown in Figure 9.

8×8
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Figure 9. Decryption scheme flowchart.

Input: Ciphertext image C of size M × N and key key = µ, S0, x0, y0.
Output: Plaintext image P of size M × N.
Step 1: Generation of the chaotic sequences. The chaotic sequences Ex and Ey are generated
following Step 1 of the encryption algorithm.
Step 2: Generation of the row and column diffusion rules. The row and column diffusion
rules are derived in accordance with Step 2 of the encryption algorithm.
Step 3: Generation of the row and column scrambling rules. The row and column
scrambling rules are obtained according to Step 3 of the encryption algorithm.
Step 4: Inverse column scrambling and diffusion. Each column of the ciphertext is
traversed sequentially as the target for decryption. The column diffusion rule is applied to
the corresponding column, and XOR decryption is performed. If the current row is not the
first row, the result is further XORed with the corresponding row of the previous column;
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this is the inverse diffusion process. After the inverse diffusion is completed, the decrypted
result is placed back into its original position according to the column scrambling rule,
which completes the inverse scrambling process. After each row decryption, the column
diffusion rule is cyclically shifted in the same manner as the encryption process. Detailed
steps for row scrambling and diffusion are as follows:
Step 4.1: Initialization. Initialize the plaintext storage matrices Pcol and Prow, both of size
M × N.
Step 4.2: Inverse Column diffusion. Traverse each column of the ciphertext C, with the
current position denoted as i, where i ≤ M. The first column C(:, 1) is selected as the target
for inverse diffusion decryption. The column diffusion rule Ecol is XORed with the column
to be decrypted. For i > 1, the XOR result is further XORed with the previous column of
ciphertext. The inverse diffusion rule is as follows:

Ccol(:, i) =

{
C(:, i)⊕ f loor[mod(Ecol × 1012, 256)], i = 1

C(:, i − 1)⊕ C(:, i)⊕ f loor[mod(Ecol × 1012, 256)], i > 1
(12)

Step 4.3: Inverse column scrambling. After the column decryption is complete, the
decrypted column is placed in the correct position in the plaintext using the column
scrambling rule Scol . The inverse column scrambling rule is given by

Crow[:, Scol(i)] = Ccol(:, i) (13)

Step 4.4: Cyclic shifting. The column cyclic shifting operation is performed according to
Step 4.4 of the encryption process.
Step 5: Inverse row scrambling and diffusion. Following the same procedure as the
inverse column scrambling and diffusion, the decryption target is the result of inverse
column scrambling and diffusion Crow. The row scrambling rule Srow is used to perform
the inverse row scrambling, while the row diffusion rule Erow is applied to reverse the
diffusion operation. After each column is diffused, the column diffusion rule is cyclically
shifted according to the same rules as the encryption process. Once the row scrambling is
complete, the final decrypted result P is obtained.

4. Improved Binary Level NPCR and UACI
4.1. NPCR and UACI

The Number of Pixels Change Rate (NPCR) is a metric used to quantify the difference
between two images by comparing the pixel values at corresponding positions. If the pixel
values differ, the number of differing pixels is recorded. After the entire image is traversed,
the proportion of differing pixels relative to the total number of pixels is computed to
provide a quantitative description of the image difference. Let P1 and P2 represent the two
compared images, both of size M × N with 256 grayscale levels. The NPCR is calculated as
shown in Equation (14):

NPCR(P1, P2) =
M

∑
i=1

N

∑
j=1

|Sign(P1(i, j), P2(i, j))|
M × N

× 100% (14)

where the Sign(x, y) function represents the sign function. It is defined as 0 when the pixel
values at the corresponding positions are the same and 1 when the pixel values differ. Thus,

Sign(x, y) =

0, x = y

1, x ̸= y
(15)
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The theoretical value of NPCR for two random images is 99.6094%.
The Uniform Average Changing Intensity (UACI) is used to measure the average

intensity of pixel changes between two images. It calculates the pixel-wise differences
between the two images at corresponding positions, normalizing them relative to the
maximum possible difference (255), and then computes the average of these normalized
differences across all pixels. The mathematical definition of UACI is shown in Equation (16):

UACI(P1, P2) =
M

∑
i=1

N

∑
j=1

|P1(i, j)− P2(i, j)|
M × N × 255

× 100% (16)

The theoretical value of NPCR for two random images is 33.4635%.
Although NPCR and UACI are important metrics for measuring the similarity between

two images, they have certain limitations in specific cases. For NPCR, when two images
differ at all corresponding pixel positions, it reaches its theoretical maximum. However, if
the differences between the pixel values are minimal, NPCR might indicate a large change
between the images, even though they visually appear almost identical. For example, we
created a new image by adding 1 to every pixel value of the Female image. The NPCR
value of the new image is 100%, but visually it remains highly similar to the original image.
This suggests that relying solely on NPCR to evaluate the differences between images can
be misleading.

UACI partially addresses this limitation of NPCR by not only considering whether
a pixel has changed but also quantifying the magnitude of the change. However, due
to the theoretical value of UACI being 33.4635%, a pixel difference of approximately 85
is sufficient to achieve this value for grayscale images with 256 levels. In such cases,
although UACI reaches its ideal value, the overall visual effect of the image might still
be quite similar to the original. As shown in Figure 10c,d, Figure 10c was created by
adding 85 to each pixel of the original image, resulting in NPCR reaching 100% and UACI
approaching its theoretical value. Similarly, Figure 10d was constructed by flipping half
of the pixel values and modifying the other half by just one grayscale level, also resulting
in NPCR and UACI values near the theoretical values. However, visually, the image
retains substantial information from the original. This demonstrates that even when NPCR
and UACI values are high, if the encryption system is weak and the encrypted image
retains visible information from the original, these metrics may still overestimate the
encryption effectiveness.

(a) (b) (c) (d)𝑃 𝑃# 𝑃$ 𝑃%

𝑁𝑃𝐶𝑅 = 100%, 𝑈𝐴𝐶𝐼 = 0.3967% 𝑁𝑃𝐶𝑅 = 100%, 𝑈𝐴𝐶𝐼 = 33.7255% 𝑁𝑃𝐶𝑅 = 100%, 𝑈𝐴𝐶𝐼 = 33.6345%

Figure 10. Images constructed based on the original Female image. (a) The original Female image.
(b) Constructed image P1, obtained by adding 1 to each pixel value of the original image. (c) Resultant
image P2, obtained by applying a pixel difference of 85 to every pixel value of the original image.
(d) Resultant image P3, obtained by inverting half of the pixels of the original image and applying a
pixel difference of 1 to the remaining half.
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4.2. BL-NPCR and BL-UACI

Motivated by the sensitivity analysis of traditional NPCR and UACI metrics to high
pixel values, this section proposes an enhanced evaluation strategy by modifying the
number of pixel bits used in the computation. For an 8-bit grayscale image, each pixel
value ranges from 0 to 255 and can be represented by 8 binary bits. The contribution of the
i-th bit to the actual pixel intensity can be quantified as

I(i) =
2i−1

255
(17)

The contribution of each bit position is summarized in the Table 3.

Table 3. The percentage of information content carried by different bits.

Bit Index 1 2 3 4 5 6 7 8

Percentage (%) 0.3922 0.7843 1.5686 3.1373 6.2745 12.5490 25.0980 50.1961

As observed, the higher 4 bits (i.e., bits 5 through 8) collectively account for 93.1% of
the total pixel information. This dominant proportion indicates that variations in these bits
correspond to perceptually significant and substantial changes in image content, while dif-
ferences in the lower bits primarily reflect trivial or noise-level fluctuations. Consequently,
to reduce excessive sensitivity to negligible changes, we propose to compute the evaluation
metrics based only on the top 4 bits of the pixel values.

Accordingly, we introduce two modified metrics for assessing the resistance of en-
cryption schemes against differential attacks: Binary-Level Number of Pixels Change Rate
(BL-NPCR) and Binary-Level Unified Average Changing Intensity (BL-UACI). These met-
rics operate at the binary level of pixel values and aim to achieve a better balance between
robustness and representative accuracy in evaluating encryption performance.

The calculation process for BL-NPCR and BL-UACI consists of the following
two steps:

(1) Binary partitioning: Before calculating the metrics, the two images to be compared
are subject to bit-plane decomposition. Specifically, for each pixel value in the image, only
the higher 4 bits are retained, and the lower 4 bits are set to zero, resulting in a new image.
This process is denoted as B(x) and is defined by the following equation:

B(x) = x ∧ 240 (18)

where ∧ denotes the bitwise AND operation, and 240 (binary: 11110000) is used to preserve
the higher 4 bits and zero out the lower 4 bits.

Since the higher 4 bits of the pixel value provide a relatively accurate representation
of the image’s overall information, the image obtained after binary partitioning visually
differs little from the original, though the overall brightness is reduced. An example of the
original image after binary partitioning is shown in Figure 11.
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Figure 11. Binary partition example. (a) Example of pixel value bit-plane decomposition. (b) Bit-
plane decomposition of Female pixel values. (c) Bit-plane decomposition of pixel values in random
pixel maps.

(2) BL-NPCR and BL-UACI calculation: Once the binary partitioning is complete, the
NPCR and UACI calculation methods are applied to the partitioned images, specifically
calculating the pixel change rate and intensity. Let P1 and P2 represent the two images, and
the formulas for calculating BL-NPCR and BL-UACI are as follows:

BL-NPCR(P1, P2) =
M

∑
i=1

N

∑
j=1

|BL-Sign(P1(i, j), P2(i, j))|
M × N

×100% (19)

BL-UACI(P1, P2) =
M

∑
i=1

N

∑
j=1

|B(P1(i, j))− B(P2(i, j))|
M × N × 240

× 100% (20)

where BL-Sign(x, y) is an improved sign function applied to the binary partitioned pixel
values, defined as follows:

BL-Sign(x, y) =

{
0, B(x) = B(y)
1, B(x) ̸= B(y)

(21)

(3) Theoretical values: The range of BL-NPCR is 0–100%, and its expected value can
be expressed as

E
(

BL-NPCR
(

P1, P2
))

= E
(
|BL- Sign(P1(i, j), P2(i, j))|

)
(22)
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For two random images, the probability of change at a given pixel position (i, j) is
as follows: 

Prob
(∣∣BL-Sign

(
P1(i, j), P2(i, j)

)∣∣ = 0
)
=

16 × 16
256 × 256

=
1
16

Prob
(∣∣BL-Sign

(
P1(i, j), P2(i, j)

)∣∣ = 1
)
= 1 − 1

16
=

15
16

(23)

Thus, the theoretical expected value of BL-NPCR is calculated as follows:

E
(

BL-NPCR
(

P1 , P2

))
= 0 × 1

16
+ 1 × 15

16
= 93.75% (24)

BL-UACI’s range is also 0–100%, with larger values indicating greater difference
between the images. The expected value of BL-UACI is calculated as

E
(

BL-UACI
(

P1 , P2

))
= E

(∣∣B(P1

(
i, j
))

− B
(

P2(i, j)
)∣∣

240

)

=
1

240
E
(∣∣B(P1

(
i, j
))

− B
(

P2(i, j)
)∣∣) (25)

After binary partitioning, pixel values are reduced from 256 levels to 16 levels, with
pixel differences ranging from −240 to 240. The probability of each optional value is

Prob(
∣∣B(P1(i, j)

)
− B

(
P2(i, j)

)∣∣ = 0) =
1
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× 1 × 2

Prob(
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)
− B

(
P2(i, j)

)∣∣ = 16) =
1
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× 15
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× 2

...

Prob(
∣∣B(P1(i, j)

)
− B

(
P2(i, j)

)∣∣ = 224) =
1
16

× 2
16

× 2

Prob(
∣∣B(P1(i, j)

)
− B

(
P2(i, j)

)∣∣ = 240) =
1
16

× 1
16

× 2

(26)

The expected value of BL-UACI is calculated as

E
(

BL-UACI(P1 , P2)
)
=

1
240

(
0 × 1 × 2

16
+ 16 × 15 × 2

256
+ · · ·+ 224 × 2 × 2

256
+ 240 × 1 × 2

256

)

=
85
240

≈ 35.4167%

(27)

Performance Analysis

The metrics were computed for the three images constructed earlier, and the results
are presented in Table 4.

Table 4. BL-NPCR and BL-UACI calculation results for Female image.

Image NPCR (%) UACI (%) BL-NPCR (%) BL-UACI (%)

P vs. P1 100 0.3967 0.8667 0.4096
P vs. P2 100 33.7255 6.8314 29.8235
P vs. P3 100 32.6345 0.4715 27.3170

The results indicate that although NPCR and UACI yield high values in certain cases,
BL-NPCR and BL-UACI more accurately reflect the true differences between the images.
In situations where the visual effect is similar but traditional metrics show high values,
BL-NPCR and BL-UACI exhibit a significant deviation from their theoretical values, further
confirming their advantage in quantifying the differences between images.
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5. Simulation and Analysis
In order to verify the security and feasibility of the algorithm proposed in this chap-

ter, five representative test images were selected, including natural images (Female and
Boat), texture images (Gray), text images (Text), and medical images (X-ray). Additionally,
211 images from The USC-SIPI Image Database [26] were used as an extra test set to ensure
the comprehensiveness and diversity of the analysis. The hardware environment for the
experiment was a CPU Intel Core i7 2.6 GHz processor, 16GB memory, and Windows 10
operating system. The software environment was MATLAB 2016b.

5.1. Simulation Results

Figure 12 illustrates the encryption and decryption effects of the proposed encryption
system on various test images. The first row shows the original test images, the second row
shows the corresponding encrypted images, and the third row shows the images restored
by the decryption algorithm.

(a) (b) (c) (d)

(e)

(e)

(f) (g) (h) (i) (j)

(k) (l) (m) (n) (o)

Figure 12. Encryption and decryption simulation results. (a–e) Original images of Female, Boat,
Gray, Text, and X-ray, respectively. (f–j) Encrypted images of Female, Boat, Gray, Text, and X-ray,
respectively. (k–o) Decrypted images of Female, Boat, Gray, Text, and X-ray, respectively.

From the result, it can be observed that the proposed encryption algorithm successfully
transforms the original images into encrypted images resembling random noise, effectively
hiding all identifiable information. The decryption algorithm is capable of accurately
recovering the encrypted images, maintaining consistency with the original images. Even
for the Gray image, which has a regionally repetitive pixel distribution, the encryption
algorithm is able to break its inherent regularity, demonstrating its resistance to chosen-
plaintext attacks.

5.2. Key Space and Key Sensitivity Analysis

The algorithm proposed in this paper uses the SHA-512 algorithm to derive a 512-bit
sequence from the plaintext image, which is then linearly combined with an initial value to
generate the initial values and control parameters used by the encryption system. Therefore,
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the key space is 2512. Given the current computational performance of computers, it is
impossible to crack this key using brute-force attacks [27].

To verify the key sensitivity of the proposed algorithm, Female was used as the
test image. The hash value at the i-th position after modification is denoted as Hashi.
The first and last positions of each block in Figure 7 (Hash1, Hash32, Hash224, Hash256,
Hash257, Hash289, Hash480, and Hash512) were selected as representatives. Subsequently,
the modified key was employed to decrypt the image that had been encrypted using the
correct key. Some decryption results are presented in Figure 13.

(a) (b) (c) (d)

(e) (f) (g) (h)

Figure 13. Female figure key sensitivity test results. (a–h), respectively, shows the Hash1, Hash32,
Hash224, Hash256, Hash257, Hash289, Hash480, Hash512 position decryption result after key change.

From Figure 13, it can be seen that even a slight change in the key (altering only
one bit) leads to significant changes in the decrypted image. Each minor adjustment
in the key completely prevents the recovery of the original image, indicating that the
proposed encryption algorithm is highly sensitive to key changes. This sensitivity ensures
the security of the algorithm and effectively prevents key prediction attacks, thus enhancing
the encryption system’s resistance to attacks.

5.3. Robustness of the Cyclic Shift Algorithm

The encryption algorithm proposed in this paper relies on a cyclic shift algorithm,
which generates random sequences from a finite chaotic sequence for use in encryption.
To verify whether the chaotic sequences generated by the cyclic shift algorithm meet the
needs of the encryption algorithm and to compare their differences with sequences directly
generated from the 4D variable-parameter logistic map (4D-VPLHM), this section provides
a thorough verification of the randomness of the chaotic sequences generated by the cyclic
shift algorithm. Specifically, the chaotic sequence is set to a length of 107. Sequence x is
the output of the 4D-VPLHM chaotic system after 107 iterations; sequence y is based on
the 104 iterations of x from the 4D-VPLHM chaotic system, which is then processed by
the cyclic shift algorithm for 103 iterations and concatenated. Additionally, to evaluate the
effectiveness of the in-row scrambling operation in the cyclic shift algorithm, we recorded
the results without the in-row scrambling operation, denoted as sequence z.

The NIST randomness test results for the three types of chaotic sequences are shown
in Table 5. The NIST test results show that the y sequence, after cyclic shifting, passed all
the test items, indicating that the cyclic shift strategy can effectively retain the randomness
of the original sequence while expanding the data length, meeting the strict randomness
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requirements of secure encryption algorithms. However, upon observing the results for the
z sequence, it was found that the randomness level drastically dropped after removing the
in-row scrambling operation, passing only three tests. This highlights the critical role of the
in-row scrambling operation in maintaining the chaotic performance.

Table 5. NIST randomness test results of the cyclic shift algorithm.

Statistical Test
Proportion (%) P-Value Result

x y z x y z x y z

Frequency 98.60 98.80 100.00 0.7090 0.6523 0.0000 Pass Pass fail
BlockFrequency 99.20 98.40 100.00 0.6188 0.5106 0.0554 Pass Pass Pass
CumulativeSums 98.70 98.50 100.00 0.4152 0.2949 0.0000 Pass Pass fail
Runs 99.20 99.20 100.00 0.5572 0.4227 0.0000 Pass Pass fail
LongestRun 98.90 99.20 100.00 0.3861 0.6572 0.0000 Pass Pass fail
Rank 98.60 99.40 100.00 0.2963 0.1463 0.0000 Pass Pass fail
FFT 99.40 99.20 99.00 0.5479 0.3060 0.1719 Pass Pass Pass
NonOverlappingTemplate 99.03 98.98 100.00 0.5043 0.5150 0.0000 Pass Pass fail
OverlappingTemplate 98.40 98.60 100.00 0.5089 0.6960 0.0000 Pass Pass fail
Universal 98.80 97.80 100.00 0.6656 0.4701 0.0067 Pass Pass fail
ApproximateEntropy 99.00 98.20 100.00 0.3831 0.5179 0.0000 Pass Pass fail
RandomExcursions 98.80 98.84 100.00 0.4347 0.4151 0.0040 Pass Pass fail
RandomExcursionsVariant 99.36 99.16 100.00 0.4516 0.3662 0.0669 Pass Pass Pass
Serial 99.40 98.30 93.00 0.4892 0.6239 0.0000 Pass Pass fail
LinearComplexity 98.40 99.20 100.00 0.7400 0.4464 0.0000 Pass Pass fail

Further, we conducted the TestU01 test and efficiency tests for the generation of
chaotic sequences, with results shown in Table 6. The TestU01 results further confirm
the aforementioned conclusion. The chaotic sequence y shows only a slight decrease in
performance compared to the 4D-VPLHM in three of the tests but still maintains high
randomness. In terms of time efficiency, generating a chaotic sequence of length 107

with the cyclic shift algorithm requires only 0.0863 seconds, whereas generating the same
sequence directly via 4D-VPLHM takes 1.6016 seconds, resulting in a significant speedup.
Thus, the cyclic shift algorithm effectively accelerates the chaotic sequence generation
process while ensuring randomness, achieving an efficiency approximately twice that of
the approach without the cyclic shift strategy.

Table 6. TestU01 randomness test results and time consumption comparison of the cyclic shift algorithm.

Results
TestU01

Time (s)
Alphabit Test BlockAlphabit Test Alphabit Test

x 17/17 102/102 39/39 1.6016 ± 0.0228
y 17/17 99/102 37/39 0.0863 ± 0.0127
z 1/17 0/102 0/39 0.0545 ± 0.0023

5.4. Histogram Analysis

Digital images carry visual information through the distribution of their pixel values.
These pixel values are typically concentrated within certain ranges, manifesting as statisti-
cally significant patterns in the color channels of the image. The histogram is an intuitive
tool for reflecting the distribution of pixels, and by observing the shape of the histogram,
we can gather statistical characteristics about the image information. Figure 14 shows the
histogram changes of the test image before and after encryption.
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Figure 14. Histogram analysis results for test images before and after encryption. (a–e) represent the
histograms of the original images for Female, Boat, Gray, Text, and X-ray, respectively. (f–j) represent
the histograms of the encrypted images for Female, Boat, Gray, Text, and X-ray, respectively.

From the figure, it can be observed that before encryption, the histogram of the
test image exhibits clear concentration, with pixel values concentrated in specific ranges,
reflecting the statistical regularity of the image. However, after encryption, the histogram
of the image shows a more uniform distribution of pixel values, making it difficult to
discern any obvious patterns. This indicates that the proposed encryption algorithm
has successfully disrupted the statistical properties of the original image, making the
pixel value distribution more uniform, thus effectively resisting attacks based on image
statistical properties.

5.5. Information Entropy Analysis

Information entropy is a crucial metric for measuring the randomness and information
content of image pixels. It quantitatively describes the degree of disorder in the pixel
values and the uniformity of their distribution. In image encryption, a higher entropy value
indicates a more uniform pixel distribution, making it harder to predict. For a 256-level
grayscale image, the theoretical maximum entropy value is 8. The formula for calculating
information entropy is

H(P) = −
255

∑
i=0

ρ(i) log2 ρ(i) (28)

where p(i) is the probability of a pixel having value i.
Table 7 presents the entropy values before and after encryption for different test images.

It can be observed that the entropy of the encrypted images is significantly higher than that
of the original images and approaches the theoretical maximum value of 8. This indicates
that the pixel distribution of the encrypted images is nearly uniform, greatly enhancing
their information content, and making it impossible to extract any useful information
through simple statistical analysis.

Table 7. Information entropy test results.

Image Female Boat X-Ray Text Gray Lena SIMP

Plain 7.1325 7.2361 7.5574 5.2645 5.4029 7.5150 6.6121
Ciphertext 7.9992 7.9991 7.9992 7.9994 7.9992 7.9993 7.9993

Furthermore, we compared the encryption entropy values of the proposed algorithm
with several existing encryption methods applied to the Lena image. Table 8 shows that
the entropy value of the proposed algorithm’s encrypted image is 7.9993, significantly
higher than that of other methods, indicating that the proposed algorithm performs best in
increasing entropy.



Mathematics 2025, 13, 1497 24 of 31

Table 8. Information entropy comparison results for the Lena image.

Algorithm Ref. [28] Ref. [29] Ref. [30] Ref. [31] Ref. [32] Ref. [33] Ours

Information entropy 7.9974 7.9560 7.9977 7.9971 7.9992 7.9972 7.9993

5.6. Correlation Analysis of Adjacent Pixels

In natural images, there is typically a strong correlation between adjacent pixels, which
allows for the use of statistical properties in image compression, transmission, and analysis.
The effectiveness of an encryption algorithm is often measured by its ability to destroy this
inherent correlation, thereby enhancing the security of the image. To evaluate the ability of
the proposed encryption algorithm to break down the correlation between adjacent pixels,
this section analyzes the Female image before and after encryption. We randomly selected
5000 pixels from both the encrypted and original images and visualized their distributions
in the horizontal, vertical, and diagonal directions. Figure 15 shows these distributions.
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Figure 15. Adjacent pixel distribution of the Female image before and after encryption. (a–c) depict
the distributions of adjacent pixels in the horizontal, vertical, and diagonal directions for the original
Female image. (d–f) illustrate the corresponding distributions for the encrypted Female image.

From the figure, it is clear that the unencrypted image exhibits noticeable clustering
in all three directions, showing high correlation, meaning that adjacent pixels are highly
linearly related. In contrast, the encrypted image shows a more uniform and random
distribution of pixel values, with no apparent pattern in any of the three directions, further
proving that the proposed algorithm effectively disrupts the pixel correlation and increases
the randomness and security of the image. To quantitatively analyze the correlation
between pixels, we used the Pearson correlation coefficient, calculated as follows:

ρ(x1, x2) =
E
[
(x1 − E(x1))(x2 − E(x2))

]
√

D(x1)
√

D(x2)
(29)

where E(x) represents the mean of the pixel values and D(x) represents the variance. The
calculated correlation coefficient ρ(x1, x2) quantifies the linear relationship between two
pixel values.

Table 9 presents the correlation coefficients of test images in the horizontal, vertical,
and diagonal directions before and after encryption. As observed, the original images
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exhibit high correlation in all three directions. However, after encryption, these correlation
coefficients drop to values close to zero, indicating that the pixel distribution has become
nearly random and the original correlation has been effectively eliminated.

Table 9. Adjacent pixel correlation results before and after encryption of the test image.

Image
Plaintext Ciphertext

Horizontal Vertical Diagonal Horizontal Vertical Diagonal

Female 0.9846 0.9694 0.9556 0.0016 0.0103 0.0029
Boat 0.9233 0.8865 0.8353 0.0029 −0.0144 −0.0106

X-Ray 0.9919 0.9866 0.9798 0.0017 −0.0015 −0.0018
Text 0.7098 0.7835 0.4811 −0.0001 0.0061 0.0014
Gray 0.9997 0.9942 0.9944 0.0022 0.0106 −0.0040
Lena 0.9556 0.9190 0.8816 −0.0015 0.0024 −0.0011
SIMP 0.8594 0.8494 0.7514 −0.0029 −0.0014 0.0001

Furthermore, we compare the encryption performance of the proposed algorithm with
several existing encryption algorithms on the Lena image. Table 10 presents the correlation
coefficients of adjacent pixels in different directions after encryption. As shown in the table,
the proposed algorithm achieves the lowest correlation coefficients in all three directions,
indicating its superior effectiveness in eliminating pixel correlations.

Table 10. Comparison of adjacent pixel correlation after encryption of Lena image using different
algorithms.

Direction Ref. [28] Ref. [34] Ref. [35] Ref. [36] Ref. [37] Ours

Horizontal −0.0158 −0.0030 0.0075 0.0021 0.0026 −0.0015
Vertical −0.0118 −0.0034 −0.0031 0.0099 0.0032 0.0024

Diagonal 0.0004 0.0099 0.0016 0.0011 0.0057 −0.0011

5.7. Differential Attack Analysis

Differential attacks are a type of chosen plaintext attack in which the attacker analyzes
the impact of small changes in the plaintext pixels on the resulting ciphertext, aiming to
deduce the key or the structure of the encryption algorithm. To ensure the security of
the encryption system, an ideal algorithm should exhibit high sensitivity, meaning that
even a slight change in a single pixel of the plaintext should result in a ciphertext that
appears completely random, preventing the attacker from extracting useful information
through differential analysis. To evaluate the proposed algorithm’s resistance to differential
attacks, NPCR, UACI, BL-NPCR, and BL-UACI are used as evaluation metrics. In the
ideal case, the theoretical values of these metrics are 99.6094%, 33.4635%, 93.7500%, and
35.4167%, respectively, indicating that the differences between the two images should
follow a random distribution.

In the experiment, we randomly selected one pixel from the test image, increased
its grayscale value by 1, and then applied the proposed encryption algorithm to both the
original and modified images. The NPCR, UACI, BL-NPCR, and BL-UACI values of the
ciphertexts were calculated, and the experiment was repeated 100 times to obtain statistical
averages. Table 11 summarizes the average values after 150 rounds of calculation.
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Table 11. Differential analysis results of test images.

Image NPCR (%) UACI (%) BL-UACI (%) BL-UACI (%)

Female 99.6074 (−0.0020) 33.4564 (−0.0071) 93.7463 (−0.0037) 35.4083 (−0.0084)
Boat 99.6082 (−0.0012) 33.4607 (−0.0028) 93.7394 (−0.0106) 35.4106 (−0.0061)
X-ray 99.6103 (+0.0009) 33.4543 (−0.0092) 93.7464 (−0.0036) 35.4074 (−0.0093)
Text 99.6112 (+0.0018) 33.4311 (−0.0324) 93.7533 (+0.0033) 35.3809 (−0.0358)
Gray 99.6117 (+0.0023) 33.5217 (+0.0582) 93.7551 (+0.0051) 35.4784 (+0.0617)
Lena 99.6076 (−0.0018) 33.4817 (+0.0182) 93.7590 (+0.0090) 35.4333 (+0.0166)
SIMP 99.6092 (−0.0002) 33.4611 (−0.0024) 93.7492 (−0.0008) 35.4119 (−0.0048)

From Table 11, it is evident that the proposed encryption algorithm performs excel-
lently on the four key performance indicators. Specifically, for the five test images, the
average deviations of the indicators from the theoretical expected values are all within
0.1%, strongly validating the algorithm’s high sensitivity to small changes in the plaintext
and its significant diffusion effect. Notably, the average performance on the SIMP dataset
further reduced this deviation to below 0.01%, demonstrating a significant improvement in
the stability of the method and further reinforcing its reliability in practical applications.

To further evaluate the advantages of the proposed method, we compared it with
existing similar algorithms. Table 12 lists the NPCR, UACI, BL-NPCR, and BL-UACI re-
sults for different algorithms applied to the Lena image, along with the deviations from
the theoretical values in parentheses. The data show that the proposed algorithm consis-
tently outperforms the other methods, indicating that it offers superior security against
differential attacks.

Table 12. Comparison of differential analysis results of different algorithms on the Lena image.

Algorithm NPCR (%) UACI (%) BL-UACI (%) BL-UACI (%)

Ref. [38] 99.6026 (+0.0068) 30.3008 (+3.1629) 93.7268 (+0.0232) 32.3934 (+2.0233)
Ref. [39] 99.5792 (+0.0302) 33.4532 (+0.0103) 93.7291 (+0.0209) 35.3867 (+0.0300)
Ref. [40] 99.5697 (+0.0397) 33.4100 (+0.0535) 93.6970 (+0.0530) 35.3270 (+0.0879)
Ref. [41] 99.6210 (+0.0116) 33.4750 (+0.0115) 93.6434 (+0.1066) 35.2921 (+0.1246)
Ref. [42] 99.6006 (+0.0088) 34.6379 (+1.1744) 93.5217 (+0.2283) 33.8523 (+1.5644)

Ours 99.6076 (−0.0018) 33.4817 (+0.0182) 93.7590 (+0.0090) 35.4333 (+0.0166)

5.8. Encryption Efficiency Analysis

Improving the encryption efficiency of an algorithm while maintaining its security is a
key goal in image encryption research. To evaluate the encryption efficiency of the proposed
algorithm, we analyze its performance using encryption time, encryption throughput (ET),
and the number of cycles per byte (NCPB). The calculations for ET and the number of
cycles are as follows:

ET =
size(byte)

time(second)
(30)

NCPB =
CPU Speed(Hertz)

ET(byte)
(31)

The encryption time in our experiments includes the total time required for key gener-
ation, chaotic sequence generation, row scrambling and diffusion, and column scrambling
and diffusion. To ensure the reliability of the results, we applied the proposed algorithm to
the Female image for 100 independent encryption operations and calculated the average
encryption time. The experimental results are summarized in Table 13.

From Table 13, it can be observed that the proposed algorithm achieves the shortest
encryption time in experiments with images of three different sizes. Additionally, its
encryption throughput is higher than existing schemes, and the number of cycles per
byte is lower. This demonstrates that the proposed algorithm, while ensuring security,
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also achieves high computational efficiency, making it suitable for real-time encryption
applications. Further analysis of the encryption time consumption across different image
sizes reveals that when the image size is increased by a factor of four, the encryption time for
other methods increases nearly fourfold, showing a clear linear growth trend. In contrast,
the proposed algorithm, thanks to the unique advantages of the cyclic shift algorithm, does
not exhibit a proportional increase in time consumption as the image size grows. This
phenomenon illustrates the proposed algorithm’s superiority in handling larger images
and avoiding additional computational overhead caused by chaotic sequence generation,
thus enhancing overall encryption efficiency.

Table 13. Encryption algorithm efficiency analysis results.

Algorithm
Encryption Time (s)

ET (256×256) NCPB (256×256)
256×256 512× 512 1024× 1024

Ref. [43] 0.0794 0.3062 1.41705 0.7871 3150.0244
Ref. [44] 0.2860 1.3640 3.5440 0.2180 11,346.4355
Ref. [45] 0.0318 0.1284 0.5345 1.9654 1261.5966
Ref. [46] 0.0625 0.2500 0.9845 1 2479.5532
Ref. [47] 0.0323 0.1536 0.7109 1.9349 1281.4331

Ours 0.0246 0.0618 0.2231 2.5406 975.9521

To validate this mechanism further, we encrypted Female images of different resolu-
tions and calculated the average encryption time. In addition, we designed two baseline
algorithms (Baseline1 and Baseline2) to compare the computational efficiency of traditional
encryption schemes:

1. Baseline1: This uses the same row–column permutation and diffusion algorithms, but
the chaotic sequence is generated over M × N iterations (equal to the total number of
pixels in the image).

2. Baseline2: This uses a simple pixel value encryption algorithm, and the chaotic
sequence is generated over M × N iterations.

In the experiment, we selected image sizes ranging from 64 × 64 to 4096 × 4096, with
a step size of 16, and executed 100 encryption operations for each size, calculating the
average encryption time and variance. The experimental results are shown in Figure 16.
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Figure 16. Comparison of image encryption time for different sizes.

From the results, we can observe that as the image size increases, the encryption
time for Baseline2 grows the fastest, followed by Baseline1. In contrast, the encryption
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time for the proposed method increases the slowest. This indicates that for large image
encryption tasks, traditional methods experience performance degradation due to the
high computational cost of chaotic sequence generation, whereas the proposed cyclic
shift mechanism effectively reduces the time consumed by chaotic sequence generation,
enabling better adaptation to large-scale image encryption needs. Moreover, throughout
the entire size range, the proposed algorithm’s computational efficiency remains stable,
demonstrating excellent scalability and computational advantages.

6. Conclusions
With the rapid advancement of network technology, the transmission of digital im-

ages over the internet has become increasingly frequent, raising significant security con-
cerns, particularly for confidential and personal image data. Chaos-based encryption
schemes, owing to their inherent randomness and sensitivity to initial conditions, have been
widely recognized as effective solutions. To address the limitations of traditional chaotic
systems this paper proposes a novel four-dimensional variable-parameter hyperchaotic
map (4D-VPLHM) by integrating the one-dimensional Sine chaotic map and the two-
dimensional Logistic map. The proposed chaotic system exhibits a broader hyperchaotic
range and complex, unpredictable dynamics, enabling the generation of high-quality ran-
dom sequences. Based on this system, we develop a fast image encryption algorithm
that leverages a cyclic shift strategy to continuously generate high-randomness chaotic
sequences from a relatively small-scale seed sequence. This mechanism significantly en-
hances encryption efficiency and security, making the proposed algorithm well suited for
handling large-scale image encryption tasks in real-time scenarios.

Furthermore, to overcome the limitations of conventional differential attack resis-
tance metrics, we introduce an improved evaluation metric based on binary-level pixel
partitioning which assess variation intensity and rate at the binary representation level.
Experimental results confirm that these refined metrics provide a more precise and objective
assessment of encryption resistance against differential attacks, effectively addressing the
shortcomings of conventional evaluation methods.

Comprehensive experimental evaluations demonstrate the computational efficiency,
security robustness, and practical applicability of the proposed encryption scheme. Com-
pared with existing methods, our approach achieves higher encryption speed, enhanced
differential attack resistance, and reduced computational overhead, making it highly suit-
able for large-scale and real-time image encryption applications.

Although the proposed scheme demonstrates strong performance in grayscale im-
age encryption, several avenues remain open for future exploration. First, while the
variable-parameter scheme has proven effective in enhancing the chaotic behavior of
low-dimensional systems, future research could investigate more lightweight or structure-
adaptive variants to achieve higher efficiency in resource-constrained environments. Sec-
ond, the binary-level differential metrics proposed in this work provide a more stable
evaluation framework; however, their current design relies on a fixed high-bit selection.
Future studies may explore more adaptive or weighted schemes to further improve metric
robustness across diverse application scenarios. Third, as the present encryption design
targets grayscale images, extending the approach to color images—potentially by modeling
interchannel correlations—could enhance its applicability and security.
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