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Abstract: In the present paper, the models of structural analysis and evaluation of ef-
ficiency indicators (reliability, fault tolerance, viability, and flexibility) of a multi-core
processor with variable structure, equipped with multi-functional cores, are considered.
Using logical-probabilistic methods, the following has been developed: models for eval-
uating the reliability and fault tolerance of processor cores as multi-functional elements;
logical-probabilistic models of the shortest paths, flexibility, and performance conditions
for successful operation of multi-core processors based on multi-functional cores; and
models for estimating the reliability, fault tolerance, and lifetime of multi-core processors
considering all possible states of performance. The results of the structural analysis of
two-core and four-core processors and the trends of increasing the efficiency indicators of
multi-core processors are presented.

Keywords: multi-core processor; reliability; fault tolerance; modeling; variable structure
reconfigurable system

MSC: 68M15; 93B12

1. Introduction

Currently, a fundamentally new methodology for scientific research has been formu-
lated: mathematical modeling and computational experiment on modern computers. Using
a computational experiment, large and complex problems that require huge calculations
are solved. Such high performance can be achieved based on the development of parallel
computational algorithms (see, e.g., [1-8], where the algorithms for parallel computing
systems are developed). Along with this, there arises a problem regarding the reliability
of supercomputers.

Multi-core processors are widely used in modern computers to increase performance,
reliability, and energy efficiency. A multi-core processor consists of tightly connected
cores integrated into a single crystal with a common cache memory. Multi-core processors
are found in a variety of computing systems, including central processing units (CPUs)
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of general-purpose personal computers, networking, embedded, digital signal process-
ing (DSP), computer graphics (GPU), mobile phones, and other devices. In multi-core
processors, within one cycle, each core goes through four main steps, namely, receiving in-
structions and data, decoding instructions (for example, where the current instruction ends
and where the next one begins), execution (for example, performing arithmetic or logical
operations in an arithmetic logic unit), and memorizing the received result in processor
registers for quick access, which is eventually transferred to the RAM.

The number of cores in general-purpose personal computer’s processors is measured
in the tens of units; the number of cores for specialized chips can exceed 10,000, and the
number of cores in supercomputers (i.e., clusters of chips) can exceed millions. Accordingly,
the structural analysis of multi-core processor systems and the quantitative evaluation and
optimization of reliability and efficiency indicators due to the substantial number of all
possible states of the system belong to the class of large-scale, complex problems.

A common feature of multi-core processors is their ability to function in parallel mode,
which ensures the following:

1.  Performance improvement—the execution of the algorithm of a problem in parallel
mode reduces the time of execution;

2. Increasing economy—in a parallel system, the operating system distributes the execu-
tion of the problem between the cores;

3.  Energy efficiency—by distributing tasks between cores, it is possible to scale en-
ergy consumption;

4.  Increasing reliability—when one of the cores fails, the operating system replaces this
core with another core;

5. Improving fault tolerance—in case of hardware or software faults in any of the cores,
the multi-core system will continue to function successfully.

In multi-core processors, core reliability can be influenced by various factors, including
power consumption and temperature fluctuations at different clock frequencies, which
can degrade the processor’s overall reliability. To address this issue and strike a balance
between energy efficiency and reliability, dynamic power management with a focus on
reliability is suggested in [9]. Additionally, multi-core processors offer significant potential
for optimizing energy consumption by distributing tasks across cores. As highlighted
in [9], leveraging the parallelism inherent in multi-core processors can enhance not only
performance but also reliability.

Ref. [10] discusses the failures of the temporary or permanent nature of individual
elements in multi-core processors. A temporary failure can happen once and not be repeated
again. A permanent failure is mainly due to wear of the device and has a permanent nature.
The article proposes dynamic tools for checking the integrity of computing processes and a
method for increasing reliability at the microarchitectural level.

In [11], in order to increase the performance and reliability of multi-core processors,
the creation of a new computing environment was considered, in which, in the case of
failure of a core’s functional block (computing element), its function is transferred to a
private or shared memory block. This process can be performed when a functional block
experiences a failure (moves into an idle state), while a private or shared memory block
maintains a functional state. With such an approach, it is obvious that the fault tolerance
and the viability of the multi-core processor are increased. Ref. [12] discusses the reliability
issues of heterogeneous multi-core processors. In the article, it was shown that even minor
errors in problem processing by non-identical cores are a significant problem. To solve
the problem, in the article is given the detailed investigation of each running program’s
reliability characteristics with further dynamical distribution of the tasks between different
types of cores. Ref. [13] discusses NASA’s stringent reliability requirements for cosmos
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multi-core computing in terms of power, mass, and cost (expenses). If the processor core,
switches, or I/O or memory ports fail,

the computing load must be transferred to other resources on the circuit. Such an
approach is not perfect, since there are some failures that can bring the entire chip out of
order. But in general, the proposed approach can lead to a significant increase in overall
reliability, that is, the period of time during which the computer can ensure the performance
of the task. The effectiveness of this approach depends on a design of multi-core chip that
is optimized to minimize the probability of a single chip failure and an architecture that
can effectively eliminate the failure of cores, memory, and I/O elements.

The authors of article [14] fully share the opinions and approaches of the authors of
discussed articles. As in homogeneous multi-core processors, which include only identical
cores, in heterogeneous multi-core processors, which consist of non-identical cores, cores
with corresponding blocks are considered as multi-functional elements of a multi-core
processor system, since any core can perform different types of tasks, and to increase
reliability, tasks can be distributed among cores. Considering full or partial core failures,
multi-core processors belong to the class of multi-state systems, whose reliability models
more realistically describe the technical systems, as evidenced by the review of studies in
the article [14].

The work in [15] is likely the most closely related to the approach of enhancing the
reliability of multi-core processors by using their structural redundancy. According to
the authors, the widespread use of multi-core processors is due to their flexibility, high
performance, low power consumption, and internal redundancy. While multi-core pro-
cessors offer numerous benefits, reliability concerns must be addressed to ensure their
suitability for critical applications. The growing complexity and high levels of integration
in these systems can compromise their reliability and safety. To mitigate these issues, the au-
thors propose an approach that utilizes N-modular redundancy (NMR) combined with
M-partitioning to improve the reliability of parallel applications on multi-core processors.
A case study was conducted to validate this method, which involved two parallel bench-
mark applications executed with additional on-chip resources. The effectiveness of the
approach was assessed using the software-implemented fault injection (SWIFI) technique.

As technology advances, the power density of multi-core chips increases, leading to
the formation of hotspots that accelerate device aging and can result in chip failure. Efforts
to reduce power consumption through low-power techniques often compromise the relia-
bility of new generations of processors. To evenly distribute temperature across all cores,
a proactive mechanism is needed to predict future workload patterns and their associated
temperature changes, allowing preventive measures to be taken before hotspots develop.
Such proactive approaches depend on precise workload prediction engines. In [16], the au-
thors examined contemporary methods for forecasting workload dynamics and evaluated
their performance. They proposed a forecasting method based on support vector regression
(SVR), which effectively predicts workload behavior several steps ahead. To validate their
approach, the authors used PARSEC benchmark programs on an UltraSPARC T1 processor
running the Sun Solaris operating system, extracting architectural traces. These traces were
then used with McPAT and hotspot simulators to generate power and temperature profiles
for each core. The results demonstrated that the proposed method accurately predicts
workload and power dynamics, outperforming prior forecasting techniques.

In [17], a novel method leveraging machine learning was proposed to enhance CPU
scheduling in heterogeneous multi-core systems by employing a matching strategy that
boosts system throughput. This scheduling approach utilizes Long Short-Term Memory
(LSTM), artificial neural networks, and linear regression to predict parameters such as
instructions per cycle for threads executed on different cores. The predicted values are



Mathematics 2025, 13, 515

40f19

then applied in scheduling threads through a matching process designed to maximize
instructions per cycle. The findings revealed that artificial neural networks outperformed
linear regression in predicting instructions per cycle. According to the authors, the machine
learning-based scheduling method enhanced the performance of heterogeneous systems
by approximately 1.2 times and improves throughput by 20% compared to traditional
heterogeneous scheduling techniques.

The high performance of the underlying frameworks enables the generation and
collection of more data related to errors/failures, considering complex software stack
configurations, in a reasonable amount of time. When dealing with large datasets related to
multi-core CPU failures obtained from multiple failure campaigns, it is important to filter
out parameters (i.e., functions) that have no direct correlation with the system analysis of
soft errors. In [18], controlled and uncontrolled machine learning methods were proposed
to eliminate irrelevant information and detect correlations between failure injection results
and application and platform characteristics. This new approach provides the necessary
tools to explore new and more effective failure mitigation methods.

Regarding the reliability of multi-core processors, the articles discussed here and gener-
ally published in scientific journals rarely address the analysis of the structural /functional
redundancy of multi-core processors and individual core execution units, as well as the
issues of quantitative reliability assessment modeling from this perspective.

In this paper, we present logical-probabilistic methods for studying the struc-
tural/functional redundancy of multi-core systems and the results of combinatorial analysis.
For structural analysis, we initially construct a logical matrix and logical function of the
system’s functional resources (0, 1), describing the reconfigurable multi-core system’s struc-
ture. With the help of this matrix and logical function, we investigate the system’s structure
and flexibility, determine the shortest operational paths, and evaluate the conditions for its
functionality. At this stage, we also determine the total number of possible system states
and the proportion of those states that represent operational conditions.

By transforming the logical functions of the multi-core system’s structure using logical-
probabilistic methods, we obtain a form of the logical function where logical elements can
be replaced with probabilistic data, and logical operations are substituted by mathematical
operations. This approach allows us to derive a probabilistic representation of estimation
of the system’s reliability and perform a probabilistic assessment of reliability.

In the reliability assessment model for multi-core systems, the initial data consist not
of physical elements (such as cores or blocks), but of their functional capabilities, which are
represented as logical or probabilistic variables. These probabilistic data can be derived
based on statistical data and using Fuzzy Logic or using the Monte Carlo method. Using
these data, we construct a probabilistic matrix of the system’s functional capabilities, which
describe the potential capabilities of the multi-core system.

In the reliability model of multi-core systems, we consider the following constraints:
the system functions in parallel mode, with independent and non-recoverable partial
failures. Additionally, in the reliability model of a multi-core system, in the case of partial
failure of components, we account for an instantaneous switch to an operational mode that
ensures the system’s fault tolerance and the continuation of successful functionality. While it
is assumed that the reliability model includes relatively strict constraints, the combinatorial
and logical-probabilistic analysis of their structure, in a static mode, enables us to determine
the potential capabilities of the system and perform a comparative analysis of various
models [19-21].

In future research, we will explore the dynamic processes of multi-core system operation,
which can be described using a Markov model, taking time-related factors into account.
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2. The Reliability Assessment Model of a Multi-Functional Element

A multi-functional element (MFE) a is an element with functional redundancy, which
has the ability from the m > 1 number of functions assigned to the system to perform any
function f at any moment f from the set of its functional resources (functional capabilities)
F, = {fe| e € [1,k]}, k > 1 and, if necessary, switch to performing another function from
the set F, [19-22].

In multi-core processors, each core at any time moment can execute a certain instruc-
tion (algorithm, assignment, task, etc.) of the program (application), which can be called
a function assigned to the core at a given moment of time. Thus, in an n-core proces-
sor A = {ay,ay,...,a,}, thetask F = {fy, fa,..., fu} is distributed among the cores that
perform these tasks in sequence, parallel, or in a mixed (sequence—parallel) mode.

The number of cores # in the processor and the number of algorithms (tasks, functions,
etc.) m to be distributed between the cores and the number of functional resources k;,
i € [1,n] of each core of the processor represent the structural parameters of the multi-
core processor. The value of the system efficiency indicators depends on the size of these
parameters, their ratio (n > m > k;), and the structure of the function distribution between
the cores, which will be shown below. Depending on the number m of functions of the set
F, imposed on the multi-core processor, the MFE for a given system can be functionally
complete (k; = m, for example, in homogeneous multi-core processors) or functionally
incomplete (k; < m, for example, in heterogeneous multi-core processors due to non-
identical cores).

A system composed of multi-functional elements has many means of operation that
can be switched to in case of failure of any element. For example, in functioning a multi-
core processor, it might happen that the partial or entire failure of cores as multi-functional
elements with respect to the performance of the task algorithm occurs. In the case of
complete failure of the processor core, the core will be replaced with another working
core, and in the case of partial failure of the core, the operating system can redistribute the
task execution algorithm between the cores (i.e., implement interchangeability between
the cores), which ensures the successful execution of the task by the processor. Thus,
a multi-core processor is an adaptable system with a reconfigurable structure, which has
the property of maneuvering (reconfiguring) to ensure successful operation.

Each core of a multi-core processor represents a multi-functional element (multi-
functional element, MFE). When making quantitative assessment of its reliability, it should
be considered the ability to perform any one function at any moment of time or not to
perform one, two, or more functions from the set of its functional resources (functional
capabilities): F; = {fe| e € [1,k]}, k > 1.

In the article, we use F4 = {f1, f2, ..., fm} to denote the number of tasks assigned to
system A (a multi-core processor) at time moment f or the number of functions assigned
to the core execution blocks. We use F;, = {f1, f2,..., fki}/ 1 < ki < m, to represent the
functional capacity of each core (or block), with F;; C F4. When k; = m, we refer to the i-th
element as a functionally full multi-functional element. When k; < m, the i-th element is
referred to as a functionally incomplete element.

Operability of the MFE is such a state of the element when its main parameters are
within the acceptable limits, which correspond to the ability of the element to perform at
least one function from the set of its functional resources.

Inoperability of the MFE is its condition when it cannot perform any of its functions
from the set of functional resources.

A complete failure of the MFE is an event when an element goes from an operable
state to a non-operable state.
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Partial failure of the MFE is an event when the element’s loss of ability to perform
one or more functions does not lead transition to the state of inoperability, and the element
remains in the state of operability.

The MFE’s reliability assessment model should include all the operability states in
which it might be appear during functioning. When partial failures occur during the
operation of the MFE, the number of its functional capabilities is reduced, and when it
completely exhausts the functional capability resource, a full failure state occurs (although
the MFE can go from a functionally full state to a state of full failure instantaneously
without going through the partial failure phase).

As an example, we consider the k-functional schematic model of reliability of the MFE,
wherein the set of functional resources is F;, = {f.| e € [1,k;]} (see Figure 1).

a

[ £ ]

EINES

Fa

7]

Figure 1. MFE reliability model.

The set of all possible states of the MFE (f’ denotes a failure state)

={(fufor e S S f)ros o fhoo s St O (R S O}

is a set of such states wherein, at any time moment ¢, it is possible to have the ability to
perform all functions (be in a fully functional state) or be in a state of partial failure or full
failure. The number of all possible states of the k-functional MFE is d = card{G} = 2k,
from which the number of operability states will be d* = card{G*} = 2k — 1.

The tree of all possible states of the MFE is shown in Figure 2, where all branches
correspond to the MFE’s operational state except the rightmost branch, when the MFE has
lost the ability to perform all functions and is in a complete failure state.
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Figure 2. Tree of all possible states of MFE.
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The probability that the MFE has the ability to perform all the functions assigned to
the system, and that at any time t performs any one function of the set F, is expressed by
the formula

=

Pi(fi, far - f) = T L pe(f), 1)

j=1

where p;(f;) is the probability that function f;, j € [1, k], will be executed by the element at
a time moment ¢.

The probability that at a time moment ¢ the MFE can perform any one function of the
set F, except the k-th function will be the following;:

k-1 k-1
P(f1 for -0 f7) = (L= pe(fi)) - 11 pe(fi) = qi(fi) HPt(fj) )
j= j=

The probability that the MFE cannot perform any of the functions from the set F, at a
time moment ¢ will be the following:

k

Pfi, for - f0) = [T = pe(f)) = Ta:(f)- (3)

j=1 j=1

=

In the given formulas, p;(f;) is the probability of correct (without any failure) perfor-
mance of the j-th function of the F, set at time ¢, and g;(f;) is the probability of failure with
respect to the function f;.

It is clear that the sum of the probabilities of all possible states of the MFE is equal to 1.
Therefore, the reliability of the MFE—the probability that at a given time ¢ the element has
an ability to perform at least one function from the F; set, i.e., is in a functional state—will

be the following:
k

Pi(Fo) =11 = p:(fy), 4)

j=1

where P;(F,) is the probability that the MFE can operate at a time moment ¢, and p;(f;),
j € [1,k], is the probability that the MFE can perform each function [22].

3. Reliability of Structurally Reconfigurable Systems

The general schematic model of the reliability of the variable structure system com-
posed of MFEs can be presented in the following form (see Figure 3).

a1 ap am Am+1 an

A | A fi fi A f

f2 | f f2 f2 f2 f
] L L F I . F

f | fry fro frw frmsa fra

Figure 3. Reliability model of the MFE-based assembled system.

In the case of partial failure of any element in the system composed on the basis of
MEFEs, it is possible to redistribute the functions between the elements, which ensures
the successful operation of the system. Such a possibility makes the system flexible. Ac-
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cordingly, a multi-core processor based on multi-functional cores is a structurally reconfig-
urable system.

During system operation in a parallel mode, in case of partial failure of one of the MFEs
and in order to continue successful operation, it is possible to interchange the elements,
and in case of complete failure of the MFE, it is necessary to turn on the backup element.
In the mode of execution of functions in order, in addition to mutual replacement, it is also
possible to replace elements. That is, after performing its function, the MFE can replace
another element that cannot perform the function due to it at that moment.

The structure of a system based on the MFE is defined by the composition of func-
tional elements, their interconnections, and the distribution scheme of functions across the
elements. As previously mentioned, the key parameters of the structure of reconfigurable
systems are as follows:

n:  The number of cores in multi-core processor system A = {a;},i € [1,n];

m: The number of functions (tasks, assignments, etc.) F = (f1, f2,..., fm) assigned to the
system A;

ki:  The number of functional resources in each i-th MFE core;

ks: The total number of functional resources of all MFEs (i.e., the system’s total func-
tional resources);

ds:  The distribution scheme of functions between elements (structure).

Performance indicators of the system—the characteristics of reliability, flexibility,
resistance to failure, and vitality—are uniquely dependent on the specified structural
parameters and their interrelationship.

As mentioned above, a multi-core processor system has a flexible structure and is
reconfigurable due to the functional redundancy of cores. In the event of a partial failure
in any core related to its assigned function, it will be possible to replace the elements
(reorganize the system structure) to restore the condition where all functions assigned to
the system are performed simultaneously. It is also important to note that the efficient
operation of such systems depends not only on the parameters n, m, k, and ks, but also on
the distribution scheme J¢ of functions across the MFEs.

In order to evaluate the system’s reliability (infallible operation and resistance to
failure), we describe the condition of its operability.

By the system A = {a;| i € [1,n]}, the function F = {fj| j € [1,m]} is executed
successfully if at a given time moment all n* = m (n* < n) elements complete all f;,
j € [1,m] functions from the set F, imposed on the system, so that each element at any time
moment performs only one defined function from the set of its functional resources F;,.

When system A is composed of MFEs, then the function F can be performed by
different distributions of functions between MFEs.

The logical function F4 = (x1, Xy, . .., Xy), which connects the functional states of elements
with the states of system operability, is called the system operability function (SMF) [23].

The matrix of functional resources of the considered system is a (0,1) matrix
B(m x n) = [a;(f;)], where

() 1, if the employee 4; has the ability to perform function f;,
aj; ] =

0, if MFE g; does not possess the ability to perform function f;.

Then, the SMF will be written using the shortest possible approach of successful operation:

Sq = ai (fjy) &aiy (f,) & - &y, () =1 (5)
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where
h=12,...,.n—m+1

i2:i1+1,i1+2,...,n—m+2

im=iy—1+1iy_1+2,...,n
]1/]2//]me[1/m]/ ]l #]2##]”1/ qe[LNs]
Here, Ng is an indicator of system flexibility, which represents the number of shortest

ways for the distribution of functions between MFEs and their functioning.
The index of flexibility of the adjustable system N is calculated by the following formula:

Ng = per B(m x n)

where per B is a matrix permanent.

It follows from (5) that every shortest path includes the elements equal to 1 of the
matrix B(m x n), which are located in the intersections of different rows and columns.

It is clear that for n > m = k;, Ns = perB(m x n) = n!/(n —m)!, and for n = m = k;,
Ng = perB(m x n) =nl, i€ [1,n].

The system operability condition is described by the disjunction of all shortest paths
of functioning:

Ng
FA [al(fl),...,an(fm)] = U Sq. (6)
q=1

For example, the shortest approaches of functioning of the system composed of three
three-functional MFEs, according to Formula (5), are written by the following conjunctions:

S1=a1(f1) &aa(f2) &as(f3), S2 = a1(f1) &ax(f3) &az(f2),
S3 = a1(f2) &ax(f1) &a3(f3), Sy = a1(f2) &ax(f3) &az(f1),
Ss = a1(f3) &aa(f1) &as(f2), Se = a1(f3) &ax(f2) &asz(f1)-

According to the Formula (6), the system operability condition composed of three
three-functional MFEs can be written in the form of the following disjunction:

Falai(fi),a2(f;),a3(fk)] = S1US2US3US4 U S5 U S, 7)

wherei # j #k € [1,3].

The analytical form of describing the performance of a system with a reconfigurable
structure composed on the basis of MFEs allows us to obtain formulas for estimating system
reliability indicators using logical-probabilistic methods.

When the system is composed of MFEs, then as we mentioned above, in case of partial
failure of any of the MFEs in the system, it is possible to carry out such an exchange of
elements that ensures the continuation of the system’s operation. The probability of such
a system working without failure is determined by the sum of the probabilities of all
operating states:

Pa(F) = pr(fi,--0 f) X p2(frr - i) X o X p(f1s - fi)
+01(f1 o fi) X P2(frreo fin) X X pm(frs e L)+
o1l fi) X P2(fir oo fig) X X (o fi)
+p1(flr e fi) X P2(f1 fore oo fig) X X pm(fr e f,) o
+p1(fufareo i) X P2(fL for e fi)) X < pm (L fy o fien)s (8)
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where pq, p2, ..., pn are the probabilities of performing all or part of the set the functions
F = {fj| j € [1,m]}, by the element a;, i € [1,n], based on the functional capabilities of each
of them: F,, = {fj| j € [1, k] }.

In the case when p; = pp = -+ = py = p, the probability of the system working
without failure is determined as follows:

ks
Pa(F) =Y Ni(7)p"(1—p)=7, 9)
=0

where N () is a number of working states of the system under conditions of the y quantity
of missing functions; the p values are the probabilities of the elements’” ability to operate.

n!

- i—1 .

N(y) = n!(CZz_nn - N;,,), i€[1,nl], venn. (10)
i=1

where N is the number of mutually equivalent variants of the structure, in which the
number of ways to implement the function is equal to i, and the number # of structural
elements of failure-free operation is equal to 7y [20].

4. Applied Methods

For the structural analysis of reconfigurable systems and the quantitative assessment
of reliability criteria, we employ combinatorial analysis, sampling methods, and logical—-
probabilistic methods (the results are presented in Section 5).

Among the logical-probabilistic methods, we used the orthogonalization algorithm,
which is based on the formula for the decomposition of Shannon’s theorem:

flxg, ..., xn) = xifl(i) (xX1,...,%n) \/Yiféi)(xl, e, Xp). (11)

A description of the orthogonalization algorithm and the proof of its two main theo-
rems are provided in [23].

By using this algorithm, the logical function representing the system’s operability
condition initially described in its disjunction normal form (DNF) was transformed into
its orthogonal disjunction normal form (ODNF). In a logical function expressed in its
ODNF, each member is pairwise orthogonal (their logical product equals 0), which enables
the replacement of the logical function with a probabilistic representation. Our objective
was to apply an algorithm that would generate an ODNF with the fewest possible terms.
To achieve this, we used two theorems, which we present without their proofs (the proofs
of both theorems can be found in [23]).

Theorem 1. The negation K} of an r-rank elementary conjunction of K; = x1xy - - - x,, which does
not contain the negations of logical elements, is equivalent to the following disjunction:

Ki=x]Vxixh V- -V -x,_1x). (12)
Its members are pairwise orthogonal.

The proof of (12) is straightforward if we apply Shannon’s decomposition theorem
sequentially for the variables x1, xp, ..., x,_1 to the r-rank elementary disjunction:

! A !/
D; = xi‘] \% xgz Vv, (13)

which is derived using De Morgan’s formula from K; = x;x; - - - x, elementary conjunction.
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Indeed, by decomposing the logical function in Equation (13) using Shannon’s formula
with respect to x1, we obtain the following;:

! !

/ ’ / / / /
VX2V Vg = (Va2 Ve Vg ) Va (0Vag? VeV )

! A / !
=2 VA (2 VgV vy, (14)
Then, by further decomposing with respect to x5, .. ., x,_1, we obtain the Equation (12).

Theorem 2. The Boolean logical function y(x1,Xa, ..., Xy ) represented as its DNF

n

flrxa, .. xm) =\ Ki(i <2™),
i=1

is equivalent to the function
f(x1,x0,...,xm) = Ky VK{Ka VKIKSK3 V - - - VKIK) V- - - V K], Ky (15)

The correctness of the given transformations is easily proven by De Morgan’s formulas
and Shannon’s decomposition theorem. If instead of each representation K} (i < n) we
insert its value obtained in the form of (5), we obtain the ODNF of the Boolean function [23].

The following steps should be performed to convert the Boolean function y(x1, ..., Xm)
to its ODNFE.

The validity of the given transformations is easily proven using Shannon’s decompo-
sition theorem. If we substitute the value of each expression K! (i < n) in Equation (15)
with its value obtained in the form of Equation (12), we obtain the ODNF of the Boolean
function f(x1,x2,...,%n). Let us describe the algorithm for transforming y(x1, x2, ..., Xm)
into the ODNF of a Boolean function:

1. First, we need to convert the Boolean function y(x1, x2, ..., X;;) into DNF (disjunctive
normal form).

2. Next, we renumber the DNF terms from 1 to n (n < 2m) in such a way that lower-rank
terms are assigned smaller numbers.

3. Using the above transformation, we define the ODNF of the function y(x1, xp, ..., Xm).

To reduce the number of operations, we perform the following simplifications in the
conjunction K{, K}, ..., K/_,K!: we equate to zero those DNF terms K; (j <i—1) thatare
orthogonal to the term K!.

By transforming the logical representation of the system’s operability condition into its
ODNF form, logical elements can be substituted with element-free probabilities, and logical
operations can be replaced with arithmetic ones. This transformation yields a formula to
calculate the probability of flawless system operation, representing the system’s reliability,

as follows: .

P{y(x1,...,xy) =1} = Y Pi(Ry,...,Ry), (16)
i=1
where the orthogonal terms of the function are written in the ODNEF, and R; represents the
probabilities of the truth values of logical variables x;, i € [1,n].
To demonstrate the orthogonalization algorithm, let us consider a simple example.
Let us consider a five-element logical function (Figure 4), where the reliability condition is
described by the following logical function and diagram:

y(x1,...,x5) = y(x) = (x1x3) V (x1x4) V (x2x4) V (x2%5).
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I
X1 F
{
X4
X2
— ] ”
Figure 4. Scheme of a representation of a five-element logical function.
We use the following notation:
Ki =x1x3;, Kp =x1x4; Kz = x4  Ks = x05.
Based on Theorem 2, we obtain the following:
y(x) = K1 VKK V K1 KKz V K K5 KKy, (17)

where
Ki=xjVxy=xiVxxs Ky=xjVvax,=x]Vxxy Kj,=x5Vxy=x)Vix,.

By multiplying the conjunctions K; and their negations, according to Formula (17), we
obtain the logical function y(x) written in the ODNF (orthogonal disjunctive normal form)
as follows:

y(x) = x1x3 V x1x5x4 V X x2x4 V X] 20X X5 V X1X0X5X) X5.

In the resulting ODNF, we can replace the logical variables with probabilistic variables
and logical operations with mathematical operations, which results in the following;:

P{y(x) = 1} = R1R3 + R1R4(1 — R3) + R2R4(1 — Rl)
+ RoR5(1 = Ry)(1 — Ry) + RiRaR5(1 — R3)(1 — Ry), (18)

where P is the probability of the logical function y(x) being true, and R; represents the
probabilities of the truth values of logical variables x;, i € [1,5].
When Ry = R; = R3 = R4 = Rs = R, Equation (18) takes the form of the follow-
ing polynomial:
P{y(x) =1} =4R* - 3R* - R* + R°. (19)

By substituting R = 0.5 into the polynomial (19), we obtain P{y(x) = 1} = 0.59375.
This exactly coincides with the reliability condition obtained using the sampling method,
where the number of operability states 19 is divided by the total number of all possible
states 32.

5. Discussion About Structural Analysis of Multi-Core Processors

Considering that for the ratio of structural parameters n = m > k;, i € [1,n], the num-
ber of all possible states is N = 2%z and forn > m = kj, i € [1,7n], the number of all
possible functional states is N = 2", of which the number of workable states is more than
50%, then the number of system workability states for n > 8 is expressed in astronomi-
cal numbers (where 1, m, and ky, are defined in Section 3). In such a case, to obtain the
system reliability estimation polynomial, it becomes necessary to use logical-probabilistic
methods—orthogonalization, intersection, or recurrent algorithm-based software—and to
evaluate system efficiency indicators using a computer [21].

For the structural analysis of multi-core processors, let us make a comparative struc-
tural analysis of dual-core processor A; with structural parameters n = m = k; = 2 and
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of the four-core processor A, with structural parameters n = m = k; = 4 according to
the system flexibility (Ns), reliability (P4 (F)), resistance to failure (g4 (7)), and structural
perfection (17 4) indicators.

The logical matrix of functional resources of a dual-core processor n = m = k; = 2 has
the following form:

a ar
1 1
BaRx2)=|l | | ‘

Based on the formula (5), the shortest ways of achieving successful functioning of the
system are recorded with the following conjunctions:

S1 = a1(f1) &aa(f2),
Sy = a1(f2) &az(f1).

The system has two ways of performing the function F; hence, its flexibility indicator
is Ng =n! = 2.

If we introduce the notations a1 (f1) = x1, a1(f2) = x2, a2(f1) = x3, and ax(f2) = x4,
the shortest ways of achieving successful operation can be written in the form of the
following logical matrix (see Table 1), with the help of which it is possible to calculate the
number of system performance states N7 (), v € [0,4], and the total number of working
states Ng.

Table 1. The logical matrix of the shortest ways of achieving successful operation in the case of
n=m=k =2.

Sq \ X X1 X2 X3 X4
Sq 1 0 0 1
S 0 1 1

S, is a way to perform the function F, where g € [1,n!], and x; is a conditional
structural element in the reliability model, j € [1,12].

In Table 2, for the number of failures v, v € [1, nZ], the numbers of all possible states
of the system Ny (1, 7), the number of operability states Ny (y), and the value of resistance
to failure g4 () are given. The same table shows the value of Ng(n) = )} Ny () and the
structure perfection index # 4, which is calculated by the following formula:

Nk

4= Ny (20)

where N, is the total number of all possible states, and Nr, is the total number of operabil-
ity states.

Table 2. The different indicators in the case of n = m = k; = 2.

v Num(n,v) Ni(n,7) 8a(7)

0 1 1 1

1 4 2 1

2 6 4 0.333

3 4 0 0

4 1 0 0

> NQ:16 NR=7 7714:0'375
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For a dual-core processor, where Ng(2) =7, Nqo(2) = 16, the degree of perfection of
the structure will be equal to the following:

Ng(2)

= = 0.375.
Nq(2)

1a(2)

To make the system reliability assessment model more understandable, let us consider
an example of a system with structural parameters n = m = k; = 2.

The schematic model of the reliability of a system composed of two dual-functional
elements (a dual-core processor is operating in parallel mode), considering (5), will have
the following form (see Figure 5).

ay an
A A

| . F
£ £

Figure 5. n = m = k; = 2 system reliability model.

The general form of the polynomial to calculate the reliability of the system n = m =
k; = 2 will be the following:

PA(F) = p1(f1, f2) x p2(f1, f2)
+ p1(fi, f2) X pa(fi f2) + p1(f1 f2) X p2(f1, f2) + pi(fu, £2) X p2(f1, fo)
+p1(f1, f2) X pa(f1, f2) + p1(f1 f2) X pa(f1, f2) + pi(fi f2) X pa(fu, f2)- (1)

As can be seen from the obtained result, in each set of the Formula (20), there are
different combinations of (f1, f») functions by both MFEs according to the condition of the
system’s operability. For the same values of probabilities of structural elements’ operability,
using logical-probabilistic methods, a polynomial is obtained:

Pa(F) =2p* — p*. (22)

When p = 0.99, the estimation of structural reliability of a dual-core processor will be
PA(F) = 2p* — p* = 0.9996.

Now, let us consider a four-core processor with structural parameters n = m = k; = 4
whose functional resource’s matrix has the following form:

B(4 x 4) =

O Y

11
11
11
11

e =y

The shortest ways for achieving the successful functioning of the system are given by
the following conjunctions:
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Pr(S2) = a1(f1) &aa(f2) &as(fs) &ay(f3),
Pr(S4) = a1(f1) &az(f3) &as(fa) &as(f2),
Pr(S¢) = a1(f1) &az(fs) &as(f3) &ag(f2),

Pr(Ss)
Pr(S10)

a1(f1) &ax(f2) &as(f3) & ag(fs),

Pr(S1)

Pp(S3) = a1(f1) &az(f3) &az(f2) &as(fs),
Pp(S5) = a1(f1) &ax(fa) &a3(f2) &as(f3),
Pp(S7) = a1(f2) &az(f1) &az(f3) &as(fs),
Pp(So) = a1(f2) & ax(f3) &az(f1) &as(fs),

Pr(S11)

a1(f2) &aa(f1) &asz(fa) &ay(f3),

a1(f2) &ax(f3) &as(fs) &ag(f1),

Pr(S12) = a1(f2) & a2 (fs) & az(f3) &as(f1),
Pp(S14) = a1(f3) &aa(f1) &as(fs) &ag(f2),
Pr(S16) = a1(f3) &aa(f2) &as(fa) &as(f1),

a1(f2) &ax(fs) &asz(f1) &ay(f3),

Pp(S13) = a1(f3) &a2(f1) &as(f2) & as(fa),
Pr(S15) = a1(f3) &aa(f2) &az(f1) & aa(fs),
Pp(S17) = a1(f3) & az(fs) &as(f1) &as(f2),
Pr(S19) = a1(fs) &aa(f1) &asz(f2) &as(f3),

Pr(S21)

a1(f3) &ax(fs) &as(f2) &ag(f1),

Pr(S18)
Pr(Sa0)
Pr(Sx»)

a1(fs) &aa(f1) &as(f3) &ag(f2),

a1(f1) &az(f2) &as(f3) &ag(f1),

Pr(Sos) = a1(fa) & ax(f3) & as(f2) &as(f1).

a1(f1) &az(f2) &asz(f1) &ay(f3),

Pr(S23) = a1(fa) & ax(f3) &as(f1) &as(f2),

The binary values x; of shortest paths for successful system operation are given in

Table 3, and the Ny () and g4(7y) values for different values of -y are given in Table 4.

Table 3. The logical matrix of the shortest ways of achieving successful operation in the case of

ki = 4.

m

n—=

X1 X2 X3 X4 X5 X6 X7 X8 X9 X10 X11 X12 X13 X14 X15 X16

Sq\xi

51

S2

S3

Sy

Ss

Se

S7

Sg

S

S10
S11

S12

S13
S14
S15

S16

S17
S18

S19

520
Sy

52
523
So4
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Table 4. The different indicators in the case of n = m = k; = 4.

v Ny (n,v) Ni(n,7) 8a(7)
0 1 1 1

1 16 16 1

2 120 120 1

3 560 560 1

4 1820 1812 0.996
5 4368 4272 0.978
6 8008 7432 0.928
7 11,440 9312 0.814
8 12,870 8010 0.622
9 11,440 4464 0.390
10 8008 1512 0.189
11 4368 288 0.0659
12 1820 24 0.0132
13 560 0 0
14 120 0 0
15 16 0 0
16 1 0 0

> Nq = 65,536 Nr =37,823 na = 0.57713

Since N (4) = 2!¢ = 65536 and N (4) = 37823, the structure perfection indicator
calculated by Formula (20) will be equal to 74 (4) = 0.57713.

For a quad-core processor n = m = k; = 4, for the same values of the probabilities of
the structural elements’ operability and using logical-probabilistic methods, the following
polynomial for the estimation of system reliability is obtained:

PA(F) = 24p* — 72p° — 96p” +234p® + 528p° — 1808p°
+2160p" —1392p'2 4 528p'® — 120p™* + 16p'> — p'°.

When p = 0.99, P4 (F) = 0.9999991, which indicates the higher reliability of a four-core
processor compared to a two-core processor.

If we consider the example, then a two-core processor with four operational blocks,
n =2 and m = 4, can be described by the following (0, 1) matrix:

a1(f1) a1(f2) ai1(f3) ai1(fa)

Balai(fj)] = w(fi) w(f) a(fs) afs)

7

where a;(f;) = 1if the j block of the a; core performs the f; function, and 4;(f;) = 0 in the
opposite case.
If we introduce notations

a1(f1) =x1, a1(f2) =x2, a1(fs) =x3, a1(fa) = x4,
a(f1) = x5, ax(f2) = x6, a2(f3) = x7, ax(fa) = xs,

then the shortest paths for the operation of a two-core processor are written by the follow-
ing conjunctions:
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S1 = x1XpX3X4, Sz = X1X2X3Xg, 53 = X1X2X4X7, S4 = X1X3X4Xe,
S5 = XoX3X4X5, S¢ = X1XpX7Xg, S7 = X1X3XeXg, Sg = XpX3X5Xg,
So = X1X4XeX7, S10 = X2X4X5X7, S11 = X3X4X5X6, S12 = X1XeX7X8,

S13 = XoX5X7Xg, S14 = X3X5X6Xs, S15 = X4X5XX7, S16 = X5XeX7Xg.

Using our application, which is based on combinatorial analysis and logical—
probabilistic techniques, the following outcomes were achieved:

¢ For p; = 0.99, where p; represents the probability of functionality for each functional
block, the processor’s faultlessness probability is P(Ar) = 0.9996;

e The total number of all possible functional states is N = 2" = 28 = 256;

*  The number of operational states is Ng = 81;

*  The processor’s structural perfection coefficient is 4 = Ngr/Nq = 0.31640625.

Thus, in Section 5 of the article, we discussed two cases:

1. The combinatorial structural analysis of two-core and four-core processors, with eval-
uations of flexibility, reliability, and fault tolerance;

2. The combinatorial structural analysis of the functional blocks of a two-core processor,
with modeling of the interchanging functions between blocks and evaluations of
flexibility, reliability, and fault tolerance.

6. Conclusions

In this paper, we discuss methods for structural analysis and quantitative evaluation
of reliability metrics for multi-core systems.

Models for evaluating the reliability indicators of multi-core systems have been de-
veloped, taking into account the following limitations: Only cases where cores or blocks
execute tasks or functions in parallel mode were considered; the cases of independent and
non-recoverable partial failures of system elements were also addressed. Additionally,
in the reliability model of the multi-core system, partial failures of elements were handled
by considering immediate switches to operational paths that ensure fault tolerance and the
continued successful operation of the system.

The structural analysis and evaluation of efficiency indicators (reliability, fault tol-
erance, viability, and flexibility) of multi-core processor composed with multi-functional
cores have been obtained. Using logical-probabilistic methods, the following has been
developed:

*  Models for evaluating the reliability and resistance to failure of processor cores as
multi-functional elements;

*  Logical-probabilistic models of the shortest paths, flexibility, and performance conditions
for the successful operation of multi-core processors based on multi-functional cores;

*  Models for estimating the reliability, resistance to failure, and viability of multi-core
processors considering all possible states of performance.

Based on the comparative analysis of the structural reliability indicators of two-core
and four-core processors, it was concluded that the more cores in a processor, the higher
the flexibility, structural perfection, reliability, and fault tolerance indicators, and therefore,
the more viable a multi-core processor is.
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