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Abstract

In federated learning, secure aggregation is essential to protect the confidentiality of local
model updates, ensuring that the server can access only the aggregated result without
exposing individual contributions. However, conventional secure aggregation schemes
lack mechanisms that allow participating nodes to verify whether the aggregation has been
performed correctly, thereby raising concerns about the integrity of the global model. To
address this limitation, we propose V-MHESA (Verifiable Masking-and-Homomorphic
Encryption–combined Secure Aggregation), an enhanced protocol extending our previous
MHESA scheme. V-MHESA incorporates verification tokens and shared-key management
to simultaneously ensure verifiability, confidentiality, and authentication. Each node gen-
erates masked updates using its own mask, the server’s secret, and a node-only shared
random nonce, ensuring that only the server can compute a blinded global update while
the actual global model remains accessible solely to the nodes. Verification tokens corre-
sponding to randomly selected model parameters enable nodes to efficiently verify the
correctness of the aggregated model with minimal communication overhead. Moreover, the
protocol achieves inherent authentication of the server and legitimate nodes and remains
robust under node dropout scenarios. The confidentiality of local updates and the un-
forgeability of verification tokens are analyzed under the honest-but-curious threat model,
and experimental evaluations on the MNIST dataset demonstrate that V-MHESA achieves
accuracy comparable to prior MHESA while introducing only negligible computational
and communication overhead.

Keywords: federated learning; secure aggregation; masking; homomorphic encryption;
verifiability; dropout resilience

MSC: 94A60; 68T07; 68M14; 68P27

1. Introduction
Federated learning (FL) [1] enables multiple distributed nodes to collaboratively train

a global model without sharing their raw data, thereby preserving privacy and reducing
data transfer. A central challenge in FL lies in protecting local model parameters during
aggregation, as individual updates can leak sensitive information through inference or
inverse attacks [2–4]. Secure aggregation protocols address this issue by allowing the server
to compute only the aggregated result of local updates without accessing any individual
updates. Over the years, various secure aggregation mechanisms have been proposed,
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leveraging techniques such as secure multiparty computation [5,6], differential privacy [7,8],
masking [9–16], and homomorphic encryption [17–29].

Masking-based schemes, which are among the most widely applied approaches for
privacy preservation in the federated learning, achieve efficiency by having nodes add
random masks to their local updates, which are designed to cancel out during aggregation.
Although conceptually simple, these schemes require pairwise mask sharing among all
nodes, which imposes communication and management overhead that scales with the
number of nodes. Additionally, dropout events necessitate extra procedures to recover
missing masks, further complicating the protocol.

Homomorphic encryption (HE)–based schemes protect local updates through encryp-
tion and enable direct aggregation over ciphertexts. However, they incur high compu-
tational overhead and often require the use of a shared secret key for encryption by all
nodes, creating a single point of failure. Multi-key HE [24] mitigates this issue by allowing
each node to use a distinct key, but the final decryption requires complex collaborative
operations among all participants.

To address these limitations, our previous work introduced MHESA (Masking-and-
Homomorphic-Encryption–Combined Secure Aggregation) [30], a hybrid scheme that
integrates the simplicity of masking with the robustness of homomorphic encryption. In
MHESA, local parameters are individually masked, and the masks are encrypted using
the CKKS homomorphic encryption scheme [29]. This design eliminates the need for
inter-node mask sharing, allows nodes to use distinct keys for homomorphic encryption,
and enables automatic decryption of aggregated masks at the server without additional
joint operations.

While MHESA effectively guarantees the confidentiality of local updates, it lacks mech-
anisms to verify the correctness and integrity of the aggregated results. Communication
errors, adversarial tampering, or server misbehavior can lead to incorrect aggregation, thereby
undermining the accuracy of the global model. Since the correctness of aggregation directly
affects the overall performance of federated learning, verifiability becomes indispensable.

In this paper, we extend MHESA by proposing V-MHESA (Verifiable Masking-and-
Homomorphic-Encryption–Combined Secure Aggregation), a novel protocol that ensures
both confidentiality and verifiability. The proposed scheme provides the following features:

• Correctness and integrity verification: In each learning round, nodes generate their
local updates in a verifiable form and additionally produce verification tokens
corresponding to randomly selected local parameter values. These tokens enable
lightweight yet reliable validation of the global update. The server simply aggregates
both the local updates and the verification tokens to obtain the global model update
and a global verification token. Using this global information, each node can verify
whether its own local parameters have been accurately reflected in the global model
update, thereby ensuring both correctness and integrity.

• Sever authentication: Local updates are generated using a pre-shared server secret,
ensuring that only the legitimate server can produce valid global model updates.

• Authenticated aggregation group and efficient shared-key management: During local
update generation, each node incorporates an additional random nonce that is shared
exclusively among the nodes. This design ensures that only the nodes—rather than the
server—can ultimately recover the true global model parameters. The initial random
nonce is distributed once during the setup phase, encrypted under each node’s public
key. In subsequent learning rounds, every node can independently refresh the nonce
without requiring any additional exchange or synchronization, thereby eliminating
both computational and communication overhead for nonce sharing. To form the
aggregation group of legitimate nodes, the server provides a fresh round nonce in



Mathematics 2025, 13, 3687 3 of 29

each learning round. Nodes respond by generating a simple authentication code over
the round nonce and their identifiers, enabling the server to authenticate participants.
Consequently, only nodes that return valid authentication codes are admitted into the
aggregation group, effectively preventing unauthorized nodes from contributing to
the learning process

• Robustness against dropouts: The proposed scheme preserves both confidentiality
and verifiability even when some nodes drop out or submit delayed updates.

We analyze the security of V-MHESA under the honest-but-curious threat model and
evaluate its performance on the MNIST dataset [31]. The experimental results demonstrate
that the proposed protocol achieves strong privacy protection, reliable integrity verifica-
tion, and robustness against dropouts, while incurring only negligible computational and
communication overhead.

The remainder of this paper is organized as follows: Section 2 reviews the related
work on secure and verifiable aggregation in federated learning. Section 3 presents the
proposed V-MHESA model, describing its algorithms and the federated learning protocol
in detail. Section 4 analyzes the security of the scheme, focusing on the confidentiality of
local updates and the unforgeability of global updates, and evaluates its performance in
terms of learning accuracy, aggregation correctness, and computational efficiency. Section 5
discusses the proposed model in depth, and Section 6 concludes the paper.

2. Related Work
Federated learning has inspired a wide range of secure aggregation techniques aimed

at preserving the confidentiality of client updates. Broadly, these studies can be categorized
into masking-based schemes, homomorphic encryption–based schemes, and more recent
verifiable aggregation approaches

Bonawitz et al. [9,10] introduced an additive masking protocol in which clients conceal
their local updates using pairwise masks that cancel during aggregation, ensuring that the
server only learns the sum of all updates. The protocol was later extended with Shamir’s
secret sharing to tolerate client dropouts. To further reduce the overhead of pairwise
exchanges, So et al. [15] designed turbo-aggregation, which performs circular aggregation
within subgroups to localize communication. Similarly, Kim et al. [16] proposed a group-
based masking protocol that clusters nodes by processing latency and location, thereby
reducing dropout sensitivity while providing a mechanism for public verification of mask
integrity without relying on Shamir’s scheme.

Another line of research employs homomorphic encryption (HE) to enable aggregation
over ciphertexts. Aono et al. [21] and Fang–Qian [22] proposed HE-based federated learn-
ing schemes in which local model parameters are encrypted with a common key, allowing
the server to compute encrypted aggregates. However, this single-key design requires all
participants to share the same secret key. Park–Lim [23] addressed this limitation by allow-
ing each node to use its own key pair, enabling the server to update the global model within
a distributed cryptosystem, although the design relies on an additional trusted computation
provider for decryption. Liu et al. [24] proposed a multi-key FHE (MKFHE)-based protocol
that allows nodes to encrypt under distinct keys while still supporting aggregation. Their
construction is round-efficient and supports dynamic participation by generating refresh
keys for newly joining nodes. To reduce payload size, Jin et al. [25] selectively encrypted
only privacy-sensitive parameters, thereby mitigating ciphertext expansion, albeit still
requiring a common HE key. Park et al. [30] introduced MHESA, a secure aggregation
scheme that integrates masking with multi-key homomorphic encryption. By combining
the simplicity and efficiency of masking-based aggregation with the strong confidentiality
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of homomorphic encryption, MHESA achieves secure aggregation while mitigating the
limitations of both approaches

While the above techniques provide privacy, they do not inherently guarantee that
the server aggregates updates honestly. Recent works therefore emphasize verifiability—
enabling clients to validate that the global update truly reflects their submitted inputs. Xu
et al. [32] proposed VerifyNet, which integrates secure aggregation with cryptographic
commitments, and Guo et al. [33] introduced VeriFL, which leverages homomorphic hashes
(HH) to allow fast and communication-efficient verification. To improve practicality under
dropouts, Buyukates et al. developed LightVeriFL, which employs lightweight homo-
morphic hashing [34]. Behnia et al. [35] presented e-SeaFL, reducing the aggregation to
a single round with authenticated vector commitments (VC). Peng et al. [36] designed a
communication-efficient protocol that combines single-mask encryption with lightweight
hash-based checks. More recently, Zhou et al. [37] proposed GVSA, which allows group-
level verification, while Xu et al. [38] and Li et al. [39] developed efficient and lightweight
verifiable secure aggregation protocols (LVSA) that remain robust under dropout and
adversarial manipulation. Table 1 compares the proposed V-MHESA with the previously
reported verifiable schemes, highlighting its key technical distinctions and improvements.

Table 1. Comparison of the characteristics of V-MHESA and existing verifiable federated learning schemes.

Characteristic V-MHESA VerifyNet
[32] VeriFL [33] LightVeriFL

[34]
e-SeaFL

[35]
Peng et al.

[36] GVSA [37] Xu et al.
[38] LVSA [39]

Components FL server,
Node

TA,
Cloud
server,
User

Aggregation
server,
Client

Central
server,
User

Aggregation
server,
User,

Assisting
nodes (AN)

TA,
Central
server,
User

Central
server,
Group

aggregation
server,
User

Server,
Compute

nodes,
Client

Aggregation
server,
User,

Assisting
nodes

Local
update

generation
Masking +

HE Masking Masking Masking Masking Masking Masking Masking Masking

Mask
generation

method

Non-
interactive

single mask
Pairwise

mask
Pairwise

mask
Pairwise

mask

Single mask
computed

with all
assisting

nodes

Single mask
+

HSS

Single mask
+

HSS

Single mask
+

HSS

Non-
interactive

single mask

Verification
mechanism

Masking-
based

verification
token

HHF +
Bilinear
Pairing

HHF +
Equivocal
Commit-

ment
(Amortized

Verifica-
tion)

EC-based
HHF + a

variation of
the

Pedersen
commit-

ment

HHF +
APVC (Au-
thenticated
Pedersen

VC)

HHF

Verification
Tag using

the
Hadamard

product
operation

Homomorphic
secret

sharing +
Masking-

based
verification

MAC

HHF +
Inner

Product
calculation

Additional
data size

for
verification

Selected
gradient set O(|w|) O(|w|) O(|w|) O(|w|) O(|w|) O(|w|) O(|w|) O(|w|)

Node
collaboration
during each

learning
(aggregation)

phase

X

O
(User

provides
all secret
shares for
the shared

key and
self-mask of
each user)

O
(Client

provides all
secret

shares for
the

self-mask of
each client,
its decom-
mitment

strings, and
decommit-

ment)

O
(User

exchanges
its encoded
mask and
commit-

ment with
other users)

O
(Assisting

node
provides

the sum of
the round
secrets for

users)

O
(Node

provides
the sum of

secret
shares

received)

O
(Node

provides
the sum of

secret
shares

received
within its

group)

O
(Client

provides
the sum of

secret
shares for
masking;
Compute

node
provides

the sum of
secret

shares for
verification)

O
(User

calculates
the inner

product of
its local

gradient)

Server
Auth. O X X X X X X X X

Node Auth.

O
(Hash-
based

authentica-
tion code)

X X X
O

(Digital
signature)

X
O

(Digital
signature)

X X

|w|: the size of local model parameter (gradient) set.
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Compared with prior approaches, the proposed V-MHESA requires neither a trusted
third party nor assistance from other nodes to verify the correctness of the global model. It
operates without requiring node collaboration—i.e., no additional communication between
nodes or between nodes and the server—during the learning phase. Moreover, it eliminates
the need for complex cryptographic primitives such as homomorphic hash functions (HHF)
or homomorphic secret sharing (HSS). Instead, each node generates lightweight verification
tokens for only a small subset of model parameters using a simple masking technique. The
federated server simply aggregates these tokens, while each node verifies the correctness
and integrity of the global model through basic arithmetic operations. This design results
in negligible computational overhead for verification. Furthermore, the proposed scheme
simultaneously provides server authentication, node authentication, and robustness against
dropout scenarios.

3. V-MHESA-Based Federated Learning Model
3.1. System Overview

The proposed federated learning model consists of a single federated server (denoted
as FS) and a set of N static nodes (each denoted as Ui). The nodes hold heterogeneous
local datasets of varying sizes that follow a non-IID distribution, yet each node possesses
sufficient computational resources to perform local training. All communication and
interaction occur exclusively between FS and each node through standard Internet connec-
tions. The federated learning process comprises two phases: (i) the Setup phase, during
which the cryptographic parameters required for secure aggregation are generated and
distributed, and (ii) the Learning phase, where local parameters are collected and the global
model parameters are updated. The Setup phase is executed only once at the beginning
of the learning process, whereas the Learning phase is iteratively repeated until the global
model converges.

At the t-th Learning phase, FS and nodes update the global and local model parameters
as follows: Given the global parameter wt−1 generated by FS in round t − 1, each node
Ui computes its local parameter

wt
i : = wt−1 − η∇Fi

(
wt−1

)
, (1)

where ∇Fi
(
wt−1) is the average gradient on its local dataset using the current model

wt−1 and a fixed learning rate η. If the size of dataset held by Ui is denoted by xi, then
the total size across all nodes is x = ∑i xi. Each node transmits its data-size-weighted
local parameter xi

x wt
i to FS. FS aggregates these weighted parameter to update the global

model as
wt = ∑N

i=1
xi
x

wt
i , (2)

and then shares the result with all nodes.
However, if the local parameter wt

i is directly exposed during aggregation, an adver-
sary could deduce sensitive information about the local datasets via inverse attacks [2–4].
Therefore, a secure aggregation protocol is required to ensure that wt

i remains confidential
while still allowing FS to correctly compute the global update. Building upon our prior
MHESA scheme, this paper introduces an enhanced protocol, V-MHESA, which satisfies
stricter security requirements. The system operates under the following threat model.

• Honest-but-curious model: FS and nodes securely maintain their private information
and do not collude with other parties. They strictly follow the prescribed proto-
col; however, they may attempt to infer additional information from legitimately
obtained data.
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Under this model, the proposed aggregation protocol is designed to satisfy the follow-
ing security requirements:

• Privacy of local parameters: Local datasets and parameters held by each node remain
confidential and are not exposed to any other nodes, FS, or any external entities.

• Correctness verification of global parameters: Each node can verify that its own local
parameters have been accurately incorporated into the global update.

• Integrity verification of global parameters: Each node can verify that the global
parameters have not been altered or tampered with during transmission, ensuring
that the received values match those generated by FS.

• Mutual authentication of sever and nodes: FS can authenticate that local parameters
were generated by registered nodes, while the nodes can authenticate that the global
parameters were genuinely produced by FS.

• Robustness against dropouts: Even if some nodes drop out during the aggregation
phase due to communication failures, the remaining nodes can continue the aggrega-
tion process, and FS can still compute a correct global update. Furthermore, if delayed
updates from dropout nodes arrive after aggregation, the privacy of all nodes’ local
parameters—including those of the dropout nodes—remain protected.

To realize secure aggregation, the protocol employs multiple cryptographic primitives:
Elliptic Curve Cryptography (ECC) for public-key encryption and decryption, SHA-256
for hashing, and the CKKS homomorphic encryption (CKKS-HE) scheme for privacy-
preserving aggregation.

Figure 1 illustrates the core aggregation workflow of the proposed V-MHESA model.
During each Learning phase, every node Ui generates its masked local update Di by masking
the local parameter wi with a mask Mi, it then produces the ciphertext Ei of Mi using
CKKS-HE and a verification token Ti. The resulting local update LUi = < Di, Ei, Ti > is
transmitted to FS. Upon receiving all LUis, FS simply aggregates them and, using its secret
S, derives the global model parameter GW and the global verification token GT. The global
update GU = <GW, GT> is then distributed back to all participating nodes. Each node
updates its local model using GW if and only if GU passes the proposed verification process.
Conversely, if a modified or forged global update (e.g., GUm due to transmission error
or GU f from a malicious actor) is received, the verification process fails. The node then
notifies the verification failure to FS and requests retransmission of a valid GU. Through this
mechanism, V-MHESA ensures that every node updates its local model only with a verified
and correct global model parameter, thereby preserving the integrity and correctness of the
overall federated learning process.

Figure 1. The core aggregation workflow of V-MHESA.
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3.2. MHESA: Masking and Homomorphic Encryption–Combined Secure Aggregation

We first briefly describe the baseline aggregation protocol, MHESA, which serves as
the foundation of our proposed model. In MHESA, each node Ui masks its local parameter
wi with a random value Mi chosen by the node, thereby ensuring confidentiality. To
enable automatic mask removal during aggregation at FS, each mask Mi is encrypted using
CKKS-HE scheme and transmitted together with the masked parameter. Importantly, this
encryption process embeds a partial decryption share generated by each node. As a result,
when the encrypted masks are aggregated, they are automatically decrypted into the sum
of the original masks. It should be emphasized that although the aggregated masks can be
recovered, the individual masks remain undiscoverable. FS thus computes the decrypted
sum of the encrypted masks and subtracts it from the sum of the masked local parameters,
thereby obtaining the average of the local parameters.

The MHESA protocol consists of the following six algorithms: KeyGen(), GroupKey-
Gen(), Ecd(), Dcd(), LocUpGen() and GlobUpGen(). Among these, the Ecd() and Dcd() algo-
rithms are identical to those defined in CKKS-HE scheme. For clarity, we reformulate the
two encryption and decryption algorithms, Enc() and Dec(), as LocUpGen() and GlobUpGen(),
respectively. The technical details of each algorithm are provided as follows:

For a positive integer M, Φ(M) is the M-th cyclotomic polynomial of degree n = ϕ(M).
R = Z[X]/(Xn + 1) is a power-of-two degree cyclotomic ring, andRq = Zq[X]/(Xn + 1)
be the residue ring of R modulo q. For Q = q2, a polynomial A(x) ∈ RQ is defined as
A(x) = ∑0≤i<n ai·Xi with the vector of its coefficients (a0, . . ., an−1) in Zn

Q. The coefficient
vector (a0, . . ., an−1) is denoted as A. For a real σ > 0, D(σ2) represents a distribution overR,
sampling n coefficients independently from the discrete Gaussian distribution with variance
σ2. For a positive integer h, HWT(h) is the set of signed binary vectors in {−1, 0, 1}n whose
Hamming weight is exactly h. For a real 0 ≤ ρ ≤ 1, the distribution ZO(ρ) draws each entry
in the vector from {−1, 0, 1}n, assigning a probability of ρ/2 for both −1 and +1, and a
probability of 1 − ρ for 0.

• KeyGen(n, h, q, σ, A, Q) generates a public–private key pair <pki, ski> and the commit-
ment ci for node Ui. It samples si ← HWT(h), vi ← ZO(0.5) and ei, e0i ← D(σ2). It sets
the secret key ski = (1, si) and public key pki = −A·ski + ei (mod Q). Then, it sets a
commitment ci for vi such as ci = A·vi + e0i (mod Q). It outputs <pki, ski, ci>.

• GroupKeyGen(PK, C, UT) generates a group public key PKT = ∑uj∈UT
pk j, a group

commitment CT = ∑uj∈UT
cj, and the total size of datasets XT = ∑ui∈UT

xi, for a given
node set UT ⊆ U, where PK = {pki}, C = {ci} and X = {xi} for all Ui in U. It outputs
<PKT , CT , XT>.

• Ecd(z; ∆) generates an integral plaintext polynomial m(X) for a given (n/2)-dimensional

vector z =
(
zj
)

j∈T ∈ Z[i]n/2. It calculates m(X) = µ−1
(⌊

∆·π−1(z)
⌉

µ(R)

)
∈ R,

where ∆ ≥ 1 represents a scaling factor, and π is a natural projection defined by(
zj
)

j∈Z∗M
7→

(
zj
)

j∈T for a multiplicative subgroup T of Z∗M satisfying Z∗M/T = {±1}.
µ is a canonical embedding map from integral polynomial to elements in the complex
field Cn. It computes a polynomial whose evaluations at the complex primitive roots
of unity in the extension field C correspond to the given vector of complex numbers.

• Dcd(m; ∆) returns the vector z = π ◦ µ
(

∆−1 ·m
)

for an input polynomial m inR, i.e.,

zj = ∆−1 ·m
(

ς
j
M

)
for j ∈ T.

• LocUpGen(wi, xi, XT , PKT , CT , ski, vi) outputs a secure local update LUi = < Di, Ei >

for a set of local parameters wi. It chooses a real random mask Mi ∈ R and generates
a masked local parameter Di =

xi
XT
·wi + Mi. To generate a ciphertext Ei for Mi, it

samples e1i ← D(σ2), generates a plaintext polynomial mi(x) = Ecd(Mi; ∆), and then
creates Ei = vi·PKT + mi + e1i + CT ·ski (mod Q).
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• GlobUpGen(LUT , UT) outputs a global model update w for given LUT = {LUi} for all Ui

in UT . It calculates D = ∑i∈LUT
Di and E = ∑i∈LUT

Ei (mod q). Here, E = ∑(mi + e′)
by CKKS-HE algorithm. It computes E′ = Dcd(E; ∆) = ∑ Mi. Finally, it generates
w = D− E′ = ∑ui∈UT

xi
XT
·wi.

Each node generates its own key pair <pki, ski> using the KeyGen() algorithm. FS then
generates a group public key <PKT , CT>, which is used to encrypt the masking values
of the nodes in the t-th Learning round, as specified in GroupKeyGen(). This group key is
constructed from the public keys of all nodes participating in the corresponding Learning
round. The local parameter wi of node Ui is masked with Mi, and Mi is subsequently
encrypted as defined in LocUpGen(). The ciphertext Ei of Mi includes both the encryption
of Mi under the group key <PKT , CT> and a partial decryption share generated using
the node’s secret key ski. Since Ei is encrypted with the group key, decryption would
normally require the combination of all partial decryption shares corresponding to the
secret keys of the nodes whose public keys contributed to the group key generation. In
the proposed scheme, however, each ciphertext already embeds the partial decryption
share of its corresponding node. Consequently, when all ciphertexts from participating
nodes are aggregated, decryption is automatically completed, revealing only the sum of
all masking values. Importantly, each ciphertext Ei contains only the partial decryption
share of its corresponding node. Since the partial decryption shares of Ei from other
nodes are not given, the individual mask values remain hidden, while only the sum of
the masks is recovered. Finally, FS can obtain the global model parameter w using the
GlobUpGen() algorithm.

Based on the above algorithms, the MHESA-based federated learning is performed
as follows:

At the Setup stage, FS collaboratively establishes system parameters and keys with
each node.

1. FS generates and publishes system parameters <n, h, q, σ, A, Q> to all nodes in U.
2. Each Ui generates its key pair and commitment <pki, ski, ci>← KeyGen(n, h, q, σ, A, Q)

and sends < pki, ci, xi> to FS.
3. FS sets PK = {pki}, C = {ci} and X = {xi} for all Ui in U.

At the t-th Learning iteration (t > 0), FS interacts with each Ui as follows:

1. FS broadcasts a new iteration start message to all nodes in U.
2. All available nodes respond with their xis.
3. FS sets the t-th node group UT for all replied nodes and generates group parameters

<PKT , CT , XT>← GroupKeyGen(PK, C, UT), and then broadcasts it to all nodes in UT .
4. Each Ui generates t-th local updates <Dt

i , Et
i >← LocUpGen(wt

i , xi, XT , PKT , CT , ski, vi)
for the t-th local parameter wt

i and sends it to FS. (The local learning process to
obtain wt

i from wt−1 with its local dataset is omitted.)
5. FS generates the t-th global model update wt← GlobUpGen(DT , ET , UT) and shares it

with all nodes in U.

3.3. Notations

Before providing the detailed description of the proposed V-MHESA protocol, we
summarize the main parameters and functions used throughout the paper in Table 2. These
notations are consistently used in the subsequent sections for clarity and precision.
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Table 2. Notations.

Notation Description

FS A federated learning server.
Ui, U The i− th node Ui in the set U of all nodes.

UR
A representative node that generates the initial random nonce hR0, shared only
among nodes in U.

S The master secret of FS, shared with all nodes.
IDi The identifier of Ui, randomly generated by FS.

K+
i , K−i The public/private key pair of Ui for ECC

pki, ski, ci The public/private key pair and commitment of Ui for CKKS-HE
xi, X The dataset size of Ui; X denotes the sum of all xi across nodes in U

UT The aggregation group of participating nodes in the t-th round.
XT The sum of all xis of nodes in UT .

PKT , CT The t− th group public key and group commitment for all nodes in UT .

hRt = PRG
(
hRt−1) The t− th hash− chained pseudo−

random value derived from the initial input hR0.
RNt The t-th round nonce generated by FS.

Rt, Rt
1, Rt

2
The t− th random nonces shared only among the nodes, where Rt is generated
from both hRt and RNt, and Rt

1, Rt
2 are derived from Rt.

idxt The t-th set of parameter indexes randomly selected by FS for verification.

ACi An authentication code of Ui to prove its legitimacy for joining the aggregation.
Mt

i The t− th random masking value of Ui.
wt

i The t− th local model parameter of Ui.
wt The t-th global model parameter.

LUt
i = < Dt

i , Et
i , Tt

i >
The t− th local update of Ui, where Dt

i is the masked local parameter, Et
i is the

ciphertext of Mt
i , and Tt

i is the verification token corresponding to wt
i .

GUt = < GWt, GTt> The t− th global update generated by FS, where GWt is the global model update
for wt, and GTtis the global verification token for wt.

PKE
(
K+ , M),

PKD
(
K− , C)

Public− key encryption and decryption of a message M and its ciphertext C using
the key pair < K+, K−>; ECIES (Elliptic Curve Integrated Encryption System) is
used in the proposed model.

DS
(
K− , M), VS

(
K+ , Sig, M) Digital signature generation and verification of a message M and its signature Sig

using the key pair < K+, K−>; ECDSA is used in the proposed model.
H(M) A hash function for a message M; SHA-256 hash is used in our model

PRG(M) A pseudo-random generator that produces a random integer for input M.

PKParams = < p, a, b, G, n> The ECC domain parameters: p is a prime modulus, a and b are curve coefficients,
G is a base (generator) point, and n is the order of G.

HEParams = < n, h, q, σ, A, Q > The CKKS-HE domain parameters, as described in Section 3.2.

3.4. V-MHESA: A Verifiable MHESA Scheme

In this section, we present V-MHESA, an enhanced version of MHESA that provides
verification of global model parameters. Unlike the original MHESA, V-MHESA requires
nodes to validate the correctness and integrity of the global parameters at the end of each
Learning round, and only upon successful verification do they proceed to the next round. To
achieve this, V-MHESA introduces three key mechanisms: (1) generation of a fresh random
shared nonce in every round, known exclusively to the nodes; (2) construction of local
updates in a verifiable form; and (3) a verification procedure that allows nodes to confirm
the correctness and integrity of the global update produced by FS.

3.4.1. Algorithms for V-MHESA

In the new model, the original key generation algorithm KeyGen(), the local update
generation algorithm LocUpGen(), and the global update generation algorithm GlobUpGen()



Mathematics 2025, 13, 3687 10 of 29

are replaced by VKeyGen(), VLocUpGen(), and VGlobUpGen(), respectively. In addition, a
new algorithm Verf (), is introduced to verify the validity of the global update. All other
algorithms remain unchanged from the original protocol as described in Section 3.2. The
detailed specifications of the newly developed algorithms are described as follows:

• VKeyGen(PKParams, HEParams) generates two pairs of public–private keys <K+
i ,K−i >

and <pki, ski>, and a commitment ci of a node Ui. <K+
i ,K−i > is used for ECC and <pki,

ski> is used for CKKS-HE. <K+
i , K−i > are generated by ECC standard (the detailed

algorithm is omitted). The algorithm to generate <pki, ski> and ci is identical to the
algorithm in KeyGen() described in Section 3.2. It outputs <K+

i , K−i , pki, ski, ci>.
• VLocUpGen(wi, R, xi, XT , PKT , CT , ski, vi, S, idx) outputs a secure local update

LUi = < Di, Ei, Ti > for a local parameter wi. Here, R is a random nonce shared
among all nodes in UT and S is the master secret of FS. It chooses a real random mask
Mi∈ R and generates a masked local parameter set as follows:

Di = R· xi
XT
·wi + S·Mi. (3)

To generate a ciphertext Ei of Mi, it samples e1i ← D(σ2), generates a plaintext polyno-
mial mi(x) = Ecd(Mi; ∆), and then creates

Ei = vi·PKT + mi + e1i + CT ·ski(mod Q). (4)

A verification token Ti is additionally created. Using R, it sets R1 = PRG(R) and
R2 = PRG(R1), and generates Ti as follows:

Ti = R1·
xi
XT
·wi[idx] + R2 + S·Mi, (5)

where wi[idx] is a set of selected weight parameter values according to a given index
set idx.

• VGlobUpGen(LUT , UT) outputs a global update GU = <GW, GT> for the global model
parameters w, given the set of local updates LUT= {LUi} from all nodes Ui ∈UT . It
computes D = ∑i∈LUT

Di and E = ∑i∈LUT
Ei(mod q). According to the CKKS-HE,

E = ∑(mi + e′). Then, it obtains E′ = Dcd(E; ∆) = ∑ Mi by decoding E with scaling
factor ∆. It also computes T = ∑i∈LUT

Ti. Finally, the algorithm generates the global
model update GW and the corresponding verification token GT for the global model
parameter w as follows:

GW = D− S·E′ =
(

R ∑
i∈UT

xi
XT

wi + S ∑
i∈UT

Mi

)
− S ∑

i∈UT

Mi = R ∑
i∈UT

xi
XT

wi = R·w, (6)

GT = T − S·E′ =

(
R1 ∑

i∈UT

xi
XT

wi[idx] + ∑
i∈UT

R2 + S ∑
i∈UT

Mi

)
− S ∑

i∈UT

Mi

= R1 ∑
i∈UT

xi
XT

wi[idx] + ∑
i∈UT

R2 = R1·w[idx] + NT ·R2, NT = |UT |.
(7)

• Verf (GU, R, idx) verifies the validity of w and outputs either true or false. Given
GU = <GW, GT>, it computes R1 = PRG(R) and R2 = PRG(R1), and then calculates
w′ = GW/R and T′ = (GT − NT ·R2)/R1. Finally, it verifies whether the following
equation holds: ∥∥w′[idx]− T′

∥∥ < ε (8)
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If the condition satisfies, it outputs true, otherwise, it outputs false.
The VKeyGen() algorithm generates both a homomorphic encryption key pair and a

classical public–private key pair. The homomorphic encryption keys are used to encrypt
the private masking values employed during local update generation, while the classical
key pair is used only in the Setup phase to distribute an initial random seed hR0 among
nodes. The seed is subsequently used to derive the random nonce R in each Learning round.

The VLocUpGen() algorithm constructs a verifiable local update LUi = < Di, Ei, Ti >

for each node Ui based on its local model parameter wi. The key difference from the
MHESA scheme is that Di is generated not only using the node-chosen masking value
Mi, but also the random nonce R—shared exclusively among the nodes—and the secret S
held by FS. This ensures that only FS, which holds S, can aggregate a valid global update,
while only the nodes, which share R, can recover actual global parameter w = ∑ wi, which
remains hidden from FS. In addition to Di, each node also generates a verification token
Ti corresponding to a selected subset of model parameters. Similarly to Di, the token Ti is
constructed using a simple masking technique; however, it additionally incorporates two
nonces, R1 and R2, which are derived from R. Consequently, no party without knowledge
of R can generate a valid token. Moreover, Ti is constructed only for a small subset of
parameters indexed by values randomly chosen by FS in each Learning round. This design
significantly reduces computational and communication overhead by limiting the number
of verification tokens that need to be additionally generated and transmitted.

The VGlobUpGen() algorithm aggregates all local updates LUi collected from the
participating nodes in a given Leaning round to produce the global update GU = <GW, GT>.
For the global model parameter w, the aggregated values are defined as GW = R·w and
GT = R1·w[idx] + NT ·R2. Here, only FS, which knows S, can compute S·∑ Ei = S·∑ Mi,
and subsequently generate a valid value R∑ wi. This ensures that no party, other than FS
and legitimate nodes, can impersonate FS or fabricate R∑ wi.

Each node executes the Verf () algorithm to verify both the correctness and integrity of
the global parameter w obtained from GU = <GW, GT>. Integrity ensures that GW has not
been tampered with during transmission, while correctness ensures that GW accurately rep-
resents the aggregation of all legitimate local updates provided by the participating nodes.
Using the shared nonce R, each node derives w from GW and reconstructs the subvector
w[idx] corresponding to the randomly selected indices idx. The node then compares this
value with w′[idx] = (GT − NT ·R2)/R1. If the difference satisfies ∥w[idx]− w′[idx] ∥ < ε,
for a predefined threshold ε, the global model w is considered valid. Although verification
is performed only on a subset of parameters, the index set idx is randomly selected in each
Learning round. Hence, if the selected subset satisfies the verification condition, the entire
global model w is regarded as valid.

If the verification equation holds, it implies that both GW and GT are consistent values
derived from the same global model w, thereby confirming that these values were not
altered during transmission (integrity is ensured).

Furthermore, the pair <GW, GT> passes the verification procedure if and only if all
legitimate local updates LUi have been correctly collected are aggregated.

(1) When all LUi = < Di, Ei, Ti > are valid, FS homomorphically aggregate Ei

to recover the sum of masks (using its secret S), and removes the combined mask term
from ∑ Di to obtain the blinded aggregate GW = R·w. Simultaneously, FS computes
the aggregated token GT for the selected indices. Because nodes know R and its derived
random values R1 and R2, they can recover w and the subvector w[idx] from GW, and
compare these values with GT after removing R1 and R2. Since all values originate from
correctly aggregated LUi, the reconstructed w[idx] and the value derived from GT coincide,
and the verification succeeds.
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(2) If forged updates LU f = < D f , E f , Tf > that do not correctly incorporate R and
S are used, the resulting <GW f , GTf > produced by FS fails to cancel the masks properly.
Because the tokens do not embed the correct R1 and R2, the two values w f [idx] and w f ′[idx]
derived from GW f and GTf , respectively, do not match, and the verification fails.

Therefore, when the verification equation holds, it guarantees that GW was produced
as the aggregation of all legitimate local updates provided by the participating nodes. The
unforgeability of constructing a valid pair <GW f , GTf > without knowledge of R is formally
analyzed in Section 4.1.

3.4.2. Federated Learning Using V-MHESA

Based on the algorithms proposed above, FS and each node collaboratively perform
federated learning as follows:

At the Setup phase, FS collaboratively establishes system parameters and keys with
each node.

1. FS generates system parameters <PKParams, HEParams>, its public key pair <K+, K−>,
its master secret S, and the initial global model update GW0= w0, and then publishes
public parameters < PKParams, HEParams, K+, GW0> to all nodes in U. Here, w0 is
randomly generated by FS.

2. Each Ui generates keys and commitment <K+
i , K−i , pki, ski, ci>← VKeyGen(PKParams,

HEParams) and sends only public parameters <K+
i , pki, ci, xi> to FS.

3. FS sets K = {K+
i }, PK = {pki}, C = {ci}, X = {xi}, for all Ui in U, and creates

a random identifier IDi for each Ui. Then, FS generates CSi = PKE
(
K+

i , S
)

and CIDi = PKE
(
K+

i , IDi
)
. FS selects a representative node UR, which can be se-

lected randomly or sequentially among nodes. FS sends K to UR.
4. UR chooses a random seed hR0, which can be used to generate a random nonce at every

single Learning round, and generates CRi = PKE
(
K+

i , hR0) and Sig = DS
(
K−R , H

(
hR0)).

UR sends back <CR = {CRi}, Sig> to FS.
5. FS sends <K, CRi, Sig, CSi, CIDi> to each Ui.
6. Each Ui obtains S = PKD

(
K−i , CSi

)
, hR0 = PKD

(
K−i , CRi

)
, and IDi = PKD

(
K−i , CIDi

)
,

and determines if VS( K+
R , Sig, hR0) holds, send “valid” to FS.

If all nodes agree to “valid”, the Setup phase completes, otherwise, starts again
from step 4.

Once the Setup phase is completed, each Ui carries out the initial local learning with w0

to obtain w1
i . Then, FS and nodes repeat the subsequent Learning phases until the federated

learning process is concluded. At the t-th Learning iteration (t > 0), FS interacts with each
Ui as follows:

1. FS randomly generates a weight index set idxt and a round nonce RNt and broadcasts
the t-th “ROUND START” message along with <idxt, RNt> to all nodes in U.

2. Each Ui generates its authentication code ACi = H
(

IDi ∥ RNt) and responds <ACi,
xi> to FS.

3. For each ACi, FS verifies whether H
(

IDi ∥ RNt ) = ACi holds. FS then forms
the t-th node group UT consisting of all nodes with valid authentication codes. (If
an invalid authentication code is detected, FS may re-request a new authentication
code from the corresponding node.) Once UT is determined, FS generates the group
parameters <PKT , CT , XT>← GroupKeyGen(PK, C, UT), and broadcasts them to all
nodes in UT .

4. Each Ui generates the t-th random nonces hRt = PRG
(
hRt−1) and Rt = PRG

(
hRt ∥ RNt

)
,

and then constructs its local updates LUt
i = <Dt

i , Et
i , Tt

i >← VLocUpGen(wt
i , Rt, xi, XT,

PKT, CT, ski, vi, S, idxt) for the t-th local parameter wt
i . Each Ui sends LUt

i to FS.



Mathematics 2025, 13, 3687 13 of 29

5. FS generates the t-th global update GUt← VGlobUpGen(LUT , UT), and distributes it
to all nodes in UT .

6. Each Ui verifies the validity of GUt by performing Verf (GUt, Rt, idxt). If the ver-
ification succeeds, it responds with “valid”; otherwise, it responds with “invalid”
to FS.

7. If all nodes respond with “valid,” FS broadcasts a “ROUND TERMINATION” message
to all nodes in U, after which each node performs its local learning step using wt to
obtain the next local parameter wt+1

i . If more than half of the nodes respond with
“invalid,” FS restarts the t-th iteration with newly generated idxt and RNt, beginning
from Step 1, and broadcasts a “RESTART” message to all nodes in U. Otherwise, if
only a minority of nodes return “invalid,” FS retransmits GUt to those of nodes and
repeats Step 6.

In V-MHESA, all nodes must share a fresh random nonce Rt in every Learning round.
To achieve this, during the Setup phase, a designated node UR generates an initial random
seed hR0 and securely distributes it to all other nodes. The initial generator UR may be
arbitrarily chosen by FS, selected as the node with the highest computational capability,
or rotated among the nodes across successive rounds. The initial seed hR0 is encrypted
under the public key K+

i of each node, ensuring that only the intended recipients can
decrypt it, while FS remains unaware of its value. Furthermore, hR0 is accompanied by a
digital signature from UR, allowing each node to verify the authenticity of the decrypted
value and preventing any tampering by FS. After the Setup phase, each node independently
updates the nonce by repeatedly hashing it across rounds, e.g., hRt+1 = PRG

(
hRt), thereby

generating a new Rt+1 = PRG
(
hRt+1 ∥ RNt+1) in every Learning phase. This property

enables nodes that missed previous rounds to rejoin the protocol later while still generating
a valid Rt.

For node authentication, FS assigns a random identifier IDi to each node Ui, which is
transmitted in encrypted form under the node’s public key K+

i . Thus, only the designated
node can decrypt and retrieve its identifier. At the beginning of each Learning round, FS
constructs the aggregation group of participating nodes and uses these identifies to verify
that each joining node is legitimately registered.

The Learning phase is enhanced with three additional steps: (i) node authentication,
(ii) random nonce renewal, and (iii) verification of the global update. At the start of t-th
round (t > 0), FS selects a random index set idx for verification and generates a round nonce
RNt, both of which are broadcast to all nodes. Each node computes its authentication code
ACi = H(IDi ∥ RNt) using IDi and RNt, and sends it back to FS. FS verifies each re-
sponse by recomputing the same hash with the corresponding IDi and RNt. Through this
lightweight check, FS can confirm both the legitimacy of each responding node and its cor-
rect reception of RNt. This mechanism prevents unregistered or malicious external nodes
from impersonating legitimate participants and submitting invalid updates. FS then forms
the active node group UT using only those nodes that returned valid authentication codes
and generates the corresponding group keys, which are distributed to the group members.

Using the refreshed Rt, each node constructs and transmits its local update LUt
i to

FS. FS aggregates all received local updates to produce the global update GUt. Each node
then verifies the validity of GUt, only if the verification succeeds do the nodes update
their local models with the new global parameter wt. If any node reports an invalid result,
the protocol restarts from Step 1 by default. However, since invalidity may arise from
transmission errors rather than an incorrect GUt, in practice the restart is triggered only
when more than half of the nodes report invalid results. If fewer than half respond with
invalid results, FS retransmits GUt exclusively to those nodes for re-verification.
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3.4.3. Dropout Robustness

During the aggregation of local updates, FS may encounter dropouts. FS waits for
node submissions within a predefined timeout period: any local update not received within
this period is treated as a dropout. If a node drops out and its local update is not delivered
to FS, the sum of the masking values chosen by the nodes cannot be correctly reconstructed.
As a result, the masking values cannot be removed, and a valid global update cannot
be generated.

To address this, FS restarts the Learning process from Step 1 with the remaining nodes,
excluding the dropout nodes. Importantly, a new set of random values must be used for
the re-aggregation. For example, suppose a dropout occurs at Step 5 of the t-th Learning
round. In that case, FS distributes a new pair <idxt ′, RNt ′> to the remaining nodes. FS
also generates fresh group parameters <PK′T , C′T , X′T> corresponding to the updated node
group UT

′. Each node also generates a new nonce Rt ′ and masking value Mt ′, constructs a
new local update LUt

i
′. Finally, FS aggregates these inputs to compute the revised global

update GUt ′.
When a dropout occurs, two cases must be considered. The first is when dropped-out

data are completely lost and never delivered to FS. The second is when the data are not
fully lost but instead arrive at FS with significantly delay. The essential distinction between
these two cases is whether FS ultimately obtains the local update LUt

d from Ud identified as
a dropout.

The second case poses a potential risk: FS may gain access to (i) all local updates
LUt

i from the original node group UT , (ii) the new local updates LUt
i
′ from the reduced

node group UT
′ (excluding the dropout), and (iii) the corresponding global updates

GUt = VGlobUpGen(LUT , UT) and GUt′ = VGlobUpGen(LUT
′, UT

′). In the original MHESA
model, since FS could compute the actual global model parameter wt, the occurrence of
a single dropout node Ud led to a privacy risk: by comparing the global parameter wt

including Ud with the parameter wt ′ excluding Ud, FS could derive the local parameter
wt

d of Ud as wt
d = wt − wt ′. To mitigate this, the original scheme required that, whenever

a single dropout occurred, one additional node be excluded from the Learning round to
prevent parameter exposure.

In contrast, the proposed V-MHESA scheme avoids this vulnerability. Instead of
computing the true global parameter wt, FS generates only the masked global update
GUt = <GWt, GTt>, where GWt = Rt·wt. Moreover, during re-aggregation caused by
dropouts, Rt is refreshed. As a result, FS gains no additional information about either the
final model parameter or any individual local parameters. Even if a single dropout node
later submits its delayed update, FS cannot infer its local information. Thus, unlike the
original MHESA scheme, V-MHESA does not require the exclusion of any additional nodes
and provides a more practical and secure approach to handling dropout scenarios.

4. Analysis
4.1. Security

Frist, we analyze the security of the proposed model under the honest-and-curious
threat model. We focus on the primary security properties: (i) the confidentiality of local
parameters, ensuring that no party—including FS—can learn any individual node’s local
model parameters, and (ii) the unforgeability of the global update, guaranteeing that an
adversary cannot construct a counterfeit pair <GW f , GTf > that passes the verification
procedure without possessing the required secret R.

We consider a federated learning system consisting of a single FS and at least three
participating nodes. Each node communicates solely with FS. Both FS and the nodes
are assumed to follow the protocol honestly while keeping their private keys secure;
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however, they may attempt to infer additional information from legitimately obtained data
(honest-but-curious). Local updates are transmitted exclusively to FS and are never shared
among nodes. External adversaries may eavesdrop on all communications over the public
network but cannot compromise secret keys or cryptographic primitives under standard
hardness assumptions.

4.1.1. Confidentiality of Local Update

In the proposed scheme, each node’s original local parameter wi is masked using a
random nonce R, which is shared only among the nodes, and a randomly chosen mask Mi.
Mi is encrypted separately using CKKS-HE scheme (assumed IND-CPA secure).

In V-MHESA, FS’s secret S is additionally embedded in the construction of each
masked local parameter Di. This design ensures that only FS can remove the aggregated
masking terms from ∑ Di to obtain the blinded value GW = R·w, while the true global
parameter w remains hidden. Moreover, no external entity can infer a valid GW from
the transmitted local updates before FS publishes the global update pair <GW, GT> to
the nodes.

Intuitively, the leakage set <Di, Ei, GW> should reveal no non-negligible information
about wi, since wi is multiplicatively blinded by the node-only nonce R, and the additive
mask Mi is protected by IND-CPA secure homomorphic encryption. We exclude <Ti, GT>
from the leakage set, as these are used solely for verification and are generated in the
same randomized manner as Di and GW. In particular, Ti incorporates additional randoms
values R1 and R2 derived from the shared nonce R; therefore, <Ti, GT> provides no further
distinguishing advantage beyond what is already possible from <Di, Ei, GW>.

We thus analyze confidentiality with respect to three adversarial perspectives:

• External eavesdropper (Aext): This adversary passively observes all messages transmitted
over the network, i.e., {< Di, Ei >}i and GW, but does not know R, S or any Mi.

• Federated server (A f s) (honest-but-curious): The federated server possesses S and
receives all <Di, Ei> values. It computes and stores GW, yet it still does not know R
and any individual Mi.

• Malicious node (Am): In our threat model, each node is assumed to be honest-but-
curious; thus, a node knows only the published GW and cannot access <Dj, Ej> of
other nodes Uj. However, to strengthen the confidentiality argument, we also consider
a hypothetical malicious node that, in addition to knowing R and S, can observe all
<Di, Ei> exchanged over the network, yet it still does not know any individual Mi. We
show that even under this strongest assumption, the leakage set <Di, Ei, GW> does
not reveal any non-negligible information about wi.

To prove confidentiality, we define the confidentiality game ConfGame with the
leakage set Leak = <Di, Ei, GW> as follows:

Definition 1. (ConfGame).

1. Setup: The challenger generates the system parameters and provides the server secret S to the
simulator used in reduction. The secret S is shared between the nodes and FS but is not used to
mask wi; rather, it serves only for server authentication, ensuring that only the legitimate FS
can produce a valid GW. The node-shared nonce R and each node’s mask Mi remain hidden
from the adversary.

2. Challenge queries: The adversary A selects any two candidate local parameters w0, w1 that
share the same dimension and domain. The challenger flips a random bit b←− {0, 1} ,
sets wi = wb, and executes the honest V-MHESA generation to obtain < Di, Ei, GW> along
with all other honest nodes’ outputs for that round. The challenger then returns the leakage
set Leak = < Di, Ei, GW> to A.
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3. Guess: A outputs a guess b’. Its advantage is AdvA =
∣∣∣Pr[b = b′]− 1

2

∣∣∣.
V-MHESA is said to ensure confidentiality of wi under leakage <Di, Ei, GW> if every PPT

adversary A ∈
{
Aext, A f s, Am

}
has negligible advantage.

Theorem 1. Assume CKKS-HE is IND-CPA secure. Then, for any PPT adversary A (either
Aext, A f s or Am), the advantage in ConfGame is negligible in the security parameter. In particular,
the leakage set <Di, Ei, GW> is computationally indistinguishable when wi = w0 versus wi = w1 ,
up to the public CKKS approximation tolerance ε.

Proof. We establish indistinguishability using a standard hybrid-game argument.
Hybrid H0 (Real World): The challenge executes V-MHESA honestly with wi = wb.

The adversary receives Leak = {Di, Ei, GW} and all public values consistent with that round.
Recall that Di = Rwi + SMi, Ei = Enc(Mi), and GW = R∑j wj.

Hybrid H1 (Mask-Ciphertext Replacement): Replace each ciphertext Ei = EncCKKS(Mi)

with an encryption E′i = EncCKKS

( ∼
Mi

)
of a freshly sampled random mask

∼
Mi. By the

IND-CPA security of CKKS-HE, A cannot distinguish between H0 and H1 except with
negligible probability.

Hybrid H2 (Mask Re-sampling): The additional term S·Mi within Di acts as a high-
entropy randomizer independent of wi from the adversary’s perspective (the value Mi

is hidden from CKKS from any A ∈
{
Aext, A f s, Am

}
, even for A f s only the sum ∑i Mi

matters for removal). Replace every Mi in Di with a freshly sampled
∼
Mi drawn from the

same distribution as in the real protocol, keeping Ei
′ consistent with

∼
Mi as in H1. Because

R multiplicatively blinds wi and the additive term S·
∼
Mi statistically mask any residual

correlation, the joint distribution of <D′i , Ei
′> remains indistinguishable from the real one,

up to negligible CKKS approximation error.
Hybrid H3 (Simulation): The simulator, given S from the challenger, generates the

leakage set <
∼
Di, E′i , GW > as follows: It samples encryption key ski and generates

E′i = EncCKKS

( ∼
Mi

)
. It randomly samples

∼
D1, . . . ,

∼
Dn−1 matching the real-protocol numer-

ical scale and tolerance of CKKS outputs. Then, it fixes
∼
Dn = GW + s∑n

i=1

∼
Mi − ∑n−1

i=1

∼
Di

so that the global sum satisfies ∑n
i=1 Di = GW + S·∑n

i=1

∼
Mi.

Because both A f s and Am know S, they can verify that ∑i Di − S·∑i Ei
′ = GW holds

exactly (up to ε). Hence, the simulated transcript is perfectly consistent with an honest
FS computation.

In H3, the joint distribution of {
∼
Di, E′i , GW} is computationally indistinguishable from

that of H0, while being independent of whether wi = w0 or wi = w1.
If there exists a PPT adversaryA that could distinguish the real transcript (D1, . . . , Dn)

from the simulated tuple (
∼
D1, . . . ,

∼
Dn) with non-negligible advantage, then, A would

necessarily break at least one of the following assumptions: (1) IND-CPA security of CKKS-
HE (between H0 and H1), (2) statistical hiding of mask re-sampling (between H1 and H2),
and (3) indistinguishability under linear constraint (between H2 and H3).

Even the strongest adversary Am knowing both R and S, can compute R·w0 and R·w1

for its chosen w0, w1, but it still observes only Di = R·wb + S·Mi. To distinguish Di from
∼
Di with non-negligible advantage, it would need to recover Mi from Ei, contradicting the

IND-CPA security of CKKS-HE. Since the statistical distributions of Di and
∼
Di coincide up

to negligible approximation error, any distinguisher A leads to a contradiction. Therefore,
the adversary’s advantage in ConfGame is negligible. □
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Corollary 1. If at least three participating nodes exist, the confidentiality of local parameters is
preserved against Am.

Proof. Unlike A f s and Aext, which have no knowledge of R, Am knows both R and S.
When only two nodes participate in the aggregation—Am and another node Uj − Am

can derive the local parameter of Uj as follows, since Am can observe the local update
LUj =< Dj, Ej, Tj >. Let the local update of Am be LUm =< Dm, Em, Tm >. Then Am

can compute the total mask Msum = Mj + Mm = Ej + Em, and consequently obtain
Mj = Msum − Mm. Since Am knows both R and S, it can recover wj of Uj as
wj =

(
Dj − S·Mj

)
/R. Therefore, if Am is one of only two participating nodes, it can

infer the local parameters of the other node, violating confidentiality. To ensure the con-
fidentiality of local updates even against Am, there must exist at least two honest (non-
colluding) nodes other than Am. When at least three nodes participate in the aggregation,
Am can only obtain the sum of the other nodes’ masking values ∑j ̸=m Mj, without learn-
ing any individual Mj. Consequently, the confidentiality of each node’s local parameters
is preserved. □

4.1.2. Unforgeability of Global Update

In this section, we analyze the unforgeability of the global update pair <GW, GT>. An
adversary who does not know the node-shared nonce R can pass the verification if and
only if it can construct a forged pair <GW f , GTf > that satisfies the verification relation used
by the nodes.

Recall that nodes accept <GW, GT> if, after removing the known values R1 and R2, the
values derived from GW and GT coincide for the selected index set. Equivalently, denoting
by w[idx] the subvector at the chosen indexes, the verification condition can be written as

GW[idx]
R

=
GT − NT ·R2

R1
,

or, rearranged,
GW[idx] = (GT − NT ·R2)·R3, where R3 = R/R1

Therefore, any forged pair <GW f , GTf > that passes verification must satisfy

GW f [idx] =
(

GTf − NT ·R2

)
R3.

If an adversary does not know R, it cannot compute R1, R2 and R3. Under the usual
assumption that the pseudo random generator behaves as a random oracle, the adversary’s
only option is to guess the values of R2 and R3. Let m denote the bit-length of each of R2

and R3 (i.e., |R2| = |R3| = m). The probability that an adversary correctly guesses R2 and
R3 is therefore at most 2−2m. Consequently, the probability that the adversary can produce
a valid forged pair <GW f , GTf > without knowledge of R is negligible and bounded by

Pr
[
< GW f , GTf >

]
≤ 2−2m.

4.2. Experimental Evaluation

In this section, we evaluate the learning accuracy and computational efficiency of
the proposed V-MHESA-based federated learning model using the MNIST dataset. We
analyze performance under varying number of participating nodes, considering both IID
and Non-IID data distribution across the nodes.



Mathematics 2025, 13, 3687 18 of 29

For learning accuracy, we compare the classification performance of V-MHESA with
two baselines: (i) a conventional centralized training model and (ii) our previous MHESA
scheme. This comparison allows us to examine the introduction of verification mechanisms
in V-MHESA impacts model accuracy. In addition, we quantify the discrepancy between
the global model parameters obtained through the direct aggregation of weighted local
parameters and those produced by V-MHESA, thereby evaluating the effectiveness of the
proposed scheme.

For computational efficiency, we analyze the execution time required for each step
of the proposed protocol on both the node side and the server side. Furthermore, we
assess the additional computational overhead introduced by the verification mechanism,
providing a detailed evaluation of its practical feasibility.

4.2.1. Experimental Environment

For the experiments, we employed two systems implementing the federated server
and clients. The server system is equipped with an Intel(R) Core(TM) i7-12700K CPU,
Intel(R) UHD Graphics 770 GPU, NVIDIA GeForce RTX 3080 GPU, and 32 GB of RAM. The
client system is configured with an Intel(R) Core(TM) i9-7920X CPU, two NVIDIA GeForce
GTX 1080Ti GPUs, and 32 GB of RAM. On the client system, nodes were implemented as
independent threads, thereby ensuring identical computing power and communication
conditions across nodes. Both systems were connected within the same local network with
a bandwidth of 1 Gbps; hence, the analysis on actual communication efficiency including
communication latency is not explicitly considered in our analysis.

For local training at each node, we employed a two-layer CNN model with
5 × 5 convolution layers (the first with sixteen channels, the second with thirty-two
channels, each followed with 2 × 2 max pooling). ReLU activation functions were applied
after each convolution, and a final softmax layer was used for classification. Local learning
at the client side was implemented using the PyTorch 2.9.1 framework, while the federated
learning operations on both sides were implemented in C++ with open-source CKKS li-
braries. The MNIST dataset, comprising 60,000 training images and 10,000 test images, was
used in the experiments. In the IID setting, data samples were evenly distributed across
the nodes, whereas in the non-IID setting, the dataset size allocated to each node varied,
resulting in heterogeneous local training times and update latencies, thereby effectively
simulating heterogeneous nodes.

The server and nodes executed 100 rounds of the Learning phase (i.e., global model
updates) to complete one federated learning process. To achieve a 128-bit security level for
CKKS-HE, we set the degree of the ring polynomial n = 216, the decryption modulus to
q = 800 bits, and the encryption modulus to Q = 1600 bits. For each experimental setting,
the reported results represent the average of five independent runs. Table 3 summarizes
the experimental parameters and corresponding values used in our evaluation.

Table 3. Experimental parameters and values.

Parameters Values

The number of nodes (N) 1, 10, 20, 50, 100
The number of rounds for federated learning 100

The number of weight parameters 21,840
The degree n of a ring polynomial 216 (= 65,536)

The size of q as the modulus for decryption (bits) 800
The size of Q as the modulus for encryption (bits) 1600

Table 4 shows the size of data allocated to nodes according to the number of nodes in
both distributions.
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Table 4. The size of data allocated to nodes.

Number of Nodes

Data Size per Node

IID Distribution
Non-IID Distribution

Minimum Maximum

1 60,000 60,000

10 6000 400 10,200

20 3000 800 6000

50 1200 100 2300

100 600 100 1200

4.2.2. Experimental Results

We first evaluate the learning accuracy of V-MHESA. The analysis is conducted from
four perspectives: (1) accuracy across training rounds, (2) accuracy with varying number of
nodes, (3) accuracy under different data distributions (IID vs. non-IID), and (4) error rate
analysis of the global model parameters generated by the proposed scheme.

For the round-based accuracy comparison, we compare the accuracy of V-MHESA
with that of a baseline model that aggregates raw local parameters, as well as with our
previous MHESA scheme. For node-scaling analysis, we examine how accuracy changes
as the number of participating nods increases, and compare the results with both a single-
node (centralize) learning model and the MHESA model. Regarding the data distribution
analysis, in the IID setting, all nodes are assigned training datasets of equal size, whereas
in the non-IID setting, nodes hold training datasets of varying sizes. This heterogeneity
may lead to differences in aggregation accuracy. We therefore compare the performance of
V-MHESA against MHESA under both IID and non-IID scenarios. Finally, we analyze the
parameter error rate between the global model parameters obtained by direct aggregation
of weighted local updates and those generated by V-MHESA, to assess the validity and
utility of the proposed verification enhanced scheme.

Table 5 presents the comparison of learning accuracy across training rounds. The
objective of this analysis is to examine the accuracy difference between the global model
obtained through the aggregation of masked local updates and the global model generated
by directly aggregating raw local parameters. To ensure fairness across all models, the
experimental setting was unified by using 10 nodes with data distributed under the IID
assumption, which yielded the highest accuracy among the tested configurations. The
results show that the three models exhibit almost identical accuracy trends across rounds.
This indicates that aggregating encrypted local parameters in the proposed scheme does
not compromise the accuracy of global model.

Table 5. Average accuracy comparison of the V-MHESA model, the raw data aggregation model, and
the MHESA model (for N = 10, IID-setting).

Round Accuracy of
Raw Data Aggregation (%)

Accuracy of
MHESA (%)

Accuracy of
V-MHESA (%)

10 91.27 91.28 91.27
20 94.32 94.33 94.18
40 96.36 96.36 96.37
60 97.09 97.08 97.06
80 97.43 97.42 97.50
100 97.74 97.75 97.74
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Table 6 reports the learning accuracy of V-MHESA compared with a single centralized
server model and the previous MHESA scheme under the IID setting, while Table 7 presents
the corresponding results under the Non-IID setting. As shown in Table 6, the single
centralized model, which processes all data collectively, achieves the highest accuracy. In
contrast, the accuracy of both V-MHESA and MHESA decreases as the number of nodes
increases, since each node receives a smaller portion of the training dataset. For example,
in the IID setting, where data is evenly distributed among nodes, the single server model
achieved 99.16% accuracy after 100 rounds, while V-MHESA reached 97.74% with 10 nodes
but dropped to 90.55% when the number of nodes increased to 100. Nevertheless, the
accuracy difference between V-MHESA and MHESA remains negligible across all cases.

Table 6. Average accuracy under IID distribution across different numbers of nodes.

Average Accuracy (%), IID

N
N = 1

N = 10 N = 20 N = 50 N = 100

Round MHESA V-MHESA MHESA V-MHESA MHESA V-MHESA MHESA V-MHESA

10 97.69 91.27 91.27 84.29 87.27 53.65 53.86 16.26 16.41
20 98.35 94.27 94.18 91.19 91.18 76.70 76.43 47.21 46.48
40 98.78 96.33 96.37 94.27 94.37 89.59 89.58 71.77 71.57
60 98.94 97.08 97.06 95.54 95.49 92.10 91.93 85.77 85.46
80 99.02 97.53 97.50 96.31 96.25 93.35 93.41 88.65 88.63

100 99.16 97.74 97.74 96.73 96.73 94.13 94.09 90.39 90.55

Table 7. Average accuracy under Non-IID distribution across different numbers of nodes.

Average Accuracy (%), Non-IID

N
N = 1

N = 10 N = 20 N = 50 N = 100

Round MHESA V-MHESA MHESA V-MHESA MHESA V-MHESA MHESA V-MHESA

10 97.69 87.96 83.54 87.47 87.27 66.98 62.17 35.55 26.60
20 98.35 92.15 89.27 91.19 92.12 86.15 85.30 66.09 69.57
40 98.78 94.72 92.78 95.05 94.92 91.27 91.40 84.70 85.83
60 98.94 95.68 94.23 96.21 96.05 93.06 93.06 88.9 89.12
80 99.02 96.28 95.18 96.67 96.61 94.13 94.08 90.74 90.66

100 99.16 96.7 95.72 97.05 97.02 94.93 94.72 91.79 91.80

Table 7 illustrates the results under the Non-IID setting, where the distribution of
training data varies significantly across nodes. Here, V-MHESA achieved 95.72% accuracy
with 10 nodes, slightly lower than the 97.74% accuracy under the IID setting. Interestingly,
with 100 nodes, the accuracy was 91.80%, slightly higher than the 90.55% observed in the
IID setting. This behavior occurs because, unlike the IID case where increasing the number
of nodes inevitably reduces the dataset size per node, in the Non-IID case some nodes
retain relatively larger datasets and thus produce stronger local models, which positively
influence the aggregated global model. Similarly to the IID experiments, the accuracy gap
between V-MHESA and MHESA in the Non-IID setting is negligible. Figure 2 shows that,
as the number of nodes increases, the accuracy in the Non-IID setting slightly improves.
Up to 20 nodes, the accuracy in the IID setting is marginally higher or nearly identical to
that of the Non-IID case. However, when the number of nodes reaches 50 or more, the
Non-IID setting outperforms the IID setting in terms of accuracy.
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Figure 2. Accuracy trends with varying numbers of nodes under IID and Non-IID settings.

Overall, while the global model accuracy tends to decrease as the number of nodes
increases—primarily due to the reduced training data size per node—the comparison
between V-MHESA and MHESA demonstrates that the introduction of verification func-
tionality in V-MHESA does not adversely affect learning accuracy.

In the proposed model, the generation of local updates incorporates not only the
masking value selected by each node but also the server’s secret S and the random nonce
R shared exclusively among the nodes. To evaluate the accuracy of the global parameter
reconstructed from masked local updates, we compared the global parameter w obtained
by directly aggregating the raw local parameters without masking and the global parameter
w′ derived from aggregating the masked local parameters. The resulting error analysis
between w and w′ is presented in Figure 3. Furthermore, one of the core functionalities
of V-MHESA is the verification of the global model. For the index set idx selected for
verification, we compared the aggregated values of the actual local parameters, denoted as
w[idx], with the values w′[idx] reconstructed by each node from the global verification token
GT provided by FS. The error analysis between w[idx] and w′[idx] is presented in Figure 4.

Figure 3. Error analysis (minimum, maximum, and average) between the global parameter w obtained
from raw aggregation and w′ obtained from masked aggregation in V-MHESA.
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Figure 4. Error analysis (minimum, maximum, and average) between the aggregated local parameters
w[idx] and the reconstructed values w′[idx] from the global verification token GT.

As shown in Figure 3, in the IID setting, the error of the global model parameter w’
ranges from a minimum of 4.0 × 10−10 to a maximum of 5.9 × 10−5, with an average
error of 5.8 × 10−6. In contrast, in the Non-IID setting, the error ranges from a minimum
of 4.49 × 10−10 to a maximum of 6.44 × 10−4, with an average error of 4.29 × 10−5. The
larger deviation observed in the Non-IID case is attributed to differences in the local dataset
sizes across nodes, which lead to greater variations in the training rate (xi/X) of local
parameters and consequently larger error fluctuations. Nevertheless, in all cases, the
maximum error remains below 6.5 × 10−4, which does not significantly affect the accuracy
of global model updates.

Figure 4 presents the error rate of w′[idx] derived from the global verification token GT.
Since this analysis reflects only the subset of parameters corresponding to the randomly
selected indices idx, the error deviations are smaller than those in Figure 3, though the
extent of variation depends on which parameters are selected. In the IID setting, the
minimum error is 3.74 × 10−9, the maximum error is 8.93 × 10−5, and the average error is
8.47 × 106. In the Non-IID setting, the minimum error is 1.3 × 10−8, the maximum error
is 8.98 × 10−4, and the average error is 6.93 × 10−5. Across all cases, the maximum error
remains below 9.0 × 104, indicating that the use of verification tokens does not impair the
accuracy of the global model.

To evaluate the efficiency of V-MHESA, we analyze both the transmitted data size and
the runtime overhead across the principal stages of the protocol. In the Setup phase, the
key operations are (i) generating cryptographic keys for homomorphic-encryption-based
aggregation between the server and the nodes, and (ii) distributing the initial random seed
hR0 among the nodes. Since V-MHESA inherits the homomorphic encryption framework
of MHESA, the key generation procedure remains identical to that of MHESA. The latter
operation, however, is newly introduced in V-MHESA: a randomly selected node UR

samples a random value and encrypts it under each peer’s public key for secure distribution.
In the Learning phase, the essential operations are local-update generation at each

node, server side aggregation, and per-round verification. Compared with MHESA, V-
MHESA introduces two additional tasks: (i) the generation of a verification token during
local update construction, and (ii) the verification of the global update on the node side.
Our efficiency analysis therefore focuses on these extensions, quantifying the incremental
communication incurred by transmitting verification tokens and additional ciphertexts,
and the incremental computation required for token generation and for executing the
verification procedure at both the nodes and the server.

As shown in Table 8, the sizes of the additional parameters introduced by the veri-
fication functionality in V-MHESA are relatively small. Although public-key ciphertexts
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are added and their size grows proportionally with the number of nodes, this overhead
occurs only once during the Setup phase and thus does not affect the overall efficiency of
the protocol. In the repeatedly executed Learning phase, additional messages are generated
and transmitted, including the random index set for verification, the round nonce, the
corresponding authentication code, verification tokens, and the global verification token.
While the communication size increases proportionally with the size of the random index
set, the added overhead is negligible compared with the dominant payloads, namely the
masked local parameters Di (174, 720 B) and the ciphertexts of the mask values Ei (12.5 MB).
Therefore, the use of verification tokens introduces only minimal communication overhead
in practice.

Table 8. Data sizes of additional parameters introduced in V-MHESA.

Phase Communication Parameters Description Size (Byte)

Setup

Ui → FS K+
i Public key of Ui 32

FS → Ui K = {K +
i

}
List of public keys 32·N

UR → FS CR = {CRi } Ciphertexts of hR0 56·N
UR → FS, FS → Ui Sig Digital signature of UR 72

FS → Ui CRi, CSi, CIDi Ciphertexts of hR0, S and IDi 56

Learning

FS → Ui idx Set of random indexes 8·|idx|
FS → Ui RNt Round nonce 8
Ui → FS ACi Authentication code 32
Ui → FS Ti Verification token 8·|idx|

FS → Ui GTt Global verification token 8·|idx|

Table 9 compares the average execution times of the main operations in the V-MHESA
model with those in the MHESA model under the Non-IID setting with 100 nodes. Since
both models employ CKKS-HE, the homomorphic operations dominate the computational
cost. In V-MHESA, the additional procedures required for generating verifiable local
updates (including verification tokens), server authentication, and node authentication
incur only negligible overhead compared with MHESA.

Table 9. The actual average time to perform main operations in V-MHESA (N = 100, Non-IID).

Phase Actor Operations AVG Time (ms)
of V-MHESA

AVG Time (ms)
of MHESA

Setup

FS Creating setup parameters including A and S 198.236 196.412
Ui Generating < pki, ci> pair and K+

i 529.098 496.73
FS Generating CSi and CIDi for each Ui 0.1855 -
UR Generating CR = {CRi} and SR for all Ui 8.539 -
Ui Decrypting each of CSi, CIDi and CRi 0.272 -

Learning

FS Generating PKT and CT 626.5 624.1
Ui Generation ACi 0.00092 -
FS Verifying ACi for all Ui 0.043 -
Ui Generating LUi = < Di, Ei, Ti > 274.785 259.759
FS Generating GU = <GW, GT> 427.154 376.548
Ui Verification of GU 0.1887 -

During the Setup phase, the designated node UR generates the initial random nonce
hR0 and encrypts it under the public keys of all other nodes. While the encryption cost scales
linearly with the number of participating nodes, this operation is performed only once at
initialization. Even in the 100-node setting, the total encryption time was approximately
8.54 ms, which is negligible. In the Learning phase, each node generates a masked local
parameter Di along with its verification token Ti. The additional cost of this operation is
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minimal, with the total execution time remaining within 15 ms compared with the original
local update generation in MHESA. Similarly, FS aggregates both Di and Ti, but the total
aggregation time differs by less than 50 ms from that in MHESA.

Overall, although V-MHESA introduces additional mechanisms for verifiability, server
and node authentication, and dropout resilience, the associated overhead is extremely
small. Therefore, these enhancements do not meaningfully impact the overall efficiency of
the federated learning process.

Finally, we analyze the overall execution time per Learning round. During the Learning
phase, the most time-consuming operations are (1) generating and distributing the group
key and group commitment for all participating nodes, (2) collecting all local model updates
from the nodes, (3) generating and broadcasting the global update from the aggregated
local updates, and (4) verifying the validity of the global update and updating each node’s
local model with the new global parameters.

Figure 5 illustrates the execution times of these main operations according to the
number of participating nodes. In the figure, “Round execution time by FS” refers to the
total execution time for steps (1)–(3), while “Total round execution time” represents the
overall time required for steps (1)–(4), including the local model update at each node.

Figure 5. Average Execution time breakdown per round according to the number of participating
nodes (N).

In step (1), the group key generation and transmission required 2466.25 ms when
N = 10, 4644.08 ms when N = 20, 11,079.8 ms when N = 50, and 22,501.9 ms when
N = 100. In step (2), the collection of local updates took 47,422.3 ms, 51,128.2 ms, 71,713.6 ms,
and 114,191 ms for N = 10, 20, 50, and 100, respectively. In step (3), the generation and trans-
mission of the global update required 310.46 ms, 805.69 ms, 1691.64 ms, and 3303.94 ms,
respectively. The average round execution time (steps (1)–(3)) therefore increased propor-
tionally with the number of nodes, from 50,199.68 ms at N = 10 to 84,487.28 ms at N = 50
and 140,001.4 ms at N = 100. This proportional growth is natural since both computational
and communication delays increase with the number of participating nodes.

When step (4) is included, the total execution time grows sharply with the number of
nodes, mainly because the local model update at each node is the most time-consuming
operation. In the experimental setup, all nodes were implemented as independent threads
within a single client machine; thus, local model updates were executed sequentially
rather than in parallel. As a result, the total execution time increased significantly—from
127,236 ms (N = 10) to 190,134 ms (N = 20), 389,664 ms (N = 50), and 739,829 ms (N = 100).
However, in a real-world deployment, since nodes operate independently and perform
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local model updates in parallel, the overall time would not increase proportionally with
N, but rather approximate the round execution time plus the maximum local update time
among all nodes.

Figure 6 presents the results of analyzing the average execution time under various
dropout conditions. Dropout occurs during the local update collection phase. When certain
nodes drop out, the system waits for the maximum timeout (150 s in the experiment,
corresponding to the maximum time required to complete step (2) for N = 100), and then
reinitiates the Learning phase from the beginning with the remaining nodes to complete the
round. Figure 6a presents the round execution time for dropout ratios (d) of 10%, 30%, and
50%, whereas Figure 6b presents the corresponding total round execution time. As shown
in Figure 6a, once dropout occurs, the overall execution time inevitably takes longer than
in the non-dropout case, since it must repeat the aggregation process with the remaining
nodes after the timeout. However, as the dropout ratio increases, the number of remaining
nodes decreases, leading to a slight reduction in the re-aggregation time. For example,
when N = 100, the round execution time was 304,909 ms for d = 10%, 275,023.8 ms for
d = 30%, and 248,489.6 ms for d = 50%.

 

Figure 6. Average execution time per round under various dropout ratios (d) for different number of
participating nodes (N).

Figure 6b includes the local model update by each node and shows that, in our
experiments, the total round execution time decreases as the dropout ratio increases. This
is because fewer active nodes lead to fewer local model updates to perform, thereby
reducing the total execution time. For instance, when N = 100, the total execution time was
848,352.4 ms for d = 10%, 700,970.4 ms for d = 30%, and 557,153.4 ms for d = 50%. However,
in practical scenarios, since the nodes independently perform their local model updates
in parallel, even under various dropout conditions, the total execution time is expected to
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increase only marginally appropriately by the maximum local model update time added to
the round execution time.

We conducted an experimental evaluation of the V-MHESA-based federated learning
model with respect to learning accuracy, aggregation correctness, the overhead introduced
by the additional verification mechanisms of V-MHESA, and the overall round execu-
tion time. The results demonstrate that incorporating verifiable local updates does not
compromise learning accuracy—the proposed model achieves the same accuracy as the
original MHESA scheme. The total increase in communication volume caused by the
verification functionality remains within approximately 10 KB even with 100 participating
nodes, while the additional computation cost is limited to only a few tens of milliseconds.
Compared with MHESA, both the communication and computational overheads intro-
duced by V-MHESA are therefore negligible. Although the overall round execution time
increases with the number of participating nodes, the average round time of about 140 s
for N = 100 indicates that the proposed protocol can be executed within a reasonable dura-
tion. Although real network communication delays were not included in the experimental
setup, the protocol’s intrinsic computational overhead remains modest, suggesting that,
in practical deployments, total performance would be dominated primarily by network
communication rather than by the internal operations of the protocol itself.

5. Discussion
This study presented V-MHESA, a verifiable secure aggregation protocol for federated

learning that extends our previous MHESA scheme by incorporating lightweight verifi-
cation and authentication mechanisms. Unlike conventional secure aggregation methods
that solely protect local parameters, V-MHESA additionally guarantees the correctness and
integrity of the aggregated global model.

A key innovation of V-MHESA lies in its multi-layered security design. In each
Leaning round, FS distributes a round noces, and every node responds with a hash-based
authentication code derived from its (secure) identifier (known only to FS) and the nonce.
This procedure ensures that only legitimate, pre-registered nodes can participate in the
aggregation, thereby providing robust node authentication.

During local update generation, each node masks its parameter wi using (1) its own
random mask Mi, (2) FS’s secret S, and (3) a shared random secret R known only to the
participating nodes. This ensures that only FS can remove the aggregate masking term to
obtain the blinded sum GW = R·w, while only the nodes that share R can subsequently
recover the actual global model w. Consequently, adversaries outside the legitimate FS-
node group are prevented from joining the learning process, generating aggregation results,
or generating forged updates.

The shared secret R is updated independently by the nodes in each learning round
via hash chaining which eliminates any need for repeated communication or collaboration
between nodes. This mechanism not only minimizes communication overhead but also
strengthens the confidentiality of local updates by ensuring that a fresh random secret is
used in every round.

To achieve verifiability, each node additionally generates a verification token for a
small, randomly selected subset of parameters. This token-based approach requires neither
a trusted third party nor complex cryptographic primitives such as homomorphic hash
function or secret sharing. Instead, it relies on simple masking operations and lightweight
arithmetic aggregation, resulting in negligible computational and communication cost.

From a security standpoint, V-MHESA ensures that all local parameters remain con-
fidential under the honest-but-curious threat model. FS can obtain only the blinded
aggregation R·w, while the true global parameter w is recoverable solely by the nodes that
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share R. Moreover, forging a valid global update pair <GW, GT> without knowledge of R
is computationally infeasible, with success probability bounded by 2−2m, where m denotes
the bit length of the pseudo-random output.

Experimental evaluations on the MNIST dataset confirmed that this verification mech-
anism does not affect model accuracy. The V-MHESA model achieved nearly identical
accuracy to MHESA under both IID and non-IID settings. The additional communication
incurred by transmitting verification tokens remained minimal compared with the overall
size of masked local parameters and encrypted mask values.

The main limitation of the proposed model lies in the relatively large size of encrypted
mask data. This is an inherent trade-off of using CKKS-HE, which provides 128-bit security
but increases ciphertext size. Therefore, V-MHESA is particularly suitable for high-security
federated learning environments—such as healthcare, finance, or other domains where data
sensitivity is critical—and where static node participation, high computational capability,
and sufficient network bandwidth are available. In contrast, in lightweight mobile environ-
ments with limited bandwidth, the communication overhead caused by large ciphertexts
may be non-negligible. However, by appropriately tuning the security level—such as ad-
justing the polynomial degree used in CKKS-HE—it is possible to reduce the ciphertext size
and thus the transmission cost. Future work will explore such adaptive configurations to
make V-MHESA more broadly applicable across diverse federated learning environments
with different security and resource requirements.

6. Conclusions
V-MHESA achieves a compelling balance between security, verifiability, and efficiency

in federated learning. It introduces only marginal computational and communication
overhead compared with MHESA, yet it significantly enhances the trustworthiness of the
aggregation process by enabling every node to independently verify the correctness and
integrity of the global model—without revealing any sensitive information.

By combining masking and homomorphic encryption with a lightweight verification
mechanism, V-MHESA effectively overcomes one of the most critical limitations of existing
secure aggregation schemes. Its simplicity, robustness, and negligible overhead make
it particularly suitable for real-world, privacy-sensitive applications such as healthcare,
finance, and IoT-based collaborative learning.

Future work will extend V-MHESA to more heterogeneous and large-scale federated
environments, including asynchronous learning, dynamic node participation, and stronger
adversarial models beyond the honest-but-curious assumption.
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