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zoran.bosnic@fri.uni-lj.si
* Correspondence: areeb.ahmed@fri.uni-lj.si

Abstract

Machine learning (ML) has become a key ingredient in revolutionizing the physical layer
security of next-generation devices across Industry 4.0, healthcare, and communication
networks. Many conventional and unconventional communication architectures now
incorporate ML algorithms for performance and security enhancement. In this study,
we propose an unconventional, high-data-rate, machine-learning-driven, secure random
communication system (HDR-MLRCS). Instead of utilizing traditional static methods to
encrypt and decrypt alpha-stable (α-stable) noise as a random carrier, we integrated several
ML algorithms to convey binary information to the intended receivers covertly. A support
vector machine-aided receiver (SVM-R), Naïve Bayes-aided receiver (NB-R), k-Nearest
Neighbor-aided receiver (kNN-R), and decision tree-aided receiver (DT-R) were integrated
into a single architecture to provide an accelerated data rate with robust security. All
intended receivers were pre-trained on a restricted-access dataset (R-D) and exploited a
static key—the pulse length—to generate and successfully classify α-stable noise samples
to extract hidden binary digits. We demonstrated the performance of the proposed HDR-
MLRCS by simulating 4-bit and 1000-bit transmissions (including bit error rates and
confusion matrices) from the perspectives of the intended receivers and the eavesdropper
receiver (E-R). The significance of the HDR-MLRCS lies in its significantly higher data rates
compared to previously proposed counterparts using static receivers. At the same time,
the SVM-R consistently outperformed all other considered intended receivers. Moreover,
the decisive failure of E-R ensures the architecture’s resistance to possible interception
of communications. The fusion of high data throughput and robustness, enabled by the
utilization of ML and α-stable noise as a random carrier, highlights the suitability of
HDR-MLRCS for future secure communication infrastructures.

Keywords: machine learning; SVM; kNN; NB; DT; α-stable distributions; covert; random
communication system

MSC: 68P30

1. Introduction
Machine learning (ML) has proven its capabilities in transforming conventional meth-

ods across all disciplines. ML allows healthcare to analyze complex multimodal datasets to
diagnose, predict, and describe diseases through clinical observations [1]. ML has intro-
duced innovative manufacturing systems within Industry 4.0 for real-time fault detection
and predictive maintenance [2]. Likewise, the rapid integration of ML with quantum com-
puting has opened a new era of quantum machine learning. It incorporates deep learning
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capabilities, quantum computational advantages, and parameterized quantum circuits [3].
Similarly, ML is already playing its role as a catalyst to optimize path optimization, adap-
tive control, and human–machine collaboration in advanced robotics [4]. Particularly in
information and communication technologies, it has critically improved key infrastructure
in network optimization, resource allocation, anomaly detection, and security [5]. Taken
together, the unimaginable ability of ML to learn complex patterns and provide predictions
in highly dynamic environments has established it as a baseline layer for future intelligent
systems in the current digital era.

Conventional communication architectures also utilize ML in prominent sub-areas
such as resource allocation, error correction, channel estimation, and signal processing [6].
Reliable and renowned ML algorithms such as decision trees (DTs), Naïve Bayes (NB),
k-Nearest Neighbors (kNN), support vector machines (SVMs), and neural networks have
enhanced the detection capabilities of conventional multi-input multi-output systems [7].
With this development, we have seen an enormous increase in efficiency and a decrease
in computational complexity in current conventional communication architectures [8].
Due to this fact, ML-assisted communication systems can now operate under dynamic
channel conditions by improving error resilience and assisting resource scheduling [9].
Additionally, error correction and decoding with the help of ML have opened new pathways
in wireless communications [10]. The contribution of ML in 5G architectures has provided
opportunities for better designs of 6G communication systems.

Research gap: However, with the ever-increasing demand for higher data rates and
enhanced security, current conventional communication architectures now possess a limited
capacity, after reaching certain thresholds, to integrate ML for further advancements [11].
This limitation motivates exploration of unconventional communication architectures that
can better exploit ML for 5G and future 6G systems. The key target is to produce high data
throughput for enhanced cybersecurity [12].

Several unconventional techniques have been proposed in the past to enhance the PLS
of communication architectures. Spread spectrum (SS) communications was the initiating
study that highlighted the need for PLS and explored the benefits of spreading the trans-
mitting sequence bandwidth instead of its original form. The concept remains in place, and
many studies continue to utilize it in its optimized form for PLS and performance enhance-
ment [13,14]. Chaotic communication is also notable for its unpredictability, offering secure
image encryption through noise signals [15]. It has also demonstrated its coexistence in
the 2.4 GHz spectrum in the WiFi and Bluetooth domains [16]. However, SS or chaotic
communications suffer from significant code drawbacks, such as sequence predictability,
instability of chaotic maps, and lower speed and volume of transmitted information [17].

On the contrary, random communication systems (RCSs) have established themselves
as a potential alternative in unconventional secure communications. They utilize α-stable
noise as a random carrier to covertly convey binary information in a Gaussian channel.
On top of that, the RCS has an added layer of security in its architecture. Heavy-tailed
distributions with infinite variance negate the applicability of conventional secrecy capaci-
ties. We have established the security of a substantial inference gap between the intended
receiver with correct parameters and an eavesdropper with no or little information about
it. Similarly, side channel attacks are least likely due to the lack of exploitable statistical
patterns in α-stable noise signals. Since α-stable noise samples seem camouflaged within a
Gaussian environment, RCSs guarantee that both the binary information and the presence
of communication remain concealed in real time [18,19]. Cek [20] and Xu et al. [21] built
baseline models with symmetric and skewed α-stable noise as carriers to encrypt binary
information. They utilized static receivers for successful decryption by intended receivers.
Some studies have added single and multiple inverse systems within RCS architecture to
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produce an extra key for strengthened security or to provide M-ary transmissions. However,
this decreased the data rate [22–24]. RCS architecture has also been successfully validated
in the Terahertz band, demonstrating its suitability for current 5G and next-generation 6G
systems [25]. Although RCSs have demonstrated theoretical and practical feasibility for
covert transmission, they are still lag behind conventional systems due to low data rates de-
spite providing enhanced PLS. Therefore, there is a pressing need for unconventional novel
designs that can achieve significantly higher data rates than the current architectures. RCSs
with higher data rates are the focus area in unconventional communication systems, where
the contribution of ML can substantially boost the overall security of future digital devices.

Given the research gap, the main objectives of the study are as follows:

• Check the multi-classifier architecture of RCS.
• Achieve a higher data rate through RCS by incorporating ML-aided receivers.
• Propose a secure unconventional security architecture.
• Establish performance benchmarks for machine-learning-driven RCSs.

The vital contributions of this study are as follows:

• Multi-classifier architecture of RCSs: To the best of our knowledge, no previous
study has conducted a unified comparison of multiple classifiers in α-stable random
communication systems. Therefore, we have exploited the integration of support
vector machines (SVM), Naïve Bayes (NB), k-Nearest Neighbors (kNN), and decision
trees (DT) into a single unified design to encrypt and decrypt α-stable noise signals.

• Higher data rate: We have achieved significantly higher data throughput for all ML
classifiers than previously proposed static estimators. SVMs are prominent among
them all. They will help narrow the data throughput gap between unconventional
RCSs and conventional communication systems.

• Enhanced security against eavesdropping: The proposed unified architecture also
ensures that an eavesdropper fails to extract hidden binary information without a
restricted-access dataset and the static pulse length key.

• Benchmark for future research: We have provided comparative performance and
security analyses of the renowned ML classifiers for possible integration with RCSs.
This can be considered a benchmark for future RCS architecture incorporating
ML for developing next-generation secure, covert, and high-rate unconventional
communication systems.

The structure of the rest of the paper is as follows: Section 2 provides a brief overview
of unconventional secure communications and the contribution of ML in this field. Section 3
provides a detailed explanation of the proposed unified architecture. Section 4 presents
the results of Monte Carlo simulations for performance and security evaluation, testing
4-bit and 1000-bit transmissions in terms of bit error rate and confusion matrices. Finally,
Section 5 concludes the paper and outlines directions for future research.

2. Physical Layer Security via Machine Learning
Given the need to enhance physical layer security (PLS) in conventional communica-

tion, studies have integrated ML to achieve three primary purposes: transmitter–receiver
authentication, potential intrusion detection, and transmitter–receiver confidentiality for-
mation. Firstly, contributions to the area of authentication have focused on several ML
classifiers such as DT, kNN, SVM, and NB. Fang et al. [26] utilized them to explore phys-
ical features for precisely estimating channel state information (CSI) and time of arrival,
thereby establishing robust authentication architectures. Similarly, a unique combination
of machine-learning algorithms, i.e., random forest, and attribute-based authentication
presents secure and intelligent IoT applications [27]. Secondly, for intrusion detection
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against eavesdropping, attack identification has successfully been optimized in wireless
communications by deploying DT, kNN, NB, SVM, and other boosting algorithms [28].
Graph neural networks have upscaled intrusion detection using temporal and multivariate
features, jamming, and perimeter detection with the help of curated datasets [29]. Finally,
to achieve confidentiality with the help of ML, NB, and SVM, specific approaches have been
explored by utilizing partial (where the eavesdropper knows some CSI) and full (where
the eavesdropper knows complete CSI) CSI for transmitter antenna selection and channel
secrecy [30]. SVM has emerged as a key ML algorithm for effective network detection and
ensuring confidentiality under IoT environments [31]. Currently, deep neural networks are
the focus points across various disciplines. However, their computational cost and com-
plexity limit their suitability for introductory architectures based on α-stable noise carriers.
Baseline ML algorithms, especially SVM, NB, kNN, and DT, can be feasibly integrated with
conventional architectures. It also prompts the need for unconventional architectures to
provide a higher data rate and improved security [32].

Therefore, this paper introduces an unconventional, high-data-rate, machine-learning-
driven, secure random communication system (HDR-MLRCS). The design integrates
widely used ML algorithms, i.e., SVM, NB, kNN, and DT, in a unified RCS architecture.
The proposed architecture is divided into restricted and open-access modes to depict the
intended reception scenario and the eavesdropping scenario, respectively. For the restricted-
access mode, the HDR-MLRCS performs encryption and decryption of α-stable noise to
covertly convey binary information from a transmitter to the intended receivers in a addi-
tive white Gaussian noise (AWGN) channel. The HDR-MLRCS employs a random noise
modulator (RNM), which transmits skewed α-stable (SkαS) noise as random carrier signals.
The RNM conveys the binary information ‘0’ and ‘1’ by exploiting the inherent skewness of
the α-stable distribution. The intended receivers, support vector machine-aided receivers
(SVM-R), Naïve Bayes-aided receivers (NB-R), k-Nearest Neighborhood-aided receivers
(kNN-R), and decision tree-aided receivers (DT-R), are pretrained on a restricted-access
dataset (R-D) privately available within the HDR-MLRCS architecture. The R-D comprises
secret values of SkαS noise parameters, mutually selected by RNM and intended receivers,
which no eavesdropper can know without prior knowledge. Moreover, the RNM and
intended receivers exclusively possess a static secret key—the pulse length—for possible ex-
traction of the binary information from the transmitted signals. Only the intended receivers
can perform successful decryption after pretraining through R-D and utilizing a static
secret key. On the contrary, in the open-access mode, the potential eavesdropper-receiver
(E-R) attempts decryption using SVM, NB, kNN, and DT, which are pretrained on the
open-access dataset (O-D). The O-D consists of all possible combinations of values of SkαS
noise parameters for possible decryption of the transmitted signals. We have shown that
the E-R cannot perform any meaningful extraction of the binary information without the
knowledge of R-D and the static secret key. Since the intended receivers could extract
binary bits from the fewest number of SkαS noise samples, we achieved very high data
rates through HDR-MLRCS compared to previously proposed counterparts. The novel
integration of prominent ML algorithms into a single architecture provides enhanced PLS
and solves the problem of low data rates encountered by unconventional RCSs. It also
shows a comparison of performance among prominent ML algorithms when encrypting
and decrypting α-stable noise signals. Therefore, the proposed architecture adds value to
the category of transmitter–receiver authentication schemes. It incorporates ML to provide
boosted PLS and higher data rates. The results collectively demonstrate HDR-MLRCS as a
promising unconventional communication paradigm.
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3. Unified Architecture
We propose a unified architecture for HDR-MLRCS, as shown in Figure 1. It operates

in two distinct modes—restricted access and open access—reflecting the perspective of
intended receivers and eavesdropper-receivers. Both modes account for a similar AWGN
as a channel impairment. The restricted-access mode provides a restricted-access dataset
(R-D) and a secret static key to intended receivers for possible extraction of the binary
information. The eavesdropper operating in open-access mode must utilize the open-
access dataset (O-D) for potential eavesdropping purposes. This section provides a detailed
explanation of how both modes and their associated components function.

 

Figure 1. Unified architecture of HDR-MLRCS operating in two modes: (1) restricted access with
AWGN as channel impairment and (2) open access with AWGN as channel impairment.

3.1. Restricted-Access Mode

The restricted-access mode reflects the process of the proposed transmitter–receiver
authentication scheme. We have named the transmitter a random noise modulator (RNM).
It conveys binary information by modulating the skewness of α-stable noise. We have
established four intended receivers, i.e., NB-R, DT-R, kNN-R, and SVM-R, to decrypt the
transmitted SkαS noise carriers covertly. AWGN performs channel impairment. Below,
we have described all the components required to establish secure communication within
restricted-access mode.

3.1.1. Random Noise Modulator (RNM)

The RNM utilizes α-stable noise, which is generally famous for characterizing impul-
sive interference through its powerful statistical model. Secure communications usually
utilize it to model impulsive channel conditions by capturing heavy-tailed distributions.
α-stable noise has been widely tested in various dynamic environments that encounter
excessive interference and unpredictable disturbances, such as wireless networks, vehicular
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communications, satellite links, and Internet of Things (IoT) applications [33–35]. The
α-stable distribution relies on four control parameters:

1. The characteristic exponent (α) governs impulsiveness and ranges within (0, 2].
2. The skewness parameter (β) determines distributional asymmetry within [−1, 1].
3. The scale parameter (γ) controls dispersion over (0, ∞).
4. The location parameter (µ) shifts the distribution along the real axis with µ ∈ (−∞, ∞).

V ~ Sα (β, γ, µ) denotes the random variable as per the parameters defined above.
Some specific distribution cases are more known more prominently, including Gaussian
noise, VG ~ Sα=2 (β = 0, γ, µ); Cauchy noise, VC ~ Sα=1 (β = 0, γ, µ); and Lévy noise,
VL ~ Sα=0.5 (β = 1, γ, µ). We generated α-stable noise through its characteristic function
given in [36] as

ϕ(θ) =

{
exp

{
jµθ − γα |θ|α

(
1 − jβ sgn(θ)tan

(
απ
2
))}

; i f α ̸= 1
exp

{
jµθ − γ |θ|

(
1 + jβ 2

π sgn(θ)ln|θ|
)}

; i f α = 1

}
(1)

Other than the defined control parameters α, β, γ, and µ, Equation (1) contains j
as imaginary unit (i.e., j2 = −1) and sgn(θ), as sign function (i.e., sign(θ) = 1 i f θ >

0,−1 i f θ < 0, 0 i f θ = 0). The RNM hides the incoming binary data in the skewness
parameter of the α-stable noise. It follows the principle of noise shift keying. The RNM
conveys the incoming binary data ‘0’ and ‘1’ by generating two distinct random carrier
signals V0 ~ Sα0 (β0, γ, µ) and V1 ~ Sα1 (β1, γ, µ), respectively. The skewness parameter
satisfies the property of symmetry, i.e., β1 = −β0, by shifting the distribution samples
towards the left, i.e., β0 = −1, or towards right i.e., β1 = 1. This deliberate shifting of
the distribution enables us to encrypt the binary data ‘0’ and ‘1’ in the samples generated
from V0 ~ Sα0 (β0, γ, µ) and V1 ~ Sα1 (β1, γ, µ), respectively. We have used the term

∆β ≜ β1 − (β 0

)
to capture the dissimilarity between β1 and −β0. The quantity of samples

required to represent a unit binary digit is called pulse length ‘N’ or simply N, as TU = 1,
which will act as a secret static key for intended receivers. The RNM encodes each bit of
binary information into random samples given below as

V = {v1 , v, . . . , vN} (2)

Importantly, no one can recover the encrypted binary data in (2) without absolute
knowledge of the N. We could have increased the complexity of the encryption by keeping
α0 ̸= α1. Still, we kept it identical, i.e., α0 = α1 = α, to study the effects of skewness on
data concealment provided by the HDR-MLRCS. Likewise, we set the location and scale
parameters to µ = 0 and γ = 1. Consequently, the key factors influencing the diversity
of the generated V0 ~ Sα0 (β0, γ, µ) and V1 ~ Sα1 (β1, γ, µ) are α, ∆β, and N. This makes
these parameters an essential part of the restricted-access dataset (R-D) responsible for
preserving the covertness of encryption and decryption during transmission and reception,
respectively.

Restricted access: To establish covert communications by the proposed HDR-MLRCS,
the values of α, ∆β, µ, γ, and N were preselected between the RNM and intended receivers.
This specific set of values, α, ∆β, µ, and γ, acted as dynamic keys. Along with the static key
N, they provided restricted access to intended receivers by constituting restricted-access
keys, given in Table 1 as
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Table 1. Restricted-access keys.

Keys Values

α 0.6, 0.8, 1.1
N 15, 25, 35
µ 0
γ 1

∆β 1.6 1.8 2
Corresponding β0 −0.8 −0.9 −1
Corresponding β1 0.8 0.9 1

The RNM and intended receiver preselect one of the combinations from Table 1 for
the decryption of the samples transmitted as V0 ~ Sα0 (β0, γ, µ) and V1 ~ Sα1 (β1, γ, µ),
respectively. The choice of the optimal restrictive key values was made by performing
exhaustive grid-based search trials covering the key parameter space of the α-stable noise-
based random communication system. We focused the search on identifying a combination
of α, ∆β, and N that jointly enhanced the performance trends of the α-stable noise control
factors in HDR-MLRCS. We used the following ranges for the exhaustive search:

• α: 0.6–2.0 with increments of 0.1.
• ∆β: 0.2–2.0 with increments of 0.25.
• N: 5–500 with increments of 1.

During the exhaustive grid-based search, we set other system parameters, such as
µ = 0 and γ = 1, to maintain comparability across combinations. We ensured accurate
noise statistics for each parameter combination while generating α-stable noise samples.
We have trained and evaluated all intended receivers, i.e., NB-R, DT-R, kNN-R, and
SVM-R, under identical conditions. Moreover, we repeated each experiment five times to
negate stochastic variation. We selected the parameter combination that yielded the lowest
average bit error rate while remaining stable for potential restricted-access keys. We reduced
the computational overhead by terminating the exhaustive search when we observed
no improvement in the bit error rates over ten consecutive evaluations for the top five
parameter sets. The final restricted-access keys listed in Table 1 represent the optimal
configurations. We conducted an exhaustive search to achieve optimized BERs for the
intended receivers while maintaining covertness. However, real-world deployment or
testing for large communication networks under time-varying channels requires offline
precomputation, refreshing, and periodically refined keys.

3.1.2. Channel Impairments

Each consecutive transmitted binary information bit, shown in (2), suffers channel
impairments in the AWGN channel ‘C’, which distorts transmitted V0 ~ Sα0 (β0, γ, µ) and
V1 ~ Sα1 (β1, γ, µ) via the noise distribution defined as

VG ∼ Sα=2(β = 0, γG, µ) (3)

Importantly, VG introduces impairments following sub-characteristics fundamentally
present in α-stable noise. Since the utilized SkαS noise in the HDR-MLRCS demonstrates
an adequate representation of heavy-tailed impulsive phenomena, its noise samples exceed
the VG-induced distortions. This is the main reason that the transmitted signals in the HDR-
MLRCS remain practically indistinguishable to eavesdroppers, while providing natural
resistance to C-induced impairments

Similarly, the α-stable distribution does not have a second-order moment-generating
function, and the first-order moment-generating function also does not exist for α < 2.
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Therefore, conventional variance-based criteria, such as the ‘signal-to-noise ratio,’ are not
theoretically able to derive the BERs of the HDR-MLRCS. Consequently, mixed signal-to-
noise ratio (MSNRdB) is used as the standard criterion while measuring α-stable random
noise of Gaussian environments. It characterizes the ratio between the scale of the trans-
mitted signal V ~ Sα (β, γ, µ) and of the Gaussian channel noise VG ~ Sα=2 (β = 0, γG, µ),
defined below as

MSNRdB = 10log
γ

γG
(4)

We used it to analyze the effects of C-induced impairments on V0 ~ Sα0 (β0, γ, µ) and
V1 ~ Sα1 (β1, γ, µ). The MSNRdB is measurable in decibels. We used it to examine the
HDR-MLRCS while mimicking extreme channel impairments affecting V0 ~ Sα0 (β0, γ, µ)
and V1 ~ Sα1 (β1, γ, µ) while traveling in C. We have used the scale given below of γG and
the associated MSNRdB in Table 2 to analyze the HDR-MLRCS.

Table 2. C-induced impairments.

Impairment Values

γG [0.316, 10]
Corresponding MSNRdB [−10, 5]

γ 1

3.1.3. Intended Receivers

All intended receivers receive the transmitted V in the form of U, given below as

U = V + VG (5)

The received signal U is accessible to both intended receivers and the eavesdropper.
However, the intended receivers operate in the restricted-access mode by exploiting the
restricted-access dataset. The intended receivers possess dynamic and static keys to perform
decryption, hence extracting the hidden binary information concealed in U. As shown in
Figure 1, we have incorporated SVM-R, NB-R, kNN-R, and DT-R as intended receivers in
HDR-MLRCS. All intended receivers are pretrained on a restricted-access dataset (R-D),
expressed below as

R (D ) = {(α , β, N , MSNRdB, u)} (6)

The values of α, ∆β, N, and MSNRdB come from Tables 1 and 2, respectively. Impor-
tantly, ‘u’ is the resulting SkαS noise sample produced via the specified combination of α,
∆β, N, and MSNRdB. Every unique combination in (6) of α, ∆β, and N from Table 1 and
MSNRdB from Table 2 produces a unique ‘u’, where we took 50 unique realizations of ‘u’
for a single combination during pretraining of every intended receiver. Following this
approach, we trained SVM-R, NB-R, kNN-R, and DT-R on R(D) to predict the skewness
parameter β̂. After the successful training phase, the intended receivers learned to predict
the output as

β̂= f (α , N, MSNRdB, u
)

(7)

Regarding the computational environment, we conducted all simulations of α-stable
noise generation, feature extraction, and associated classifier training/testing in MAT-
LAB R2023a.

Support vector machine-aided receiver (SVM-R): The SVM-R operates by approxi-
mating the continuous mapping from the feature space to the skewness parameter given in
(7), where the regression function is defined as follows:

β̂ = ∑m
i=1 (λi − λ∗

i ) K(xnew, xi) + b (8)
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where the Lagrange multipliers λi and λ∗
i are obtained during pretraining of SVM-R. K(., .)

is the kernel function. Similarly, b is the bias parameter. Importantly, the mapping of the
input features is as follows:

xi= (α , β, N, MSNRdB, ui) (9)

This mapping of input features into higher-dimensional space is carried out by the
K(., .). We selected the radial basis function K(., .) after comparing it with linear and polyno-
mial kernels due to superior generalization across α-stable noise conditions. We utilized the
MATLAB Classification Learner app to optimize the automatic hyperparameters to achieve
a box constraint of C = 10, a kernel scale of γ = 0.01, and an iteration tolerance based on the
5-fold cross-validation accuracy. Finally, we performed a final evaluation on the test set
with the classifier that achieved the highest cross-validation accuracy. The SVM-R predicted
the output β̂ by utilizing kernel-based regression. It modeled the nonlinear relationship
between the transmuted β (β0 or β1) and R (D) parameters.

Naïve Bayes-aided Receiver (NB-R): The NB-R works on estimating the conditional
distribution of β̂ given in (7). It does so by obtaining a posterior expectation as the regression
estimate of transmitted β (β0 or β1) as follows:

β̂ = E [β | α, N, MSNRdB, u] (10)

where the posterior density is

P(α, N, MSNRdB, u | β ) ∝P (β | α, N, MSNRdB, u ) P (β ) (11)

Since the features have conditional independence among themselves, the likelihood
further decomposes as follows:

P(α, N, MSNRdB, u | β ) = P(α | β ) P (N | β ) P(MSNRdB | β ) P (u | β ) (12)

The expression given in (13) helps the NB-R in the approximation of β̂, which was
given in (7). As shown in (11)–(13), we performed it by integrating the contribution of each
independent feature distribution. Hence, the regression-based NB-R provides an efficient
estimation of β̂ as given in (7).

k-Nearest Neighborhood-aided receiver (kNN-R): The kNN-R computes β̂, as given
in (7), by applying weighted KNN averaging. We calculated the weighted average of the
neighboring βi from the received samples of U, as given below.

β̂=
∑i∈Nk

wiβi

∑i∈Nk
wi

(13)

where we computed weights between the query point and the i-th neighbor as

wi =
1

d(xnew, xi) + ϵ
; ϵ = 10−5 (14)

The unique Euclidean distance, d(xnew, xi), in (10) exists between the new sample xnew

and each training sample xi = (α, β, N, MSNRdB, ui ). We computed d(xnew, xi) as

d(xnew, xi)=

√
(αnew − αi)

2 + (Nnew − Ni)
2 + (MSNRnew − MSNRi)

2 + (unew − ui)
2 (15)

Before training the kNN-R on R(D), we standardized all features using z-score normal-
ization, i.e., x̂ =

xj+µj
σj

. The mean ‘µj’ and standard deviation ‘σj’ were calculated using R
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(D). By doing this, we ensured bias prevention, as every feature contributed proportionally
to the Euclidean distance.

Decision tree-aided receiver (DT-R): The DT-R works based on the principle of
classification and regression trees (CART) algorithm and utilizes binary splitting for the
construction of decision trees. The Gini index (GI) is the factor that determines the choice
to split the attribute variable. The DT-R computes GI by utilizing R(D) as

GI [R(D )] = 1 − ∑m
i=1 p2

i (16)

Since the purpose of GI is to analyze the node’s impurity, the value of GI equals zero,
replicating a pure node. On the contrary, we calculate maximum impurity by judging the
maximum classes. The DT-R calculates ‘GIS’ as

GISR(D)= j1
j

GI [R1(D )] +
j2
j

GI [R2(D)] (17)

which is the GI of the split when splitting R(D) into R1(D) and R2(D). Since ‘j’ is the size
of R(D ), j1 and j2 are the sizes of R1(D) and R2(D). The DT-R traverses towards the split
that attains minimum GI for the subsequent subsets. After the successful training phase
defined in (12) and (13), the DT-R learns to predict β̂, as given in (7).

Static key-based classification: All intended receivers must perform static key-based
classification after estimating β̂ N times. The multiple predicted β̂ values, {β̂ 1, β̂2, . . . , β̂N},
hold a single binary information bit, ‘0’ or ‘1’. It converts every consecutive set, i.e.,
{β̂ 1, β̂2, . . . , β̂N}, into a single classified binary digit, ‘βD’, as per the hard decision
given below:

βD=

{
β0 ; i f ∑N

t=1 β̂t < 0
β1; i f ∑N

t=1 β̂t ≥ 0

}
(18)

where β0 and β1 reflect the conversion of {β̂ 1, β̂2, . . . , β̂N} to the binary information bit ‘0’
or ‘1’, respectively. The procedure repeats itself until all subsequent sets, {β̂ 1, β̂2, . . . , β̂N},
are converted back into binary information. Importantly, the RNM and intended receivers
can utilize any one value of N as a static key from restricted-access keys defined in Table 1
for secure communication through the HDR-MLRCS. The smaller N results in a higher data
rate, as fewer samples are required to retrieve a unit binary digit.

3.1.4. 4-Bit Transmission

We experimented with a shorter stream of binary information bits, which we refer to as
‘4-bit transmission’. It gave us clearer insight into and visualization of the encryption and
decryption process before we analyzed the HDR-MLRCS on many bits. We demonstrate
this proof of concept in Figure 2.

The ‘4-bit transmission’ in Figure 2 shows four incoming binary information bits, “1, 0,
1, 0”, and the corresponding encrypted noise signal V transmitted from RNM. The received
noise signal U is accessible to all intended receivers after traversing the AWGN channel.
The intended receivers exploit U to predict β̂ and then βD to decrypt the transmitted
hidden binary information bits “1, 0, 1, 0”. In the 4-bit transmission experiment, we utilized
α = 0.8 and N = 15, where ∆β = 1.8, i.e., β0 = −0.9 and β1 = 0.9, to represent the binary
information bits ‘0’ and ‘1’. The given transmission was tested with MSNRdB = −5 dB to
analyze the decryption capabilities of the intended receivers in severe channel conditions.

We present the initial performance trends of the intended receivers, NB-R, kNN-R,
DT-R, and SVM-R, operating in restricted-access mode, through a visual representation of
the decryption process in Figure 2. We observed that the prediction capabilities of intended
receivers in predicting β̂ tended to improve gradually for every subsequent set of incoming



Mathematics 2025, 13, 3590 11 of 22

values {β̂ 1, β̂2, . . . , β̂N=15} which held a single information bit. This observation applied
to all intended receivers regardless of the number of erroneous predicted β̂ in their first
set of {β̂ 1, β̂2, . . . , β̂N=15}. Consequently, lesser predicted values of β̂ were erroneous for
every subsequent set of {β̂ 1, β̂2, . . . , β̂N=15} of binary information bits.

 

Figure 2. Rows 1, 2, and 3: Shorter stream of binary information bits, corresponding transmitted
noise signal (V) from RNM and received noise signal (U). Rows 4, 5, 6, and 7: Predicted skewness
parameters β̂ as outputs, corresponding single classified binary digit βD and retrieved binary bits by
intended receivers NB-R, kNN-R, DT-R, and SVM-R, where α = 0.8, ∆β = 1.8, N = 15.

If we consider the first set of predicted values of {β̂ 1, β̂2, . . . , β̂N=15} containing the
binary information bit ‘1’ shown in Rows 4–7 in Figure 2, the SVM-R encountered the fewest
errors, i.e., three out of fifteen. On the contrary, DT-R, kNN-R, and NB-R encountered
five, six, and seven errors, respectively. We also saw similar trends for the later sets of
predicted {β̂ 1, β̂2, . . . , β̂N=15} containing “0, 1, 0”. This shows the superior decryption
capability of SVM-R over the other intended receivers. It is important to note that all
intended receivers successfully recovered the transmitted binary information bits “1, 0, 1,
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0”. However, analyzing it for a larger number of bits in the later section would further
prove the practicality of the proposed HDR-MLRCS.

3.2. Open-Access Mode

Previously, we analyzed the architecture of the proposed transmitter-receiver authenti-
cation scheme in restricted-access mode. Therefore, it is also necessary to assess the strength
of the HDR-MLRCS against potential eavesdropping. The open-access mode considers the
HDR-MLRCS from the perspective of the potential eavesdropper. It also receives the signal
traversing through the same AWGN channel. In actual practice, detecting the presence of
a communication established by the HDR-MLRCS is impossible. However, we modeled
the eavesdropper-receiver (E-R) as a significantly advanced communication interceptor to
depict the worst-case scenario for the HDR-MLRCS.

Eavesdropper-Receiver (E-R)

We considered the same signal U, which was given in (5) and propagated through the
AWGN channel C, to be available to the E-R. As shown in Figure 1, the E-R could utilize
any receiver among NB-R, kNN-R, DT-R, and SVM-R to perform possible decryption of
the transmitted binary information bits. However, the E-R did not completely possess the
restricted-access keys available to intended receivers. Hence, the E-R utilized open-access
keys during the training phase.

Open access: Since the actual values of α, ∆β, and N utilized in restricted-access mode
by the RNM and intended receivers were unknown to the E-R, it relied on open-access keys
given below in Table 3

Table 3. Open-access keys.

Keys Values

α (0, 2]
N [1, ∞]
µ [−∞, ∞]
γ (0, ∞)

∆β [0, 2]
Corresponding β0 [−1, 0)
Corresponding β1 [0, 1]

On top of that, the E-R also possessed the static key N. Without the static key, it is
theoretically impossible, with a probability of 1

∞ , to perform any meaningful decryption
from U. However, we assumed ‘N − 1’ as the static key to analyze the HDR-MLRCS under
this study’s worst-case key leakage scenario. Moreover, we assumed that the E-R had exact
knowledge that µ = 0 and γ = 1 and of the α utilized by the RNM and intended receivers.
Otherwise, it would be practically impossible to derive the performance of the E-R. With
the given assumption, we analyze the performance of the E-R in the next section.

4. Transmission and Analysis
Given the successful 4-bit transmission with one of the selected combinations of the

restricted keys (α = 0.8, ∆β = 1.8, and N = 15) at MSNRdB = −5 dB, we analyzed the
HDR-MLRCS for 1000-bit transmission with all possible combinations of the restricted
keys. Firstly, we reflected this analysis by computing confusion matrices in this section.
Similarly, it was necessary to test the proposed HDR-MLRCS under a versatile range of
channel impairments [19–25]. Therefore, later in this section, the BER performances against
the versatile range of MSNRdB are also derived to reflect the overall performance of the
HDR-MLRCS architecture in the AWGN channel. Later, we discuss the most crucial factor,
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i.e., the achieved data rate, which is the most significant factor for unconventional random
communication systems.

4.1. Confusion Matrix Analysis

We computed 1000-bit confusion matrices for the transmitted and retrieved data
according to the HDR-MLRCS architecture, as shown in Figure 1. To derive the performance
of intended receivers in the restricted-access mode, we fixed values of µ and γ to ‘0’ and
‘1’, respectively. We derived confusion matrices by keeping two restricted parameters
(α, ∆β, and N) fixed while varying the third one to analyze the individual effects on the
HDR-MLRCS. In contrast, we derived the confusion matrices for the E-R in the open-access
mode while predicting β̂, as given in (7).

4.1.1. Intended Receivers

In 4-bit transmission, the SVM-R achieved the best performance, while the NB-R was
the worst-performing receiver. The SVM-R and NB-R encountered the fewest and the most
errors on average, respectively. Building on the above trend, we have focused solely on
evaluating the confusion matrices of NB-R and SVM-R in Figures 3 and 4, respectively. The
confusion matrices of the kNN-R and DT-R can be assumed to exist somewhere between
these two extremes.

 

Figure 3. Confusion matrices of the NB-R as intended receiver reflecting the individual effects of
∆β, α, and N on 1000-bit transmission at MSNRdB = −5 dB. The figure clearly shows optimized
decryption while utilizing a higher value combination of the restricted-access keys.
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Figure 4. Confusion matrices of the SVM-R as intended receiver reflecting the individual effects
of ∆β, α, and N on 1000-bit transmission at MSNRdB = −5 dB. The figure clearly shows optimized
decryption while utilizing a higher value combination of the restricted-access keys.

The confusion matrices of the NB-R in Figure 3 depict the HDR-MLRCS’s decryption
ability with a fixed channel impairment (MSNRdB = −5 dB). We observed that all com-
binations of the restricted-access keys successfully retrieved the binary digits. However,
performance continued to increase further when utilizing higher values of α, ∆β, and N.

Like the observation regarding the performance of NB-R in Figure 3, Figure 4 reflects
the same trend for SVM-R. The SVM-R’s decryption ability tended to increase with the
increase in α, ∆β, and N. The SVM-R achieved an ultimate performance of 10−3, i.e., one out
of a thousand bits in error. Moreover, some higher combinations also performed decryption
without any errors. The results reflect the HDR-MLRCS’s ability to transmit and retrieve
binary digits in the restricted-access mode with fixed channel impairment.
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4.1.2. Eavesdropper-Receiver

Although the E-R was in no position to decrypt the transmitted binary digits in
open-access mode or even detect the presence of communication, we computed confu-
sion matrices for the E-R with the assumption that it knew µ = 0, γ = 1, α = 0.8, and
N = N − 1 = 14, while only the ∆β, the main constituent of the transmitted binary digits,
was unknown. With the above assumption and accurate depiction of the best-case scenario
for the eavesdropper, we state the E-R confusion matrices for NB-R, DT-R, kNN-R, and
SVM-R in Figure 5.

 

Figure 5. Confusion matrices of the E-R (NB-R, DT-R, kNN-R, and SVM-R) reflecting perspectives
on potential eavesdropping; µ = 0, γ = 1, α = 0.8, N = 14, and MSNRdB = −5. The inability of E-R to
retrieve binary digits is reflected even in its best-case scenario.

We observed that the E-R cannot correctly predict β̂ even in its most favorable scenario.
Even when the RNM and intended receivers are utilizing ∆β = 2, the true positive rate
(TPR) of E-R for β̂ did not exceed 30% for NB-R, kNN-R, and SVM-R, and 45% for DT-R.
Moreover, the E-R achieved a false negative rate (FNR) above 70% for NB-R, kNN-R, and
SVM-R, and 55% for DT-R. The achieved TPR and FNR of the E-R are impractical for
retrieving even a single binary digit from the communication occurring in the restricted-
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access mode provided by the proposed HDR-MLRCS architecture. This finding indicates
that communication is sufficiently secure for the intended purposes.

4.2. Bit Error Rate Analysis

Similarly to the criteria of confusion matrix testing of 1000-bit transmissions, we
computed BER vs. MSNRdB graphs in this section to thoroughly analyze the performance
of the proposed HDR-MLRCS architecture under various channel impairments.

Intended Receivers

Following the trend seen from the confusion matrices of intended receivers, we com-
puted BER vs. MSNRdB plots of all intended receivers, i.e., NB-R, DT-R, kNN-R, and SVM-R
in Figures 6 and 7 for all possible combinations of the restricted-access keys.

 

Figure 6. BER vs. MSNRdB plots of intended receivers (NB-R, DT-R, kNN-R, and SVM-R) for all
possible combinations of α and ∆β; N = 15 and total transmitted bits = 1000. Bottom to top: plots with
varying ∆β = 1.6, 1.8, 2 with fixed α result in performance increment; left to right: plots with varying
α = 0.6, 0.8, 1.1 with fixed ∆β result in performance increment. The figure reflects HDR-MLRCS
performance under various channel impairments.
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Figure 7. BER vs. MSNRdB plots of intended receivers (NB-R, DT-R, kNN-R, and SVM-R) for all
possible combinations of α and ∆β; N = 35 and total transmitted bits = 1000. Bottom to top: plots with
varying ∆β = 1.6, 1.8, 2 with fixed α result in performance increment; left to right: plots with varying
α = 0.6, 0.8, 1.1 with fixed ∆β result in performance increment. The figure reflects HDR-MLRCS
performance under various channel impairments.

Firstly, in Figure 6, we present the results obtained with N = 15 while varying α and
∆β in all possible combinations. Figure 7 repeats a similar practice for N = 35. In both
figures, going from bottom to top, i.e., increasing ∆β from 1.6 to 2, we see a performance
increment for all intended receivers. This trend occurred because increasing ∆β increases
the difference between β1 and β0. It ultimately increases the gap between V0 ~ Sα0 (β0, γ, µ)
and V1 ~ Sα1 (β1, γ, µ) for transmitted ‘0’ and ‘1’, respectively. The increased dissimilarity
between β1 and β0 makes it easier for intended receivers to accurately decrypt the binary
digits as ‘0’ and ‘1’, as per Equation (18).

On the other hand, moving from left to right in both figures, i.e., increasing α from
0.6 to 1.1, we can see a performance improvement for all intended receivers. The main
reason is the decreasing difference between the transmitted α utilized in V0 ~ Sα (β0, γ, µ),
V1 ~ Sα (β1, γ, µ) and the channel impairment VG ~ Sα=2 (β = 0, γ, µ). This helps the
intended receivers correctly predict β̂ and βD as per Equations (7) and (18), respectively.

We have observed that SVM-R outperforms all other intended receivers under any
given combination of restricted-access keys. On the other hand, NB-R lags in every aspect
compared to its peers. Similarly, DT-R and kNN-R lie somewhere in between the receivers
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for all dynamics. Overall, the derived BER vs. MSNRdB plots of the intended receivers
in Figures 6 and 7 reflect that the proposed HDR-MLRCS can achieve the required 10−3

BER for various combinations of restricted-access keys. It also demonstrates that the HDR-
MLRCS architecture can perform effectively under different channel conditions. Moreover,
the feasibility of utilizing NB-R, DT-R, kNN-R, and SVM-R as intended receivers further
reflects the variation provided by the secure architecture.

We have observed that SVM-R achieves the best accuracy among all intended re-
ceivers; kernel optimization and iterative training increase its computational cost. On
the contrary, DT-R and kNN-R are more suitable for real-time low-power dynamics. The
HDR-MLRCS offers an optional trade-off between faster inference with modest accuracy in
a unified architecture.

4.3. Data Rate Comparison

The proposed unified architecture, HDR-MLRCS, provides efficient BER performance
against various channel impairments and ensures the security of established communi-
cation through its unconventional mechanism. However, its primary significance lies in
the achieved data rate compared to previously proposed unconventional RCSs. We con-
ducted a brief comparative analysis of the performance and data rate achieved through
HDR-MLRCS compared to previously reported RCSs. The performance dominance of the
HDR-MLRCS is shown by analyzing the BERs of all designs. Similarly, we examined the
achieved data rates by the number of noise samples (pulse length ‘N’) needed to encrypt
and decrypt a single binary digit. The sampling conditions were similar to those adopted
in previous studies in the literature, i.e., the method given in [36]. We have provided the
comparative analysis in Table 4 for approximately the same simulation parameters.

Table 4. Comparative analysis.

Architectures MSNRdB at BER = 10−3 Pulse Length N

Cek, M.E. [20] −6 2000
Xu et al. [21] −12 2000

Savaci et al. [22] −5 1000
Ahmed et al. [23] −4 1000

Cek, M.E. [24] −6 1600
Ahmed et al. [25] −5 500

NB-R −5; −6 15; 35
kNN-R −6; −8 15; 35
DT-R −8; −14 15; 35

SVM-R −10; −15 15; 35

• A lower MSNRdB reflects a very severe presence of AWGN and vice versa. The
comparative analysis reflects that the proposed HDR-MLRCS can achieve the ideal
BER of 10−3 in very harsh channel conditions. Moreover, the architecture provides the
feasibility of achieving it with all intended receivers. The achievement of BER = 10−3

at the MSNRdB = −15 by SVM-R specifically portrays the lowest possible value among
all RCS architectures.

• Similarly, achieving the ideal BER by NB-R, kNN, and DT-R at the lowest MSNRdB val-
ues demonstrates the robustness of the HDR-MLRCS in establishing and maintaining
secure communications under severe channel impairments.

• Most importantly, we can attain this level of performance with N = 15 and N = 35 at
lower MSNRdB values. It follows that the proposed HDR-MLRCS can securely transmit
one binary digit with only 15 noise samples. In contrast, the closest architectures
require 500 to 2000 samples to do this. This reflects that the unified architecture
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can transmit approximately ( 500
15 = 33 to 2000

15 = 133) more bits, in one time duration,
compared to all previous architectures.

Such high data rates reflect the HDR-MLRCS’s supremacy over other unconventional
RCS architectures and highlight its potential to compete with conventional communication
systems. It also makes SVM-R the optimal choice among other peers.

5. Conclusions
We modified the concept of random communication systems by incorporating various

baseline ML algorithms to encrypt and decrypt α-stable noise carriers. The proposed HDR-
MLRCS systematically integrates several ML algorithms—SVM, NB, DT, and kNN—as
intended receivers. We successfully achieved the target of establishing secure communi-
cation with efficient BER performance under harsh channel environments. The Monte
Carlo simulation results demonstrate that the deployment of ML-based receivers was the
reason behind the enhanced BER performance and decryption. Most importantly, the
proposed HDR-MLRCS produced significantly boosted data rates compared to previous
RCS architectures. It also reflects the proposed unified architecture’s ability to compete
with conventional carrier-based communication systems.

By exploiting the individual classification ability of various ML classifiers, the HDR-
MLRCS achieved higher adaptability to channel impairments and increased resistance
against eavesdropping, reinforcing physical layer security. Following the evolutionary
path of RCS architectures, we established baseline performance metrics to use in AWGN
environments. We extend HDR-MLRCS to Rayleigh–Rician fading channels when channel
characteristics or pulse length are highly variable. Moreover, utilizing advanced algorithms
such as deep learning-based alternatives and transfer learning to create complex decision
boundaries with improved generalization is a concern in ongoing studies. We also plan to
implement the proposed HDR-MLRC architecture on software-defined radios and field
programmable gate arrays for real-world performance validation under measured α-stable
noise channels. In parallel to the above directions, we are conducting a separate study on
the relation between runtime behavior and computational complexity of adversarial ML-
driven receivers under broader α-stable datasets of different sizes, biases, and parameters.
It will explore quantitative comparison for various disciplines utilizing α-stable noise for
versatile edge-case purposes. Following the above-discussed future research pathways, we
plan to transform the 5G/6G systems and explore more resilient, adaptive, fast, and secure
communication infrastructures.
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Abbreviations
The following abbreviations are used in this manuscript:

HDR-MLRCS High-Data-Rate Machine-Learning-Driven Secure Random Communication System
AWGN Additive White Gaussian Noise
RCS Random Communication System
BER Bit Error Rate
MSNRdB Mixed Signal-to-Noise Ratio
RNM Random Noise Modulator
ML Machine Learning
5G/6G Fifth Generation/Sixth Generation
SVM-R Support Vector Machine-Aided Receiver
NB-R Naïve Bayes-Aided Receiver
kNN-R k-Nearest Neighborhood-Aided Receiver
DT-R Decision Tree-Aided Receiver
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