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Abstract

This paper introduces a novel observer-based, fully distributed fault-tolerant consensus
control algorithm for model-free adaptive control, specifically designed to tackle the con-
sensus problem in nonlinear multi-agent systems. The method addresses the issue of
followers lacking direct access to the leader’s state by employing a distributed observer that
estimates the leader’s state using only local information from the agents. This transforms
the consensus control challenge into multiple independent tracking tasks, where each
agent can independently follow the leader’s trajectory. Additionally, an extended state
observer based on a data-driven model is utilized to estimate unknown actuator faults,
with a particular focus on brake faults. Integrated into the model-free adaptive control
framework, this observer enables real-time fault detection and compensation. The proposed
algorithm is supported by rigorous theoretical analysis, which ensures the boundedness of
both the observer and tracking errors. Simulation results further validate the algorithm’s
effectiveness, demonstrating its robustness and practical viability in real-time fault-tolerant
control applications.

Keywords: MFAC; nonlinear MASs; consensus control; fault-tolerant control; observer-
based control; data-driven control

MSC: 93D25

1. Introduction
In recent years, multi-agent systems (MASs) have received significant attention due

to their wide-ranging applications in autonomous driving [1,2], unmanned aerial vehi-
cles [3,4], and sensor networks [5,6]. Among various coordination objectives, consensus
control plays a central role by enabling agents to reach agreement on key variables through
local communication, supporting higher-level tasks such as formation control [7], dis-
tributed estimation [8], and cooperative decision-making [9]. To achieve consensus, existing
methods are broadly classified into model-based and model-free approaches. While model-
based strategies rely on known system dynamics and offer rigorous theoretical guarantees,
their applicability is often limited in practical scenarios involving heterogeneous agents,
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uncertain environments, or time-varying dynamics, where accurate modeling is difficult or
infeasible. These limitations have led to growing interest in model-free or data-driven con-
sensus control methods, which utilize real-time input–output data to achieve coordination
without requiring explicit knowledge of system models.

Among model-free control frameworks, model-free adaptive control (MFAC) has
shown particular effectiveness due to its reliance on online input–output data and pseudo-
gradient estimation, which avoids explicit model identification while ensuring low com-
plexity and interpretability [10–15]. Other data-driven approaches, such as reinforcement
learning [16,17], neural networks [18], and fuzzy-based control [19], have also been ex-
plored, yet they often require extensive training or large datasets, limiting their real-time
applicability. In contrast, MFAC achieves faster convergence with lower computational
cost, making it particularly well-suited for real-time control of uncertain nonlinear systems.
Recently, MFAC has been extended to the multi-agent domain [20–24], where distributed
MFAC-based controllers have been proposed to solve consensus problems under model
uncertainty using only local data. In [20], a MFAC framework was developed to address
the consensus control problem of multi-agent systems (MASs) subject to deception attacks.
The asymmetric bipartite consensus tracking problem was studied in [22], where event-
triggered mechanisms were incorporated to improve communication efficiency. In addition,
ref. [23] investigated distributed control under denial-of-service (DoS) attacks and external
disturbances. While these schemes have shown promising performance, they also introduce
several intrinsic challenges. Notably, many existing designs rely on consensus error signals,
which often involve future outputs or states of neighboring agents—quantities that are not
directly measurable in real time. This dependence increases implementation complexity
and can introduce estimation errors. In addition, the use of consensus errors typically leads
to parameter coupling among agents, thereby complicating controller tuning and reducing
scalability in large or heterogeneous networks.

A further limitation of existing MFAC-based consensus methods is the assumption
of nominal actuator functionality. In practice, actuator faults—such as bias, partial loss
of effectiveness, or complete degradation—frequently occur due to hardware aging, me-
chanical wear, or harsh environmental conditions. These faults can significantly distort the
applied control signal, degrade tracking performance, or even prevent consensus. As far
as we known, only a relatively small number of mfac-based multi-intelligent body consis-
tency studies have considered errors that occur on systems [25–27]. In [25,26], the output
saturation problem was addressed in the tracking control of multi-agent systems (MASs).
Actuator faults were further investigated in [27], where a distributed control strategy was
developed to ensure system stability under fault conditions. Moreover, since many existing
MFAC consensus schemes rely on consensus error terms, a fault in one agent not only
affects its own behavior but also propagates through the network via local interactions. This
inter-agent coupling can amplify fault effects and deteriorate global control performance,
particularly in large-scale or tightly interconnected systems. These challenges underscore
the importance of developing robust, fault-tolerant consensus strategies for multi-agent
systems under model uncertainty.

Motivated by the above challenges, this paper develops a fully distributed fault-
tolerant consensus control framework for nonlinear multi-agent systems is paper, with-
out assuming prior knowledge of agent models. The proposed approach integrates MFAC
with real-time observation and compensation mechanisms. The main contributions of the
paper are as follows:

1. A fully distributed and purely data-driven consensus control framework is proposed
for nonlinear multi-agent systems subject to actuator faults and unknown dynamics.
The framework is implemented using only local real-time input–output data and



Mathematics 2025, 13, 3582 3 of 16

neighbor communication, without relying on global information, system models,
or offline training. This design ensures high scalability, adaptability, and applicability
in large-scale, uncertain, and fault-prone environments, while significantly reducing
implementation complexity.
A distributed data-driven observer is designed to eliminate structural coupling and
support independent reference tracking for each agent. Unlike traditional MFAC-
based algorithms [20–24], where controller design relies on system-wide consensus
errors, the introduction of a distributed data-driven observer removes this dependency.
Each agent estimates the leader’s state using only local and neighboring input–output
data, allowing independent reference tracking and controller tuning. This structure
mitigates the propagation of local faults and enhances the overall robustness of the
distributed control system.

2. An extended state observer (ESO) is integrated into the control framework to enable
real-time fault estimation and compensation. The ESO reconstructs unknown actuator
faults and external disturbances from local input–output measurements and feeds
the estimates into the control loop for adaptive correction. This mechanism signifi-
cantly improves consensus reliability under input degradation, without relying on
centralized diagnosis, prior model knowledge, or additional sensing infrastructure.

2. Preliminaries and Problem Formulation
2.1. Graph Theory

A weighted graph G(V,E,A) is utilized to characterize the interaction topology
among the agents, where V = v1, v2, · · · , vM denotes the set of nodes, E ⊂ V×V rep-
resents the edge set, and A = [aij] ∈ RM×M is the associated adjacency matrix. An edge
(vi, vj) ∈ E implies aij > 0, indicating that agent j can receive information from agent i;
otherwise, aij = 0. The neighbor set of agent i is defined as N i = vj ∈ V : (vi, vj) ∈ E.
A directed path from node i to node k exists if a sequence of edges connects them, such as
(vi, vc), (vc, vd), . . . , (ve, vk). A directed graph possesses a spanning tree if there exists at
least one node (root) that has a directed path to every other node in the graph. The diagonal
matrix W = diag(ωi0) captures the influence of the leader on each follower, where ωi0 > 0
if follower i can access the leader’s information; otherwise, ωi0 = 0.

Assumption 1 ([28]). A spanning tree is assumed to exist in the graph G, and the leader is
accessible from at least one root node via a directed connection.

2.2. Problem Formulation

Consider a fully heterogeneous nonlinear MAS composed of N followers and a single
leader. The dynamics of the ith follower subject to actuator faults are described by:

yi(ι + 1) = fi(yi(ι), ui(ι), u f i(ι)), (1)

where yi(ι) ∈ Rni denotes the output of the ith follower. ui(ι) ∈ Rli and u f i(ι) ∈ Rli

are the input, and actuator fault of the ith follower, and fi(·) ∈ Rni represents the un-
known dynamics.

The leader’s dynamics is described by:

x0(ι + 1) = A0x0(ι), y0(ι) = C0x0(ι), (2)

where x0(ι) ∈ Rn0 and y0(ι) ∈ Rm0 denote the leader’s state and the output, respectively.
A0 ∈ Rn0×n0 and C0 ∈ Rm0×n0 denote the internal dynamics and output dynamics of the
leader, respectively.
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Assumption 2 ([29]). The modulus of every eigenvalue of A0 is less than or equal to one.

3. Observer-Based Data-Driven Fault-Tolerant Control Algorithm Design
3.1. Data-Driven Distributed State Observer

To effectively mitigate the adverse effects of actuator faults in MASs, it would be ideal
for each follower agent to directly access the state information of the leader. However,
in practical scenarios, such direct communication is often constrained by limitations in
network topology, communication bandwidth, or system security requirements. These
constraints make it infeasible for all agents to receive global information or maintain con-
tinuous access to the leader’s state. Therefore, it becomes essential to design distributed
observer mechanisms that rely solely on local real-time information exchanged with neigh-
boring agents. In this work, we propose three distributed observers that enable each agent
to estimate the leader’s dynamics and state independently.

Âi(ι + 1) =Âi(ι) + αi ∑
j∈Ni

aij(Âj(ι)− Âi(ι)) + αiωi0(A0(ι)− Âi(ι)), (3a)

Ĉi(ι + 1) =Ĉi(ι) + βi ∑
j∈Ni

aij(Ĉj(ι)− Ĉi(ι)) + βiωi0(C0(ι)− Ĉi(ι)), (3b)

χi(ι + 1) =Âi [χi(ι) + σi ∑
j∈Ni

aij(χi(ι)− χj(ι)) + σiωi0(χi(ι)− x0(ι))], (3c)

where Âi(ι), Ĉi(ι) and χi(ι) denote the estimation of the internal dynamics, output dynamics
and leader’s state, respectively. αi, βi, and σi are the parameters to be designed.

Lemma 1 ([29]). Consider a fully heterogeneous nonlinear multi-agent system (MAS) with the
leader’s dynamics given by (2). Assuming that Assumptions 1 and 2 hold, and each follower
implements the distributed observer as defined in (3), the estimates of the system matrices, Âi, Ĉi,
and state χi for each agent i, will converge asymptotically to the leader’s system matrices A0, C0,
and state x0, respectively, as ι → ∞. This convergence holds provided that the observer gains satisfy
the following conditions:

0 < α <
2

ρ(H)
, 0 < β <

2
ρ(H)

, 0 < σ <
2

ρ(H)
,

where ρ(H) represents the spectral radius of the matrix H associated with the graph topology.

Remark 1. The introduction of the distributed observer decouples the overall multi-agent system,
eliminating the reliance on consensus-error-based design inherent in traditional MFAC methods.
This decoupling not only improves the scalability and flexibility of the control architecture but also
prevents fault propagation among agents, thereby enhancing the overall robustness of the distributed
control system.

3.2. Data-Driven Fault-Tolerant Control Algorithm
3.2.1. Data Model Construction

Assumption 3 ([30,31]). The dynamics of the ith follower in the MAS is assumed to satisfy the
following generalized Lipschitz condition.

∥∆yi(ι + 1)∥ ≤ ςi|uri(ι + 1)− uri(ι)|, |uri(ι + 1)− uri(ι)| ̸= 0

where ∆yi(ι + 1) = yi(ι + 1)− yi(ι), uri(ι) = ui(ι) + u f i(ι), and ςi > 0 is a constant.

Lemma 2 ([32]). Given Assumption 3 and the condition |uri(ι + 1)− uri(ι)| ̸= 0, the dynamics
of the ith follower subject to actuator faults can be equivalently expressed by the following data-
based model.
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∆yi(ι + 1) = ϱi(ι)∆ui(ι) + ϱi(ι)∆u f i(ι) (4)

where ϱi(ι) is the pseudo-partial-derivative (PPD), ∆ui(ι) = ui(ι)− ui(ι− 1), ∆u f i(ι) = u f i(ι)−
u f i(ι − 1), |∆u f i(ι)| < u f m, |ϱi(ι)| ≤ ςi.

3.2.2. Extended State Observer

Define Zi(ι) = [zi1(ι), zi2(ι)]
T = [yi(ι), ∆u f i(ι)]

T. Combined with (4), we have

ẑi1(ι) = ẑi1(ι − 1) + ϱi(ι − 1)∆ui(ι − 1) + ϱi(ι − 1)ẑi2(ι − 1) + κi1(zi1(ι − 1)− ẑi1(ι − 1))

ẑi2(ι) = ẑi2(ι − 1) + κi2(zi1(ι − 1)− ẑi1(ι − 1)) (5)

where ẑi1(ι) and ẑi2(ι) are the estimation of zi1(ι) and zi2(ι), respectively. κ1 and κ2 are
observer gains.

Remark 2. The ESO is employed to estimate controller errors in real time, providing essential
information for the subsequent controller design. Since the estimation is continuously updated, once
the controller error vanishes, the ESO output converges to the true value. This property ensures the
correctness of the controller design and contributes to maintaining system stability.

3.2.3. Data-Driven Fault-Tolerant Controller Design

Select the cost function Ji(ui(ι)) of the ith follower as

Ji(ui(ι)) = |χ̂i(ι + 1)− yi(ι + 1)|2 + ηi|∆ui(ι)|2 (6)

where ηi is the weighting parameter to limit the change in the input of the ith follower,
χ̂i(ι + 1) = Ĉi(ι + 1)χi(ι + 1).

Substituting (4) and (5) into (6), and then minimizing (6) with respect to ∆ui(ι), we
can obtain

∆ui(ι) = ϱi(ι)
ρi(χ̂i(ι + 1)− ŷi(ι))− θiϱi(ι)∆ẑi2(ι)

ηi + ϱ2
i (ι)

(7)

where ∆û f i(ι) is the estimation of ∆u f i(ι); ςi ∈ (0, 1] and ηi ∈ (0, 1] are step factors
for flexibility.

Consider the cost function Ji(ϱi) with respect to ϱi as

Ji(ϱi) = |∆yi(ι)− ϱi(ι)∆uri(ι − 1)|2 + ϑi|ϱi(ι)− ϱ̂i(ι − 1)|2 (8)

where ϑi is a positive weighting parameter.
Then, the estimation of PPD ϱ̂i(ι) can be obtained by minimizing (8), so that

ϱ̂i(ι) = ϱ̂i(ι − 1) +
ϖi(∆ui(ι − 1) + ẑi2(ι − 1))

ϑi + (∆ui(ι − 1) + ẑi2(ι − 1))2 [∆yi(ι)− ϱ̂i(ι − 1)(∆ui(ι − 1) + ẑi2(ι − 1))] (9)

where ϖi ∈ (0, 1] is the step size.
Combining (7) and (9), the model-free adaptive security controller for the ith follower

is shown as

ϱ̂i(ι) =ϱ̂i(ι − 1) +
ϖi(∆ui(ι − 1) + ẑi2(ι − 1))

ϑi + (∆ui(ι − 1) + ẑi2(ι − 1))2 [∆yi(ι)− ϱ̂i(ι − 1)(∆ui(ι − 1) + ẑi2(ι − 1))] (10a)

ϱ̂i(ι) =ϱ̂i(1), i f sign(ϱ̂i(ι)) ̸= sign(ϱ̂i(1))or|ϱ̂i(ι)| < ε (10b)

∆ui(ι) =ϱ̂i(ι)
ρi(χi(ι + 1)− yi(ι))− θi ϱ̂i(ι)ẑi2(ι)

ηi + ϱ̂2
i (ι)

(10c)

where ϱ̂i(1) is the initial value of ϱ̂i(ι); ε is a positive constant.
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Remark 3. In the proposed control algorithm, several parameters, ηi, ϑi, ϖi, κi1, and κi2, must
be properly tuned to ensure satisfactory performance. The regularization factor ηi determines the
trade-off between control responsiveness and input smoothness: smaller values enhance response
speed but may compromise stability, whereas larger values improve robustness. The parameters ϑi

and ϖi jointly influence the PPD estimation dynamics, balancing estimation accuracy, smoothness,
and adaptability. A smaller ϑi or larger ϖi accelerates adaptation but increases sensitivity to
disturbances. The step sizes ρi and θi regulate the tracking and fault-compensation processes, where
higher ρi strengthens tracking performance and θi moderates the balance between fault rejection and
stability. Finally, κi1 and κi2 govern the update rate of the fault estimator, and appropriate tuning of
these parameters ensures reliable and stable fault detection.

4. Stability Analysis
Theorem 1. Consider the MASs with actuator faults as (1), let Assumption 1 hold and design
the controller as (10), the tracking error of the MASs will be bounded if the following inequalities
are satisfied:

3ν∥(I−œΦ(ι)ℵ(ι))∥2 > −3µ∥(I − œΦ(ι)ℵ(ι))∥2 − ν

3νȷ2∥Φ(ι)∥2∥κ(ι)∥2 > (1 − 3∥[κ(ι + 1)− œΦ−1(ι + 1)ȷΦ(ι)κ(ι)]∥2)µ (11)

Proof of Theorem 1. This proof is divided into two parts, proving the boundedness of the
estimation of PPD and the containment error, respectively.

Part 1: This part consists of two cases. In case 1, the function (10b) is satisfied, and it is
obvious that the estimation of PPD is bounded.

In case 2, substituting (10a) into the estimation error eϱi(ι) = ϱ̂i(ι)− ϱi(ι) yields:

eϱi(ι) = eϱi(ι − 1) + ϱi(ι − 1)− ϱi(ι) +
ϖi∆uri(ι − 1)

ηi + ∆u2
ri(ι − 1)

[∆yi(ι)− ϱ̂i(ι − 1)∆uri(ι − 1)]

= ϱi(ι − 1) + (1 − ϖi∆uri(ι−1)
ηi+∆u2

ri(ι−z1)
)eϱi(ι − 1)− ϱi(ι) + ϱi(ι − 1)∆u f i(ι − 1) ϖi∆uri(ι−1)

ηi+∆u2
ri(ι−1)

(12)

Then, we can obtain

|eϱi(ι)| ≤|ϱi(ι)− ϱi(ι − 1)|+ |ϱi(ι − 1)∆u f i(ι − 1) ϖi∆uri(ι−1)
ηi+∆u2

ri(ι−1)
|

+ |1 − ϖi∆uri(ι−1)
ηi+∆u2

ri(ι−1)
||τi(ι − 1)| (13)

Also, it is easy to gain | ϖi∆uri(ι−1)
ηi+∆u2

ri(ι−1)
| ≤ ϖi |∆uri(ι−1)|

2
√

ηi |∆uri(ι−1)| =
ϖi

2
√

ηi
, |ϱi(ι)− ϱi(ι − 1)| ≤ 2ςi

and |ϱi(ι)| ≤ ςi. Thus, we can obtain

|eϱi(ι)| ≤Γi|eϱi(ι − 1)|+ 2ςi +
ςiu f mϖi

2
√

ηi

≤Γ2
i |eϱi(ι − 1)|+ Γi(2ςi +

ςiu f mϖi
2
√

ηi
) + 2ςi +

ςiu f mϖi
2
√

ηi

· · ·

≤Γι−1
i |eϱi(1)|+

2ςi+
ςiu f mϖi

2
√

ηi
1−Γi

(14)

where Γi is a positive constant that can be obtained by selecting ϖi and ηi to satisfy
0 < |1 − ϖi∆uri(ι−1)

ηi+∆u2
ri(ι−1)

| ≤ Γi < 1.

Based on the above analysis, since both eϱi(ι) and ϱi(ι) are bounded, it follows that
ϱ̂i(ι) is also bounded.
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Part 2: In this part, we will give the proof of the boundedness of the tracking error
eSi(ι). By Theorem 1, if êSi(ι) = χi(ι) − yi(ι) remains bounded as ι → ∞, then eSi(ι) is
also bounded.

From function (10c), we have

U(ι) = U(ι − 1) + œℵ(ι)eS(ι)− ȷκ(ι)∆Û f (ι) (15)

where

œ = diag{σ1, σ2, · · · , σN }, ȷ = diag{η1, η2, · · · , ηN }, U(ι) = [u1(ι), u2(ι), · · · , uN (ι)]T

ℵ(ι) = diag{ ϱ̂1(ι)

α1+ϱ̂2
1(ι)

, ϱ̂2(ι)

α2+ϱ̂2
2(ι)

, · · · ,
ϱ̂N (ι)

αN+ϱ̂2
N (ι)

},κ(ι) = diag{ ϱ̂2
1(ι)

α1+ϱ̂2
1(ι)

, ϱ̂2
2(ι)

α2+ϱ̂2
2(ι)

, · · · ,
ϱ̂2
N (ι)

αN+ϱ̂2
N (ι)

}

eS(ι) = [êS1(ι), êS2(ι), · · · , êSN (ι)]T, ∆Û f (ι) = [∆û f 1(ι), ∆û f 2(ι), · · · , ∆û fN (ι)]T.

Substituting (15) into (4), we can obtain

y(ι + 1) = y(ι) + Φ(ι)(œℵ(ι)eS(ι) + ∆U f i(ι)− ȷκ(ι)∆Û f (ι)) (16)

where ∆U f (ι)= [∆u f 1(ι),∆u f 2(ι),· · ·,∆u fN (ι)]T and ϱ(ι) = diag{ϱ̂1(ι), ϱ̂2(ι), · · · , ˆϱN (ι)}.
Then, we can obtain

eS(ι+1)=eS(ι)−œΦ(ι)œ(ι)eS(ι)−Φ(ι)∆U f (ι)+ȷΦ(ι)κ(ι)∆Û f (ι)+χ̄(ι+1)−χ̄(ι)

=(I−œΦ(ι)œ(ι))eS(ι)+(ȷΦ(ι)κ(ι)−Φ(ι))∆U f (ι)+∆χ̄(ι+1)+ȷΦ(ι)κ(ι)∆Ũ f (ι) (17)

where χ̄(ι) = [χ1(ι), χ2(ι), · · · , χN (ι)]T.
According to function (5), we have

∆Û f (ι + 1) = κ(ι + 1)∆Û f (ι)−ℸΦ−1(ι + 1)eS(ι + 1) (18)

Then, we can obtain

∆Ũ f (ι + 1) = ∆Û f (ι + 1)− ∆U f (ι + 1)

= κ(ι + 1)∆Û f (ι)−ℸΦ−1(ι + 1)eS(ι + 1)− ∆U f (ι + 1)

= κ(ι+1)∆Ũ f (ι)+κ(ι+1)∆U f (ι)−∆U f (ι+1)−ℸΦ−1(ι+1)eS(ι+1) (19)

Substituting (17) into (19), we can obtain

∆Ũ f (ι+1)= [κ(ι+1)−ℸΦ−1(ι+1)ȷΦ(ι)κ(ι)]∆Ũ f (ι)+[κ(ι+1)−ℸΦ−1(ι+1)(ȷ

×Φ(ι)κ(ι)−Φ(ι))]∆U f (ι)−ℸΦ−1(ι+1)(I−œΦ(ι)œ(ι))eS(ι)−∆U f (ι+1)−ℸ

× Φ−1(ι+1)∆χ̄(ι+1) (20)

Select the Lyapunov function as LS(ι) = ueT
S(ι)eS + µ∆ŨT

f (ι)∆Ũ f (ι), where u > 0, µ > 0.
Then, the difference of L can be obtained as

∆LS(ι + 1) =ueT
S(ι + 1)eS(ι + 1) + µ∆ŨT

f (ι + 1)∆Ũ f (ι + 1)

− ueT
S(ι)eS(ι)− µ∆ŨT

f (ι)∆Ũ f (ι) (21)

Substituting (17) and (20) into (21), we have
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∆LS(ι + 1)

= [(I−œΦ(ι)œ(ι))eS(ι)+ȷΦ(ι)κ(ι)∆Ũ f (ι)+(ȷΦ(ι)κ(ι)−Φ(ι))∆U f (ι)+∆χ̄(ι+1)]T

×[(I−œΦ(ι)œ(ι))eS(ι)+ȷΦ(ι)κ(ι)∆Ũ f (ι)+ȷΦ(ι)κ(ι)∆U f (ι)−Φ(ι)∆U f (ι)

+∆χ̄(ι+1)]+µ{[κ(ι+1)−ℸΦ−1(ι+1)ȷΦ(ι)κ(ι)]∆Ũ f (ι)+[κ(ι+1)−ℸΦ−1(ι+1)

×(ȷΦ(ι)κ(ι)−Φ(ι))]∆U f (ι)−ℸΦ−1(ι+1)(I−œΦ(ι)œ(ι))eS(ι)−∆U f (ι+1)−ℸ

×Φ−1(ι+1)∆χ̄(ι+1)}T{[κ(ι+1)−ℸΦ−1(ι+1)ȷΦ(ι)κ(ι)]∆Ũ f (ι)+[κ(ι+1)−ℸ

×Φ−1(ι+1)(ȷΦ(ι)κ(ι)−Φ(ι))]∆U f (ι)−ℸΦ−1(ι+1)(I−œΦ(ι)œ(ι))eS(ι)

−∆U f (ι+1)−ℸΦ−1(ι+1)∆χ̄(ι+1)}−νeT
S(ι)eS(ι)−µ∆ŨT

f (ι)∆Ũ f (ι) (22)

For the boundedness of χ̄(ι), ∆U f (ι), Φ(ι) and Φ̂(ι), it is possible to be obtain
that ∥(ȷΦ(ι)κ(ι) − Φ(ι))∆U f (ι) + ∆χ̄∥ ≤ M1, ∥[κ(ι + 1) − ℸΦ−1(ι + 1)(ȷΦ(ι)κ(ι) −
Φ(ι))]∆U f (ι)− ∆U f (ι + 1)− ℸΦ−1(ι + 1)∆χ̄(ι + 1)∥ ≤ M2, and Φl(ι) ≤ ∥Φ̂(ι)∥ ≤ Φu(ι).
Then we have

∆LS(ι + 1)

≤ 3ν(∥(I − œΦ(ι)œ(ι))∥2∥eS(ι)∥2 + M2
1 + ȷ2∥Φ(ι)∥2∥κ(ι)∥2∥∆Ũ f (ι)∥2)

+ 3µ(∥[κ(ι + 1)−ℸΦ−1(ι + 1)× ȷΦ(ι)κ(ι)]∥2∥∆Ũ f (ι)∥2 + M2
2 + ∥ℸ∥2

× ∥Φ−1(ι + 1)∥2∥(I − œΦ(ι)œ(ι))∥2∥eS(ι)∥2)− ν∥eS(ι)∥2 − µ∥∆Ũ f ∥2

≤ (3ν∥(I − œΦ(ι)œ(ι))∥2 + 3µ∥(I − œΦ(ι)œ(ι))∥2 − ν)∥eS(ι)∥2

+ (3νȷ2∥Φ(ι)∥2∥κ(ι)∥2 + 3µ∥[κ(ι + 1)−ℸΦ−1(ι + 1)ȷΦ(ι)κ(ι)]∥2

− µ)∥∆Ũ f (ι)∥2 + 3νM2
1 + 3µM2

2

≤ Π1∥eS(ι)∥2 + Π2∥∆Ũ f (ι)∥2 + Π3 (23)

where Π1=3ν∥(I−œΦ(ι)œ(ι))∥2 + 3q∥(I −œΦ(ι)œ(ι))∥2 − ν, Π2=3νȷ2∥Φ(ι)∥2 |κ(ι)∥2 −
µ + 3q∥[κ(ι + 1)−ℸΦ−1(ι + 1)ȷΦ(ι)κ(ι)]∥2 and Π3 = 3νM2

1 + 3qM2
2.

From the (11), Π1 and Π2 are all positive constant. Based on the Lyapunov stability
theory, we can obtain ∆LS(ι + 1) ≤ 0 if at least one of the following inequalities holds

∥eS(ι)∥ >
√

Π3
Π1

, ∥∆Ũ f (ι)∥ >
√

Π3
Π1

. Therefore, eS(ι) and ∆Ũ f (ι) are bounded.

Theorem 2. For the ESO designed as (5), if ki1 and ki2 are selected to ensure max{|(2 − ki1 +√
k2

i1 − 4ki2)/2|, (2 − ki1 +
√

k2
i1 − 4ki2)/2} < 1, then the observer error ˜zi2 of ESO is bounded.

Proof of Theorem 2. From (5), we have[
z̃i1(ι + 1)
z̃i2(ι + 1)

]
=

[
1 − ki1 1
−ki1 1

][
z̃i1(ι)

z̃i2(ι)

]
+

[
0

∆zi2(ι + 1)

]

where z̃i1(ι) = zi1(ι)− ẑi1(ι) and z̃i2(ι) = zi2(ι)− ẑi2(ι) denote the observer errors of ESO.
∆zi2(ι + 1) = zi2(ι + 1)− zi2(ι).

Due to max{|(2 − ki1 +
√

k2
i1 − 4ki2)/2|, (2 − ki1 +

√
k2

i1 − 4ki2)/2} < 1 is satisfied,

the spectral radius of

[
1 − ki1 1
−ki1 1

]
is less than 1.

Then, we have

∥∥∥∥∥
[

1 − ki1 1
−ki1 1

]∥∥∥∥∥
ψ

≤ γ(

[
1 − ki1 1
−ki1 1

]
) + ϵ ≤ c1 < 1.
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Combined with the boundedness of ϱi, we can obtain∥∥∥∥∥
[

z̃i1(ι + 1)
z̃i2(ι + 1)

]∥∥∥∥∥
ψ

≤ c1

∥∥∥∥∥
[

z̃i1(ι)

z̃i2(ι)

]∥∥∥∥∥
ψ

+ c2

≤ · · · ≤ cι+1
1

∥∥∥∥∥
[

z̃i1(0)
z̃i2(0)

]∥∥∥∥∥
ψ

+
c2

1 − c1
(24)

where c2 ≥
∥∥∥∥∥
[

0
∆zi2(ι + 1)

]∥∥∥∥∥
ψ

, and the observer errors are bounded.

5. Simulation
Consider a heterogeneous MAS with three followers and one leader, where the leader’s

output is time-varying and non-convergent. The communication topology is shown in
Figure 1.

0
2 3

1

Figure 1. The communication topology of numerical simulation.

Define the dynamics of the leader as:

x0(ι + 1) =

[
cos(π/300) sin(π/300)
− sin(π/300) cos(π/300)

]
x0(ι),

y0(ι) =
[

0 1
]

x0(ι). (25)

Define the dynamics of the followers as:

y1(ι + 1) =u1(ι)/5 +
y1(ι)u2

1(ι)

1 + y2
1(ι)

(26)

y2(ι + 1) =u2(ι)/2 +
y2(ι)u2(ι)

1 + y3
2(ι)

(27)

y3(ι + 1) =u3(ι) + sin(y3(ι)) (28)

Moreover, assume the actuator faults occur on follower 1 as

∆u f 1 = 0.15 sin(ιπ/300).

The parameters of the distributed observers are selected as α1 = α2 = α3 = 0.3,
β1 = β2 = β3 = 0.4 and σ1 = σ2 = σ3 = 0.4. The parameters of the ESO are set as κ11 = 0.54
and κ12 = 0.08. The parameters of the adaptive controller are set as ϖ1 = 0.9, ϖ2 = 1,
ϖ3 = 0.1, ϑ1 = 0.3, ϑ2 = 0.01, ϑ3 = 0.1, ρ1 = 0.7, ρ2 = 0.99, ρ3 = 0.9, η1 = 0.001, η2 = 0.1,
η1 = 1. Moreover, the initial outputs of the followers are selected as y1 = y2 = y3 = 0 and



Mathematics 2025, 13, 3582 10 of 16

the initial state of the leader is set as y0(0) = [0.2,−0.2]T. The initial PPDs of the followers
are selected as ϱ̂1(0) = 2, ϱ̂1(0) = 1.7 and ϱ̂1(0) = 5.

The performances of the proposed observer are shown in Figures 2–4. As illustrated
in Figures 2 and 3, the followers can effectively observe the leader’s internal and output
dynamics at the 50 time step. Moreover, the leader’s output can also be observed at
the 200th time step. These results show that the MAS has been fully decoupled by the
distributed observers, and the followers can obtain the leader’s output after the 200th step.

�� ��� ���

�
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�
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rro

r

T i m e  S t e p

 F o l l o w e r 1
 F o l l o w e r 2
 F o l l o w e r 3

Figure 2. The observational error ∥eAi∥2 = ∥Âi − A0∥2 of the internal dynamics of the leader.
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Figure 3. The observational error ∥eCi∥2 = ∥Ĉi − C0∥2 of the output dynamics of the leader.
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Figure 4. The observational error ξi = yi − χi of the output of the leader.
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The tracking performances of the followers are shown in Figure 5, Figure 6 and
Figure 7, respectively. From the results of the Figures, based on the distributed observer
and ESO, the followers can track the trajectory of the leader after the 300th time step.
Moreover, the performance of ESO is shown in Figure 8. From Figure 8, the ESO can
estimate the increment of the actuator faults after 300th time step. These results show
that the proposed algorithm can deal with the consensus control problem of MASs with
unknown actuator faults.
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Figure 5. The tracking performance of follower 1.
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Figure 6. The tracking performance of follower 2.
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Figure 7. The tracking performance of follower 3.
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Figure 8. The performance of ESO.

To evaluate the decoupling capability of the proposed algorithm and its effectiveness
in preventing error propagation across the system, the parameters of follower 1 were
deliberately modified such that it fails to estimate the control error accurately and cannot
track the leader’s trajectory. The tracking performance of all followers is illustrated in
Figures 9–11, while the performance of the ESO is shown in Figure 12. A comparison
between Figures 10 and 11 and Figures 6 and 7 indicates that the tracking performances
of followers 2 and 3 remains unaffected, despite the degraded performance of follower 1.
These results show that the proposed algorithm enables system decoupling through the use
of observers. When the ESO of one agent fails, the others remain unaffected, demonstrating
the scalability and robustness of the proposed control strategy.
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Figure 9. The tracking performance of follower 1 with unsuitable parameters.

The tracking performances of the followers under the algorithm in [27] are shown in
Figure 13. As we can see in Figure 13, the followers cannot track the leader’s trajectory under
the algorithm in [27]. As shown in Figure 14, the fault estimator designed in [27] cannot
estimate the actuator faults well. These results show that under the algorithm design in [27],
due to the coupling between multiple intelligences, actuator errors propagate through the
system, thus affecting the stability of the whole system.
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Figure 10. The tracking performance of follower 2.
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Figure 11. The tracking performance of follower 3.
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Figure 12. The performance of ESO.
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Figure 13. The tracking performances of followers under the algorithm in [27].
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Figure 14. The performance of the fault estimator in [27].

6. Conclusions
In this paper, a novel observer-based, fully distributed fault-tolerant consensus control

algorithm for MFAC is proposed to address the consensus control problem in nonlinear
MASs. The proposed method overcomes the challenge of followers lacking direct access to
the leader’s state by utilizing a distributed observer that estimates the leader’s state from
local information. This approach decouples the consensus control problem into indepen-
dent tracking tasks for each agent. An ESO based on a data-driven model is introduced to
estimate unknown actuator faults, particularly brake faults, and an adaptive controller is de-
signed for fault compensation. Theoretical analysis confirms the boundedness of observer
and tracking errors. Finally, simulation results validate the robustness and effectiveness
of the proposed algorithm in fault-tolerant control scenarios. Future work will focus on
conducting physical experiments to further validate the proposed method and extending
the framework to event-triggered mechanisms and partially connected network topologies.
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