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Abstract

The pervasive spread of Android malware poses significant threats to users and systems
worldwide. In most existing studies, differences in feature importance are often overlooked,
and the calculation of feature weights is conducted independently of the classification
model. In this paper, we propose an Android malware detection method, Leveraging
Extraction Method and Soft Voting classification (LEMSOFT). This approach includes
a novel preprocessing module, lexical occurrence ratio-based filtering (LORF), and an
improved Soft Voting mechanism optimized through genetic algorithms. We introduce
LORF to evaluate and enhance the significance of permissions, API calls, and opcodes. Each
type of feature is then independently classified using tailored machine learning models.
To integrate the outputs of these classifiers, this paper proposes an innovative soft voting
mechanism that improves prediction accuracy for encountered applications by assigning
weights through a genetic algorithm. Our solution outperforms the baseline methods we
studied, as evidenced by the evaluation of 5560 malicious and 8340 benign applications,
with an average accuracy of 99.89%. The efficacy of our methodology is demonstrated
through extensive experiments, showcasing significant improvements in detection rates
compared to state-of-the-art (SOTA) methods.

Keywords: Android malware; feature selection; machine learning; static detection; soft
voting

MSC: 68N30

1. Introduction
With the proliferation of smartphones and the widespread adoption of the Android

operating system, Android devices have become integral to daily life and work. Currently,
Android accounts for about 72.15% of the global mobile operating system market share
(https://gs.statcounter.com/os-market-share/mobile/worldwide) accessed on 1 October
2025. The open nature of the Android ecosystem, coupled with its extensive user base, has
led to a significant increase in the number and sophistication of Android malware. The rapid
growth of Android malware poses a significant threat to users’ personal information
security and can lead to economic losses and a crisis of trust [1]. Traditional malware
detection methods often struggle to keep pace with the rapidly evolving landscape of
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Android malware [2]. Therefore, there is an urgent need for innovative approaches that can
effectively identify and neutralize such threats.

Current research in Android malware detection has made significant strides by leverag-
ing advanced machine learning techniques and comprehensive feature extraction methods
to identify malicious applications. Notably, MADAM [3] employs a multi-level analysis
approach to detect and prevent over 96% of malicious applications through behavior-based
techniques. DroidCat [4] enhances the detection and categorization of malware by profiling
app behaviors and using machine learning, achieving robust performance. Furthermore,
PermPair [5] leverages permission usage patterns to distinguish between malicious and
benign apps effectively. These innovations collectively enhance the accuracy and robustness
of Android malware detection, providing crucial security improvements for the platform.

Notwithstanding these advancements, current approaches remain constrained by
notable limitations. Feature selection plays a critical role in these approaches, directly
impacting the detection performance of the models. For example, Qiu et al. [6] introduced
Cyber Code Intelligence for Android Malware Detection. Despite its innovative approach,
the method fails to differentiate the relative importance of the various features, assuming
equal significance for all extracted features. This deficiency may result in a less optimized
detection model. Similarly, Xu et al. [7] presented a method that calculates feature weights
separately from the classification model, using a fixed set of weights that do not dynamically
adjust to the varying relevance of features across different datasets or malware types.
In view of these developments, accurately assessing and dynamically adjusting the relative
importance of features is essential to improving the accuracy of malware detection systems.
In light of these considerations, we propose an important question: What methodologies
might be employed to address these limitations and thereby enhance the accuracy of
malware detection systems?

To address these limitations, we identified two main challenges that needed to be
overcome. Challenge 1: The varying importance of features is frequently ignored and
feature weights are computed independently of the classification model. This oversight
can lead to suboptimal performance in malware detection systems. For example, some
studies primarily focus on the selection of features without considering their varying
impacts on different classifiers [8–10]. Challenge 2: Many approaches calculate feature
weights in isolation, failing to integrate them with the classification process, which
can result in less effective models [11–13]. Integrating these aspects can provide a more
holistic approach, enhancing the ability to accurately detect malware by taking into account
the relative importance of different features. Despite the potential benefits, there have been
few studies addressing this integrated approach.

To overcome these challenges, we propose the LEMSOFT method, a novel approach
for Android malware detection. The LEMSOFT method leverages lexical occurrence ratio-
based filtering to address Challenge 1 and a soft voting mechanism optimized through
genetic algorithms to tackle Challenge 2. The LORF method is designed to evaluate and
enhance the significance of various features, including permissions, API calls, and opcodes.
By accurately assessing the importance of each feature type, LORF enables the extraction
of the most relevant data for malware detection. Each feature type is then independently
classified using tailored machine learning models, allowing us to utilize the strengths of
different classifiers and optimize their performance for specific feature sets. To integrate
the outputs of these classifiers, we propose an innovative soft voting mechanism that
improves prediction accuracy for encountered applications by assigning weights through
a genetic algorithm. The genetic algorithm dynamically adjusts the weights based on
the relative importance of each classifier’s output, ensuring a more accurate and robust
detection process.
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Our solution outperforms the baseline methods, as evidenced by the evaluation of
5560 malicious applications from the Drebin [14] dataset and 8340 benign applications
from the Google Play Store (https://play.google.com/store) accessed on 1 October 2025,
achieving an average accuracy of 99.89% and an F1 score of 99.68%. This remarkable
performance underscores the efficacy of our methodology and highlights the potential for
substantial advancements in Android malware detection.

The main contributions of this work are as follows:

• We propose LEMSOFT, a novel approach for Android malware detection that inte-
grates LORF and a genetic algorithm-optimized soft voting mechanism. This method
addresses two significant challenges in existing approaches: the varying importance
of features and the independent calculation of feature weights.

• The LORF method is designed to accurately evaluate and enhance the significance of
various features. By assessing the importance of each feature type, LORF enables the
extraction of the most relevant data for malware detection, improving the accuracy of
the detection process.

• Our approach employs tailored machine learning models for each feature type, al-
lowing for the utilization of the strengths of different classifiers. The innovative soft
voting mechanism integrates the outputs of these classifiers by assigning weights
through a genetic algorithm, adjusting based on the relative importance of each classi-
fier’s output.

In the following sections, we provide a comprehensive overview of our research
methodology and findings. Section 2 presents related work, discussing existing methods
and their limitations in the context of Android malware detection. Section 3 details the de-
tection method of LEMSOFT, including data collection, preprocessing, and the application
of machine learning classifiers. Section 4 describes the experimental settings, including
the datasets used, the machine learning algorithms employed, and the evaluation metrics.
Section 5 presents the results and discussion, comparing the performance of LEMSOFT
with baseline methods and analyzing the effectiveness of our approach. Section 6 offers
a performance analysis, explaining the key factors contributing to our method’s success.
Section 7 discusses potential threats to validity and how they were mitigated. Finally,
Section 8 concludes the paper and outlines potential directions for future research.

2. Related Work
In recent years, significant progress has been made in the field of Android malware

detection. Researchers have developed various methods to enhance detection accuracy
against sophisticated malware. These methods can be broadly categorized into three types.
In the following sections, we describe related work in these three broad categories.

2.1. Static Detection

Static analysis has been a cornerstone in the detection of Android malware due to
its ability to examine an application’s code without executing it. This method relies on
extracting and analyzing various features from the APK (Android Package) files, such as
permissions, API calls, control flow graphs, and data flow analysis [15–18]. MaMaDroid [19]
employs a static analysis approach, utilizing machine learning to analyze Android appli-
cation bytecode for the identification of malicious activities. In order to increase overall
performance, Idrees et al. [20] proposed PIndroid, an Android app classifier that leverages
intent APIs and permissions for classifier fusion training. However, these techniques often
fail to adequately consider the varying importance of features, an issue that our method
effectively addresses. Additionally, our method integrates a genetic algorithm-optimized

https://play.google.com/store
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soft voting mechanism that dynamically adjusts classifier weights based on the relevance
of each feature type.

2.2. Dynamic Detection

Dynamic analysis, in contrast to static analysis, involves executing the application in
a controlled environment to monitor its runtime behavior. This approach is particularly
effective in identifying behaviors that are not evident from the static code alone, such
as network activity, file manipulations, and API calls made during execution [21–24].
Melvin et al. [25] released a cloud-focused intrusion dataset using VMM-based introspection
to capture malware behavior, demonstrating strong detection performance; Li et al. [26]
introduced DMalNet, which integrates API argument encoding with API call graph learning
via Graph Neural Networks; and Li et al. [27] proposed a deep framework leveraging
API sequence embeddings, convolutional “phrases,” semantic chains, and Bi-LSTM to
model intrinsic API features, achieving high accuracy and F1-score on real-world samples.
However, dynamic monitoring is resource-intensive, and it may also be less effective
against malware that can detect and adapt to runtime analysis environments.

2.3. Hybrid Detection

Hybrid analysis combines the strengths of both static and dynamic analysis to pro-
vide a more comprehensive malware detection framework. This approach addresses the
limitations inherent in each method when used in isolation. By integrating static and dy-
namic features, hybrid analysis systems can achieve higher detection rates and robustness
against evasion techniques [28–31]. Surendran et al. [32] introduced a novel methodology
for Android malware detection that integrates both static and dynamic analysis using a
Tree Augmented Naive Bayes model to effectively capture the conditional dependencies
among API calls, permissions, and system calls, achieving a high detection accuracy of 0.97
over a long-term evaluation period. Fan et al. [33] present a comprehensive approach to
Android malware detection by leveraging a combination of static analysis of application
permissions and dynamic analysis of runtime behaviors, which allows for an adaptive
and robust defense mechanism against evolving threats. Tong and Yan [34] propose an
innovative hybrid methodology for Android malware detection that combines dynamic
analysis to collect runtime system call data and static analysis to process this data on a
detection server, achieving superior detection accuracy through the use of both malicious
and normal pattern sets.

3. Methodology
In this section, we present the overall architecture of LEMSOFT, illustrated in Figure 1.

We begin by collecting a comprehensive dataset of Android applications, including both
benign and malicious samples, from various reputable sources to ensure diversity and
representativeness. During feature preprocessing, we employ the LORF method to evaluate
and enhance the significance of permissions, API calls, and opcodes, which helps in
reducing data dimensionality and focusing on the most relevant features. Each feature
type is then classified using tailored machine learning models optimized for their specific
characteristics. To integrate the outputs of these classifiers, we use an innovative soft voting
mechanism that assigns weights through a genetic optimization algorithm. Each subsection
elaborates on the specific techniques utilized to enhance the accuracy and efficiency of our
malware detection system.
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Figure 1. Overall framework of LEMSOFT. Our approach consists of three key steps: (1) APK files
undergo feature extraction and filtering using the LORF method, resulting in a refined set of features.
(2) Multiple classifiers are trained on these filtered features, each generating independent predictions.
(3) A combination of a soft voting mechanism and a genetic algorithm is used to assign weights to
the classifiers’ predictions, leading to the final classification of the application as either malicious
or benign.

3.1. Data Collection

The data collection phase involves gathering a comprehensive dataset of Android
applications, including both benign and malicious samples. Specifically, we collect
5560 malicious applications from the Drebin [14] dataset and 8340 benign applications
from the Google Play Store. All Drebin samples, including those within the same family,
exhibit distinct hash values, suggesting the use of obfuscation techniques to hinder the
detection of variations. These applications represent a diverse range of categories and
sources to ensure the generalization and effectiveness of the detection system.

3.2. Preprocessing

The sensitivity coefficient is calculated to indicate the degree of maliciousness associ-
ated with specific features in executing malicious behavior. The measurement is biased if
the coefficients of features are calculated solely based on their frequency of occurrence in a
malicious dataset. To address this issue, we propose a method called LORF to accurately
calculate the measure of feature sensitivity.

In the LORF method, we design four basic metrics to evaluate the importance of
features: mc( fi), bc( fi), mr( fi), and br( fi), where both mc( fi) and bc( fi) are initially set
to 0. Finally, we develop a formula cme( fi) to calculate the sensitivity coefficient of the
feature fi based on these four metrics. tm represents the total number of applications in
the malware dataset, tb represents the total number of applications in the benign dataset,
and aj represents the j-th application. The detailed definitions and explanations of these
four basic metrics and the formula are as follows:

mc( fi) =
tm

∑
j=1

aj (1)
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mc( fi) represents the malicious count of fi. Denoting the number of malware instances
that utilize fi in the malicious dataset. If the j-th application utilizes the fi feature, then aj

is 1; otherwise, aj is 0.

bc( fi) =
tb

∑
j=1

aj (2)

bc( fi) represents the benign count of fi. Denoting the number of benign applications
that utilize fi in the benign dataset. If the j-th application utilizes the fi feature, then aj is 1;
otherwise, aj is 0.

cme( fi) =
mc( fi)

tm
· e−

bc( fi)
tb (3)

In this equation, cme( fi) represents the coefficient of maliciousness evaluation, quanti-
fying a feature’s significance in identifying malicious applications. Here, mc( fi) denotes
the number of occurrences of feature fi in malicious instances, while tm is the total number

of malware instances in the dataset. The term e−
bc( fi)

tb incorporates the benign occurrence
ratio, where bc( fi) is the count of feature fi in the benign dataset and tb represents the
total number of benign instances (8340 in our study). This formulation emphasizes that
the importance of a feature in detecting malware is influenced both by its prevalence in
malicious samples and its rarity in benign samples, enhancing the overall evaluation of its
effectiveness in distinguishing between benign and malicious applications.

In traditional methods, the importance of a feature in evaluating malicious software
is often assumed to correlate with its occurrence in malicious applications, denoted as
mc( fi) [35,36]. For instance, the feature openConnection() is commonly found in both
benign and malicious software, leading to high values for both mr( fi) and br( fi). However,
it is not particularly discriminative. In contrast, the feature getLine1Number() exhibits
a significantly lower br( fi) compared to openConnection(), despite also having a lower
mr( fi). Figure 2 shows the count of selected features that frequently appear in malware
samples but are less common in benign applications. This suggests that getLine1Number()
may be more critical for identifying malicious applications, as its lower prevalence in
benign software enhances its value as an indicator of malicious behavior. Therefore, we
posit that the cme( fi) of a feature is positively correlated with its frequency ratio in mr( fi)

and negatively correlated with its frequency ratio in br( fi).

Figure 2. Distribution of high-variance features in malware and benign applications. The black bars
represent the count in malware, while the grey bars indicate the count in benign applications.
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3.3. Classifier

The soft voting mechanism is an ensemble learning method commonly used for
classification tasks. The fundamental idea is to enhance the performance of the overall
model by combining the predicted probabilities from multiple base classifiers. Unlike
hard voting, soft voting takes into account the predicted probability of each class by each
classifier, rather than simply the majority vote. In the soft voting mechanism, multiple
base classifiers output a probability distribution for each class. Suppose there are N base
classifiers, and each classifier i outputs a predicted probability pi,c for class c (where c refers
to the class, benign or malicious). The aggregated predicted probability Pc for class c by the
soft voting ensemble model can be expressed as the average or weighted average of these
predicted probabilities, given by:

Pc =
N

∑
i=1

wi · pi,c (4)

where wi is the weight of the i-th classifier, satisfying ∑N
i=1 wi = 1. The final classification

result is the class with the highest aggregated predicted probability:

ŷ = arg max
a

Pa (5)

In our model, the number of classifiers k is set to 3, corresponding to the three features:
permission, API call, and opcode, while the number of classes c is set to 2, corresponding
to benign and malicious classifications. Each feature is independently classified using its
dedicated classifier. To integrate the outputs of these classifiers, we introduce an innovative
soft voting mechanism [37]. This mechanism combines the individual predictions of each
classifier by assigning weights to their outputs based on a genetic optimization algorithm.
The genetic algorithm iteratively adjusts these weights to enhance overall classification
performance. Refer to Algorithm 1 for detailed steps of the algorithm.

Algorithm 1 Application Classification Algorithm

1: Input: set of Apps {A1, A2, . . . , An}, a dataset
2: Output: Outputs each app as Malware or Normal
3: for each Ai do
4: Extract its permissions, API calls, and opcodes
5: Calculate probabilities p1, p2, p3 for permissions, API calls, and opcodes
6: Initialize weights wp, wa, wo and threshold T
7: repeat
8: Optimize wp, wa, wo, T
9: Calculate final probability Pk:

Pk = wp p1 + wa p2 + wo p3

10: until the improvement in accuracy is less than 0.01% over 10 consecutive iterations
11: if Pk ≥ T then
12: Mark Ai as malware
13: else
14: Mark Ai as normal
15: end if
16: end for

Machine learning, known for its extensive application in data analysis, pattern recogni-
tion, and bioinformatics, excels in handling classification problems. It offers computational
efficiency and reduced time complexity, making it an ideal choice for our classification
phase. During the training phase, we extract binary vectors for each feature from the test
set. These vectors, along with their corresponding labels, are used to train the machine
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learning algorithm. After training, the resultant model is saved for future use. In the
prediction phase, the application under test undergoes the same preprocessing steps to
obtain its feature vectors, which are then fed into the model to predict the application’s
nature (0 for benign and 1 for malicious). In Section 5.2, we examine various machine learn-
ing algorithms for each feature classifier, including Support Vector Machine (SVM) [38],
Random Forest (RF) [39], and k-Nearest Neighbor (KNN) [40], among others. The best
classifier for each feature is then selected. We integrate these optimal classifiers using a soft
voting mechanism. Additionally, we compare the soft voting mechanism against single
machine learning classifiers, hard voting algorithms, a feature-filtering-based malware
detection method, and state-of-the-art malware detection techniques to evaluate its efficacy
in achieving superior detection results.

4. Experimental Settings
In this section, we describe the experimental settings used to evaluate the perfor-

mance of our proposed malware detection system. This section provides a comprehensive
overview of the dataset used for our experiments, the machine learning algorithms applied,
and the metrics employed to evaluate the performance of our malware detection system.
In this paper, all the experiments are conducted with Python 3.7, compiled by Pycharm
2023.2, and run on a PC with 64-bit Windows 10, an Intel(R) Xeon(R) Gold 6154 CPU,
and NVIDIA TITAN V GPUs.

4.1. Experimental Dataset

The experimental dataset consists of 5560 malicious applications from the Drebin [14]
dataset and 8340 benign applications from the Google Play Store. To ensure the integrity and
quality of the dataset, we perform several preprocessing steps, including the removal of du-
plicate samples and the extraction of relevant features. These features include permissions,
API calls, and opcodes, which are critical for accurately distinguishing between benign
and malicious applications. All Drebin samples exhibit distinct hash values, indicating the
use of obfuscation techniques to hinder the detection of variations. To create a balanced
and effective model, we divide the dataset into training and testing sets, allocating 80% for
training and 20% for testing. The diverse range of categories and sources represented in
this dataset ensures the generalization and effectiveness of the detection system.

4.2. Machine Learning Algorithms

We employ several commonly used machine learning algorithms to conduct classi-
fication experiments. These algorithms include Logistic Regression (LR) [41], SVM [38],
KNN [40], RF [39], Decision Tree (DT) [42], Category Boosting (CatBoost) [43], and Adap-
tive Boosting (AdaBoost) [44]. Specifically, for the KNN algorithm, we utilize 1-NN, 3-NN,
and 5-NN, selecting three widely adopted values of K. In total, we implement nine distinct
machine learning algorithms. Each of these algorithms is tested across three different
feature sets to determine the optimal classifier for each feature set.

4.3. Experimental Metrics

To evaluate the performance of our proposed method, we employ several key metrics
commonly used in malware detection and machine learning. These metrics provide a
comprehensive view of the model’s effectiveness, accuracy, and reliability. In the context of
classification models, the terms True Positive (TP), True Negative (TN), False Positive (FP),
and False Negative (FN) are defined as follows:

• True Positive (TP): Instances where the model correctly predicts the positive class.
• True Negative (TN): Instances where the model correctly predicts the negative class.
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• False Positive (FP): Instances where the model incorrectly predicts the positive class
for a negative instance.

• False Negative (FN): Instances where the model incorrectly predicts the negative class
for a positive instance.

In many studies on binary classification, metrics such as accuracy, recall, F1 score,
and precision are commonly utilized to evaluate performance.

Accuracy =
TP + TN

TP + TN + FP + FN
(6)

Recall =
TP

TP + FN
(7)

Precision =
TP

TP + FP
(8)

F1 score = 2 × Precision × Recall
Precision + Recall

(9)

Accordingly, we adopt these four metrics to assess the effectiveness of our method.

5. Results and Discussion
In this section, we explore selecting the appropriate feature thresholds, determining

the best classifiers, and assigning weights to these classifiers to enhance the accuracy of
malware detection. In this paper, we investigate five key research questions (RQs) to
validate the effectiveness of our method from various perspectives.

RQ1: What is the optimal threshold for LORF for permissions, API calls, and opcodes?
RQ2: What is the best classifier for permissions, API calls, and opcodes?
RQ3: What is the weight of the optimal classifier for permissions, API calls, and opcodes?
RQ4: How effective is the combination of permissions, API calls, and opcodes?
RQ5: Can LEMSOFT outperform the baseline methods?

To thoroughly investigate our research questions, we have organized our analysis into
several subsections. Each subsection addresses a specific research question in detail. In the
following subsections, we provide comprehensive answers based on our experimental
results and analysis.

5.1. Answer to RQ1: Determining Optimal Thresholds

Motivation: Determining the optimal thresholds for each LORF feature is crucial for
accurately filtering and selecting relevant features to enhance malware detection performance.

Methodology: We calculate the coefficient of maliciousness evaluation cme( fi) for
each feature fi using LORF, sorting features in descending order of their cme( fi) values.
Features with cme( fi) values greater than 0.3 were selected directly. For features with
cme( fi) values ranging from 0 to 0.3, we apply a threshold selection approach with a step
size of 0.02 for filtering. The selected features are then classified using an SVM classifier to
compute accuracy.

Results: Figure 3 illustrates the threshold values used for filtering features via LORF.
Our experiments demonstrate that the optimal performance for the permissions is achieved
with a threshold of 0.08, resulting in 76 features. For the API calls, the best performance is
observed with a threshold of 0.16, yielding 134 features. For the opcodes, a threshold of
0.22 provides the best results with 77 features. Table 1 demonstrates that applying LORF
significantly improves the performance metrics across all features. For example, using
LORF for API calls increases the accuracy from 96.53% to 99.15%, recall from 96.05% to
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98.62%, F1 score from 96.34% to 98.82%, and precision from 96.57% to 99.02%. Similar
improvements are observed for Permission and Opcode.

Figure 3. Accuracy of each feature at different LORF thresholds using the SVM model. The abscissa
represents the different thresholds, and the ordinate represents the accuracy at each threshold.

Table 1. Comparison of feature-based methods with and without LORF. For each feature two rows
are reported: the first without LORF, the second with LORF. Bold numbers mark the higher value
within the two rows for the same feature, indicating the gain brought by LORF.

Feature Method Accuracy Recall F1 Score Precision

Permission without LORF 0.9626 0.9677 0.9652 0.9603
with LORF 0.9768 0.9832 0.9799 0.9686

API call without LORF 0.9653 0.9605 0.9634 0.9657
with LORF 0.9915 0.9862 0.9882 0.9902

Opcode without LORF 0.9703 0.9655 0.9623 0.9698
with LORF 0.9908 0.9864 0.9832 0.9897

5.2. Answer to RQ2: Identifying the Best Classifiers

Motivation: To achieve optimal detection accuracy, it is crucial to select the most
effective classifier for each type of feature. Since various classifiers may excel with different
features, our goal is to identify the machine learning algorithm that delivers the best
detection performance. This approach ensures a tailored analysis for each feature type,
enhancing the overall effectiveness of our malware detection system.

Methodology: During the classification phase, we utilize three types of features fil-
tered by LORF. Choosing the right parameters for machine learning algorithms is crucial,
as different parameter settings can significantly impact classification performance. There-
fore, we must first identify the optimal parameters for each algorithm. The default settings
provided by the Sklearn package often serve as a reasonable starting point.

For the RF, DT, and AdaBoost algorithms, which rely on tree ensemble methods,
the depth of the tree is a key parameter that influences performance. As shown in Figure 4,
we evaluate the accuracy of these algorithms with various parameter settings across differ-
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ent features. Selecting appropriate depth values requires experimentation, so we test depths
of 8, 16, 32, 64, 128, and 256 to determine which setting yields the best classification results.

In the case of the KNN algorithm, the parameter K indicates the number of nearest
neighbors considered. We typically select odd values such as 1, 3, or 5 to minimize ties in
classification, which often leads to improved outcomes. In total, we employ nine different
machine learning algorithms to classify these features, with the aim of identifying the most
effective algorithm for each specific feature type.

Results: The results are organized into two sections. First, we refer to Table 4 , which
presents the accuracy of three tree-based algorithms evaluated with various parameter
settings. Next, we detail the accuracy achieved through 10-fold cross-validation across nine
different classifiers, as illustrated in Figure 5.

Figure 4 illustrates the malware detection accuracy of the three tree-based algorithms
across various parameter settings. The optimal parameters identified in this analysis were
then employed to compare these algorithms with other machine learning methods. We
utilized ten-fold cross-validation to assess three distinct features: permissions, API calls,
and opcodes. Each classifier’s accuracy was analyzed to determine the most effective model
for each feature. For the API calls, our experiments revealed that the RF algorithm achieved
impressive accuracy scores, with values ranging from 99.40% to 99.51% for parameter
settings of 8 to 256. In the opcode feature analysis, RF also performed well, yielding a
maximum score of 99.21% at a parameter setting of 32. Conversely, DT and AdaBoost
showed slightly lower performances, with DT achieving a peak accuracy of 98.77% and
AdaBoost reaching 99.21% for opcodes. Regarding permissions, RF excelled with scores
reaching 99.06% at a parameter of 64, while DT and AdaBoost also demonstrated solid
performance, with their best scores being 98.87% and 99.32%, respectively.

(a) Permission (b) API call (c) Opcode

Figure 4. Accuracy of machine learning algorithms with different parameter settings for various
features. Each panel corresponds to a specific feature type. The x-axis denotes the parameter settings
(tree depth), and the y-axis shows the accuracy.

As illustrated in Figure 5, both RF and CatBoost demonstrated high accuracy across
all features. In contrast, the performances of the 1NN, 2NN, and 3NN algorithms were
relatively lower. Our experimental results indicate that RF is the most suitable classifier
for permissions, LR is best for API calls, and CatBoost excels with opcodes. Consequently,
we combine these three classifiers using a soft voting mechanism to enhance application
detection based on these features. This integrated approach leverages the strengths of each
classifier, ensuring a robust malware detection framework. Consequently, we utilize these
three classifiers in conjunction with a soft voting mechanism to detect applications based
on these features.
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(a) Permission (b) API call (c) Opcode

Figure 5. Accuracy of various machine learning methods across ten folds for different feature types.
The x-axis denotes the fold index, and the y-axis indicates the accuracy.

5.3. Answer to RQ3: Determining Optimal Weights

Motivation: To accurately combine the three features and enhance the overall perfor-
mance of our malware detection system, it is essential to determine the optimal weights for
each classifier.

Methodology: In Section 5.2, we experimentally identify the optimal classifiers for
the three features. However, the significance of each feature in malware detection varies.
To address this, we utilize a soft voting mechanism to accurately combine the three features,
employing a genetic algorithm to determine the optimal parameters and the best threshold
T for each classifier. Finally, we compare our method with the hard voting mechanism.

Results: Figure 6 depicts the iterative process of the genetic algorithm in optimizing
the accuracy of the model. The graph shows that the accuracy improves steadily from
99.52% at the first iteration to approximately 99.89% by the 21st iteration, as indicated by
the red vertical line. The accuracy stabilizes and reaches its optimal performance at 99.89%
after 31 iterations. This stabilization point marks the completion of the genetic algorithm’s
optimization process.

Figure 6. Iterative process of the genetic algorithm. The x-axis represents the number of iterations,
while the y-axis indicates the achieved accuracy. The red vertical line marks the algorithm has
stabilized and reached optimal performance.
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5.4. Answer to RQ4: Evaluating Feature Combination Effectiveness

Motivation: To validate the effectiveness of combining different LORF features, we
need to compare the performance of the combined method with individual classifiers and
other voting mechanisms.

Methodology: Our dataset comprises 8340 benign samples from the Google Play Store
and 5560 malicious samples from the Drebin dataset, providing a balanced representation
of both benign and malicious Android applications. In this section, we compare the optimal
classifier selected for each feature in Section 5.2 with the final combined soft voting method.

Results: Table 2 illustrates the comparative performance of LEMSOFT using combined
features versus individual features, as well as a comparison with the Hard Voting mecha-
nism. LEMSOFT, when utilizing all combined features, achieves high performance across
all metrics, with an accuracy of 99.89%, recall of 99.62%, F1 score of 99.68%, and precision
of 99.77%. This represents an improvement in accuracy of 0.87% over LEMSOFT-per, 0.31%
over LEMSOFT-api, 0.62% over LEMSOFT-opc, and 0.27% over the Hard Voting mechanism.
These results underscore the effectiveness of the LEMSOFT method in enhancing malware
detection by leveraging a combination of features and optimized voting algorithms.

Table 2. Comparative performance of LEMSOFT using combined and individual features. The results
are categorized as follows: LEMSOFT (using all features combined), LEMSOFT-feature (using only
individual features), and Hard Voting mechanism. Bold numbers indicate the highest value in
each column.

Method Accuracy Recall F1 Score Precision

LEMSOFT 0.9989 0.9962 0.9968 0.9977
LEMSOFT-per 0.9902 0.9855 0.9863 0.9872
LEMSOFT-api 0.9958 0.9973 0.9957 0.9913
LEMSOFT-opc 0.9927 0.9910 0.9912 0.9929
Hard Voting 0.9962 0.9942 0.9951 0.9959

5.5. Answer to RQ5: Comparisons to Baselines

Motivation: To demonstrate the efficacy of LEMSOFT, it is necessary to compare its
performance against existing SOTA baseline methods.

Methodology: We compare LEMSOFT against four SOTA baseline methods: FEDroid,
HYDRA, MalScan, and Drebin.

FEDroid [45] leverages federated learning to enhance malware detection across mul-
tiple devices without centralizing the data, ensuring privacy and security while collab-
oratively training a shared model. Federated learning-based detection was tested on a
diverse dataset, demonstrating its effectiveness in detecting malware while preserving
user privacy.

HYDRA [46] combines multiple data modalities, such as static and dynamic features,
using a deep learning framework to classify malware. It leverages hashing approaches
to extract heterogeneous features from the API name and runtime parameters, which are
then concatenated and fed into a deep learning model that aggregates multiple gated
Convolutional Neural Networks (CNNs) [47] and bidirectional Long Short-Term Memory
(LSTM) [48] networks.

MalScan [49] is a state-of-the-art Android malware detection method that treats
the function call graphs of Android applications as a social network. It conducts so-
cial network-based centrality analysis to extract semantic features for detecting malware.
MalScan focuses on rapid and scalable malware detection by analyzing market-wide
mobile applications.
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Drebin [14] is a classic Android malware detection method that conducts a broad
analysis to extract a wide range of features from an APK, such as permissions, URLs,
and intents. After embedding these features into a joint vector space, they trained an
SVM-based model to detect malware.

Currently, there are many ways to solve this problem. We select a SOTA method
FEDroid and a classic method Drebin. HYDRA is chosen because it represents a sophisti-
cated deep learning approach that integrates multiple types of features. MalScan’s social
network-based analysis offers a unique perspective on feature extraction and detection.
Comparing LEMSOFT with these diverse methods allows us to highlight its strengths and
improvements over existing solutions.

Results: In this study, we employ a ten-fold cross-validation method, dividing samples
into ten equivalent folds, with both malicious and benign applications in each fold. The four
methods we compare used only a subset of the metrics employed in this study and different
datasets, making it impractical to directly replicate their experimental results to validate our
method’s effectiveness. Therefore, we meticulously reproduce these methods based on their
research descriptions. We create training and test sets according to the evaluation methods
used in their studies. Finally, classifiers are trained on the training set and predictions are
made on the test set to evaluate the effectiveness of these methods.

As shown in Table 3, our proposed LEMSOFT achieved the highest accuracy, recall,
F1 score, and precision among all models in both validation and test results. Our method
consistently achieves the highest F1 score on each sub-dataset. Specifically, LEMSOFT’s
average F1 score is 99.68%, which is 1.05%, 0.17%, 1.64%, and 1.61% higher than that of
FEDroid, HYDRA, MalScan, and DREBIN, respectively. Additionally, its average accuracy
is 99.89%, which is 0.77%, 0.14%, 1.77%, and 1.88% higher than that of FEDroid, HYDRA,
MalScan, and Drebin, respectively. Additionally, our method also achieved the best recall,
F1 score, and precision on these datasets. This superior performance can be attributed to
our method’s combination of the LORF method for feature importance assessment with a
genetic algorithm-optimized soft voting mechanism, effectively integrating the strengths of
various features for comprehensive malware detection.

Table 3. Performance comparison between our method and the baseline methods on the Drebin
dataset. Bold numbers indicate the highest value in each column.

Method Accuracy Recall F1 Score Precision

LEMSOFT 0.9989 0.9962 0.9968 0.9977
FEDroid 0.9912 0.9855 0.9863 0.9902
HYDRA 0.9975 0.9951 0.9951 0.9952
MalScan 0.9812 0.9885 0.9804 0.9753
Drebin 0.9801 0.9819 0.9807 0.9796

The experimental dataset comprises 5560 malicious applications from the Drebin
dataset [14] and 8340 benign applications collected from the Google Play Store. To further
assess the robustness of our approach, we additionally employ the AndroZoo dataset [50],
which contains 1000 malware samples and 1500 benign samples. Prior to analysis, we carry
out several preprocessing steps, including deduplication and the extraction of discrimina-
tive static features that are essential for distinguishing benign from malicious applications.
Notably, every Drebin sample has a unique hash value, reflecting the use of obfuscation
techniques intended to thwart variant detection.

Each dataset is randomly partitioned into training and test sets with an 80/20 split.
Table 4 compares the performance of our method with four baselines on the AndroZoo
dataset. LEMSOFT achieves the best results across all metrics, attaining 95.43% accuracy,
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93.73% recall, 95.60% F1 score and 91.92% precision. The closest competitors, HYDRA
and FEDroid, reach accuracies of 92.56% and 91.98%, respectively; HYDRA records 88.46%
recall and a 90.03% F1 score, whereas FEDroid attains 92.21% recall and a 92.89% F1 score.
MalScan and Drebin deliver substantially lower scores on all metrics.

Table 4. Performance comparison between our method and the baseline methods on the AndroZoo
dataset. Bold numbers indicate the highest value in each column.

Method Accuracy Recall F1 Score Precision

LEMSOFT 0.9543 0.9373 0.9560 0.9192
FEDroid 0.9198 0.9221 0.9289 0.8884
HYDRA 0.9256 0.8846 0.9003 0.8872
MalScan 0.9163 0.8105 0.8541 0.8649
Drebin 0.8883 0.8334 0.8600 0.8708

These results highlight the superior effectiveness of LEMSOFT in Android-malware
detection, combining high precision with high recall. Moreover, the diversity of datasets
used demonstrates the model’s ability to generalize across application categories and
sources.

6. Performance Analysis
Our proposed method demonstrates superior performance due to several key fac-

tors: comprehensive feature extraction, optimized classifier integration, and dynamic
weight adjustment.

LEMSOFT employs LORF to assess feature importance more accurately. By consid-
ering the frequency of features in both benign and malicious datasets, LORF effectively
distinguishes between relevant and irrelevant features. This results in a high-quality feature
set that enhances the overall detection accuracy. Using the LORF method, the accuracy
increased by 1.42% for permissions, 2.26% for API calls, and 2.05% for opcodes. Addi-
tionally, LEMSOFT integrates multiple machine learning classifiers using a soft voting
mechanism. This approach leverages the strengths of various classifiers, such as SVM, RF,
and KNN, each optimized for different feature types. Soft voting, which considers the
predicted probabilities of each class, results in a more accurate detection system compared
to hard voting. Moreover, the genetic algorithm used in LEMSOFT dynamically adjusts
the weights assigned to each classifier in the soft voting mechanism. Using the soft voting
mechanism improves the F1 score by 1.05% for permissions, 0.11% for API calls, and 0.56%
for opcodes compared to not using it and relying on a single feature. Since the F1 score
has already exceeded 99%, further improvement is limited. After applying LORF, the F1
score exceeds 99%, indicating that there is limited room for further improvement. This
ensures that the most effective classifiers have a greater influence on the final prediction.
The iterative optimization process maximizes overall classification performance, allowing
LEMSOFT to adapt effectively to different datasets and malware types.

7. Threats to Validity
Internal threats to validity. One internal threat to the validity of our method is the

potential bias in feature extraction due to the static nature of our analysis. Static analysis
techniques, while useful, might not capture all the dynamic behaviors of malware, leading
to incomplete feature sets. To mitigate this, we have incorporated LORF to enhance feature
selection. However, this approach still relies on static features, which could limit its
effectiveness. In future work, we aim to integrate dynamic analysis techniques to capture
runtime behaviors, providing a more comprehensive feature set and improving the overall
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accuracy and robustness of the detection system. Additionally, we plan to explore the use
of advanced unpacking systems and machine learning algorithms from other studies to
further enhance our feature extraction process.

External threats to validity. The generalizability of our results may be limited by
the datasets used in our experiments. Although we utilize a diverse set of samples from
the Drebin and AndroZoo datasets, these datasets may not encompass the full spectrum
of malware and benign applications found in the wild. To address this external threat to
validity, future research will focus on continuously updating and expanding our dataset to
include the latest malware samples and benign applications. Additionally, as the Android
operating system continues to evolve, there will be a need to periodically revisit and revise
the feature set and classification strategies used by LEMSOFT to adapt to new system
architectures and user behavior patterns.

8. Conclusions and Future Work
In this paper, we introduce LEMSOFT, an advanced Android malware detection

system that leverages LORF and a soft voting mechanism optimized through genetic
algorithms. Our approach addresses the limitations of existing methods by integrating
feature importance assessment and classifier optimization. We demonstrate the effec-
tiveness of our system through extensive experiments on a comprehensive dataset of
Android applications, including both benign and malicious samples. Our results show that
LEMSOFT significantly outperforms baseline methods, achieving an average accuracy of
99.89%. The innovative combination of tailored machine learning classifiers and the genetic
algorithm-based soft voting mechanism ensures that our system can accurately identify a
wide variety of malware types.

Future research could combine static and dynamic analysis techniques. By incorporat-
ing runtime behaviors and network traffic analysis, the detection framework could become
more comprehensive and resilient against sophisticated obfuscation techniques.
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Abbreviations

AdaBoost Adaptive Boosting
API Application Programming Interface
APK Android Application Package
CatBoost Category Boosting
CNN Convolutional Neural Network
DEX Dalvik Executable
DT Decision Tree
FCG Function Call Graph
FNN Feedforward Neural Network
GA Genetic Algorithm
KNN k-Nearest Neighbors
LEMSOFT Leveraging Extraction Method and Soft Voting
LORF Lexical Occurrence Ratio-Based Filtering
LR Logistic Regression
LSTM Long Short-Term Memory
RF Random Forest
SOTA State-of-the-Art
SVM Support Vector Machine
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