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Abstract


With the rapid growth of wireless devices, security has become a key research concern in beyond-5G (B5G) and sixth-generation (6G) networks. Non-orthogonal multiple access (NOMA), one of the supporting technologies, is a strong contender to enable massive connectivity, increase spectrum efficiency, and guarantee high-quality access for a sizable user base. Furthermore, the scientific community has recently paid close attention to the effects of hardware impairments (HIs). The safe transmission of NOMA in a two-user uplink relay network is examined in this paper, taking into account both hardware limitations and the existence of listening devices. Each time frame in a mobile network environment comprises two phases in which users use a relay (R) to interact with the base station (  B S  ). The research focuses on scenarios where a malicious device attempts to intercept the uplink signals transmitted by users through the R. Using important performance and security metrics, such as connection outage probability (COP), secrecy outage probability (SOP), and intercept probability (IP), system behavior is evaluated. To assess the system’s security and reliability under the proposed framework, closed-form analytical expressions are derived for SOP, IP, and COP. The simulation results provide the following insights: (i) they validate the accuracy of the derived analytical expressions; (ii) the study significantly deepens the understanding of secure NOMA uplink transmission under the influence of HIs across all the network entities, paving the way for future practical implementations; and (iii) the results highlight the superior performance of secure and reliable NOMA uplink systems compared to benchmark orthogonal multiple access (OMA) counterparts when both operate under the same HI conditions. Furthermore, an extended model without a relay is considered for comparison with the proposed relay-assisted scheme. Moreover, the numerical results indicate that the proposed communication model achieves over 90% reliability (with a COP below 0.1) and provides approximately a 30% improvement in SOP compared to conventional OMA-based systems under the same HI conditions.
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1. Introduction


It is becoming increasingly important to guarantee both great spectral efficiency and safe data transfer as wireless communication systems advance to the sixth generation (6G). By allowing several users to use the same frequency resources through power-domain multiplexing, non-orthogonal multiple access (NOMA) has become a potential method to improve spectrum utilization and energy efficiency [1,2,3,4]. In both uplink and downlink circumstances, this method efficiently reduces user interference and increases spectral efficiency when paired with successive interference cancellation (SIC) at the receiver and superposition coding at the transmitter [5,6,7,8].



To increase the secrecy performance of NOMA systems under a variety of Quality-of-Service (QoS) restrictions, recent research has suggested solutions for resource allocation and signal design. However, these studies frequently assume that the hardware components are optimal, which is rarely the case in real-world deployments. In practice, residual hardware impairments (RHIs) are caused by unavoidable flaws in the transceiver hardware, including oscillators, amplifiers, and converters [9,10,11,12]. These limitations can seriously hinder system performance, especially in SIC decoding among NOMA users, by introducing distortion noise that is proportional to the signal power [13,14]. Moreover, physical layer security (PLS) in NOMA-based amplify and forward relay systems with RHIs was examined in a remarkable investigation [15], which found that it hurt the outage and intercept probability (IP). However, the cumulative effect of RHIs on every device in an uplink NOMA relay network with an external eavesdropper (E) has not been examined in any previous work. In particular, there is still much to learn about the security performance of such a system, where users send private information to a base station (  B S  ) through a relay (R).



1.1. Literature Review


The authors in [16] examined an uplink wireless network using NOMA with a   B S   and three users sending signals to the   B S  . The bit error rate (BER) was used in the study to assess system performance. The study evaluated performance using BER but did not consider the presence of a potential E, the integration of an R node, and the effect of hardware impairments (HIs) on all the communication nodes. Moreover, just the BER measure was used for the performance evaluation. Likewise, an uplink NOMA system including two users and one   B S   was examined with the influence of HIs regarding all the devices by [17]. While this work extended the system model in [16] by incorporating an R, it still did not account for the existence of an E. In order to assess system performance in a downlink secure communication system, the authors of [18] used BER analysis. The uplink secrecy performance, HIs, and more general reliability and security metrics like the connection outage probability (COP), secrecy outage probability (SOP), and IP were not taken into account in this work. In [19], the authors studied an uplink secure communication system with relay assistance and analyzed key secrecy metrics, including SOP and strictly positive secrecy capacity (SPSC). Nevertheless, this study also neglected the impact of HIs and did not explore other important performance indicators, such as COP and IP. To bridge these research gaps, this paper investigates the secrecy performance of an uplink NOMA relay network consisting of two users and one E, in which all the communication nodes are subject to HIs. Additionally, the system’s security and dependability are thoroughly investigated. Specifically, COP is analyzed to assess system reliability, and IP and SOP are calculated in closed-form formulae under actual conditions, such as high-signal-to-noise ratio (SNR) regimes. In Table 1, a comparison between this research and recent works is presented.




1.2. Motivation and Main Contributions


Despite its benefits, most of the earlier research on NOMA systems has largely ignored the security threats associated with wireless communications in favor of performance metrics such as throughput and energy use. Malicious E can intercept user data transmitted since wireless channels are broadcast, which could lead to serious confidentiality violations [25,26,27]. Although encryption-based techniques have been widely used [28,29], their limits have been made clear by the increasing computer power of attackers. To improve privacy without using encryption keys, PLS approaches have been developed to take advantage of the random nature of wireless communications [20,30].



The main contributions are summarized as follows:




	
A secure uplink NOMA system is proposed, where user 1 (  D 1  ) and user 2 (  D 2  ) transmit signals to the   B S   via an R considering the presence of a potential E and the impact of HIs on all devices.



	
A comprehensive analysis of the system’s PLS and reliability is provided, with closed-form expressions derived for key performance metrics, including COP, SOP, and IP.



	
To validate the accuracy of the theoretical analysis, extensive Monte Carlo simulations are conducted under various system settings. These simulations not only confirm the analytical results but also provide valuable insights into the influence of key parameters on system performance, thereby highlighting the practicality of the design.



	
Moreover, the proposed approach is benchmarked against conventional orthogonal multiple access (OMA)-based schemes and the related model in [19]. The results clearly demonstrate superior reliability and security, emphasizing its effectiveness and potential applicability in realistic communication scenarios.









1.3. Structure


The following five sections comprise the organization of the paper: The suggested system paradigm is introduced in Section 2. In Section 3, the COP analysis is presented. Section 4 and Section 5 analyze the system’s security performance in terms of SOP and IP. Section 6 provides an in-depth exploration of the expanding research, featuring a model of a system that operates without the use of an R. Section 7 presents the generated analytical results. Lastly, Section 8 concludes the article.





2. System Model


The uplink system model of a cooperative NOMA network with an E is illustrated in Figure 1. Specifically, the system model consists of one   B S  , an R, two users (  D 1   and   D 2  ), and an E. The signal transmitted from   D i   to   B S   occurs in two time slots. In the first time slot,   D 2   sends its signal to R, while   D 1   simultaneously transmits its signal to the   B S  , causing interference to R. At the same time, E eavesdrops on the signals from both   D 1   and   D 2  . During the second time slot,   B S   continues receiving the signal from   D 1   and also receives the successfully decoded signal relayed by R. Meanwhile, E continues to intercept the signals from both   D 1   and   D 2   during this phase. The use of two time slots, phase 1 and phase 2, aims to enhance communication security and efficiency given the presence of E. The addition of an R improves both the security and signal quality. By dividing the transmission into two distinct stages, the system optimizes communication and security, ensuring that information is transmitted effectively and safely.



2.1. SIC Assumptions


In this work, the SIC assumptions are specified as follows. User   D 1   continuously transmits its signal to the   B S   during both transmission phases, while user   D 2   transmits to the R in the first phase and relies on the R’s forwarding in the second phase.



	
At the R, the message of   D 1   is not decoded; instead,   D 1   only acts as interference. The relay attempts to decode the signal of   D 2   while treating the signal of   D 1   as interference, as reflected in the corresponding SINR expression.



	
At the E, it is assumed that SIC is feasible. In this case, E first decodes the signal of   D 2   and, after cancellation, attempts to decode the signal of   D 1  . This corresponds to the SINR expressions for E in both transmission phases.



	
At the   B S  , decoding follows a different order due to the stronger link of   D 1  . The   B S   first decodes the signal of   D 1   and then performs SIC to decode the signal of   D 2  .






For analytical tractability, an ideal SIC is assumed, meaning that, once a signal is successfully decoded, it can be perfectly removed from the composite signal. The practical degradation caused by non-ideal transceiver components is captured through the RHIs already modeled in the SINR expressions.




2.2. Signal Analysis in the First Time Slot


The representation of the signal from   D 1   to   B S   is as follows [21,31]:


   y   D 1  B    P 1    =  g  1 S        ω 1   P  D 1      v 1  +  ρ  D 1     +  ρ   D 1  S   +  ζ S  ,  



(1)




where Rayleigh fading is used to illustrate the channel from   D 1   to   B S  , represented by    g  1 S   ∼ C N   0 ,  κ  g  1 S        with variance   κ  g  1 S     [32]. The power allocation coefficient for user   D i  ,   ( i = 1 , 2 )  , is denoted by   ω i   with    ω 1  +  ω 2  = 1   and    ω 1  >  ω 2    [19,33]. The symbol that represents user   D 1  ’s signal is   v 1  , and   D 1  ’s transmission power is represented by   P  D 1   .    ρ  D 1   ∼ C N   0 ,  η   D 1   2   P  D 1       and    ρ   D 1  S   ∼ C N   0 ,  η   D 1  S  2   P  D 1       g  1 S     2      are distortion noise, where   η   D 1   2   and   η   D 1  S  2   are the levels of RHI of   D 1   and   D 1  -  B S   link, respectively [34,35]. The additive white Gaussian noise (AWGN) in   B S   is represented by    ζ S  ∼ C N   0 ,  Z 0      and has the same variance   Z 0  .



The signal-to-interference-plus-noise ratio (SINR) at   B S   that corresponds to   D 1   is written as


   γ   D 1  B    P 1    =        g  1 S     2   ω 1   ψ  D 1         g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  S  2    + 1    ,  



(2)




where    ψ  D 1   =    P  D 1    Z 0     .



Moreover, at R, it receives both the interference signal from   D 1   and the signal from   D 2  . Thus, the following is an expression for the signal at R [23,34]:


      y   D 2  R    P 1    =      g  2 R        ω 2   P  D 2      v 2  +  ρ  D 2     +  ρ   D 2  R   +  g  1 R        ω 1   P  D 1      v 1  +  ρ  D 1     +  ρ   D 1  R   +  ζ R  ,     



(3)




where Rayleigh fading is used to illustrate the channel from   D 2   to R, represented by    g  2 R   ∼ C N   0 ,  κ  g  2 R        with variance   κ  g  2 R    . The symbol that represents user   D 2  ’s signal is   v 2  . The transmission power of   D 2   is represented by   P  D 2   .    ρ  D 2   ∼ C N   0 ,  η   D 2   2   P  D 2       and    ρ   D 2  R   ∼ C N   0 ,  η   D 2  R  2   P  D 2       g  2 R     2      are distortion noise, where   η   D 2   2   and   η   D 2  R  2   are the levels of RHI at   D 2   and   D 2  -  B S   link, respectively [21]. Moreover,    ρ   D 1  R   ∼ C N   0 ,  η   D 1  R  2   P  D 1       g  1 R     2      is the distortion noise, where   η   D 1  R  2   represents the levels of RHI of   D 1  -R link [21]. The AWGN at R is represented by    ζ R  ∼ C N   0 ,  Z 0      and has the same variance   Z 0  .



The following is an expression for the SINR at R for decoding user   D 2  ’s signal:


      γ   D 2  R    P 1    =        g  2 R     2   ω 2   ψ  D 2         g  2 R     2   ψ  D 2      η   D 2   2  +  η   D 2  R  2    +     g  1 R     2   ψ  D 1      ω 1  +  η   D 1   2  +  η   D 1  R  2    + 1    ,     



(4)




where    ψ  D 2   =    P  D 2    Z 0     .



The following represents the eavesdropping equipment E that intercepts the signals of   D 1   and   D 2   [22,36]:


      y E   P 1    =      g  1 E        ω 1   P  D 1      v 1  +  ρ  D 1     +  ρ   D 1  E   +  g  2 E        ω 2   P  D 2      v 2  +  ρ  D 2     +  ρ   D 2  E   +  ζ E  ,     



(5)




where Rayleigh fading is used to illustrate the channel from   D i   to E, represented by    g  i E   ∼ C N   0 ,  κ  g  i E        with variance   κ  g  i E     [37].    ρ   D 1  E   ∼ C N   0 ,  η   D 1  E  2   P  D 1       g  1 E     2      and    ρ   D 2  E   ∼ C N   0 ,  η   D 2  E  2   P  D 2       g  2 E     2      are distortion noise, where   η   D 1  E  2   and   η   D 2  E  2   are the levels of RHI in the   D 1  -E link and   D 2  -E link, respectively [1]. The AWGN at E is represented by    ζ R  ∼ C N   0 ,  Z E      and has the same variance   Z E  .



It is assumed that E in this scenario can identify more than one user. In particular, E decodes   D i  ’s overlaid signals using the SIC approach. Consequently, the SINR that the E used to identify the   D 2   signal is provided by


         γ   D 2  E    P 1    =        g  2 E     2   ω 2   ψ  E 2         g  2 E     2   ψ  E 2      η   D 2   2  +  η   D 2  E  2    +     g  1 E     2   ψ  E 1      ω 1  +  η   D 1   2  +  η   D 1  E  2    + 1    ,     



(6)




where    ψ  E 1   =    P  D 1    Z E    ,  ψ  E 2   =    P  D 2    Z E     .



After SIC, the SINR that the E obtained to identify the   D 1   signal is written by


         γ   D 1  E    P 1    =        g  1 E     2   ω 1   ψ  E 2         g  1 E     2   ψ  E 1      η   D 1   2  +  η   D 1  E  2    +     g  2 E     2   ψ  E 2      η   D 2   2  +  η   D 2  E  2    + 1    .     



(7)








2.3. Signal Analysis in the Second Time Slot


The representation of the signal from   D 1   and R to   B S   is as follows [38,39]:


      y  B S    P 2    =      g  1 S        δ 1   P  D 1      q 1  +  ρ  D 1     +  ρ   D 1  S   +  g  R S        δ 2   P R     v 2  +  ρ R    +  ρ  R S   +  ζ S  ,     



(8)




where the power allocation coefficient for user   D i   is denoted by   δ i   in the second time slot with    δ 1  +  δ 2  = 1   and    δ 1  >  δ 2   . Moreover, R’s transmission power is represented by   P R  . The symbol that represents the user signal   D 1   is   q 1   in the second time slot. Rayleigh fading is used to illustrate the channel from R to   B S  , represented by    g  R S   ∼ C N   0 ,  κ  g  R S        with variance   κ  g  R S    .    ρ R  ∼ C N   0 ,  η R 2   P R      and    ρ  R S   ∼ C N   0 ,  η  R S  2   P R      g  R S     2      are distortion noise, where   η R 2   and   η  R S  2   are the levels of RHI at the R and the R-  B S   link, respectively.



When    g  1 S   >  g  R S     [19], the SINR at   B S   that is associated with   D 1   is expressed as


         γ   D 1  S    P 2    =        g  1 S     2   δ 1   ψ  D 1         g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  S  2    +     g  R S     2   ψ R     δ 2  +  η R 2  +  η  R S  2    + 1    ,     



(9)




where    ψ R  =    P R   Z 0     .



The SINR at   B S   that correlates with   D 2   after SIC is expressed as


   γ   D 2  S    P 2    =        g  R S     2   δ 2   ψ R        g  R S     2   ψ R     η R 2  +  η  R S  2    +     g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  S  2    + 1    .  



(10)







The eavesdropping apparatus E that intercepts the signals of   D 1   and R is represented by the following [24,40]:


      y E   P 2    =      g  1 E        δ 1   P  D 1      q 1  +  ρ  D 1     +  ρ   D 1  E   +  g  R E        δ 2   P R     v 2  +  ρ R    +  ρ  R E   +  ζ E  ,     



(11)




where Rayleigh fading is used to illustrate the channel from R to E, represented by    g  R E   ∼ C N   0 ,  κ  g  R E        with variance   κ  g  R E    .



The SINR obtained by E to detect the   D 1   signal is supplied by


         γ   D 1  E    P 2    =        g  1 E     2   δ 1   ψ  E 1         g  1 E     2   ψ  E 1      η   D 1   2  +  η   D 1  E  2    +     g  R E     2   ψ  R E      δ 2  +  η R 2  +  η  R E  2    + 1    ,     



(12)




where    ψ  R E   =    P R   Z E     .



The SINR obtained by E to identify the   D 2   signal after SIC is given by


         γ   D 2  E    P 2    =        g  R E     2   δ 2   ψ  R E         g  R E     2   ψ  R E      η R 2  +  η  R E  2    +     g  1 E     2   ψ  E 1      η   D 1   2  +  η   D 1  E  2    + 1    .     



(13)







In this stage, the instantaneous secrecy rate is used to examine how secure performance may be assessed by two users. First, the instantaneous secrecy rate at   D i   is determined as [19,24]


         Ψ  D 1   =   1 2       log 2  min      1 +  γ   D 1  B    P 1      1 +  γ   D 1  E    P 1       ,    1 +  γ   D 1  S    P 2      1 +  γ   D 1  E    P 2           +  ,           Ψ  D 2   =   1 2       log 2  min      1 +  γ   D 2  R    P 1      1 +  γ   D 2  E    P 1       ,    1 +  γ   D 2  S    P 2      1 +  γ   D 2  E    P 2           +  ,     



(14)




where     w  +  = max   0 , w    .





3. Examining the COP


In this section, the COP of the considered system is analyzed. COP is defined as the probability that the instantaneous SINR or SNR of the link falls below a target threshold. COP is one of the key metrics for evaluating system performance, and it also serves as a fundamental indicator for future practical applications. Specifically, Section 3.1 investigates the COP performance of the user   D 1  , while Section 3.2 focuses on the user   D 2  .



3.1. COP for   D 1  


The COP of   D 1   occurs when both transmission hops fail to decode   D 1  ’s signal. Therefore, the COP of   D 1   can be expressed as [27,33]


     C O  P  D 1   =     1 − Pr    γ   D 1  B    P 1    ≥   ϖ ¯  1  ,  γ   D 1  S    P 2    ≥   ϖ ¯  1    = 1 −    Pr    γ   D 1  B    P 1    ≥   ϖ ¯  1     ︸   K 1      Pr    γ   D 1  S    P 2    ≥   ϖ ¯  1     ︸   K 2   ,     



(15)




where     ϖ ¯  i  =  ϖ i  − 1  ,    ϖ i  =  2  2  R  D i      , and   R  D i    is the target rate for   D i  .



Theorem 1. 

The closed-form expression for the COP of user   D 1   can be derived as follows:


         C O  P  D 1   = 1 −     ψ  D 1    κ  g  1 S       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2          ϖ ¯  1   ψ R   κ  g  R S       δ 2  +  η R 2  +  η  R S  2    +  ψ  D 1    κ  g  1 S       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2                  × exp   −     ϖ ¯  1    ψ  D 1    κ  g  1 S       ω 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  B  2         −     ϖ ¯  1    ψ  D 1    κ  g  1 S       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2           .      



(16)









Proof. 

The detailed proof can be found in Appendix A.   □






3.2. COP for   D 2  


Similar to (15), the COP of user   D 2   is defined as the probability that both transmission hops fail to decode its signal. Accordingly, the COP of   D 2   can be expressed as


     C O  P  D 2   =     1 − Pr    γ   D 2  R    P 1    ≥   ϖ ¯  2  ,  γ   D 2  S    P 2    ≥   ϖ ¯  2    = 1 −    Pr    γ   D 2  R    P 1    ≥   ϖ ¯  2     ︸   K 3      Pr    γ   D 2  S    P 2    ≥   ϖ ¯  2     ︸   K 4   .     



(17)







Theorem 2. 

The COP for   D 2   can be represented in closed form as follows:


         C O  P  D 2   = 1 −     ψ  D 2    κ  g  2 R       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  R  2          ϖ ¯  2   ψ  D 1    κ  g  1 R       ω 1  +  η   D 1   2  +  η   D 1  R  2    +  ψ  D 2    κ  g  2 R       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  R  2                  ×     ψ R   κ  g  R S       δ 2  −   ϖ ¯  2     η R 2  +  η  R S  2          ϖ ¯  2   ψ  D 1    κ  g  1 S       η   D 1   2  +  η   D 1  S  2    +  ψ R   κ  g  R S       δ 2  −   ϖ ¯  2     η R 2  +  η  R S  2                  × exp   −     ϖ ¯  2    ψ  D 2    κ  g  2 R       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  R  2         −     ϖ ¯  2    ψ R   κ  g  R S       δ 2  −   ϖ ¯  2     η R 2  +  η  R S  2           .      



(18)









Proof. 

The detailed proof can be found in Appendix B.   □







4. Examining the SOP


In this section, the SOP of the proposed model is examined. In addition to COP as an important performance metric, SOP is also a crucial parameter for evaluating the system’s security capability. Moreover, SOP is defined as the probability that the SINR or SNR of either transmission link is smaller than a target threshold. Section 4.1 analyzes the SOP performance of the user   D 1  , and Section 4.2 provides the corresponding analysis for the user   D 2  .



4.1. SOP for   D 1  


The capability of decoding the   D 1   signal in   B S   is mentioned in uplink NOMA systems. The secure outage can be identified by taking into account the potential for   Ψ  D 1    to drop below their target rates. Specifically, the   B S  ’s SOP for decoding the   D 1   signal is provided by [19,22]


     S O  P  D 1   = 1 −    Pr      1 +  γ   D 1  B    P 1      1 +  γ   D 1  E    P 1       ≥  ϖ 1     ︸   O 1      Pr      1 +  γ   D 1  S    P 2      1 +  γ   D 1  E    P 2       ≥  ϖ 1     ︸   O 2   .     



(19)







Theorem 3. 

The SOP for   D 1   may be represented in approximate closed form as follows:


      S O  P  D 1   ≈     1 −     ω 1   ψ  D 1    κ  g  1 S       ϖ 1   ω 1   ψ  E 2      η   D 1   2  +  η   D 1  S  2     κ  g  1 E    +  ω 1   ψ  D 1    κ  g  1 S                ×     δ 1   ψ  D 1    κ  g  1 S       ϖ 1   δ 1   ψ  E 1      η   D 1   2  +  η   D 1  S  2     κ  g  1 E    +  δ 1   ψ  D 1    κ  g  1 S                × exp   −      ϖ ¯  1     η   D 1   2  +  η   D 1  S  2       ω 1   ψ  D 1    κ  g  1 S       −      ϖ ¯  1     η   D 1   2  +  η   D 1  S  2       δ 1   ψ  D 1    κ  g  1 S         .      



(20)









Proof. 

The detailed proof can be found in Appendix C.   □






4.2. SOP for   D 2  


Similarly to (19), the SOP   B S   to decode the signal   D 2   is provided by [19,22]


     S O  P  D 2   = 1 −    Pr      1 +  γ   D 2  R    P 1      1 +  γ   D 2  E    P 1       ≥  ϖ 2     ︸   O 3      Pr      1 +  γ   D 2  S    P 2      1 +  γ   D 2  E    P 2       ≥  ϖ 2     ︸   O 4   .     



(21)







Theorem 4. 

The SOP for   D 2   can be represented in approximate closed form as follows:


      S O  P  D 2   ≈     1 −     ω 2   ψ  D 2    κ  g  2 R       ϖ 2   ω 2   ψ  E 2      η   D 2   2  +  η   D 2  R  2     κ  g  2 E    +  ω 2   ψ  D 2    κ  g  2 R           δ 2   ψ R   κ  g  R S       ϖ 2   δ 2   ψ  R E      η R 2  +  η  R S  2     κ  g  R E    +  δ 2   ψ R   κ  g  R S                × exp   −      ϖ ¯  2     η   D 2   2  +  η   D 2  R  2       ω 2   ψ  D 2    κ  g  2 R       −      ϖ ¯  2     η R 2  +  η  R S  2       δ 2   ψ R   κ  g  R S         .      



(22)









Proof. 

The detailed proof can be found in Appendix D.   □







5. Examining the IP


5.1. IP for   D 1  


Based on (7) and (12), the IP of user   D 1   in the NOMA system is defined as the probability that the instantaneous SINR     γ   D 1  E    P 1    ,  γ   D 1  E    P 2       exceeds a given threshold (   ϖ ¯  1  ). Therefore, it can be expressed as follows [41]:


     I  P  D 1   =     Pr    γ   D 1  E    P 1    ≥   ϖ ¯  1  ,  γ   D 1  E    P 2    ≥   ϖ ¯  1    =    Pr    γ   D 1  E    P 1    ≥   ϖ ¯  1     ︸   M 1      Pr    γ   D 1  E    P 2    ≥   ϖ ¯  1     ︸   M 2   .     



(23)







Theorem 5. 

The IP for   D 1   can be represented in closed form as follows:


         I  P  D 1   =       ω 1   ψ  E 2   −   ϖ ¯  1   ψ  E 1      η   D 1   2  +  η   D 1  E  2       κ  g  1 E        ϖ ¯  1   ψ  E 2    κ  g  2 E       η   D 2   2  +  η   D 2  E  2    +    ω 1   ψ  E 2   −   ϖ ¯  1   ψ  E 1      η   D 1   2  +  η   D 1  E  2       κ  g  1 E                ×     ψ  E 1    κ  g  1 E       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2          ϖ ¯  1   ψ  R E    κ  g  R E       δ 2  +  η R 2  +  η  R E  2    +  ψ  E 1    κ  g  1 E       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2                  × exp   −     ϖ ¯  1      ω 1   ψ  E 2   −   ϖ ¯  1   ψ  E 1      η   D 1   2  +  η   D 1  E  2       κ  g  1 E       −     ϖ ¯  1    ψ  E 1    κ  g  1 E       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2           .      



(24)









Proof. 

The detailed proof can be found in Appendix E.   □






5.2. IP for   D 2  


Similar to (23), based on (6) and (13), the IP of user   D 2   can be written as


     I  P  D 2   = Pr    γ   D 2  E    P 1    ≥   ϖ ¯  2  ,  γ   D 2  E    P 2    ≥   ϖ ¯  2    =    Pr    γ   D 2  E    P 1    ≥   ϖ ¯  2     ︸   M 3      Pr    γ   D 2  E    P 2    ≥   ϖ ¯  2     ︸   M 4   .     



(25)







Theorem 6. 

The IP for   D 2   can be represented in closed form as follows:


         I  P  D 2   =     ψ  E 2    κ  g  2 E       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  E  2          ϖ ¯  2   ψ  E 1    κ  g  1 E       ω 1  +  η   D 1   2  +  η   D 1  E  2    +  ψ  E 2    κ  g  2 E       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  E  2                  ×     ψ  R E    κ  g  R E       δ 2  −   ϖ ¯  2     η R 2  +  η  R E  2          ϖ ¯  2   ψ  E 1    κ  g  1 E       η   D 1   2  +  η   D 1  E  2    +  ψ  R E    κ  g  R E       δ 2  −   ϖ ¯  2     η R 2  +  η  R E  2                  × exp   −     ϖ ¯  2    ψ  E 2    κ  g  2 E       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  E  2         −     ϖ ¯  2    ψ  R E    κ  g  R E       δ 2  −   ϖ ¯  2     η R 2  +  η  R E  2           .      



(26)









Proof. 

The detailed proof can be found in Appendix F.    □







6. Expanding Research with a Model of a System Without Relay


Based on the model depicted in Figure 1, Figure 2 represents an extended model in the absence of an R. Furthermore, due to the lack of an R, the system model comprises only a single phase. In this configuration, the signal transmission process is reestablished such that two users transmit signals to the   B S   while, simultaneously, device E intercepts these signals from both users. Additionally, similar to Figure 1, there is hardware impairment present across all devices within this system model.



At this time, the signal received at the   B S   is transmitted from   D i   as follows:


      y  B S    S 2    =   g  1 S        ω 1   P  D 1      v 1  +  ρ  D 1     +  ρ   D 1  S   +  g  2 S        ω 2   P  D 2      v 2  +  ρ  D 2     +  ρ   D 2  S   +  ζ S  ,     



(27)




where    ρ   D 2  S   ∼ C N   0 ,  η   D 2  S  2   P  D 2       g  2 S     2      is distortion noise;   η   D 2  S  2   represents the levels of RHI of   D 2  -  B S   link [34,35]. The Rayleigh fading is used to illustrate the channel from   D 2   to   B S  , represented by    g  2 S   ∼ C N   0 ,  κ  g  2 S        with variance   κ  g  2 S     [32].



Similar to (9), when    g  1 S   >  g  2 S     [19], the SINR at   B S   that is associated with   D 1   is expressed as


      γ   D 1  S    S 2    =        g  1 S     2   ω 1   ψ  D 1         g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  S  2    +     g  2 S     2   ψ  D 2      ω 2  +  η   D 2   2  +  η   D 2  S  2    + 1        



(28)







After applying SIC, the SINR for decoding the   D 2   signal at the   B S   is represented as follows:


      γ   D 2  S    S 2    =        g  2 S     2   ω 2   ψ  D 2         g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  S  2    +     g  2 S     2   ψ  D 2      η   D 2   2  +  η   D 2  S  2    + 1        



(29)







The equations for eavesdropping signals at E in the non-R scenario are analogous to those in the R scenario. Furthermore, the equations for the signals received at E, as well as the SINR and SNR equations, are expressed similarly to Equations (5)–(7).



6.1. COP of   D 1  


The occurrence of the user’s   D 1   COP arises when it fails to decode its own signal. At this point, the COP of   D 1   is expressed as follows:


     C O  P   D 1     S 2    = 1 − Pr    γ   D 1  S    S 2    ≥   ϖ ¯  1    .     



(30)




where     ϖ ¯  i   S 2    =  ϖ i   S 2    − 1  ,    ϖ i   S 2    =  2  R  D i     .



Theorem 7. 

The COP for   D 1   can be represented in closed form as follows:


      C O  P   D 1     S 2    =     1 −     ψ  D 1    κ  g  1 S       ω 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2          ϖ ¯  1   ψ  D 2    κ  g  2 S       ω 2  +  η   D 2   2  +  η   D 2  S  2    +  ψ  D 1    κ  g  1 S       ω 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2                  × exp   −     ϖ ¯  1    ψ  D 1    κ  g  1 S       ω 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2           ,      



(31)









Proof. 

The detailed proof can be found in Appendix G.   □






6.2. COP of   D 2  


Similar to (30), the COP of   D 2   is expressed as follows:


     C O  P   D 2     S 2    = 1 − Pr    γ   D 2  S    S 2    ≥   ϖ ¯  2   S 2      .     



(32)







Theorem 8. 

The COP for   D 2   can be represented in closed form as follows:


      C O  P   D 2     S 2    =     1 −     ψ  D 2    κ  g  2 S       ω 2  −   ϖ ¯  2   S 2       η   D 2   2  +  η   D 2  S  2          ϖ ¯  2   S 2     ψ  D 1    κ  g  1 S       η   D 1   2  +  η   D 1  S  2    +  ψ  D 2    κ  g  2 S       ω 2  −   ϖ ¯  2   S 2       η   D 2   2  +  η   D 2  S  2                  × exp   −     ϖ ¯  2   S 2      ψ  D 2    κ  g  2 S       ω 2  −   ϖ ¯  2   S 2       η   D 2   2  +  η   D 2  S  2           .      



(33)









Proof. 

The detailed proof can be found in Appendix H.   □





Note: Within the framework of a security system model that lacks an uplink R, it is imperative to observe that the user’s IP for   D i   is determined in a manner akin to scenarios involving an R during the initial phase. This resemblance occurs because the equations for received signals at E and the SINR for   D i   are calculated identically as they would be with an R. Therefore, even in instances where an R is absent, the IP is derived similarly to cases where an R exists.





7. Simulation Results


This section uses Monte Carlo simulations to validate the proposed analytical equations and includes the numerical findings for uplink NOMA security with HIs. Moreover, “Ana.” and “Sim.” stand for analytical and simulation, respectively. Table 2 enumerates the primary parameters, with certain exceptions noted for specific situations. Moreover, it is assumed that   ψ =  ψ  D 1   =  ψ  D 2   =  ψ R  ,  ψ E  =  ψ  E 1   =  ψ  E 2    ,    η 2  =  η   D i   2  =  η   D 1  S  2  =  η   D i  R  2  =  η   D i  E  2  =  η   D i  R  2  =  η R 2  =  η  R S  2   . The Monte Carlo simulation method, as depicted in Figure 3, is employed for conducting the system performance simulations. Furthermore, Algorithm 1 comprehensively encapsulates the fundamental steps derived from our MATLAB code (MATLAB 2000) for analyzing the OP of two users, providing a detailed and structured breakdown of the process. In addition, the scenario concerning IP is addressed similarly.



In the OMA baseline, the uplink transmission is organized into four time slots:




	
Slot 1: user   D 1   transmits to the   B S   while the E attempts to intercept   D 1  ’s transmission.



	
Slot 2: user   D 2   transmits to the relay R; during this slot,   D 1   also transmits and thus acts as an interfering source to   D 2   (this models residual simultaneous uplink activity); E listens to   D 2   in this slot.



	
Slot 3:   D 1   transmits again to the   B S  , with E eavesdropping.



	
Slot 4: R forwards the decoded signal to the   B S  , and E listens to the relay transmission.








All the slots are assumed to have equal duration unless stated otherwise. The same hardware impairment model is applied to both OMA and NOMA cases.






	Algorithm 1 Methodology for Assessing the Probability of Outage for Dual Users.



	
	1:

	
Input: Configure the input parameters as specified in the following instructions:   ω 1  ,   ω 2  ,   R  D 1   ,   R  D 2   ,   κ  g  1 S    ,   κ  g  1 E    ,   κ  g  2 E    ,   κ  g  2 R    ,   κ  g  R E    ,   η   D 1   2  ,   η   D 2   2  ,   η   D 1  S  2  ,   η   D 1  R  2  ,   η   D 2  R  2  ,   η   D 1  E  2  ,   η   D 2  E  2  ,   η R 2  ,   η  R S  2  ,  ψ ,   ψ E  .




	2:

	
Output: Save the simulated and analytical OP for   D 1   and   D 2  .




	3:

	
Step 1: Configuration




	
Determine the SNR threshold:    ψ  D 1   =  10     P  D 1    10  Z 0        ,    ψ  D 2   =  10     P  D 2    10  Z 0        .



	
Set system parameters: The channel gains for   g  R S   ,   g  1 S   ,   g  1 R   , and   g  2 R    are derived from Rayleigh fading models.









	4:

	
Step 2: Analytical Calculations and Simulation for OP




	
For every SNR value of transmission




	–

	
To simulate   D i  , first compute the received SNR at the destination for   D i  . Subsequently, determine the simulated OP “Sim.” by averaging the outcomes obtained from multiple Monte Carlo simulations.




	–

	
To conduct an analysis of   D i  , it is necessary to calculate the OP “Ana.”









	
end









	5:

	
Step 3: Results of the Output




	6:

	
Plot and compare the analytical and simulated findings for the OP of each user across the various system settings.














The COP–IP trade-off at user   D i   as a function of SNR for various values of the parameter   ω 1   is shown in Figure 4. The correctness of the mathematical derivations shown in Equations (15)–(23) and (24)–(26) is validated by the tight match between the Monte Carlo simulation results and the analytical curves. First, it is evident that, as the SNR increases, the COP significantly decreases within the system’s operating region. In contrast, the IP increases notably from 25 dB to approximately 55 dB, after which it begins to saturate. This can be intuitively explained: higher SNR improves the signal reception regarding the legitimate users, enhancing reliability, but also makes it easier for the E to intercept the transmission, thereby increasing IP. Second, in comparing the performance of the two users,   D 2   shows a lower COP than   D 1   for SNR values roughly between 40 dB and 60 dB, and a lower IP than   D 1   over the SNR range of 31 dB to 60 dB. Moreover, the OP of the system without the R is significantly lower than that of the system incorporating an R. This occurrence can be attributed to the interference encountered by the R from user   D 1   within this system model, resulting in a considerably higher OP compared to scenarios that do not include an R. Third, looking at the impact of the power allocation factor   ω 1  , it is found that raising   ω 1   from 0.6 to 0.9 significantly lowers user   D 1  ’s COP, suggesting increased dependability. However, this improvement comes at the cost of degraded performance for   D 2  , whose COP increases in the same region. A similar but reversed trend is observed for the IP: as   ω 1   increases, the IP of   D 1   worsens, while that of   D 2   improves. This trade-off arises because a larger power allocation to   D 1   improves its reception of the signal while lowering the power available to   D 2  , which hinders its capacity to correctly decode the data. Finally, the secrecy performance of the uplink NOMA system regarding HIs for all devices significantly outperforms that of the uplink OMA system under the same HI conditions. These observations emphasize the critical role of power allocation strategies in designing practical and balanced NOMA systems, especially in scenarios involving R and secrecy considerations.



Figure 5 illustrates the COP–IP trade-off at user   D i   as a function of SNR for different values of the rate threshold parameter    R  D 1   =  R  D 2    . Similar to Figure 4, as the SNR increases, the COP of user   D i   decreases significantly, while the IP increases markedly within the system’s operational region. A key observation in this figure is the impact of the rate threshold    R  D 1   =  R  D 2     on system performance. It can be seen that, when    R  D 1   =  R  D 2     increases from 0.5 bps/Hz to 1 and then to 2 bps/Hz, the COP of user   D i   rises substantially, whereas the IP drops significantly. This behavior can be explained as follows: as the rate threshold increases, the system requires a higher minimum data rate for successful decoding. As a result, the probability that the legitimate user fails to meet this requirement increases, leading to a higher COP. Conversely, a higher rate threshold imposes stricter decoding conditions for the E, making it more difficult to intercept the transmission and thus reducing the IP. This trade-off underscores the importance of carefully choosing appropriate rate thresholds in practical system designs to achieve a desirable balance between communication reliability and security.



Figure 6 illustrates the COP–IP trade-off at user   D i   versus SNR for different values of the HI parameter   η 2  . Similar to the previous figures, it can be observed that, as the SNR increases, the COP of user   D i   decreases while the IP increases. Additionally, both the COP and IP of user   D 2   remain lower than those of user   D 1   within the operating SNR range. A key observation in this figure is the impact of HIs for all devices, analyzed by varying the impairment parameter   η 2   from 0.01 to 0.05. It is observed that increasing this parameter leads to a noticeable rise in the COP of user   D i  , while the IP of user   D i   significantly decreases. This phenomenon can be explained as follows: when HIs increase regarding all devices, the overall system performance deteriorates due to the distortion introduced during signal transmission and reception. As a result, legitimate users experience a substantial degradation in signal quality, resulting in a higher probability that the received signal fails to meet the required QoS thresholds; thus, the COP increases. Meanwhile, the same impairments also affect the E’s receiver, reducing the SINR and making it more difficult to intercept and decode the legitimate signal successfully. Consequently, the IP drops significantly. Therefore, while HIs worsen connection reliability, they unintentionally enhance the system’s PLS by reducing the likelihood of successful eavesdropping.



The SOP of   D 1   and   D 2   as a function of SNR with varying values of   ω 1   is shown in Figure 7. First, Monte Carlo simulations confirm that the mathematical analysis in Equations (19)–(22) is entirely accurate. Second, the figure illustrates how the SOP values of both   D i   users decrease as the SNR increases from −10 dB to 40 dB. This may be described as follows: The E does not gain proportionately from increased SNR, while genuine users receive stronger signals. By increasing the secrecy capacity gap between the legal link and the eavesdropping link, this results in lower SOP and better security performance. Furthermore, the SOP of user   D 1   is substantially lower than that of user   D 2  . This may be explained by the fact that user   D 1   has a stronger and more reliable signal because they are closer to   B S   than user   D 2  . As a result, the signal from   D 1   is more difficult to decipher than that from E. Third, the SOP of   D 1   dramatically drops while the SOP of   D 2   grows when   ω 1   rises from 0.6 to 0.9. This is explained by the fact that, as   D 1   receives more power, the quality of the signals transmitted and received improves, resulting in a lower SOP. On the other hand, when   D 1   receives greater power,   D 2   receives less power, resulting in poorer transmission and reception of signals and a higher SOP for   D 2  . This implies that the power allocation coefficient is important for future practical model design and development. Similar to Figure 4, the secrecy performance of the uplink NOMA system under HIs regarding all devices significantly outperforms that of the uplink OMA system under the same HI conditions.



The SOP of   D i   as a function of the SNR with various values of   R  D 1    =   R  D 2    is shown in Figure 8. As in Figure 7, it is readily apparent that the SOP of   D i   decreases as the SNR increases from −10 to 40 dB. The justification for this SOP variation is comparable to that covered in the previous illustration. Furthermore, the SOP of   D i   increases in the SNR range of −10 dB to 40 dB when the value of   R  D 1   =   R  D 2    increases from 1 bps/Hz to 2 bps/Hz. This suggests that the signal SOP decreases with a decreasing threshold factor and vice versa. One explanation for this problem is that the system must meet increasingly demanding requirements to ensure secure communication as the necessary secrecy rate threshold increases. The likelihood of failing to meet this requirement, that is, the SOP, increases as a result.



The SOP of   D i   is shown versus SNR for a range of   η 2   values in Figure 9. Like the last two graphs, the SOP for both users drastically drops as the SNR rises from −10 to 40 dB. Interestingly, this chart looks at how the SOP is impacted by the HI factor. In particular, the SOP for both users drastically decreases as   η 2   increases from 0.01 to 0.05. This can be explained by the fact that faults and imperfections during signal processing produce more interference when hardware is impaired. The efficacy of information security measures may be diminished by such interference, which can impede secure connections. The user’s capacity to preserve information security decreases with increasing interference levels, increasing the likelihood of a secrecy outage. The SOP of the users in [19], which assumes perfect hardware without impairments, is substantially higher than the SOP of both users in this investigation since all devices are susceptible to HIs. This outcome may be explained by the fact that the total signal quality for both authorized users and the E decreases when HIs occur in all components of the system, including   B S  ,   D i  , R, and even E. However, secrecy capacity may increase and SOP may decrease if E is more negatively impacted by HIs than authorized users, for example, due to a longer distance, a weaker received signal, or a lack of system optimization. Thus, it makes sense and is consistent with realistic expectations to adhere to a lower SOP in situations when hardware limitations have a more detrimental effect on the E than on authorized users. A potential passive security boost due to the asymmetric impacts of hardware limitations may be highlighted in the Discussion section by emphasizing this intriguing discovery.



Figure 10 illustrates the SOP of user   D i   as a function of the SNR for different cases of non-uniform HIs. It can first be observed that, as the SNR increases, the SOP of   D i   consistently decreases within the system’s operating region. Furthermore, this figure highlights the comparative scenarios that consider non-uniform HI distributions, including cases where all nodes are impaired, only the E is impaired, only node   D 1   is impaired, and the case where E is ideal (without HI) while all other nodes are impaired. Specifically, when all nodes experience HIs, the SOP of   D i   attains the highest values as the SNR increases from 30 dB to 60 dB. In contrast, when only E is affected by HIs, the SOP of   D 1   is lower than that in the other two scenarios, while the SOP of   D 2   is lower than in the all-nodes-impaired case and nearly equal to the case where only E is impaired. In the remaining case, where only   D 1   is affected by HIs, the SOP of   D 1   is lower than that when all nodes are impaired but higher than that when only E is impaired. Finally, when E operates without HIs (i.e., with ideal hardware) while all other nodes are affected, the SOP of   D i   is observed to be nearly identical to that in the all-nodes-impaired scenario and higher than in all the other cases.




8. Conclusions


The secrecy performance of an uplink NOMA relay network with HIs was examined in this research. A model of an uplink system is considered in which two users employ R to send signals to the   B S  , and their signals are also intercepted by E. All the devices in this system have HIs. Closed-form expressions for the SOP, IP, and COP were developed to describe the system’s secrecy and reliability performance based on the suggested model. According to the simulation results, important parameters that affect the total secrecy of the system include power allocation coefficients, secrecy rate thresholds for the two users, and the HI factors of all the devices. Furthermore, the SOP performance of the suggested system is noticeably superior to that documented in [19]. Compared to the benchmark uplink OMA model regarding the HIs of all the devices, the analysis and simulations in this study demonstrate that incorporating NOMA technology into the secure uplink network significantly outperforms the OMA counterpart under the same hardware constraints. Moreover, the numerical results indicate that the proposed communication model can achieve over 90% reliability (with a COP below 0.1) and provide approximately a 30% improvement in SOP compared to conventional OMA-based systems under the same HI conditions. Although our research provides insightful information on the PLS of NOMA relay networks with suboptimal hardware, several crucial issues need further study. For example, it has not yet been fully investigated how user movement and imperfect channel conditions affect secrecy performance. Moreover, the findings of this study offer valuable insights for network operators seeking to optimize security by fine-tuning critical system parameters, including power allocation, relay placement, and user pairing, to improve secrecy performance. Additionally, hardware imperfections can be strategically utilized as a passive security measure. This approach naturally degrades an eavesdropper’s channel while leaving legitimate users unaffected, thereby providing an additional layer of inherent protection.



For the design of secure communication systems in real-world Internet of Things (IoT) and upcoming 6G networks, where HIs are inevitable, the suggested analysis can provide a strong theoretical basis. To further improve system security, future studies may consider expanding the existing model to include many users and Rs, as well as adaptive power allocation and dynamic user pairing techniques. Moreover, a more comprehensive sensitivity analysis will be considered to assess system performance under diverse conditions, such as alternative channel models, to further evaluate robustness and generalizability.
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Appendix A


First, the cumulative distribution function (CDF) and the probability density function (PDF) of   L ∈    g  i R   ,  g  R S   ,        g  1 S   ,  g  i E   ,  g  R E      are given by [41,46]


   F    L   2    l  = 1 − exp   −   x  κ L      ,  f    L   2    l  =   1  κ L    exp   −   x  κ L      .  



(A1)







According to Equation (15),   K 1   can be computed as


      K 1  =     Pr          g  1 S     2   ω 1   ψ  D 1         g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  B  2    + 1    ≥   ϖ ¯  1         =    Pr       g  1 S     2  ≥     ϖ ¯  1    ψ  D 1      ω 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  B  2                =    1 −  F     g  1 S     2        ϖ ¯  1    ψ  D 1      ω 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  B  2               =    exp   −     ϖ ¯  1    ψ  D 1    κ  g  1 S       ω 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  B  2           ,     



(A2)




here, (A2) is derived subject to the condition of    ω 1  >   ϖ ¯  1     η   D 1   2  +  η   D 1  B  2      and is based on the CDF and PDF presented in (A1).



Next, according to Equation (15),   K 2   can be written as


      K 2  =     Pr          g  1 S     2   δ 1   ψ  D 1         g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  S  2    +     g  R S     2   ψ R     δ 2  +  η R 2  +  η  R S  2    + 1    ≥   ϖ ¯  1         =    Pr       g  1 S     2  ≥      ϖ ¯  1        g  R S     2   ψ R     δ 2  +  η R 2  +  η  R S  2    + 1      ψ  D 1      δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2                =     ∫ 0 ∞    1 −  F     g  1 S     2         ϖ ¯  1    x  ψ R     δ 2  +  η R 2  +  η  R S  2    + 1      ψ  D 1      δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2             f     g  R S     2    x  d x .     



(A3)







Based on (A1), Equation (A3) is further computed under the condition of    δ 1  >   ϖ ¯  1       η   D 1   2  +  η   D 1  S  2    . Then,   K 2   is calculated as follows:


      K 2  =      ∫ 0 ∞   exp   −      ϖ ¯  1    x  ψ R     δ 2  +  η R 2  +  η  R S  2    + 1      ψ  D 1    κ  g  1 S       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2             1  κ  g  R S       exp   −   x  κ  g  R S        d x      =      1  κ  g  R S      exp   −     ϖ ¯  1    ψ  D 1    κ  g  1 S       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2                    ×  ∫ 0 ∞   exp   −        ϖ ¯  1   ψ R     δ 2  +  η R 2  +  η  R S  2       ψ  D 1    κ  g  1 S       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2         +   1  κ  g  R S        x    d x      =       ψ  D 1    κ  g  1 S       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2          ϖ ¯  1   ψ R   κ  g  R S       δ 2  +  η R 2  +  η  R S  2    +  ψ  D 1    κ  g  1 S       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2                 × exp   −     ϖ ¯  1    ψ  D 1    κ  g  1 S       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  S  2           .     



(A4)







By substituting Equations (A2) and (A4) into Equation (15), Equation (16) is obtained. Hence, the proof is complete.




Appendix B


According to (17),   K 3   can be formulated as


      K 3  =     Pr          g  2 R     2   ω 2   ψ  D 2         g  2 R     2   ψ  D 2      η   D 2   2  +  η   D 2  R  2    +     g  1 R     2   ψ  D 1      ω 1  +  η   D 1   2  +  η   D 1  R  2    + 1    ≥   ϖ ¯  2         =    Pr       g  2 R     2  ≥      ϖ ¯  2        g  1 R     2   ψ  D 1      ω 1  +  η   D 1   2  +  η   D 1  R  2    + 1      ψ  D 2      ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  R  2           .     



(A5)







To proceed with the calculation in Equation (A5), the condition    ω 2  >   ϖ ¯  2     η   D 2   2  +  η   D 2  R  2      must be satisfied and Equation (A1) must be considered. At this point,   K 3   can be further calculated as follows:


      K 3  =      ∫ 0 ∞    1 −  F     g  2 R     2         ϖ ¯  2    x  ψ  D 1      ω 1  +  η   D 1   2  +  η   D 1  R  2    + 1      ψ  D 2      ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  R  2             f     g  1 R     2    x  d x      =      1  κ  g  1 R      exp   −     ϖ ¯  2    ψ  D 2    κ  g  2 R       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  R  2                    ×  ∫ 0 ∞   exp   −        ϖ ¯  2   ψ  D 1      ω 1  +  η   D 1   2  +  η   D 1  R  2       ψ  D 2    κ  g  2 R       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  R  2         +   1  κ  g  1 R        x    d x      =       ψ  D 2    κ  g  2 R       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  R  2          ϖ ¯  2   ψ  D 1    κ  g  1 R       ω 1  +  η   D 1   2  +  η   D 1  R  2    +  ψ  D 2    κ  g  2 R       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  R  2                 × exp   −     ϖ ¯  2    ψ  D 2    κ  g  2 R       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  R  2           .     



(A6)







As per (17),   K 4   may be expressed as


      K 4  =     Pr          g  R S     2   δ 2   ψ R        g  R S     2   ψ R     η R 2  +  η  R S  2    +     g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  S  2    + 1    ≥   ϖ ¯  2         =    Pr       g  R S     2  ≥      ϖ ¯  2        g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  S  2    + 1      ψ R     δ 2  −   ϖ ¯  2     η R 2  +  η  R S  2           .     



(A7)







Similar to (A6), to proceed with the calculation in Equation (A7), the condition    δ 2  >   ϖ ¯  2     η R 2  +  η  R S  2      must be satisfied and Equation (A1) must be considered. At this point,   K 4   can be further calculated as follows:


      K 4  =      ∫ 0 ∞    1 −  F     g  R S     2         ϖ ¯  2    x  ψ  D 1      η   D 1   2  +  η   D 1  S  2    + 1      ψ R     δ 2  −   ϖ ¯  2     η R 2  +  η  R S  2             f     g  1 S     2    x  d x      =      1  κ  g  1 S      exp   −     ϖ ¯  2    ψ R   κ  g  R S       δ 2  −   ϖ ¯  2     η R 2  +  η  R S  2                    ×  ∫ 0 ∞   exp   −        ϖ ¯  2   ψ  D 1      η   D 1   2  +  η   D 1  S  2       ψ R   κ  g  R S       δ 2  −   ϖ ¯  2     η R 2  +  η  R S  2         +   1  κ  g  1 S        x    d x      =       ψ R   κ  g  R S       δ 2  −   ϖ ¯  2     η R 2  +  η  R S  2          ϖ ¯  2   ψ  D 1    κ  g  1 S       η   D 1   2  +  η   D 1  S  2    +  ψ R   κ  g  R S       δ 2  −   ϖ ¯  2     η R 2  +  η  R S  2                 × exp   −     ϖ ¯  2    ψ R   κ  g  R S       δ 2  −   ϖ ¯  2     η R 2  +  η  R S  2           .     



(A8)







Substituting Equations (A6) and (A8) into (17), Equation (18) is obtained. Hence, the proof is complete.




Appendix C


From (19), it can be seen that there is a correlation between the variables   γ   D 1  B    P 1     and   γ   D 1  E    P 1    , making a precise analysis impossible. Therefore, the following upper limits are selected,    γ   D 1  B    P 1    <        g  1 S     2   ω 1   ψ  D 1       η   D 1   2  +  η   D 1  B  2        and    γ   D 1  E    P 1    <    g  1 E    2   ω 1   ψ  E 2    , and focus on the study of the high-SNR regime [22].   O 1   can be written as


      O 1  =     Pr    γ   D 1  B    P 1    ≥   ϖ ¯  1  +  ϖ 1   γ   D 1  E    P 1      ≈ Pr       g  1 S     2  ≥        ϖ ¯  1  +  ϖ 1      g  1 E     2   ω 1   ψ  E 2        η   D 1   2  +  η   D 1  S  2       ω 1   ψ  D 1        .     



(A9)







Based on (A1),   O 1   is expressed as


      O 1  ≈      ∫ 0 ∞    1 −  F     g  1 S     2           ϖ ¯  1  +  ϖ 1   ω 1   ψ  E 2   x      η   D 1   2  +  η   D 1  S  2       ω 1   ψ  D 1          f     g  1 E     2    x  d x      ≈    exp   −      ϖ ¯  1     η   D 1   2  +  η   D 1  S  2       ω 1   ψ  D 1    κ  g  1 S           1  κ  g  1 E       ∫ 0 ∞   exp   −       ϖ 1   ω 1   ψ  E 2      η   D 1   2  +  η   D 1  S  2       ω 1   ψ  D 1    κ  g  1 S       +   1  κ  g  1 E        x   d x       ≈        ω 1   ψ  D 1    κ  g  1 S       ϖ 1   ω 1   ψ  E 2      η   D 1   2  +  η   D 1  S  2     κ  g  1 E    +  ω 1   ψ  D 1    κ  g  1 S       exp   −      ϖ ¯  1     η   D 1   2  +  η   D 1  S  2       ω 1   ψ  D 1    κ  g  1 S         .     



(A10)







From (19), an approximation is    γ   D 1  S    P 2    <        g  1 S     2   δ 1   ψ  D 1       η   D 1   2  +  η   D 1  S  2       , and    γ   D 1  E    P 2    <    g  1 E    2   δ 1   ψ  E 1    .   O 2   may be computed as


      O 2  =     Pr    γ   D 1  S    P 2    ≥   ϖ ¯  1  +  ϖ 1   γ   D 1  E    P 2      ≈ Pr          g  1 S     2   δ 1   ψ  D 1       η   D 1   2  +  η   D 1  S  2      ≥   ϖ ¯  1  +  ϖ 1      g  1 E     2   δ 1   ψ  E 1          ≈    Pr       g  1 S     2  ≥        ϖ ¯  1  +  ϖ 1      g  1 E     2   δ 1   ψ  E 1        η   D 1   2  +  η   D 1  S  2       δ 1   ψ  D 1        .     



(A11)







Similarly to (A9) and based on (A1),   O 2   is computed as follows:


      O 2  ≈      ∫ 0 ∞    1 −  F     g  1 S     2           ϖ ¯  1  +  ϖ 1   δ 1   ψ  E 1   x      η   D 1   2  +  η   D 1  S  2       δ 1   ψ  D 1          f     g  1 E     2    x  d x      ≈        δ 1   ψ  D 1    κ  g  1 S       ϖ 1   δ 1   ψ  E 1      η   D 1   2  +  η   D 1  S  2     κ  g  1 E    +  δ 1   ψ  D 1    κ  g  1 S       exp   −      ϖ ¯  1     η   D 1   2  +  η   D 1  S  2       δ 1   ψ  D 1    κ  g  1 S         .     



(A12)







From (A10) and (A12) into (19), Equation (20) is obtained. Hence, the proof is complete.




Appendix D


From (21) and in analogy with (A9), an approximation is obtained as    γ   D 2  R    P 1    <        g  2 R     2   ω 2   ψ  D 2       η   D 2   2  +  η   D 2  R  2       , and    γ   D 2  E    P 1    <    g  2 E    2   ω 2   ψ  E 2    . Then,   O 3   is represented as


      O 3  =     Pr    γ   D 2  R    P 1    ≥   ϖ ¯  2  +  ϖ 2   γ   D 2  E    P 1      ≈ Pr       g  2 R     2  ≥        ϖ ¯  2  +  ϖ 2      g  2 E     2   ω 2   ψ  E 2        η   D 2   2  +  η   D 2  R  2       ω 2   ψ  D 2             ≈     ∫ 0 ∞    1 −  F     g  2 R     2           ϖ ¯  2  +  ϖ 2   ω 2   ψ  E 2   x      η   D 2   2  +  η   D 2  R  2       ω 2   ψ  D 2          f     g  2 E     2    x  d x      ≈      1  κ  g  2 E      exp   −      ϖ ¯  2     η   D 2   2  +  η   D 2  R  2       ω 2   ψ  D 2    κ  g  2 R          ∫ 0 ∞   exp   −       ϖ 2   ω 2   ψ  E 2      η   D 2   2  +  η   D 2  R  2       ω 2   ψ  D 2    κ  g  2 R       +   1  κ  g  2 E        x    d x      ≈        ω 2   ψ  D 2    κ  g  2 R       ϖ 2   ω 2   ψ  E 2      η   D 2   2  +  η   D 2  R  2     κ  g  2 E    +  ω 2   ψ  D 2    κ  g  2 R       exp   −      ϖ ¯  2     η   D 2   2  +  η   D 2  R  2       ω 2   ψ  D 2    κ  g  2 R         .     



(A13)







Next, similarly to (A13), the expression is approximated    γ   D 2  S    P 2    <        g  R S     2   δ 2   ψ R      η R 2  +  η  R S  2       , and    γ   D 2  E    P 2    <    g  R E    2   δ 2   ψ  R E    .   O 4   is written as


      O 4  =     Pr    γ   D 2  S    P 2    ≥   ϖ ¯  2  +  ϖ 2   γ   D 2  E    P 2      ≈ Pr       g  R S     2  ≥        ϖ ¯  2  +  ϖ 2      g  R E     2   δ 2   ψ  R E        η R 2  +  η  R S  2       δ 2   ψ R            ≈     ∫ 0 ∞    1 −  F     g  R S     2           ϖ ¯  2  +  ϖ 2   δ 2   ψ  R E   x      η R 2  +  η  R S  2       δ 2   ψ R         f     g  R E     2    x  d x      ≈      1  κ  g  R E      exp   −      ϖ ¯  2     η R 2  +  η  R S  2       δ 2   ψ R   κ  g  R S          ∫ 0 ∞   exp   −       ϖ 2   δ 2   ψ  R E      η R 2  +  η  R S  2       δ 2   ψ R   κ  g  R S       +   1  κ  g  R E        x    d x      ≈        δ 2   ψ R   κ  g  R S       ϖ 2   δ 2   ψ  R E      η R 2  +  η  R S  2     κ  g  R E    +  δ 2   ψ R   κ  g  R S       exp   −      ϖ ¯  2     η R 2  +  η  R S  2       δ 2   ψ R   κ  g  R S         .     



(A14)







From (A13) and (A14) into (21), Equation (22) is obtained. Hence, the proof is complete.




Appendix E


As indicated in Equation (23),   M 1   can be calculated as follows:


      M 1  =     Pr          g  1 E     2   ω 1   ψ  E 2         g  1 E     2   ψ  E 1      η   D 1   2  +  η   D 1  E  2    +     g  2 E     2   ψ  E 2      η   D 2   2  +  η   D 2  E  2    + 1    ≥   ϖ ¯  1         =    Pr       g  1 E     2  ≥      ϖ ¯  1        g  2 E     2   ψ  E 2      η   D 2   2  +  η   D 2  E  2    + 1       ω 1   ψ  E 2   −   ϖ ¯  1   ψ  E 1      η   D 1   2  +  η   D 1  E  2          .     



(A15)







To proceed with the calculation in Equation (A15), the condition    ω 1   ψ  E 2   >   ϖ ¯  1   ψ  E 1        η   D 1   2  +  η   D 1  E  2     must be satisfied and Equation (A1) must be considered. At this point,   M 1   can be further calculated as follows:


      M 1  =      ∫ 0 ∞    1 −  F     g  1 E     2         ϖ ¯  1    x  ψ  E 2      η   D 2   2  +  η   D 2  E  2    + 1       ω 1   ψ  E 2   −   ϖ ¯  1   ψ  E 1      η   D 1   2  +  η   D 1  E  2            f     g  2 E     2    x  d x      =      1  κ  g  2 E      exp   −     ϖ ¯  1      ω 1   ψ  E 2   −   ϖ ¯  1   ψ  E 1      η   D 1   2  +  η   D 1  E  2       κ  g  1 E                  ×  ∫ 0 ∞   exp   −        ϖ ¯  1   ψ  E 2      η   D 2   2  +  η   D 2  E  2         ω 1   ψ  E 2   −   ϖ ¯  1   ψ  E 1      η   D 1   2  +  η   D 1  E  2       κ  g  1 E       +   1  κ  g  2 E        x    d x      =         ω 1   ψ  E 2   −   ϖ ¯  1   ψ  E 1      η   D 1   2  +  η   D 1  E  2       κ  g  1 E        ϖ ¯  1   ψ  E 2    κ  g  2 E       η   D 2   2  +  η   D 2  E  2    +    ω 1   ψ  E 2   −   ϖ ¯  1   ψ  E 1      η   D 1   2  +  η   D 1  E  2       κ  g  1 E               × exp   −     ϖ ¯  1      ω 1   ψ  E 2   −   ϖ ¯  1   ψ  E 1      η   D 1   2  +  η   D 1  E  2       κ  g  1 E         .     



(A16)







Based on (23),   O 1   is expressed as


      M 2  =     Pr          g  1 E     2   δ 1   ψ  E 1         g  1 E     2   ψ  E 1      η   D 1   2  +  η   D 1  E  2    +     g  R E     2   ψ  R E      δ 2  +  η R 2  +  η  R E  2    + 1    ≥   ϖ ¯  1         =    Pr       g  1 E     2  ≥      ϖ ¯  1        g  R E     2   ψ  R E      δ 2  +  η R 2  +  η  R E  2    + 1      ψ  E 1      δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2           .     



(A17)







Similar to (A16), to proceed with the calculation in Equation (A17), the condition    δ 1  >   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2      must be satisfied and Equation (A1) must be considered. At this point,   M 2   can be further calculated as follows:


      M 2  =      ∫ 0 ∞    1 −  F     g  1 E     2         ϖ ¯  1    x  ψ  R E      δ 2  +  η R 2  +  η  R E  2    + 1      ψ  E 1      δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2             f     g  R E     2    x  d x      =      1  κ  g  R E      exp   −     ϖ ¯  1    ψ  E 1    κ  g  1 E       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2                    ×  ∫ 0 ∞   exp   −        ϖ ¯  1   ψ  R E      δ 2  +  η R 2  +  η  R E  2       ψ  E 1    κ  g  1 E       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2         +   1  κ  g  R E        x    d x      =       ψ  E 1    κ  g  1 E       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2          ϖ ¯  1   ψ  R E    κ  g  R E       δ 2  +  η R 2  +  η  R E  2    +  ψ  E 1    κ  g  1 E       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2                 × exp   −     ϖ ¯  1    ψ  E 1    κ  g  1 E       δ 1  −   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2           .     



(A18)







From (A16) and (A18) into (23), Equation (24) is obtained. Hence, the proof is complete.




Appendix F


As indicated in Equation (25),   M 3   can be calculated as follows:


      M 3  =     Pr          g  2 E     2   ω 2   ψ  E 2         g  2 E     2   ψ  E 2      η   D 2   2  +  η   D 2  E  2    +     g  1 E     2   ψ  E 1      ω 1  +  η   D 1   2  +  η   D 1  E  2    + 1    ≥   ϖ ¯  2         =    Pr       g  2 E     2  ≥      ϖ ¯  2        g  1 E     2   ψ  E 1      ω 1  +  η   D 1   2  +  η   D 1  E  2    + 1      ψ  E 2      ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  E  2           .     



(A19)







To proceed with the calculation in Equation (A19), the condition    ω 2  >   ϖ ¯  2     η   D 2   2  +  η   D 2  E  2      must be satisfied and Equation (A1) must be considered. At this point,   M 3   can be further calculated as follows:


      M 3  =      ∫ 0 ∞    1 −  F     g  2 E     2         ϖ ¯  2    x  ψ  E 1      ω 1  +  η   D 1   2  +  η   D 1  E  2    + 1      ψ  E 2      ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  E  2             f     g  1 E     2    x  d x      =      1  κ  g  1 E      exp   −     ϖ ¯  2    ψ  E 2    κ  g  2 E       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  E  2                    ×  ∫ 0 ∞   exp   −        ϖ ¯  2   ψ  E 1      ω 1  +  η   D 1   2  +  η   D 1  E  2       ψ  E 2    κ  g  2 E       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  E  2         +   1  κ  g  1 E        x    d x      =       ψ  E 2    κ  g  2 E       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  E  2          ϖ ¯  2   ψ  E 1    κ  g  1 E       ω 1  +  η   D 1   2  +  η   D 1  E  2    +  ψ  E 2    κ  g  2 E       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  E  2                 × exp   −     ϖ ¯  2    ψ  E 2    κ  g  2 E       ω 2  −   ϖ ¯  2     η   D 2   2  +  η   D 2  E  2           .     



(A20)







Based on (25),   M 4   is expressed as


      M 4  =     Pr          g  R E     2   δ 2   ψ  R E         g  R E     2   ψ  R E      η R 2  +  η  R E  2    +     g  1 E     2   ψ  E 1      η   D 1   2  +  η   D 1  E  2    + 1    ≥   ϖ ¯  2         =    Pr       g  R E     2  ≥      ϖ ¯  2        g  1 E     2   ψ  E 1      η   D 1   2  +  η   D 1  E  2    + 1      ψ  R E      δ 2  −   ϖ ¯  2     η R 2  +  η  R E  2           .     



(A21)







Similar to (A20), to proceed with the calculation in Equation (A17), the condition    δ 1  >   ϖ ¯  1     η   D 1   2  +  η   D 1  E  2      must be satisfied and Equation (A1) must be considered. At this point,   M 4   can be further calculated as follows:


      M 4  =      ∫ 0 ∞    1 −  F     g  R E     2         ϖ ¯  2    x  ψ  E 1      η   D 1   2  +  η   D 1  E  2    + 1      ψ  R E      δ 2  −   ϖ ¯  2     η R 2  +  η  R E  2             f     g  1 E     2    x  d x      =      1  κ  g  1 E      exp   −     ϖ ¯  2    ψ  R E    κ  g  R E       δ 2  −   ϖ ¯  2     η R 2  +  η  R E  2                    ×  ∫ 0 ∞   exp   −        ϖ ¯  2   ψ  E 1      η   D 1   2  +  η   D 1  E  2       ψ  R E    κ  g  R E       δ 2  −   ϖ ¯  2     η R 2  +  η  R E  2         +   1  κ  g  1 E        x    d x      =       ψ  R E    κ  g  R E       δ 2  −   ϖ ¯  2     η R 2  +  η  R E  2          ϖ ¯  2   ψ  E 1    κ  g  1 E       η   D 1   2  +  η   D 1  E  2    +  ψ  R E    κ  g  R E       δ 2  −   ϖ ¯  2     η R 2  +  η  R E  2                 × exp   −     ϖ ¯  2    ψ  R E    κ  g  R E       δ 2  −   ϖ ¯  2     η R 2  +  η  R E  2           .     



(A22)







From (A20) and (A22) into (25), Equation (26) is obtained. Hence, the proof is complete.




Appendix G


As derived from Equation (30), the expression for   C O  P   D 1     S 2      can be formulated as follows:


     C O  P   D 1     S 2    =     1 − Pr          g  1 S     2   ω 1   ψ  D 1         g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  S  2    +     g  2 S     2   ψ  D 2      ω 2  +  η   D 2   2  +  η   D 2  S  2    + 1    ≥   ϖ ¯  1   S 2           =    1 − Pr       g  1 S     2  ≥      ϖ ¯  1   S 2          g  2 S     2   ψ  D 2      ω 2  +  η   D 2   2  +  η   D 2  S  2    + 1      ψ  D 1      ω 1  −   ϖ ¯  1   S 2       η   D 1   2  +  η   D 1  S  2           .     



(A23)







Based on (A1),   C O  P   D 1     S 2      can be further calculated as follows:


     C O  P   D 1     S 2    =     1 −  ∫ 0 ∞     1 −  F     g  1 S     2         ϖ ¯  1   S 2      x  ψ  D 2      ω 2  +  η   D 2   2  +  η   D 2  S  2    + 1      ψ  D 1      ω 1  −   ϖ ¯  1   S 2       η   D 1   2  +  η   D 1  S  2             f     g  2 S     2    x  d x       =    1 −   1  κ  g  2 S      exp   −     ϖ ¯  1   S 2      ψ  D 1    κ  g  1 S       ω 1  −   ϖ ¯  1   S 2       η   D 1   2  +  η   D 1  S  2                    ×  ∫ 0 ∞   exp   −        ϖ ¯  1   S 2     ψ  D 2      ω 2  +  η   D 2   2  +  η   D 2  S  2       ψ  D 1    κ  g  1 S       ω 1  −   ϖ ¯  1   S 2       η   D 1   2  +  η   D 1  S  2         +   1  κ  g  2 S        x   d x       =    1 −     ψ  D 1    κ  g  1 S       ω 1  −   ϖ ¯  1   S 2       η   D 1   2  +  η   D 1  S  2          ϖ ¯  1   S 2     ψ  D 2    κ  g  2 S       ω 2  +  η   D 2   2  +  η   D 2  S  2    +  ψ  D 1    κ  g  1 S       ω 1  −   ϖ ¯  1   S 2       η   D 1   2  +  η   D 1  S  2                  × exp   −     ϖ ¯  1   S 2      ψ  D 1    κ  g  1 S       ω 1  −   ϖ ¯  1   S 2       η   D 1   2  +  η   D 1  S  2           .     



(A24)







The proof is complete.




Appendix H


Based on the derivation from Equation (32), the expression for   C O  P   D 2     S 2      can be articulated as follows:


     C O  P   D 2     S 2    =     1 − Pr          g  2 S     2   ω 2   ψ  D 2         g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  S  2    +     g  2 S     2   ψ  D 2      η   D 2   2  +  η   D 2  S  2    + 1    ≥   ϖ ¯  2   S 2           =    1 − Pr       g  2 S     2  ≥      ϖ ¯  2   S 2          g  1 S     2   ψ  D 1      η   D 1   2  +  η   D 1  S  2    + 1      ψ  D 2      ω 2  −   ϖ ¯  2   S 2       η   D 2   2  +  η   D 2  S  2           .     



(A25)







According to (A1), the calculation of   C O  P   D 2     S 2      can be further elaborated as follows:


     C O  P   D 2     S 2    =     1 −  ∫ 0 ∞     1 −  F     g  2 S     2         ϖ ¯  2   S 2      x  ψ  D 1      η   D 1   2  +  η   D 1  S  2    + 1      ψ  D 2      ω 2  −   ϖ ¯  2   S 2       η   D 2   2  +  η   D 2  S  2             f     g  1 S     2    x  d x       =    1 −   1  κ  g  1 S      exp   −     ϖ ¯  2   S 2      ψ  D 2    κ  g  2 S       ω 2  −   ϖ ¯  2   S 2       η   D 2   2  +  η   D 2  S  2                    ×  ∫ 0 ∞   exp   −        ϖ ¯  2   S 2     ψ  D 1      η   D 1   2  +  η   D 1  S  2       ψ  D 2    κ  g  2 S       ω 2  −   ϖ ¯  2   S 2       η   D 2   2  +  η   D 2  S  2         +   1  κ  g  1 S        x   d x       =    1 −     ψ  D 2    κ  g  2 S       ω 2  −   ϖ ¯  2   S 2       η   D 2   2  +  η   D 2  S  2          ϖ ¯  2   S 2     ψ  D 1    κ  g  1 S       η   D 1   2  +  η   D 1  S  2    +  ψ  D 2    κ  g  2 S       ω 2  −   ϖ ¯  2   S 2       η   D 2   2  +  η   D 2  S  2                  × exp   −     ϖ ¯  2   S 2      ψ  D 2    κ  g  2 S       ω 2  −   ϖ ¯  2   S 2       η   D 2   2  +  η   D 2  S  2           .     



(A26)







The proof is complete.
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Figure 1. An uplink system model of a cooperative NOMA network with an E. 
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Figure 2. An uplink system model of a cooperative NOMA network without a relay and with an E. 






Figure 2. An uplink system model of a cooperative NOMA network without a relay and with an E.
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Figure 3. The flowchart about Monte Carlo simulations provides a comprehensive illustration of the system’s performance. 
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Figure 4. COP–IP trade-off at user   D i   versus SNR for varying   ω 1  . 
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Figure 5. COP–IP trade-off at user   D i   versus SNR for varying    R  D 1   =  R  D 2    . 






Figure 5. COP–IP trade-off at user   D i   versus SNR for varying    R  D 1   =  R  D 2    .



[image: Mathematics 13 03491 g005]







[image: Mathematics 13 03491 g006] 





Figure 6. COP–IP trade-off at user   D i   versus SNR for varying   η 2  . 
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Figure 7. SOP of   D i   for NOMA and OMA systems vs. transmitting SNR with different   ω 1  . 
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Figure 8. SOP of   D i   vs. transmitting SNR with different    R  D 1   =  R  D 2    . 
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Figure 9. SOP of   D i   vs. transmitting SNR with different   η 2  , comparing the SOP results with those in [19]. 
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Figure 10. SOP of   D i   versus transmit SNR for different   η 2   values under non-uniform HI distributions. 
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Table 1. Comparison of the present study with analogous research.
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	This Study
	[1]
	[2]
	[20]
	[9]
	[15]
	[19]
	[21]
	[22]
	[23]
	[24]





	The OMA system
	√
	√
	
	√
	
	
	√
	
	
	
	√



	The NOMA system
	√
	√
	√
	√
	√
	√
	√
	√
	√
	√
	



	Uplink
	√
	√
	
	
	
	
	√
	
	
	
	



	PLS
	√
	√
	√
	√
	√
	√
	√
	√
	√
	
	√



	RHI
	√
	√
	
	
	√
	√
	
	√
	
	√
	√



	The relay system
	√
	
	
	√
	
	√
	√
	
	√
	√
	√



	COP
	√
	
	
	
	
	√
	
	√
	
	√
	



	SOP
	√
	
	
	√
	
	
	√
	
	√
	
	√



	IP
	√
	
	
	
	
	√
	
	√
	
	
	







“√” signifies references that offer a comprehensive analysis of this particular field of research.













 





Table 2. The principal parameters assessed in the evaluated models.
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	Parameters
	Values





	Monte Carlo trials
	   10 6   



	AWGN
	  Z 0   = 1



	The allocation of power distribution at user nodes   D 1   and   D 2  
	  ω 1   = 0.8;   ω 2   = 0.2 [42]



	Target rates of   D 1   and   D 2  
	  R  D 1    =   R  D 2    = 2 bps/Hz [43]



	Average channel gains
	   κ  g  1 S    =  κ  g  i E    =  κ  g  2 R    =  κ  g  R E    = 0.01   [44]



	The levels of RHI in   D i  
	  η   D i   2   = 0.01 [45]



	The levels of RHI of the   D 1  -  B S   link
	  η   D 1  S  2   = 0.01 [45]



	The levels of RHI of   D i  -R link
	  η   D i  R  2   = 0.01 [45]



	The levels of RHI in the   D i  -E link
	  η   D i  E  2   = 0.01 [45]



	The levels of RHI at the R
	  η R 2   = 0.01 [45]



	The levels of RHI in the R-  B S   link
	  η  R S  2   = 0.01 [45]
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